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Abstract. Academia, industry and government as well, are involved in big data
projects. Many researches on big data applications and technologies are actively
being conducted. This paper presents a literature review of recent researches on
key technologies and open issues for big data management via cloud computing.
Its goal is to identify and evaluate the main technology components and their
impacts on cloud-based big data implementations. This is achieved by reviewing
40 publications published in the latest four years, 2014–2017. We classified the
results based on the main technical aspects: frameworks, databases and data
processing techniques, and programming languages. This paper also provides a
reference source for researchers and developers, to determine the best emerging
technologies for big data project implementation.

1 Introduction

In recent years, big data management has attracted a lot of attention. Big data, as a variety
of data, structured, semi-structured and unstructured, requires high storage and high
performance computing. The processing of big data is easier via cloud computing due to
its distributed computational paradigm. The cloud computing architecture provides a
good solution for large-scale data storage and processing, addressing two of the main
requirements of big data. Although big data management as a service in cloud computing
has solved many of the big data requirements, it also has raised many important issues,
related to the data migration in cloud such as, data security and data privacy.

Many researches on the new methodologies and technologies for both cloud
computing and big data are proposed and developed recently. In this paper we present a
literature review of recent researches for big data management via cloud computing.
This paper identifies and evaluates the key technologies and open research issues of big
data management via cloud computing. Its contribution in that respect may be sum-
marized as follows:

• A literature review of key technologies for big data deployment in cloud computing
with respect to frameworks, databases and data processing techniques, and pro-
gramming languages;
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• An overview over the open research issues and challenges of big data management
via cloud computing.

Within the context of this paper we provide a reference source for researchers and
developers, to determine the best emerging technologies for big data project imple-
mentation via cloud computing. For a researcher who is exploring the big data
deployment in cloud, is really critical to determine which tools to use during project
implementation and the concerns that should be taken into considerations.

The paper consists in: Sect. 2, in which the research methodology is deployed;
Sect. 3, in which results and analysis of the searches in a quantitative perspective are
presented; Sect. 4, that gives a detailed description and evaluation of the reviewed papers;
Sect. 5, that provides an overview of open issues and challenges for big data management
in cloud computing; and the final section is the epilogue concluding our work.

2 Methodology

The objective of this paper is to identify and evaluate the main technology components
and open issues for implementing big data management as a service in cloud by
reviewing and structuring the existing literature. Over hundred publications were first
extracted from searches made on three reference and citation-enhanced indexing
databases, Google Scholar, Scopus, and Web of Science for the following keywords:
big data, cloud computing, Hadoop, MapReduce, Spark, NoSQL, programming lan-
guage. We paid a particular attention to publications of research results on digital
libraries: ACM, IEEE Xplore, SpringerLink, and Elsevier. The time range for this
search was limited from 2014 until November 2017. The challenges related to the cloud
platforms and frameworks, techniques for big data storage, pre-processing and pro-
cessing, databases, algorithms, and programming models were all within the scope of
this review paper. We focused on reviewing researches of open source technologies but
important development on commercial ones are analyzed as well. Papers that were
purely focused on technical design were left out of this review. From the numerous
research publications, at the end 40 researches and reports were selected and analyzed.

The selected publications are classified based on their main research focus; the
categories are: Frameworks, Databases and Data Processing Techniques, and Pro-
gramming Languages. We analyzed them from a quantitative and qualitative
perspective.

3 Literature Review: Quantitative Results and Analysis

In this section we present the results of our work in a quantitative perspective. The
selected publications are analyzed and evaluated based on their research contributions.
They are noted by their type as Review, Survey, Technical Report, New Design
Proposal, Comparative Study, and special attention is paid to real experiments,
simulation/emulation and system implementations made by authors. Table 1 shows all
the selected publications for this review.
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Table 1. List of selected publications.

Ref. Frameworks Databases Programming models Type Implement/
Experiments

Year

[1] Main Topic x Survey 2017
[2] Main Topic Technical Report x 2016
[3] Main Topic x New Design x 2014
[4] Main Topic x New Design x 2017
[5] Main Topic x New Design x 2015
[6] Main Topic New Design x 2014
[7] Main Topic Review 2015
[8] Main Topic x New Design x 2016
[9] Main Topic x New Design x 2016
[10] Main Topic x New Design x 2015
[11] Main Topic x Case Study x 2015
[12] Main Topic x New Design x 2015
[13] Main Topic Comparative Study x 2014
[14] Main Topic Survey 2015
[15] Main Topic New Design x 2015
[16] x Main Topic x Review 2016
[17] Main Topic Review 2014
[18] Main Topic Comparative Study x 2017
[19] x Main Topic x New Design x 2016
[20] x Main Topic x Survey 2017
[21] Main Topic Survey 2015
[22] x Main Topic x Survey 2017
[23] Main Topic Survey 2017
[24] Main Topic New Design x 2015
[25] Main Topic Review 2015
[26] x Main Topic New Design x 2015
[27] Main Topic Comparative Study 2016
[28] Main Topic New Design x 2016
[29] x Main Topic x New Design x 2015
[30] Main Topic Review 2017
[31] Main Topic Review 2017
[32] Main Topic Review 2014
[33] Main Topic Survey 2015
[34] x Main Topic New Design x 2017
[35] Main Topic Technical Report x 2015
[36] x Main Topic Comparative Study x 2014
[37] Main Topic New Design x 2017
[38] Main Topic Survey 2017
[39] Main Topic New Design x 2014
[40] Main Topic New Design 2016
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Based on the research contribution, we present the results on the total number of
publications per category in Table 2. During that process we observed that framework
component is mostly researched.

In the Table 3, it can be noticed that the majority of the publications considered and
analysed are original researches proposing new designs and improvements for big data
management in cloud computing.

4 Literature Review: Topics-Related Analysis

This section is an overview of each of the selected papers. The publications are mapped
based on the main topic and their contributions on big data as a service implementation
in cloud. Our work is focused more on reviewing researches of open source tech-
nologies, but important development on commercial ones are analyzed as well.

4.1 Frameworks

In this subsection, we will analyze and discuss recent researches of the most essential
component of a big data system. To simplify the decision on choosing the best
framework solution for big data implementation in cloud, we reviewed 15 publications
that address development, improvements, experiments and open issues on various
frameworks [1–15].

Table 2. Distribution of main technology aspects

Domain Total no. of
publications

Percentage
Papers/Category (%)

1. Frameworks 15 37
2. Databases and data processing techniques 14 35
3. Programming languages 11 28
Total 40 100

Table 3. Representation of the total number per publication type.

Publication type Total no. of
publications

Percentage
Publication/Type (%)

Survey 8 20
Review 7 17
New Design 18 45
Technical Report 2 5
Comparative Study 4 10
Case Study 1 3
Total 40 100
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Firstly we analysed the publications found during our search for Hadoop frame-
work. Hadoop is the backbone of several large scale applications in different domains
for analyzing large scale data. In the first paper [1] Hadoop framework is used to
analyze workload prediction of data from cloud computing. Hadoop was also used for
analyzing the tweets on the large scale in paper [2]. Authors in [3] used Hadoop, and
MapReduce parallel processing paradigm to propose a new solution - Keyword-Aware
Service Recommendation method for analyzing data in service recommender systems.
The results of these papers show that Hadoop framework is a good choice for batch
processing that are not time-sensitive. Original researches proposing improvements and
new designs for Hadoop are done. Authors in [4] propose an integrated Hadoop and
MPI/OpenMP system for higher processing speed.

Open issues are raised in literature relating Hadoop security, due to missing
encryption at the storage and network levels. According to this issue authors in [5]
propose a new security model for G-Hadoop, which is based on public key cryptog-
raphy and the SSL protocol.

In addition to Hadoop, there are several other frameworks studied and proposed in
the following papers.

Authors in [6] investigated the performance of big data applications on Spark with
different virtualization frameworks. Review paper [7] analyses the infrastructure of
another open source framework, Apache Storm. In paper [8] authors discuss on the
evolution of big data frameworks and propose a new design framework Scalation using
the Scala programming language. Spark, Samza, Kafka and Scalation frameworks are
evaluated through experiments. Authors in [9] propose a new framework design, High
Performance Analytics Toolkit (HPAT). Their evaluation has demonstrated that HPAT
is faster than Spark. Authors in [10] have implemented a cloud-based analytics service
using Hadoop and Spark, and the results are being compared. In paper [11] authors
investigated the Yahoo!S4 framework for processing of real time streams. Authors in
[12] present a new cloud based framework for big data management in smart grids. In
paper [13] a detailed comparative study of three different frameworks Apache Hadoop,
Project Storm, Apache Drill is performed. Survey paper [14] also presents a theoretical
comparison of the main frameworks for big data. Authors in [15] analyze
DistributedWekaSpark, a distributed Spark framework for Weka workbench.

At the end of this subsection we outline our findings as following: Hadoop
framework is suited for workload where time is not critical. It’s a good choice for batch
processing that are not time-sensitive. It is an open source and easier to implement than
other solutions. For stream processing Storm and S4 are typical frameworks for
real-time large scale streaming data. These frameworks have very low latency pro-
cessing. Samza framework when is integrated with Kafka also is a good solution for
stream processing. Flink frameworks support stream processing and also handle batch
processing. It is heavily optimized, but it is still unstable. For interactive environment,
Spark is very adequate. Apache drill is also best for interactive and ad-hoc analysis.

There are many options for processing data in cloud based big data system but the
best fit for any implementation depends on the data to process and time requirements.
Workbenches like the one analyzed in this section are available for testing the
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frameworks. For researchers and developers, it’s possible to simulate some situations
prior the final implementation of any project. The biggest concerns that should be taken
into consideration while using frameworks in cloud computing are data security and
data privacy.

4.2 Databases and Data Processing Techniques

In this subsection 14 recent publications on data storage and processing techniques are
reviewed [16–29].

The first article reviewed on this topic [16] outlines the appropriate technologies for
implementing big data project. This article includes technologies such as in-memory
databases, NoSQL and NewSQL systems, and Hadoop based solutions.

A comparative study about the performance of NoSQL databases: BigTable,
Cassandra, HBase, MongoDB, CouchDB, CrowdDB is done in paper [17]. Authors in
[18] also compare the performance of HBase and MongoDB. Authors in [19] present a
new solution that integrates Cassandra with MapReduce. Paper [20] is a review of the
researches done for incorporation of data warehouse with MapReduce for handling of
big data. Paper [21] is a survey of in-memory big data management systems. Authors in
[22], also presents a survey on recent technologies developed on big data, for Data
Processing Layer, Data Querying Layer, Data Access Layer and Management Layer.
Paper [23] studies the solution of various types of unstructured data storage, analyzes
all the problems existing in the storage system, and summarizes the key issues to
achieve the unified storage of unstructured data.

Authors in [24] propose new solutions for implementation of big data warehouses
under the column oriented NoSQL DBMS. In paper [25], a detailed classification for
modern big data models is done. Paper [26] introduces the combination of NoSQL
database HBase and enterprise platform Solr. Authors in [27] have compared SQL with
NoSQL databases and the four NoSQL data models (document-oriented, key-value
pairs, column-oriented or graphs). In paper [28], a new design allowing the automatic
transformation of a multidimensional schema into a tabular schema is implemented in
Hive. Last paper [29] evaluates the performance of Spark SQL.

At the end of this subsection we summarize our findings. Traditional relational
database management systems are not suitable for big data. NoSQL database man-
agement systems are designed for use in high data volume applications in cloud
environments. Several open source NoSQL databases exist, MongoDB, Cassandra,
CouchDB, CrowdDB, Hypertable, HBASE, Couchbase, etc. NoSQL databases are
highly scale able, flexible and good for big data storage and processing. The current
issue with NoSQL databases is that they do not offer a declarative query language
similar to SQL and there is no single, unified model of NoSQL databases. Integrated
solutions are researched and proposed. Applications that combine relational and pro-
cedural queries run faster. We noticed that many researches are still going forward to
optimize data storage and processing techniques. Heterogeneity of data is also a
problem that is currently under study. We have review NoSQL data models that can
process big data up to the petabyte range. Exabyte range data processing is still an open
problem under-researched.
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4.3 Programming Languages

We selected 11 publications from our search results that address latest researches on
programming languages [30–40].

Firstly we have reviewed all existing literatures that summarize existing pro-
gramming languages and paradigms available in cloud-based big data area. Review
papers [30–32] discuss and compare various programming models, analyzing how they
fit into the big data projects.

Authors in [33], presents a survey of programming models for big data imple-
mentations in grid and cloud. Nystrom in [34] describes a Scala framework that can be
used for experimenting with supercompilation techniques. In this paper a supercom-
piler for JavaScript is implemented. Authors in [35] analyze the new programming
language Julia which is appropriate for parallel computing. In paper [36] programming
language R is integrated with Hadoop framework and they are used together for big
data statistical programming. Authors in [37] propose a new design in order to manage
language runtimes. Survey paper [38] analyzes the MapReduce-based algorithms for
handling big RDF graphs. Paper [39] investigates the program transformations for Pig
Latin. Authors in [40] propose a new approach JAVA2SDG, for stateful big data
processing.

In the reviewed publications we found many programming languages like
R, Python, Java, Scala, Hadoop languages (Pig Latin, Hive), Julia and new program-
ming language proposals. We analyzed all of them in order to have a full understanding
of the actual research process in the field of programming paradigm for cloud-based big
data. Programming language R is adequate for executing large numbers of calculations.
Python is a good choice for advanced analytics. Scala is also a good choice for large
streaming since it is a hybrid programming language, which combine both Functional
Programming with Object Oriented Paradigms. Java is used as a basic code for many
frameworks but it has a very high learning curve. The new programming language Julia
fits well for real-time streams applications.

We conclude that Functional Programming (FP) is considered to be the most
adequate for big data implementations. Its difficult syntax has pushed researchers to try
new hybrid solutions. During our search as it is shown in Sect. 3, we didn’t find quite
many recent researches on programming languages. As stated at IEEE Spectrum “The
2017 Top Programming Languages”, it seems a period of consolidation in coding as
programmers digest the tools created for cloud and big data applications [41].

5 Challenges and Open Research Issues

Although big data management in cloud computing is widely used, it still faces
challenges and open issues. This section presents an overview of the open issues
identified in the literature that affect big data deployment in cloud computing. We
address the following open research issues for further improvement:

• Security and privacy: Data security and data privacy are critical issues when
migrating big data to cloud environment. Many technical solutions using data
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encryption are applied: Data encryption affects the performance of big data pro-
cessing thus researchers are still working for further improvements to this issue.

• Data transmission: While transferring large-scale data to the cloud, the capacity of
the network bandwidth is the main obstacle. Over the years many algorithmic
proposals and improvements are being applied to minimize cloud upload time,
however, this process still remains a major research challenge.

• Data volume: The exponential growth of data to the exabyte range raises lots of
concerns for the big data storage and processing in the cloud environment. Due to
limited network bandwidth, cloud computing is not suitable for exabyte data pro-
cessing. Exascale computing is a major research challenge.

• Data storage and processing: The current issue with NoSQL databases is that they
do not offer a declarative query language similar to SQL and there is no single,
unified model of NoSQL databases. Integrated solutions that combine relational and
procedural queries for better performance are still being researched.

6 Conclusion

In this paper we identified the key technologies and open research issues of big data
management via cloud computing. We reviewed 40 publications in order to address the
recent researches with respect to frameworks, databases, data processing techniques,
and programming languages. We found that framework component is mostly resear-
ched. There are various framework solutions for big data in cloud but the best fit
depends on the data to process and time requirements. Regarding databases many
NoSQL integrated solutions are researched and proposed. Functional Programming
(FP) is considered to be the most adequate programming paradigm for big data
implementations.

We conclude that big data management via cloud computing has still open research
issues related to the data transfer, data volume, data storage, data security and data
privacy. All of these aspects makes cloud-based big data management a viable research
field.

Within this paper we provide a reference guide for researchers and developers, to
determine the best emerging technologies for implementing big data as a service in
cloud computing.
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