
Chapter 11
Internet of Things: Current Trends
and Emerging Prospects

Amartya Sen and Sanjay Madria

Abstract The prevalence of Internet of things (IoT) paradigm has seen the rise of
many useful applications in the domains of healthcare, industries, smart city, and so
on. However, the paradigm itself is in its dormant stages and still has many open-
ended research challenges like interoperability, security and privacy, compliance,
and standardization issues which need to be addressed. In this paper, we present a
high-level discussion of the overall implications of the IoT paradigm with respect
to different application areas and scenarios, domains, and technicalities that needs
to be focused for effective incorporation of the IoT concept. Additionally, we also
discuss briefly some of the future prospects that can improve the current trends of
IoT frameworks.
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11.1 Introduction

The Internet of things (IoT) paradigm and its applications to various domains like
industries (Industrial Internet of things or IIoT), healthcare, and smart cities have
received considerable attention in the past few years. According to IHS estimates, in
2015, there were 15.4 billion connected devices, and it is projected to rise up to 30.7
billion and 75.4 billion by 2020 and 2025, respectively [19]. In 2016 alone, IDC
estimated that there were 28.3 million wearable devices sold and forecasts this value
to reach 82.5 million units by 2020 [16]. Given such exponential increase in the
number of interconnected devices, the global spending in IoT-related applications
was estimated to be around $737 billion in 2016, which will further grow to $1.29
trillion by 2020 [17]. Additionally, the IoT paradigm will contribute about $10 to
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$15 trillion to worldwide GDP growth. Such statistics are not an exaggeration since
in 2017 it is estimated that approximately 60% of the global manufacturers will use
analytics on data recorded from connected devices to outline actionable insights
and develop optimized plans and processes for their workflow [40]. These are some
of the staggering information which indicates that the IoT paradigm is growing at
an unprecedented rate.

In the recent past, we have seen the maturity of several computing platforms like
the cloud (including edge and fog computing) as a way to pool computing resources
and offer services in the form of pay-as-you-use models. Further, the developments
in hardware efficiency for sensor nodes [33] have also made it easier to own
and maintain your wireless sensor networks (WSNs). Additionally, platforms like
Sensor Cloud [21] have also made it easier to avail sensing services for users who
may not own a WSN. There has also been a growth in other types of sensing devices
such as wearable body sensors, RFID tags, and so forth. All these devices and their
networks generate a vast amount of data everyday [44]. To make meaningful use
of these data streams, we must be able to connect together these isolated islands
of devices and their networks and manage them through common interfaces and
platforms to perform analytics on the generated data resulting in meaningful and
actionable insights applicable across different domains. This is the principal idea
behind the IoT paradigm. For example, consider the IIoT services of Michelin’s
solutions EFFIFUEL service whose objective is to reduce the fuel consumptions
in truck fleets [18]. They do so by capturing numerous sensing data such as fuel
consumption, tire pressure, speed, and geography which are then transmitted to a
cloud platform wherein they are analyzed and expert recommendations are made
on how to optimize fuel efficiency.

The IoT paradigm is no doubt growing faster than our anticipation, having
found roots in application domains like industries, healthcare, and smart cities [41].
Nonetheless, the paradigm and its applications itself are in dormant stages and has
to traverse a long way to reach complete maturity. Numerous challenges are to
be addressed along with establishment of functional and nonfunctional standards.
Thus, our objective here is to discuss on a high level some of the existing trends that
have taken place in the domain of IoT related to different application scenarios. Fur-
thermore, we will discuss some of their technical aspects which need to be addressed
in order to ensure effective utilization of the IoT paradigm. Finally, we will
outline some of the future prospects which can improve the feasibility of IoT-based
application scenarios along with introducing the concept of incorporating overlay
networks for IoT frameworks which will help in facilitating a user-centric service
model, capturing their desired quality of service (QoS) and security preferences.

11.2 IoT Application Scenarios

As mentioned in the previous section, the idea behind IoT and its applications
is to interconnect different platforms together and make pragmatic use of the
generated data. These networks typically are composed of sensory devices like
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sensor nodes, RFID, and wearable body sensors. However, while implementing
them for different application scenarios like healthcare or industries, we should not
rely on traditional protocols of framework interconnectivity and interoperability.
An effective approach requires to evolve implementation models weaving together
different aspects of an IoT application scenario along with keeping the users (or
consumer) of the services in the center of the service models. These kinds of models
will not only require the interconnectivity between networks in the same application
scenario but also across different application scenarios. In this regard, we will
discuss some of the IoT frameworks belonging to different application scenario.

11.2.1 IoT in Healthcare Applications

IoT enables consistent and remote monitoring for patients in the healthcare domain
[15]. Integration of sensing platforms like room sensors, wearable body sensors,
and medical equipments like ECG and X-ray machines [37] to Cloud platforms
realizes this scenario. Medical professionals can access the data and other analytical
services [5] applied on it to take appropriate actions. IoT-based healthcare can
provide tailor-made services for individual patients which can be further extended
to the premises of their household. Therefore, health monitoring services need not
stop once a patient leaves the confines of a hospital. This will be especially useful
in activities such as medical therapy and recovery. Additionally, data can also be
captured and integrated from the pharmaceutical companies to optimize operations
such as logistics, supply chain management, and simulation of drug studies which
will keep doctors in the loop and their understanding of patient’s conditions to boost
the performance of drug development.

11.2.2 IoT in Industries

IoT has widespread application in a lot of industrial sectors ranging from min-
ing operations [42], agricultural improvements [7], to waste water management
facilities [26]. Generally these IoT applications are tailor-made based on the
needs and organizational policies of the industries where they are incorporated.
However, on a higher granularity, they adopt the IoT domains of gathering data
from sensory devices, performing analytics on the collected data, and designing
intelligent machines and applications that can act upon the results of data analytics.
The driving factor in this domain is to make operations cost-efficient but at the
same time improve overall productivity. For example, delays and cancellation in the
US passenger and cargo aviation cost the industry nearly $11 billion on a yearly
basis in terms of maintenance, logistical investments, and so forth. To address this,
a joint effort between Accenture and GE aviation was undertaken, called Taleris
[13], which was designed using IoT concepts. Taleris is an airline fleet optimization
service whose objective is to eliminate avoidable repair costs and minimize delays
and disruptions in service availability due to foreseeable conditions. It does so by
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collecting data from sensory components accompanied with the aircrafts to monitor
the operational conditions and health of different aircraft parts. The collected data
is then used to outline optimized predictive maintenance schedules. In doing so,
the IoT service can also take into consideration where and when (accounting for
the aircraft route) the maintenance operations should be performed in order to
minimize disruptions. These kinds of applications can be further improved by
integrating it with frameworks that can determine the optimized routes for aerial
vehicle trajectories based on different task requests from the ground control [22].

11.2.3 IoT in Disaster Management and Response

Carrying out response and rescue operations in disaster-affected regions is a
challenging task since these regions are typically characterized by areas that are
devoid of information exchange. Many a times, time-critical rescue operations are to
be performed (forest fires) and therefore a need for coordinated efforts exists across
a span of geographical region for optimized resource allocation. This is where the
concept of IoT-based applications will be beneficial. For example, consider the IoT-
based disaster management framework depicted in Fig. 11.1. It consists of physical
infrastructure enumerated by IoT devices such as cell phones, wireless sensors,
wearable body sensors, RFIDs, gathering and relaying data like CO2, temperature,
user heart rate, and images and video feeds to a management platform like Sensor
Cloud. The collected data can be analyzed and queried by regular users to avail
information such as k nearest safe zones or evacuation routes. In contrast, rescue
workers and first responders can use the Sensor Cloud interface to issue data
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Fig. 11.1 IoT-based disaster management framework
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collection tasks across a specified region of interest. The incoming sensory data
along with images and video feeds can be used by rescue workers to gauge disaster
hit regions they might be entering. Analytics services can also be performed to
outline logistical information for the allocation of rescue resources and operations.

These aforementioned IoT application scenarios can also be brought together
in order to formulate the foundations of smart cities [43]. Nonetheless, IoT
applications and their frameworks should not be just about interconnecting different
networks and platforms. It needs to account for the actions that can be performed
based on the information obtained from data gathered via the interconnected
platforms. In doing so, the users of these frameworks need to be at the center of
operations such that user feedbacks and preferences can be immediately tied up to
the operational functionalities of the infrastructure for optimal service facilitation.

11.3 Success Factors: Domains and Technical Implications

In the era of IoT advancement, infrastructure providers and manufacturers should
not remain disconnected from their consumers. As the IoT paradigm provides
a connected ecosystem of users, infrastructure, their behavioral data on which
one can perform real-time analytics to suggest and outline actionable insights,
there is a need to develop new operational models based on a hybrid concept of
developing the products along with providing services and support associated to
those products. These kinds of product-service models will essentially need to be
user-centric, for example, integrating consumer usage data to product development
life cycle management, or performing analytics on the sensory data generated
by different devices to schedule predictive maintenance operations to prevent
permanent breakdown of devices. The effective realization of the IoT paradigm
through the product-service hybrid model depends on successful implementation
in some few key domains. At a higher level of granularity, these domains can be
summarized as:

• Sensor-driven computing
• Analytics on collected data
• Self-aware applications
• Seamless user integration

Sensor-driven computing is the core building block of IoT implementation across
any application scenario. An apprehension of the environment is required to develop
and perform any task related to it. This sort of desired outcome can be achieved
through the embedded sensing capabilities of the interconnected sensory devices
which are growing at a remarkable rate. The sensing capabilities can provide data on
temperature, pressure, and CO2 levels of the surroundings. Whereas new generation
wearable body sensors can relay attributes such as heartbeat rate, blood pressure,
and so forth. Furthermore, improvements to the hardware implementations and cost
of sensory devices [10, 33] are enabling it with possibilities which could not have
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been feasible with the traditional sensor nodes running on AA batteries and having
limited processing capabilities. We also need to pay attention to efficient techniques
of data collection algorithm which will save energy and operational cost in IoT
environments [20] and incorporate novel techniques of data compression [9] that
will improve the bandwidth consumption and be able to convey more information
in a packet size as compared to the traditional scenario.

Data analytics is the key feature that helps in converting the perception provided
by the sensory devices about its users and the environment into actionable insight.
It is the primary component of the service part in the product-service hybrid
model. Data analytics can generate actionable tasks like processing the sensory
data from the equipment of manufacturing machinery and forecasting predictive
maintenance scheduling. These kinds of analytics on sensor-driven computing have
been put to practice, for example, Caterpillar is using industrial analytics on their
dealer’s sensory information originating from machines and engines, to give them
feedbacks which will help in proactive engagement of any likelihood of operational
failure [31]. Similarly, companies like Virtual Radiologic Corp. (vRad) is providing
analytics services in the healthcare scenario by collecting and interpreting data
from X-ray and MRI [37]. The role of analytics in this ecosystem is of primary
importance as it cannot only suggest actionable tasks but eventually shape the
public opinion about the products and devices that make up the infrastructure of an
IoT framework. Although, as required in some time critical application scenarios,
generating relevant actionable tasks depend upon analytics to be performed in
(hard or soft) real-time. Furthermore, with the exponential rise in the number
of interconnected devices, the amount of data being generated every minute can
be overwhelming [35]. Therefore, traditional models of data analytics need to be
revised and made more optimized to be incorporated in the IoT scenario [44].

As we traverse toward the end of the maturity spectrum for the IoT paradigm
and its related applications, the future lies in the prospect of developing self-aware
intelligent applications. In this regard, applications and machines in the future
should be able to integrate the analytics outcome and user preferences to their
product life cycle in order to perform autonomous improvements and upgrades.
Applications across different platforms will also be able to interact with each other
to make intelligent operational decisions further consolidating the IoT paradigm of
global interconnectivity. A dormant example of such a product can be found in the
Nest Thermostat which can interact with its users to comprehend and then manage
their energy consumptions [23]. Products like these can be made to interact with
networks such as smart electric grids in order to optimize the energy consumption
of smart cities. Current practices of serving as a medium for machine-to-machine
interaction can also be found in applications like Volvo’s CareTrack [38] wherein
it can generate reports aiding users to optimally manage their truck fleets. Looking
ahead, incorporation of intelligent machines and applications will enable scenarios
such as entire factories operating based on interaction between different machines
with little to no human oversight thereby boosting productivity. These kinds of
autonomous self-aware intelligent machines and applications will be able to launch
tasks by cooperating and organizing among themselves. They will be able to self-
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incorporate the feedback gained from analytical services and users to improve their
interfaces and operational aspects. This in turn will help to reduce their operating
costs and improve overall output. Being self-aware will also enable them to prevent
accidents and failures during their operations. However, the most challenging aspect
among the desired features of intelligent machines and applications will rest in their
capability to operate under uncertain and adverse conditions.

Users need to be at the crux of any application scenario that we might develop.
Consumer behavior and preferences help shaping and improving the operational
standards of products and applications. Hence, the product-service hybrid models
that will help in the effective incorporation of the IoT paradigm in different
application scenarios need to be user-centric. In this regard, one must be able to
take into consideration a user’s preferences in terms of their quality of service and
experience (QoS and QoE) [12] as well as security requirements [24, 34]. Currently,
works mostly address the inclusion of QoS requirements in their IoT application
scenarios to improve the overall performance. Some introductory approaches also
discuss the decomposition of security requirements and address it across different
layers of their IoT applications [29]. However, these incorporations need to be per-
formed from the user’s perspective. Optimization algorithms should be developed to
address different aspects like operational costs, performance, security requirements,
and implementations via the computed (and requested) feedbacks which must be
dynamically incorporated by machines and applications in near real-time. These
kinds of approaches will further consolidate the concepts of intelligent machines
and applications to tailor themselves autonomously as per user requirements.

Nonetheless, addressing the success of these aforementioned domains will be
challenging as some of the technical aspects of traditional computing platforms
should be changed such that it can be implemented in the IoT ecosystem. We outline
two such areas—networking and interoperability, cybersecurity and risk assessment
in the following subsections.

11.3.1 Networking and Interoperability

A typical IoT-based application is composed of numerous devices, each having their
own unique architecture, software, and hardware specifications. The interconnectiv-
ity between these devices and their networks in such a heterogeneous environment
is not a trivial task [32]. Networking and interoperability is one of the primary
challenges that need to be addressed in order to make strides of progress toward the
maturity of IoT-based applications. Dynamic discovery of participating devices, pro-
viding resilient services, autonomous service negotiation, and facilitation are some
of the key IoT features that are desired and challenged by the lack of standardized
networking and interoperability techniques [6]. In a practical scenario, it is safe to
assume that in the near future, the hardware and architecture of the participating
devices like sensor nodes, RFIDs, and others will not change drastically. As such,
the task of networking and facilitating interoperability lies in developing efficient
software for these devices, designing frameworks and networking protocols that
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will help bridge the gap. An instantiation of ongoing efforts in this regard can
be found in AllSeen Alliance’s AllJoyn framework [1] which aims to provide
developers achieve interoperability between their devices in an IoT ecosystem. The
framework facilitates connectivity between device-to-device and the cloud platform
which helps to bypass the hassles of transport layer protocol and other heterogeneity
challenges that may arise due to device brands, platforms, and operating systems.
Another beneficial feature of the AllJoyn framework is in being an open source
framework which currently has more than 180 contributing technology partners
like LG, Microsoft, and Qualcomm. Other notable efforts lies in the proposed
(yet dormant) information-centric networking (ICN) [2] protocol which is about
retrieving information and content based on specific naming conventions (instead
of IP addresses) which ignores data origination servers and distributed channels. In
doing so, the ICN protocol supports in-network caching and replication which will
benefit the plethora of resource-constrained devices that partake in a typical IoT
application and will allow for the incorporation of content-based security policies
which are essentially energy efficient in contrast to their traditional counter parts.
This kind of protocol will also benefit data dissemination and networking tasks as
it will disregard the heterogeneity of different interconnected platform and their
individual traditional networking protocols.

Another effort in addressing IoT-based networking challenges can be found in
software-defined networking (SDN) protocol [3, 25] which decouples the network
control from packet forwarding and is directly programmable to adjust dynamically
based on rate of flow and services. This sort of feature will be useful given the
rate at which data is sensed and transmitted in an IoT environment. However, these
solutions are in their dormant stages, and a lot of research issues still need to
be addressed. We have to consider network management policies (centralized vs.
decentralized) with respect to different IoT frameworks used in smart cities, health-
care, or industries. Additionally, issues such as scheduling and link selection also
needs to be addressed [11] to optimize attributes like throughput and performance
along with reducing the operational costs.

11.3.2 Cybersecurity and Risk Assessment

Cybersecurity and risk assessment is another challenging aspect which needs much
attention in the domain of an IoT framework. The challenges essentially arise due
to the interconnectivity between vast number of heterogeneous devices, all of which
may have different hardware and software specifications. For example, security
threats and countermeasures that are applicable to handheld devices are not the same
for sensor nodes or wearable body sensors. Additionally, the strength of security
requirements varies based on the nature of services provided by these devices and
their networks. Therefore, it is not feasible to design universally applicable security
measures and policies across an entire IoT framework. Furthermore, certain IoT
framework’s infrastructures are also composed of devices which may have physical
impact like smart electric grid, conveyor belts, and programmable units in the
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industry. Being able to exploit or cause malfunction of these devices can have much
more dire consequences than traditional cybersecurity outcomes like loss or leakage
of data [39].

The IoT frameworks encompass several different layers like infrastructure,
services, sensing, and communicates data over wireless and wired mediums.
Therefore, the security requirements also span across multiple fields like ensuring
confidentiality, integrity, and availability of data. Security requirements also extend
to data (user) privacy and anonymity, trust, non-repudiation, authentication, and
access control [14]. One way to address all of these security requirements is to
individually set up countermeasures across different layers of an IoT framework’s
protocol stack, for example, physical/MAC, networking, routing, and application
layer. Currently, each of these layers follows a set of protocols to realize the overall
framework architecture. For example, the constrained application protocol (CoAP)
[4] of the application layer, used for interoperability purposes which is coherent with
the representation state transfer architecture of the web. The CoAP protocol enables
IoT sensing devices to interact with current Internet applications without the need
of a specialized translation methodology. Securing CoAP will ensure the security
requirements associated with functionalities that are realized by this protocol.
Nonetheless, the protocol stack way for addressing security in IoT frameworks
is not yet foolproof. There still exist several open-ended research challenges that
need to be addressed. Revisiting the CoAP security instantiation which is bounded
by the Datagram Transport Layer Security (DTLS) [27], this scheme has its own
limitations since it requires to perform a handshake for authentication and key
agreement (ECC public key cryptography) purposes with the sensing devices, much
of which are resource constrained.

Additionally, security policies and protocols need not remain static throughout
the lifetime of an IoT framework. In other words, service requirements may require
to give more emphasis on quality of service rather than security for a given
instance [24]. In such cases, tradeoffs are required between QoS and security
protocols to enable the framework’s or user’s service demands. This becomes more
challenging because to accommodate, for example, the increased QoS factors, we
need to reduce the strength of the security protocols, like switch to a lightweight
encryption scheme. This sort of action digresses from a framework’s initial security
requirements estimated by performing risk assessment. Furthermore, different com-
ponents and users of an IoT framework may have different security requirements.
Security requirements may also change with context, evolving threat models and
use-case scenarios. This necessitates the concepts of variable and adaptive security
requirements, and its implementation is something that also needs to be addressed in
the IoT paradigm. Currently in this regard, initial outlines for the concept of adaptive
security management have been demonstrated for E-health applications utilizing IoT
paradigm [29].

However, before optimal security policies can be designed and applied, one
should be able to assess the risks and threats that an IoT framework’s infrastructure
may be vulnerable to. As such, risk assessment is an imperative step that needs to be
performed. However, the task becomes challenging considering the heterogeneity
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of the involved infrastructure and the likelihood of scenarios where devices may
join and leave the framework from time to time. In this regard, one must be able
to account for the logical relationship between the cross-platform devices and how
exploitations in one platform may affect the other platforms [30].

11.4 Future Prospects of IoT

IoT-based frameworks are the future of computing platforms that will revolutionize
the way we communicate and how services will be carried out. In addition
to optimizing the way things are implemented in the traditional domains like
industries, healthcare, and smart cities, a lot of scope also lies in IoT’s application
to promising upcoming sectors like management of renewable sources of energy
and its infrastructure. Furthermore, as the analytics on data generated from all
the interconnected devices will be used to design more efficient and actionable
insights, it can also be incorporated to weave realities and better assist users in this
ecosystem of automation. To elaborate further, inclusion of the new technologies
like artificial reality (AR) [8] and virtual reality (VR) [36] to IoT-based frameworks
can contribute manifolds to supplant the user-centric model which is a necessity
in the product-service hybrid framework for IoT applications. For example, in the
domain of IoT-based healthcare framework, data from patients’ wearable body
sensors can be used to monitor their conditions remotely. However, this can be taken
a step further and data can be integrated with AR devices to aid users perform basic
first aid operations like giving CPR or using devices such as the defibrillator. In an
event of emergency and lack of immediate attention from a medical professional,
such actions can save a life along with ensuring that the actions are still guided
without any risks. Similarly, if we consider the domain of IoT-based applications
for disaster management, incoming raw sensory data along with images and video
feeds can be used by rescue workers with a virtual reality (AR) platform to gauge
disaster hit regions they might be entering. These kinds of incorporations will reduce
the uncertainties of entering inside adverse conditions such as buildings on fire and
so forth.

11.4.1 Overlay Networks Connecting IoT Devices and User
Experience

With the exponential projected increase of interconnected devices, IoT frameworks
will be characterized by having devices with redundant sensory ranges. To elaborate
this, consider a data collection task from a region consisting of N number of devices.
In a traditional approach, such a task will activate all N devices in the region.
Although, if n (n ⊂ N ) devices are sufficient to encompass the region of interest for
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the task, this will make activating all the devices inefficient. A better approach will
be to selectively activate certain number of devices such that it covers the region of
interest and is able to facilitate the task. This will leave remaining devices to service
other tasks in the same region. This kind of practice will also be beneficial in terms
of conserving energy of these IoT devices which may be resource constrained as
a result of nature of the device (wireless sensor nodes) or circumstances (lack of
power in disaster hit regions to recharge or replace batteries). It will also boost
the overall throughput and performance of the applications since multiple sensory-
driven tasks can be carried out concurrently.

Furthermore, selection of IoT devices should not solely be guided by service
parameters (region of interest or duration), but it also needs to account for metrics
such as user’s Quality of Service (QoS), Quality of Experience (QoE), and security
preferences. This kind of outlook will also contribute to the user-centric phenomena
for product-service hybrid models for IoT framework. QoS metrics can be measured
in terms of network parameters like response time, throughput, packet loss, and
so on. However, these kinds of QoS measure do not resonate equivocally with
general users. As such, QoS measurement can be estimated by allowing users to
express their Quality of Experience. QoE is more subjective in contrast to QoS
measurement involving parameters like—given a time window, how does a user
feel about a service (emotion), what is the end goal of the user by using this
service (objective), and why does a user avail this type of service (incentive). By
having users express these QoE metrics, one can measure the desired QoS metrics
given the context and time window of the service. Such estimations can be done
by either translating the qualitative user QoE responses to quantitative scales or
using quantitative measures such as heart rate relayed from body sensors or a
hybrid method that integrates both. Another piece in the puzzle for user-centric
frameworks should also be able to encompass a user’s security preferences as the
accumulated data in IoT environments associates directly to a user’s personal use
and immediate surroundings. For example, consider the case of Nest thermostats
or smart grid meters being able to transmit sensor information about the user’s
energy consumption behavior in their household. Furthermore, in the healthcare
domain, majority of the sensed data is coming from wearable body sensors and so
forth. If acted upon maliciously, these data can be used to monitor a user’s behavior
encroaching their privacy or tampering it to provide misleading information which
can lead to dire consequences. Hence, service facilitation also requires users to
be able to specify their desired security and privacy levels along with service
parameters and QoE or QoS requirements. Overlay networks can also help in this
regard because it provides the capabilities to selectively choose IoT devices that can
satisfy the user requirements and also meet the framework’s objectives to carry out
the task efficiently.

In the formulation of overlay networks within IoTs, different sensing nodes will
form an integral part of the overlays by providing data related to different sensing
activities within IoT ecosystem to facilitate multiple tasks in a given time window
across a geographical region. The participating IoT devices in multiple networks
might be resource constrained (energy or processing power), and therefore, one
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cannot incorporate all the desired QoE/QoS, security requirements and dispense
the actual services (sensing). Hence, a good balance needs to be achieved between
services dispensed and the security availed, adhering to the requirements of user
QoE/QoS (in accordance to the user-centric model). In dense deployment of IoT
networks, one can use redundant nodes to operate during the same time period to
service multiple users, for example, during busy morning walks along a trail route.
To generalize this concept, individual IoT nodes belonging to the same or different
networks can be selected to form overlay networks on the fly to facilitate service
requests [28] from different users spanning different geographical regions, thereby
facilitating dedicated virtual infrastructure for users without the need to wait for a
task to complete.

In the formulation of overlays in an IoT environment, we can divide service
provisioning tasks into two different but correlated modules: Performance and
Security. The variable security policies if addressed across multiple IoT platforms
necessitate the need for a layer that will be able to translate the heterogeneous
security policies. Although, applying security measures comes at the cost of
network’s QoS parameters (bandwidth, performance, accuracy, and precision).
Users may express security requirements in terms of a lower bound and a security
range [34]. The security ranges will be influenced by the nature of the IoT service
(e.g., real-time vs. offline data requests) and its effect on network QoS parameters.
The minimum security requirements could be in the directions of having accurate
data, available with some level of encryption. However, for real-time data access,
there will be a higher priority on aspects such as data stream rate as a result
of which users may opt for a lightweight encryption scheme with alternate data
packet authentication. If users are more concerned about their privacy, it will
make them opt for heavyweight encryption schemes and authenticating every data
packet. Therefore, a user’s desired tradeoffs between network QoS parameters and
security requirements can be specified using a security range with a minimum
bound. We need to take these user requirements and map them into the available
physical infrastructure and security policy encapsulated in the network. Thus, we
envision that overlay networks will be formed using a two-tiered decision-making
framework: (1) Tier 1, dynamically form overlays that provide optimal services to
a user in terms of their QoS requirements, and (2) Tier 2, identify and output the
overlays that satisfy a user’s security preferences, and if not, users may want to
renegotiate the prespecified security preferences.

The formulation of such overlay networks in Tier 1 can be achieved using
concepts of Markov decision process, a finite state automaton having four tuples:

MDP = {S, a, Pa(s1, s2), Ra(s1, s2)} (11.1)

where, S is a finite set of states of IoT devices belonging to the same or different
networks present in the selected region of interest; a is the finite set of actions
such as add a device, delete a device, put a device to sleep (active) mode, or
change its functionality from one to another. Execution of certain action results
in a transition of state which is denoted with a probability Pa(s1, s2). Some factors
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Fig. 11.2 Depicts the framework for formation of overlays for wireless network adhering to user’s
QoS and security requirements

in the overlay scenario that may affect Pa are remaining energy of the devices,
their sensing capabilities and available processing power. The reward or expected
outcome of a transition is denoted by Ra(s1, s2). In the overlay scenario, rewards
will be instantiated (in terms of QoS) to minimize the number of devices required
to meet the sensing coverage, to extend the lifetime and continuity of the service,
and so forth. The reward criteria for formulated overlays can have a qualitative
scoring such as good, bad, and worse. This qualitative scoring will be converted
to quantitative scores based on the organizational policies, and the overlays yielding
maximum rewards will be shortlisted in descending order by Tier 1 of the decision-
making framework (a high-level abstraction is shown in Fig. 11.2) and passed to
Tier 2 for security assessment.

Tier 1 uses the QoS specification as input and performs its operation. First, the
framework will start with a node discovery process in which it randomly chooses a
sensor node available within the region of interest of the user application/task/query.
Starting with this node (let us call it the initiator node), it will check whether the
application’s service region is satisfied or not. If it is unsatisfied, it will reinitiate
the node discovery looking for other nodes that will help increase the coverage of
the application’s region of interest. In this regard, the decision to whether or not add
the new nodes to the overlay of the initiator node is aided by an inference engine
and Markov decision processes. The inference engine is composed of the following
factors: (1) node’s sensing capabilities required for the application to run, (2)
remaining energy of the node being considered given the running frequency of the
application, (3) node’s memory and processing power required by the application,
and (4) sensing coverage provided by the node being considered. It is desired to form
the overlays with the most optimal number of sensor nodes. The aforementioned
factors will correspond to rewards of Markov decision processes. The output of Tier
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1 will be the feasible sets of overlays that can serve a user’s application, sorted in
decreasing order of satisfiability in terms of QoS parameters.

Tier 2 will use the output of Tier 1 along with the user’s security preferences
provided in the initial input. Additionally, it will use the RA (risk assessment)
module [30] to compute the security policies of the formed overlays. This module
will assess the feasibility of different known attacks in IoT networks and compute
the net threat level to the network in terms of a percentage of confidentiality,
integrity, and availability. Although we could estimate the threat level on the
overlay’s security parameters by estimating the impact of different feasible security
attacks on a network in isolation, it would not be sufficient since attacks can be used
in conjunction to execute more degenerate attacks. For example, a malware attack
can subvert a node which can then legitimately participate in network activities
causing attacks such a Sinkhole. Attack graphs in this context will help to depict
the logical correlation between different feasible attacks. In case the user’s security
preferences are not met by any of the formulated overlays, then there is a need
to renegotiate the user preferences, either in terms QoS parameters or security
requirements or both. Along these lines, preferences on security can be higher than
that for QoS requirement. In such cases, the decision-making framework can apply
risk assessment before applying QoS assessment. Furthermore, this can be taken one
step further by performing tradeoff analysis between performance and security and
measuring the output by using utility functions to measure multiple options users
can select.

11.5 Conclusion and Looking Ahead

This paper provides a summary of different applications and technical issues
in the IoT domain and discusses some open research issues. There is lots of
research that need to be addressed in this promising paradigm of IoT. To begin
with, compliance and regulatory information needs to be established for different
application scenarios. There is also a need for standardization techniques related
to the fields of IoT networking, analytical services, security, and risk assessment
policies. Traditional protocols for varying tasks such as access control or routing
need to be modified appropriately so that they are less resource hungry and more
effective. Further, the disruption that will be brought about by the adoption of IoT
paradigm to legacy systems and their framework also requires much attention so
as to ensure that the transition is graceful and does not result in a breakdown.
This will also ensure prolonged life cycle of the IoT devices along with continuous
operational guarantees. As the IoT-based applications and their framework mature,
one can expect to gain dependable interconnected infrastructures that are resilient to
foreseeable failures and can communicate with each other to provide smart tailor-
made services to the users by utilizing the capabilities of sensing and control.
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