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Abstract. As the importance of communication networks increases in
our lives, the limitations of traditional networks start to emerge. Software
Defined Networking (SDN) is the most recent paradigm in the network-
ing industry, its purpose being to mitigate traditional network limita-
tions, such as complexity, the difficulty of introducing new services in
the network, the inability of enforcing security policies while having a
network-wide view. From a security point of view, the need for middle-
boxes in the network, such as firewalls or Intrusion Detection/Prevention
Systems (IDS/IPS) is eliminated by implementing these functionalities
in software applications. As SDN has the potential of becoming a key
enabler for the Internet of Things (IoT), there are specific aspects of
security for IoT that need to be taken into account, for example the lack
of powerful computing resources or limited battery life, making securing
IoT devices more challenging. This paper addresses one of these security
issues, while evaluating a simple IPS application for an SDN controller.
An emulated IoT network is controlled by the SDN controller, which also
runs an IPS application. When a node becomes faulty or it is compro-
mised and it sends too much traffic, that could cause a Denial of Service
(DoS) in the network, it is blocked by the controller for a configurable
amount of time.
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1 Introduction

Software Defined Networking (SDN) and Internet of Things (IoT) are two of the
most popular recent paradigms in the research community. IoT represents the
interconnection of physical items (devices, vehicles, buildings, appliances) that
are capable of network connectivity in order to collect and exchange data. SDN
is an emerging architecture that decouples the network data plane from the con-
trol plane making the network control directly programmable through software
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applications and abstracting the underlying infrastructure for the network ser-
vices and applications. It appeared as a solution for mitigating the limitations
that traditional networks have proven, such as complexity, vendor dependency,
network policies that are not consistent, difficult network management [1].

SDN is beginning to become a key enabler for new concepts, such as IoT,
or Cloud Computing, because it satisfies their needs, such as dynamic network
reconfiguration, demand of higher bandwidth or simplified network architectures
that ease innovation [2].

Functions previously obtained through middle-boxes could be achieved in
software applications that run on top of the SDN controller. This has been
demonstrated in [3], where an IPS application was implemented for the POX
SDN controller.

An example of architecture for security in SDN-enabled IoT networks is
defined in [4]. The authors describe how the security of each domain can be
enhanced and how to distribute the security rules in order not to compromise
the security of one domain in the case of multiple interconnected domains. How-
ever they provide no experimental evaluation of their architecture.

Authors in [5] define a SDN architecture for IoT based on Object Manage-
ment Group’s data distribution service (DDS) middleware. They do not, how-
ever, study security aspects for this architecture. Finally, the combination of
Software Defined Wireless Networking (SDWN) and Wireless Sensor Networks
is evaluated against popular networks such as ZigBee and 6LoWPAN in [6].
Authors perform extensive campaign measurements on the EuWin platform,
but they evaluate only the protocol stacks of the three solutions, and do not
take security into account.

The paper is organized as follows: Sect. 2 presents security aspects that are
specific to SDN, IoT and the combination of these two concepts. Section 3
presents the methodology that was used for deploying and evaluating an IPS
application for an emulated SDN-enabled IoT system, while Sect. 4 presents and
analyses the obtained results. Section 5 highlights the impact of the results and
possible future research directions, drawing the conclusions.

2 Security Aspects in SDN and IoT

As far as security is concerned, Software Defined Networking has both advan-
tages and disadvantages. A major advantage is that it enables enhanced network
security by its ability to redirect or filter traffic flows based on content or net-
work states. The major disadvantage is that SDN is more vulnerable to threats
because of the existence of the logically centralized controller.

On the other hand, the rise of the Internet of Things brings about numerous
security issues, caused by humans’ ever increasing reliance on intelligent devices
in most aspects of their lives. These become subject to attacks and intrusions
that have the ability to compromise personal privacy or threaten public safety.
Such concerns have been addressed in multiple scientific papers that present
different views on how IoT security issues have been or are being resolved, but



Intrusion Prevention System 147

also on key problems that security for IoT needs to address for IoT to become a
dependable concept [7–9].

Through the integration of SDN in IoT systems, a part of the security con-
cerns can be addressed, as presented in [10]. By allowing a high level of cus-
tomization, SDN has become a key concept in the implementation process and
also in the evolution of IoT systems [11].

3 Methodology

In mininet, a simple tree-like IoT topology was emulated. It contains four Office
Gateways, each having five types of sensors. The traffic from every other two
Office Gateways is aggregated into a Floor Gateway and then every other two
Floor Gateways are aggregated into a Company Gateway. In mininet, the sen-
sors are represented as hosts, and the gateways are considered to be switches
(emulated as Open Virtual Switches). ONOS was chosen as the SDN controller
for the network, based on several reasons, as described in [12].

Next, an application for ONOS, representing a simple IPS was implemented.
Every five seconds, the controller polls through the OpenFlow protocol, the
port stats for every device and if traffic passed through a specific port, the IPS
application will compute the amount of throughput it received from the host,
in kbps. It will then compare that value with a chosen threshold value of 225
kbps, considering a normal traffic pattern of 125 kbps for each host. If the value
exceeds that threshold, then a flow rule is installed on the device, dropping all
traffic from that port, having a timeout of 60 s, giving the attacked server a good
amount of time to process the traffic that was sent until the node was considered
malicious. This behavior simulates an IPS.

The third step in the methodology was evaluating the application. Iperf3 was
used for generating traffic between the sensors and the server. Three phases of
evaluating the application were considered. The first phase consisted in running
the mininet topology and connecting it to the ONOS controller, without the
IPS application enabled. An iperf3 server was started on the host connected to
the Company Gateway, referred to as “Server”. After that, an iperf3 client was
started on each of the sensors, transmitting UDP traffic to the server, with a
throughput of 125 kbps, for a period of 60 s. Also, ping was started from each of
the hosts to the Server. Average RTT and jitter were measured by the ping, as
well as the jitter and packet loss by the iperf3 server. These values were used to
see the normal behavior of the network. The second phase of testing consisted
in taking the same measurements, without the IPS application running on the
ONOS controller. This time, eight of the sensors were considered to be malicious,
and this situation was simulated by sending traffic with a rate of 250 kbps from
those hosts. The third phase was identical to the second one, except for the IPS
application, that was enabled in the SDN controller.
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4 Experimental Results

Several network parameters were considered for evaluating the application: the
average RTT of the ICMP packets from the sensors to the Server and the stan-
dard deviation of the latency for that type of traffic, as measured by the ping
tool. Also, the jitter, as measured by the iperf3 client was taken into account.

The ping results from the compromised nodes reveal the amount of time
needed by the IPS application to detect the malicious traffic and block it. In
ten of the twelve cases, the ping stops after 10 s, and in the other two cases it
stops after 15 s. This means an average value of 11.25 s until the faulty node
is blocked from the network. The parameters measured with the iperf3 tool
highlight other aspects of the traffic in the network. The jitter of the UDP
traffic between the clients and the Server increases in 58% of the cases. Such
increases of the jitter can drastically affect the performance of the network.
After the IPS application is enabled in the ONOS controller and the same tests
are conducted, an improvement is observed. In the case of the jitter, the affected
nodes percentage decreases to 33%.

The RTT and jitter variations in time are presented in Figs. 1 and 2. For each
graphic, three situations were presented: (a) normal traffic conditions, malicious
traffic present in the network while the IPS application is disabled and malicious
traffic while the IPS application is enabled.

Fig. 1. RTT variation
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Fig. 2. Jitter variation

5 Conclusion

Software defined networking is proving to become an important enabler for a
rapid and safe implementation of the Internet of Things paradigm. Although
the flexibility that SDN brings improves the easiness of integrating dynamically
configurable security solutions, there are still issues that need to be addressed.

Through this paper we made an assessment on the performance variation of
an SDN-enabled IoT topology, when integrating an IPS application. The simple
yet relevant implementation lead to some results that can be applied even for a
more comprehensive simulation of a larger IoT system topology. We can state
that the basic discovery and control information transmitted throughout the
network was not affected by the occurence of some faulty nodes, but there was a
drop in performance for the overall network, when faulty nodes were activated.
After enabling the IPS application, the drop in performance lasted for a short
period of time that would not create an accentuated ripple effect throughout the
network.

In conclusion, even simple SDN security applications with a customizable
implementation can ensure a minimum level of protection for a network. By
integrating the SDN security principle, the internal network is assured with a
sufficient level of confidentiality and integrity of data.
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