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Abstract. In Sensing, Smart, and Sustainable (S^3) Enterprises information is
not only gathered from an internet of production things supporting smart
decision making, but this information also allows execute processes automati-
cally. These processes need to be interoperable for sustainable operation while
enabling dynamic adaptation. In this paper we present a development framework
successfully tested in a European project demonstrating key features of
subject-orientation for production process support across the IEC 62264 control
hierarchy layers. It aligns business planning and logistics with manufacturing
operations and production management, utilizing a communication protocol
choreography, message passing and data exchange between production-relevant
behavior encapsulations. The overall system is modular and adaptive, where
interoperability is supported through process models.
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1 Introduction

The vision of the Sensing, Smart and Sustainable Enterprise (S^3 Enterprise) builds
around a layer of abstraction (the enterprise operating system) that allows to make use
of data from heterogeneous sources. Sensing technologies, like the Internet of Things
(IoT) are targeting low-power, wireless sensor networks which are connected to the
cloud. Collected data is stored context free, information about concrete sources is
hidden. The data is analyzed and processed, for supporting decision makers.
Sub-symbolic AI algorithms (deep learning) support classification of events using high
volume data. To become sustainable, the enterprise system must then adapt to these
smart decision. A pragmatic approach to interpretability is needed. This implies
changing the way processes are executed reacting to environmental changes. However,
planning and executing production processes is not executing simple chains of service
calls where semantically unified data is used to trigger one service after the other.
Production steps implemented by different human and artificial actors need to be
orchestrated. Adaptation in the enterprise implies maintaining interoperability of pro-
cesses. Advanced process support for actors is required from the global production
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process point of view. Interoperability is not sufficient on the technological and data
semantics layer but is also required on organizational process and pragmatics layer.

For understanding the needed process interoperability support, a simple process
where a human and a robot collaborate, is used to pinpoint the direction of future work.

In Sect. 2 we present interoperability research with a focus on adaptive, modular
systems and organizational interoperability. Section 3 presents an initial approach
developed in the So-Pc-Pro project for interoperability of processes. This is then
summarized in the conclusions at the end of this article.

2 Interoperability

The production process is the most important integrating aspect of a production system.
Subsystems like machine and human actors need to align their activities with resource
availabilities and part flows. When going into details, execution of process parts is
dependent on the concrete machines executing these segments.

On a higher level of abstraction, a similar situation exists. The execution of pro-
cesses along the supply chain is decentralized, where suppliers determine their own
production schedule, partially executed concurrently, taking decisions independently.
However, at the end of the day, a globally synchronized production plan is required
which links machines across multiple supply chain participants.

Therefore, in a production system both, parallel and independent executed
sub-systems with their specific behavior, as well as their output and behavior being
interoperable with the rest of the system is need.

In the following, we review our view on Enterprise Integration and Interoperability
in general, and discuss then process-related approaches to enterprise interoperability.

2.1 Enterprise Integration/Interoperability

Enterprise Integration [1] has its roots in Computer Integrated Manufacturing
(CIM) approaches developed in the 80’s and 90’s. Its aim is to support the alignment of
the enterprise’s information sub-systems. The enterprise information system includes
artificial and human agents that share and exchange information [2].

Integration is an activity, which is necessary to bring together independently cre-
ated systems in order to realize a larger function that requires all involved systems.
Integration activities are researched in the fields of enterprise integration (EI) [1],
enterprise interoperability [3], enterprise application integration (EAI) [4]. EAI focuses
on the technical aspects of distributed applications and middleware.

It is of importance to understand, that all these research fields are model-driven
approaches. The exchanged information and the interfaces between systems is explicit
[5]. Enterprise Modelling (EM) and Enterprise Architecture (EA) have strong con-
nections to the problems discussed in enterprise integration and interoperability [6].
Interoperability builds on research on integration, but places emphasis on loosely
coupled systems, and stresses the independence and decentralized aspects of the
involved systems.
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The to-be integrated, independent systems have interfaces across which it is nec-
essary to exchange information to realize the overarching function. This implies that
there is a technical interface, which is used by the other system to exchange infor-
mation. Such interfaces include human machine interfaces (HMI) when one of the two
systems is a human.

These pieces of information must not only have the correct technical data format,
but also the semantics of the conveyed information must be clear and synchronized
(also in the HMI case). The semantic interoperability barrier (aka conceptual interop-
erability barrier) refers to the representation of a real-world element and problems with
the interpretation of its structure and meaning by different systems.

In addition to syntactical and semantical interoperability, there is an organizational
aspect of information exchange. In the case of machine-to-machine communication for
example the APIs (application programming interface) must be called in the correct
sequence. In the case of considering a production system on supply chain level,
(business) processes of the organizational systems need to be aligned. The use of
information within a process provides the specific context in which information is used.
This aspect incorporates pragmatics and addresses the use of data beyond its context
free interpretation.

The European Interoperability Framework discusses three essential levels or
dimensions of interoperability [1]. On the bottom, the syntactic level is concerned with
technical interoperability between two systems. In the middle, there is the semantic
level concerned with the interpretation of data. On top, there is the pragmatic level
concerned with the use of information in a concrete context.

Besides the different levels of concern, there is also the degree to which multiple
systems are interoperable. This quality is described on a continuum.

To be fully integrated implies that there is a common (concrete) model, which is
implemented, in full detail, in all involved systems. This is an extreme position on the
discussed spectrum, because, as a consequence, the interfaces between the systems get
blurred. All systems are dependent, and any change needs to be addressed in all
systems.

At the other end of the spectrum are incompatible systems. These systems are not
able to exchange information or interact (technical aspect), required information is not
understood or interpreted in the wrong way (semantic aspect), or the behavior of one
system has negative impact on other systems (e.g., incompatible processes: organiza-
tional aspect).

In the continuum between incompatible and fully integrated systems are interop-
erable systems. The research field of Enterprise Interoperability, in contrast to Enter-
prise Integration, places emphasis on the loosely coupled (loosely integrated) systems
and discusses unified and federated interoperability [7]. It is not implied that the
integration end of the continuum provides higher quality. On the contrary, loosely
coupled systems are more adaptive and are much harder to engineer.
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2.2 Approaches Supporting Interoperability in Production

In a stable system interoperability is less often disturbed once reached. In a system
which is dynamic and facing a lot of changes, more sophisticated support for sus-
tainable interoperability is needed.

In the following we review selected approaches supporting interoperability, giving
attention to their support for process interoperability and modular, adaptive systems.
Due to space constraints, we have to focus on a limited list of approaches.

Technology Approaches

One example for a technological approach is the Cilia Middleware service oriented,
integration environment. It is based on mediators, supporting the monitoring and
dynamical adaption of mediator chains during execution [8]. While the possibility to
adapt is a core aspect of the cilia middleware, this adaptation is triggered from the
outside. Missing is the possibility to do a process re-planning beyond the exchange of
services, if a better candidate is available and requires a changed interaction.

Semantic Approaches

A combination of middleware and ontology is implemented in the Ontology of
Enterprise Interoperability extended for Complex Adaptive Systems (OoEICAS) [9]. It
implements middleware aspects using an actor-based system, where the actors
encapsulate the external systems to be made interoperable. The realized Domain
Specific Language (DSL) implements the systemic aspects of the Ontology of Enter-
prise Interoperability [10]. This DSL supports the implementation of actors as a core
concept for representing systems. This allows to implement interoperability on process
level, as the actors may map the behavior of external systems to interoperable behavior.

The Liquid Sensing Enterprise (LSE) approach [11] also assumes that the enterprise
is a complex adaptive system. This approach provides the infrastructure that the
enterprise evolves over time. Fundamentally, this approach is a model driven engi-
neering approach. Independent agents communicate with others using models. This
implies that used models (e.g., for decision making or communication) change and
need to be transformed. A model morphism agent is responsible for proposing model
mappings. Simulation is used to estimate the impact of change on the existing system.
Models may also describe behavior of systems.

Organizational Approaches

The multi-agent-system based SUddEN environment supports organizational interop-
erability through the use of performance indicators [12]. A core team of supply chain
participants designs the performance measurement system for the planned chain.
Supporting the collaborative design activity supports alignment of business goals and
due to the need to make indicators explicit, organizational interoperability is indirectly
required and measured in the following.

In CrossWork, an agent based systems approach is used to provide a modular
infrastructure for supply chain planning [13]. In this approach, process interoperability,
requires explicit process models at the external level. An ontology is provided that
allows to capture goals, capabilities as well as roles of supply chain partners [14]. Here
local workflows (represented by agents) contribute to global workflows.
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The Mediation Information System approach (MIS) [15] is a methodological
framework for supporting knowledge management and continuous interoperability
management for the supply chain. It supports alignment of information systems and
collaborative behavior. Adapting MIS needs to be performed manually.

S-BPM (Subject Oriented Business Process Management) can be used to support
interoperability [16] and implement production processes [17]. By extending the
business process features and directly interfacing machines S-BPM allows to imple-
ment a level of abstraction where subjects (roles of agents) exchange information
objects, but internal behavior is hidden. Yet the semantics of the information objects
has to be defined externally (i.e. full integration is needed). The interface between
subjects needs to be determined ex ante.

3 Adaptive Processes and Interoperability

In the S^3 Enterprise vision, information is gathered from an internet of production
things to enable smart decisions for the enterprise system which are turned into actions
to maintain sustainability. Taking a simple scenario from collaborative robotics, in
assembly processes show the need for ad-hoc & local re-planning of processes.
However, local process changes have impact on the global level as well. The scenario
below will serve as an initial case to highlight requirements and needs for an inter-
operability support infrastructure capable to re-plan processes.

We are considering a collaborative robotic system, where robots work with humans
assembling small parts (following [18]). Both sub-systems, the human and the artificial,
need to have appropriate tools for their tasks available. It is not possible, that the tools
are passed from humans to robots (tools need to be mounted to the robot arm). Not only
because of this, for rescheduling a task from a human to a robot, logistic, and
preparatory steps have to be taken. Task-relocation happens due to external and also
internal events. A GPS sensor is capable of reporting that the delivery of parts is
delayed. That information needs to be connected to the right-order schedule, and the
overall schedule needs to be redone, where different task processing times of the robot
and the human need to be taken into account. Internal rescheduling events will trigger
task re-location when a sensor signals physical or cognitive overload of the worker.
This will happen on the spot, making ad-hoc changes may be necessary.
Task-reallocation to the other direction happens when a sensor identifies a worn-out
tool of the robot.

This scenario reveals interoperability issues on all three levels of interoperability,
which will be used in the following to structure the discussion.

3.1 General Organizational Interoperability Requirements

On technical level, all components have to be connected and a standard for
machine-to-machine communication have to be in place. Assembly is, in principle, a
flexible process. It is required, that the hardware components have to be modular in
order to re-arrange the overall assembly system over time.
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Descriptions of tasks (i.e. models) have to be available in machine and human
readable form. The semantics of the tasks depends on the application domain. It
captures active resources (artificial and human agents, including their skills), passive
resources (e.g. materials), and activities.

Agents are the main elements that execute a certain task. Different agents have
different skills allowing to execute different tasks. Agents may be able to execute a task
in different qualities. Agents may be organized in teams, projects, and organizational
units.

For executing tasks, resources like raw materials, knowledge are needed, and
semi-finished parts are produced. Flows of parts and materials (passive resources)
between agents are one kind of flows that needed to be addressed. Not only physical
flows but also activity flows need to be captured and controlled. Some activities have to
be executed in parallel (synchronous, asynchronous), some in sequence. The possibility
to use coordination patterns is needed for planning (see the following).

Skills are concepts that allow to do initial planning and select agents capable to
certain tasks. Skills are realized by coordinated activities called processes.

All these model elements need to be understood by all agents. The semantics needs
to be clear and the syntax needs to be machine and human readable as well.

Given the scenario above, re-planning/redesign takes place in case of events when
processes can not be executed as planned/designed.

3.2 Process Design and Execution

In the following, we present a Business & Production Process Management approach,
which allows to orchestrate different human and artificial agents on the shop floor. This
partially fulfils the above presented requirements.

Subject-oriented Business Process Management (S-BPM) represents a generic
approach to modelling, execution and improvement of business processes. It has been
applied in production companies, expanding the scope of process management to
planning, logistics, and shop floor activities [17]. The different levels of abstraction and
granularity of the IEC 62264 control hierarchy have been seamlessly integrated on the
process level using the S-BPM approach in the EU-funded project “Subject-Orientation
for People-Centred Production”1. As shown in Fig. 1, the vertical integration for
modularisation is based on using subject-oriented process models as a uniform rep-
resentation layer. In S-BPM, processes at all levels of the IEC 62264 control hierarchy,
including High Level Control (HLC) and Low Level Control (LLC), can be repre-
sented. Processes on the LLC levels (i.e. Levels 1 and 2) execute them in real time.
Processes on HLC levels (i.e. Levels 3 and 4) operate not on in real time. Data
exchange between processes at the different levels can be based on existing automation
standards, including OPC UA (IEC 62541) and B2MML (IEC 62264). OPC UA as a
communication protocol is implemented in most modern PLC environments. It allows
exchanging semantic data models also via web services or binary protocols.

1 www.SO-PC-Pro.eu.
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Vertical integration allows modularisation of operating processes in mutual
dependency with respect to planning, executing and monitoring requirements. The
SO-PC-Pro project has led to an S-BPM based process integration framework. Tech-
nically SO-PC-Pro is based on recent developments using the Metasonic Suite (www.
metasonic.de) with a B2MML interface, an OPC UA interface, an extension for
transforming S-BPM behaviours to executable IEC 61131-3 conform PLC code. As a
standard for vendor- and platform-independent communication, we have been using
OPC UA (cf. IEC 62541) to interface LLC processes executed by Programmable Logic
Controllers (PLCs).

The S-BPM approach provides an abstraction that supports process descriptions
and designs for human and artificial actors. In the following, we sketch process
communication via OPC UA to show how humans and robots are coordinated in a
single process. Runtime communication between level 3 and level 2 processes has been
enabled including data exchanged (according to the OPC UA standard) [17], p. 33ff.

The OPC UA standard (IEC 2008) supports specification of the interface of the
address space of OPC UA servers’, to define content that is visible/editable for clients.
Clients can monitor and subscribe to attributes and events on the server. Figure 2
shows the schema for the interplay between the behaviour of the “Robot” subject (in
the Metasonic Suite) and a PLC addressable via an OPC UA client/server. It enables
the configuration of the endpoint of the server and the relevant node (e.g. variable,
method, and event). It also allows reading/writing variables from/to information objects
carrying data to be exchanged, invoking methods on the server, and subscribing to
server events.

The OPC UA S-BPM connector enables (i) reading values from a Robot or any
PLC and storing them in a business object, and (ii) writing concrete values of an
information object to variables of a PLC or Robot. In this way, the concrete OPC UA
server endpoint providing desired variables can be implemented. When an action and a
relevant information object needs to be selected before mapping variables onto each

Low-level control
LLC

High-level control
HLC

Level 0 Physical Process

Level 1 I/O Programmable Logic 
Controller (PLC)

Level 2 Supervisory Control and 
Data Acquisition (SCADA) 

Level 3 Manufacturing Operations 
Management

Level 4 Business Planning and 
Logistics

Subject-oriented
Business 
Process

Management
(incl. Execu on)

Subject-oriented
Produc on

Process
Management

(incl. Execu on)

Communica on via
IEC 62541 OPC UA
IEC 62264 B2MML 

Communica on via
IEC 61131, IEC 61499

Fig. 1. Vertical integration of processes based on S-BPM and existing data standards including
OPC UA extended based on (cf. [19])
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other, the connection mechanism supports mapping multiple PLC variables to different
fields of information objects.

Currently, semantics in the exchanged information objects is not represented, albeit
the lack of automated re-planning support.

3.3 Towards Automated Planning

Preparation steps need to be executed by all agents prior to any collaborative activity.
Consequently, in order to maintain interoperability in case of events triggering change,
either automated re-planning or manual re-design has to be performed [20].

To automate process planning in production, both is needed, a local detailed
resource-centric/agent-centric point of view and a collaboration/production-process
point of view. Distinguishing between these two layers allows to project the particu-
larities of the concrete hardware and resources to a middleware.

The resource point of view is needed to encapsulate hardware specific aspects. The
network point of view is needed to align all process steps/segments with a common
(global) product process.

To allow local autonomy and global synchronization in a process-centric auto-
mated control environment with automated re-planning, there is a need for a framework
that (cf. [17, 21]):

– provides a middleware and abstract data-model for adaptability
– provides services supporting automated re-planning (e.g. directory of skills; logging

for quality assurance, etc.)

Receive Order

Business Obj

PLC End-Point

Business Obj

Human
Decision 

Yes No

Business Object

Read data into business process
Write data from business process
Call methods
Subscribe to events

Subject-Oriented 
Business Process

S-BPM

Production Process

OPC UA
Information 
Model

M
etasonic

S-BPM
 Suite

PLC End-point Configuration

OPC-UA to S-BPM 
OPC-UA to Business Object Data 
Mapping 

Fig. 2. Schematic interface description (cf. [19])
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– supports human and artificial production resources on the one hand side and the
network layer for connectivity

– allows for decentralized specification and execution of process segments for dif-
ferent production resources

– supports the model concepts and their semantics (tasks, processes, agents, skills,
resources, … see above)

4 Conclusions

The initial work in the SO-PC-Pro project shows a running environment for executing
processes partly by humans, partially on machines. This work reveals that the
abstraction using a paradigm similar to agents supports the coordination of humans and
machines in a single process. This is an important aspect towards a middleware that
supports automated control of production processes executed by IoT systems, robots,
and humans. Still much more research has to be done, to support an abstract production
process description to be automatically planned and deployed in such an environment.
This does not only involve the organizational interoperability levels, but also the
semantic and technical interoperability levels.
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