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Abstract. The market of wearable devices, which includes advanced
devices such as smart watches, fitness trackers, augmented and virtual
reality headsets, wearable cameras and other gadgets, is growing at a
spectacularly fast pace thanks to the acceptance by users with open arms.
However, there exist some concerns about how wearable devices could
affect people’s privacy. This paper presents a literature review of privacy
issues related to wearable devices. Due to the novelty of this topic, there is
a lack of legislation and most wearable manufacturers do not respect the
privacy of their customers. The main concern is related to the potential
incorrect use of health data collected by wearable devices. Finally, from
the information reviewed, several implications to be considered by all
stakeholders are drawn.
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1 Introduction

Advances in science and technology and the proliferation of devices connected to
the Internet, sensors and mobile apps are critical factors to an increase in smart
devices that can be attached to the human body. These types of devices are called
wearable devices. Wearable technology or wearable devices are “clothing and
accessories incorporating computer and advanced electronic technologies” [14].

Wearables started its development with the main goal to enhance the func-
tionality of clothing [11]. This development bridges the gap in making technology
pervasive into people’s daily life. Today, wearable technology is becoming pop-
ular and is growing and gaining momentum quickly for personal and business
use. A forecast expects the market to grow from 84 million units of wearables in
2015 to 245 million units in 2019, with a market to be worth $25 billion [4].

Companies like Google and Apple are taking the lead on the wearable devices
market and are offering people an infinity of newly and trendy devices. This
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wearable market is forecast to grow by 78 % each year, until reaching 112 million
in 2018 [2]. There are many reasons for an exponential adoption of these devices
in the very near future. The most important reasons for these global adoption
are: low prices, high customer perceived value and low perceived risk [28].

Despite the positive aspects, sound functionality and higher expectations of
mass adoption of wearable devices, there is still some work to do. One of the
fields which need much attention before these devices reach a mature stage of
commercialization is information security, specifically risks concerning privacy
issues. Privacy has been considered one of the biggest barriers to the mass uptake
of this emerging technology, as it will be discussed along this paper. Legislation
has to be created to protect users and restrict manufacturers and companies the
use of personal and health information.

After introducing the topic of this paper in this section, the rest of the paper
is structured as follows: Sect. 2 presents a literature review on the wearable topic;
Sect. 3 summarizes an analysis about privacy violation by exploiting wearable
devices; Sect. 4 describes existing legislation and regulation; Sect. 5 presents the
implications for the adoption of this technology; finally, Sect. 6 provides conclu-
sions of the work.

2 Literature Review

The terms “wearable technology”, “wearable devices”, and “wearables” all refer
to electronic technologies or computers that are incorporated into items of cloth-
ing and accessories which can comfortably be worn on the body. These wearable
devices can perform many of the same computing tasks as mobile phones and
laptop computers [25].

Wearables are expected to provide the users certain information about health,
fitness, disabilities, aging, education, enterprise, finance, transportation, gam-
ing, and music in real time. Today, some examples of wearable devices include
watches, glasses, contact lenses, smart fabrics (e-textiles), beanies (caps), head-
bands, jewelry (rings), bracelets, and hearing aid-like devices (earrings).

Before wearables were open to the consumer market, they were used in the
field of military technology and had a considerable implication for healthcare and
medicine. Nowadays, wearables are mainly projecting their aim in the fields of
fitness, health, and dietary, considering the demand of users that are interested in
acquiring these technological devices and what information they want to receive
from wearable technology [17], as is shown on Fig. 1.

As any other technology, wearables extends the capabilities of a person
through different features, providing enhanced communication, sensing, recogni-
tion, memory, and logistical skills, such as filtering phone calls or just monitoring
the health. A clear example of this kind of devices is a special vest developed by
“VivoMetrics”, which allows to accelerate treatment in patients by monitoring
their blood pressure and heart rate.

Wearable computing devices are no longer just modern and fashionable acces-
sories that complement our mobile devices, they are taking their own place in
our day to day lives, becoming an integral part of the business world. In the
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Fig. 1. What consumers want from wearables [17]

article “Why Wearable Tech Will Be as Big as the Smartphone” from the Wired
Journal, many of their editors agree with the idea that “A new device revolution
is at hand: Just as mobile phones and tablets displaced the once-dominant PC,
so wearable devices are poised to push smartphones aside” [27], this statement
ensures a successful growing for wearables’ business in a non-so far future. How-
ever, in the other hand, there is a social and cultural impact of wearables for the
privacy issues, especially for the health information that this devices generate.

“The distinguished capabilities of these devices are also the very reasons they
require security and privacy protections of an unprecedented scale” [7, p. 75].

2.1 Privacy Issues

Compared to the smartphones and tablets, most of the wearable devices are
designed with smaller size and readily attached on one’s body, such as bands,
watches, glasses, and so on. With the wider adoption by both consumer and
enterprise sectors, more privacy issues are also brought by wearable devices to
the people who are wearing and surrounded by those gadgets.

2.2 Health Data

As described in section two, the main features that the wearable manufacturers
are promoting are: activity tracking, fitness, and dietary. However, in regards to
data collection, wearable devices go further on top of the relatively traditional
electronic portable devices [20]. Besides the common concerns on personal infor-
mation, wearable devices are also recording health data as: users’ steps, blood
pressure, heart rate, sleep pattern, and other private medical data including
dietary. All these information is more private and more sensitive than a mobile
number and an email address [8].
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2.3 Health Data in Consumer Sector

When the data is synchronized to the dashboard through a mobile or laptop,
the users’ data collected by the wearable devices is loaded into the centralized
database maintained by the wearable manufacturer [13]. Thus, these private
data can be potentially exploited by the manufacturers in order to generate
more profit without the user’s consent.

In most privacy policies of the wearable manufacturers, the possibility of
releasing the sensitive health data without users’ consent, are unequivocally
disclosed with statements. For instance, users skip statements such as “We may
share your information with third parties. . . ” [12]. This implies that the wearable
manufacturers are potentially able to abuse of users’ health information and
sell it to other commercial companies, affecting users’ privacy. For example, the
consumers can intermittently receive spam from some “health advisors”, and the
health insurance companies can adjust individual’s premium based on acquired
data, without user’s awareness [21]. Also, the use of application programming
interfaces (APIs) can enable more third-party programs to access the consumers’
sensitive health data for different purposes, while consumers have no idea about
their privacy policies and few awareness of what would happen.

In addition, according a report published in 2014 [16], 43 % of users were
unwilling to share health data with friends and family because they did not feel
comfortable sharing any information about their health condition. However, by
2016 the “The Wearable Life 2.0” report [17, p. 5] states that “Consumers are
also less likely to agree that wearable technology will make us more vulnerable
to security breaches” and that “will invade their privacy”. While results show
increased comfort levels between 2014 and 2016, there still a 25 % of consumers
that would not trust any company with personal information associated to wear-
able technology [17]. Figure 2 clearly shows how consumers are still unhappy to
trust their personal data to companies, by allowing them to capture their infor-
mation through wearable technology.

Eventually, the default settings of social share and profile in the wearable
devices are still posing more privacy leaking. Fitbit, one of largest wearable
manufacturers, used to have default privacy setting as enabling the profiles cre-
ated by the users, to be searchable by search engines like Google, Bing, and
so on. This even includes the most intimate personal information, such as the
sexual activity recorded in the profile [19]. Obviously, in this case the wearable
manufacturers did not take proper actions to protect the users’ privacy.

2.4 Health Data in Enterprise Sector

The wide adoption of wearable devices in enterprise sectors is also raising more
privacy issues. By 2018, Gartner states that “two million employees will be
required to wear health and fitness tracking devices as a condition of employ-
ment” [9].

Besides being a handy companion device to the laptop and smartphone,
wearables, particularly smart watches and fitness bands, are mainly applied by



522 P. Saa et al.

Fig. 2. Consumers’ non-trusted companies to capture their information through
wearables [17].

the employers to promote the staff wellness program. The wearable devices are
distributed to and worn by employees to track their activities, heart rate, sleep
pattern and so on, as their normal functions [26]. Then, these health data will be
collected and analyzed by the employers and aimed to help employers identify
the stress levels and fatigue levels of employees [17].

Considering these benefits, wearables offer a wealth of possibilities for both
employer and employee. However, employees are not interested on wearing any of
these devices, unless their employers give them any kind of incentive, or provide
the devices for free. A survey conducted in five different countries by Price-
WaterhouseCoopers obtained the top five biggest hesitations with regards to
purchasing a wearable [17]. These results were organized in order to show the
reasons from the most to the less important. To clarify what is stated, a radar
chart (Fig. 3) is depicted to show how the price of a wearable is the main barrier
from customers at the time to decide to purchase a wearable. Then, usability
and utility follows the list, which indicates that customers will not pay a lot of
money for something they do not even know if they would use.

Finally, the complexity of a wearable itself and the privacy issues that these
devices arise, still being top concerns from employees by adopting this corpo-
rate trend (see Fig. 3). An extreme case occurred in a hi-tech office complex in
Sweden, named Epicenter. This company requires employees to be implanted a
tiny RFID chip in their hands [5]. This wearable technology furthers more than
fitness bands, considering that employees are forced to implant them during
work. The health data that wearables collect would readily blur the bound-
aries between work and routine life. Therefore, potentially invade employee’s
privacy, as the non-working life is also monitored by the employers and wearable
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Fig. 3. Consumers’ biggest hesitations with regards to purchasing a wearable [17].

manufacturers [23]. Furthermore, the legislation [8] only regulates on customer’s
personal and health information, while employees’ privacy is completely uncov-
ered, implying more serious risks.

3 Privacy Violation by Exploiting Wearable Devices

Besides the privacy concern from the consumers by wearing these technological
devices, the privacy of other people within the consumer’s proximity is also at
risk. Some wearable devices not only track the user’s own activities, they also
record what the world is like within the user’s proximity.

A good example to analyze are the Google Glasses, which raise companies’
and people’s extensive privacy concerns since its first debut. This is mainly due
to the equipped mini camera that is constantly recording everything in front of
the screen, which actually, somehow could affect indirectly others. Particularly,
if facial recognition technology is implemented to the Google Glasses, people
will be easily identified with effective data processing, and all behaviors will be
recorded. Their privacy would be readily violated and people would have to be
conscious of what it means [24]. Therefore, many restaurants, bars, casinos, and
some other public places quickly banned Google Glasses [3], including Google’s
own shareholders meeting [10].

Even that Google has announced to forgo the plan of incorporating facial
recognition technology in Google Glasses [22], it would still be difficult to restrain
other similar privacy infiltrating technology in other wearable devices [18]. For
example, the Samsung Galaxy Gear is likewise armed with a camera, yet less
obtrusive, but can be maliciously abused to invade others’ privacy.
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4 Legislation and Regulation

As mentioned above, by collecting the data through gadgets, wearable manufac-
turers would be able to access the users’ personal and health information, analyze
the data, and share the outcomes, generating more profit. All this under their
blurred privacy policies. The API function also enables third-party integration
to access the data. A critical reason for those ambiguous privacy policies is that
currently there are no mature regulations and legislations to protect customer’s
privacy and restrict the use of personal information by the emerging wearable
technology.

A good example of a country that is working on legislation in this area is
Australia. The “Australian Privacy Principles (APP) belonging to Privacy Act
regulate the handling of personal information by Australian government agencies
and some private sector organizations” [15]. It states that an APP entity that
collects personal information for a particular purpose should not use those data
for another purpose unless the customer consent, or in certain excepted situa-
tions [15]. This seems to provide powerful principles on restricting the data trad-
ing practices. But it has not clearly explicated the emerging trend of wearable
devices, and, therefore, the uncertainty and possibility of not being applicable
still exists [6]. In addition, only those private companies and Australian govern-
ment agencies that have an annual turnover of at least 3 million AUD (Australian
Dollars) are subjected to the Privacy Act [8]. Thus, other private organizations
of small-scale may still use personal information for other purposes.

Moreover, due to the limited power of enforcement, Australian agencies can
only take actions on onshore manufacturers and service providers physically
located in Australia [6]. Since most worldwide famous wearable device manufac-
turers are headquartered in the United States (US), they may not necessarily
comply with the APP. The wearable manufacturers may hold personal infor-
mation, including the users’ health data from all over the world, and they only
have to comply the US regulations. Particularly for health information in the US,
Health Insurance Portability and Accountability Act of 1996 (HIPAA) regulates
how entities in health care area should be legally used and adequately protected.
However, likewise in Australia, the emerging of wearable devices manufactur-
ers are not clearly defined in the current entity categorization [1]. This means
the wearable manufacturers are holding and processing the users’ personal and
health information in a dark-zone out of the regulations, which put users in a
high risk of privacy violation.

5 Implications

From the discussion presented above, several implications are drawn in order to
determine the most common as described in the following:

– Current regulations cannot effectively restrict the behavior of processing per-
sonal and health information by those wearable device manufacturers or third-
party application providers.
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– Regulations and legislations should be complemented to standardize the per-
sonal and health data collecting, storing and processing practices; those wear-
able companies need to be clearly identified, categorized and regulated into
the privacy regulations of each country.

– Data collection should only be approved when it’s necessary to devices func-
tions, and when it comes to sensitive data such as health information should
only be collected and used under the consent of individuals.

– Referring to the privacy regulations, information holders should also modify
their privacy policies and clearly state how personal data will be collected,
stored and the possible usage of these data in any conditions.

– Employers who are promoting workplace wearable devices should keep the
transparency in all those data related practices. Sound regulations should be
developed in each country to monitor the operations in terms of employees’
privacy.

– Regulations and legislations are always playing a passive role facing emerging
technologies and are far behind of them as it is very hard for regulations and
legislations to predict and act proactively before the technologies are born;
however, it is still necessary and feasible to reduce the gap between them, rel-
evant government agencies should be more tightly connected to technologies
and do more research and analysis.

– Collaboration between agencies and emerging technology companies plays an
important role by prioritizing customers’ needs and defining clear policies
that can be easily adopted along the technology evolves.

6 Conclusions

Wearable industry is growing fast, while privacy issue is a topic that cannot
be neglected. Furthermore, the privacy issue might become a big barrier to the
adoption of wearable technology for users, as users’ awareness on privacy are
strengthened and the current condition of wearable devices represents a threat
to the users’ own privacy.

After the analysis performed in this paper, it is clearly defined that the pri-
vacy issue related with wearable technology implemented on all relevant comput-
ing devices requires thorough consideration by the wearable technology industry
and the regulation parties. Even though the emerging wearable technology are
bringing benefits to their lives, privacy protection should not be compromised.
Users feel the need to be protected from their information not to being shared
or leaked by any entity or third party. Therefore, the wearable manufacturers
should take necessary actions to protect the users’ privacy and the legislator
needs to catch up the pace to regulate both personal and business uses of wear-
able devices to eliminate the risks of privacy violation within compliance.
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