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Abstract. In this paper, we study key exchange protocol which is simi-
lar to Diffie-Hellman key exchange protocol. This key exchange protocol
uses maximal abelian subgroup of automorphism of group. We give an
example group is used for key exchange protocol.
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1 Introduction

In cryptography, keys exchange is a method to send a key between a sender
and a recipient. The problems of the key exchange are how they send the mes-
sage so that nobody else can understand the message except for the sender
and the recipient. The procedure is one of the first public key cryptographic
protocols used to build up a secret key between each other over insecure chan-
nel. The protocol itself is constrained to exchange of the keys for example: we
are making a key together instead of sharing data while the key exchange. We
implement algorithm for exchanging information over a public channel so that
building up a mutual secret between two gatherings that can use for secret com-
munication. Diffie-Hellman is suitable to use in information communication and
less frequently use for information storage or archived over a long time period.
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In cryptographic protocol has the key exchange is the first issue. For human
development, people try to hide the data from other people so that composing
structure. This is assumed that is the first and primitive type of encryption,
but it is just only half section of cryptography. The other half is the capacity
to reproduce the first message from its hidden structure. Cryptography is like a
normal message but nobody except for the exact recipient will understand the
message. By that time the huge majority of the cryptosystems were private of
symmetric key cryptosystems. In this two clients Alice and Bob select a key,
which is their private key then use the key in a private key cryptosystem to
convey information over people in public channel. We investigate a public key
cryptography regarding the Diffie-Hellman key Exchange Protocol, which is the
most primitive thought behind a public key cryptography. In the Diffie-Hellman
key exchange protocol, two clients unknown to one another can set up a private
however arbitrary key for their symmetric key cryptosystem. The Diffie-Hellman
key agreement protocol (1976) was the first practical method for setting up a
shared secret over an insecure communication channel.

In modern cryptography, we assume that key is a only secret. Therefore if
there are many keys, then the opponent hard break cryptosystem. We will gen-
eralized Diffie-Hellman key exchange protocol on groups. We choose key which
is automorphism group in maximal abelian subgroup of automorphism group.

2 Preliminaries

In this section, we will introduce Diffie-Hellman Key Exchange and group.

2.1 Diffie-Hellman Key Exchange

The simple and original key exchance protocol uses the module p and g ∈
{1, . . . , p − 1} where p is a prime in [1].

Example 1. Alice and Bob want to exchange key over an insecure channel.

1. Alice and Bob agree to use the module p and g ∈ {1, . . . , p − 1} where p is a
prime.

2. Alice choose a secret a ∈ {1, . . . , p − 1}. Then she sends A = ga mod p to
Bob.

3. Bob choose a secret b ∈ {1, . . . , p− 1}. Then he sends B = gb mod p to Alice.
4. Alice compute Ba mod p.
5. Bob compute Ab mod p.
6. Alice and Bob have common secret key Ab = Ba mod p.

2.2 Groups

Definition 1. For a nonempty G, a function · : G × G → G is called a binary
operation. Image of (a, b) ∈ G is denoted by ab. G with binary operation is a
group if it has properties
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1. Associativity, ∀a, b, c ∈ G, (a · b) · c = a · (b · c),
2. Identity ∃e ∈,∀a ∈ G, a · e = a = e · a,
3. Inverse ∀a ∈ G∃b ∈ G, a · b = e = b · a.

Definition 2. A group G is commutative if ∀a, b ∈ G, ab = ba. A commutative
group is called abelian group.

Definition 3. Let G and H be groups. A homomorphism from G to H is a map
φ : G → H which satisfy

∀a, b ∈ G,φ(ab) = φ(a)φ(b).

An isomorphism is a homomorphism which is injection and surjection. We write
G ∼= H. An automorphism is a isomorphism from G to G. The automorphism
group of G is denoted by Aut(G).

Theorem 1 [2]. Let G be a finite abelian group. Then G is isomorphic to a
product of groups of the form

Hp = Zpn1 × · · · × Zpnm ,

in which p is a prime number and n1 ≤ · · · ≤ nm are positive integers.

Theorem 2 [2]. Let H and K be finite groups with relatively prime orders. Then

Aut(H) × Aut(K) ∼= Aut(H × K).

Theorem 3 [2]. Let Hp = Zpn1 × · · · × Zpnm be a group which p is a prime
number and n1 ≤ · · · ≤ nm are positive integers. Setting dk = max{� : n� = nk}
and ck = min{� : n� = nk}. Then

|Aut(Hp)| =
m∏

k=1

(pdk − pk−1)
m∏

j=1

(pnj
(m−dj))

m∏

i=1

(pni−1(m−ci+1)
).

Lemma 1. A abelian group G = Hp1 ×· · ·×Hpk
which p1 < · · · < pk are prime

numbers, Hp = Zpn1 × · · · × Zpnm and n1 ≤ · · · ≤ nm are positive integers has

Aut(G) =
k∏

i=1

|Aut(Hpi
)|.

Proof. It’s obvious by Theorems 2 and 3.

Theorem 4 [4]. Let n be a positive integer such that n ≥ 3 and let k = 2nn−1.
Let G = <x, y, z, u> with defined by

1. x2n = y2 = z2 = u2 = [x, z] = [x, u] = [z, u] = [y, z] = 1,
2. yxy = xk+1,
3. yuy = zu.

The Aut(G) is abelian group. It is isomorphic to Z26 ×Z2n−2 . The order of G is
2n+3.
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3 Key Exchange Protocol

Alice and Bob want to exchange key over an insecure channel that is similar
in [3].

3.1 Key Exchange Protocol I

1. Alice and Bob choose group G and an element g ∈ G in public information.
Note that G and g are public information.

2. Alice and Bob choose automorphism φA and φB from maximal abelian sub-
group S of Aut(G), respectively. Note that φA and φB are private information.

3. Alice and Bob compute φA(g) and φB(g) respectively and exchange them.
Note that φA(g) and φB(g) are public information.

4. Both of them compute φA(φB(g)) = φB(φA(g)) from their private informa-
tion, which is their common secret key.

In Example 1 is special case when φA(g) = ga, φB(g) = gb and φA(φB(g))
= gab.

Remark. The opponent hard compute φA(φB(g)) from G, g, φA(g), φB(g).

Example 2. Alice and Bob want to exchange key over an insecure channel.

1. Alice and Bob agree to use group G = Zpn × Zqm where p, q are prime and
g = (g1, g2) ∈ G.

2. Alice choose a = (a1, a2) where gcd(a1, n) = gcd(a2,m) = 1. Her automor-
phism is φA(g′) = (g′a1

1 , g′a2

2 ). Bob choose b = (b1, b2) where gcd(b1, n) =
gcd(b2,m) = 1. His automorphism is φB(g′) = (g′b1

1 , g′b2
2 ).

3. Alice and Bob compute φA(g) and φB(g) respectively and exchange them.
4. Both of them compute φA(φB(g)) = φB(φA(g)) from their private informa-

tion, which is their common secret key.

3.2 Key Exchange Protocol II

1. Alice and Bob choose group G in public information.
2. Alice chooses automorphism φA from maximal abelian subgroup S of Aut(G)

and she choose an element g ∈ G. Then she sends φA(g) to Bob. Note that g
and φA are private information but φA(g) is public information.

3. Bob chooses automorphism φB from maximal abelian subgroup S of Aut(G).
Then he send φB(φA(g)) to Alice. Note that φB is private information but
φB(φA(g)) is public information.

4. Alice compute φ−1
A (φB(φA(g))) = φB(g). Next Alice choose automorphism

φH from maximal abelian subgroup S of Aut(G) and compute φH(g). Then
she sends φH(φB(g)) to Bob. Note that φH is private information but
φH(φB(g)) is public information.

5. Bob compute φ−1
B (φH(φB(g))) = φH(g), which is their common secret key.
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Remark. The opponent hard compute φA(φB(g)) from G,φA(g), φB(φA(g)),
φH(φB(g)).

Example 3. Alice and Bob want to exchange key over an insecure channel.

1. Alice and Bob agree to use group G = Zpn × Zqm where p, q are prime.
2. Alice chooses a = (a1, a2) where gcd(a1, n) = gcd(a2,m) = 1. Her automor-

phism is φA(g′) = (g′a1
1 , g′a2

2 ). She choose an element g ∈ G. Then she sends
φA(g) to Bob.

3. Bob chooses b = (b1, b2) where gcd(b1, n) = gcd(b2,m) = 1. His automorphism
is φB(g′) = (g′b1

1 , g′b2
2 ). Then he send φB(φA(g)) to Alice.

4. Alice compute φ−1
A (φB(φA(g))) = φB(g). Next Alice choose c = (c1, c2) where

gcd(c1, n) = gcd(c2,m) = 1. Her automorphism is φH(g′) = (g′c1
1 , g′c2

2 ). Then
she sends φH(φB(g)) to Bob.

5. Bob compute φ−1
B (φH(φB(g))) = φH(g), which is their common secret key.
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