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Chapter 1
Introduction

1.1  �Digitisation – A Hot Topic

The subject of “digitisation” is a key issue in all companies – often driven by the 
fear of overseeing a potential attack on the own traditionally established business by 
new entrants from Silicon Valley. These attacks are leveraging the potential of plat-
form economy principles. Who would want to be left behind like Kodak, Nokia, or 
the many video stores? Such attacks – bringing “disruption” to established business 
models – are to be repulsed. The challenge is to recognise the potential of new digi-
tised business models as early as possible and to integrate them into the own com-
pany via a transformation process. Responsiveness ​​and creativity are of the essence. 
Even if it does not involve a completely new business model right away, digitisation 
should at least though achieve a noticeable increase in process management effi-
ciency and help to sell more products, for example through deepened customer 
insight and comprehensive evaluation of social media data, or also availing of new 
digitised distribution channels.

The need to survive, as well as the prospect of higher profits and revenue, rightly 
put the subject of digitisation at the top of the agenda in today’s businesses. This is 
underpinned by Fig. 1.1, which shows the results of a survey [Sto16].

In addition to these objectives, many companies consider the potential of digiti-
sation as a means of improving customer satisfaction and thus increasing sales 
opportunities, opening up new markets and implementing product innovations. 
Thus it is obvious to all parties and stakeholders in the companies that something is 
to be done – yet what is it? Many engage with the issue of digitisation and launch 
initiatives and projects. However, there is a lot of uncertainty about how to proceed, 
what to do, and how deeply and comprehensively to implement changes. 
Occasionally, at this stage already doubts are cast which suspect “new wine in old 
wineskins” behind the keyword of digitisation and recommend calm in the form of 
compact projects. To demonstrate at least actionism, for example, the replacement 
of paper-based order documents is addressed by iPad-based visualisation.
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Based on the author’s wide experience, it is profoundly wrong to just garnish 
existing processes “as is” with some IT and aim to get on top of the subject of digi-
tisation this way. We are at the beginning of a “tsunami” which will strike all indus-
trial enterprises  – associated with high risks, but also with immense new 
opportunities. It is safe to assume that everything which can be networked and auto-
mated with the help of automation, will in fact be involved – it is just a matter of 
time. Therefore, with any idea of digitisation it is imperative to begin by fully scru-
tinising present and so far well-proven business models, processes and the organisa-
tion. The topic of digitisation is then to be approached in-depth and in a sustainable 
way based on a compelling vision and business strategy derived from this – not as a 
single project, but as a continuous process of transformation.

1.2  �IT Development – The Exponential Function Explodes

The digitisation will affect all companies vehemently simply due to the fact that 
more and more powerful and inexpensive information technologies become avail-
able as drivers. This kind of explosion can best be explained by a brief review on the 
development of IT. The performance and thus the penetration of business and pri-
vate processes with information technology (IT) solutions follows an exponential 
function [Kur05]. Reminder: an exponential function goes first in a gradual, almost 
linear increase and then after a curve assumes a massive surge within a short time, 
the exponential growth.

During the first linear climb, after the Second World War until the 1970s, 
company-specific software programs written by specialists in FORTRAN or 
COBOL were implemented via punch cards on the computer systems in the corpo-
rate data centres. Selected users, specialists of their business function, were trained 
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for the operation of the programmes. In a first increase in growth, which saw the 
spread of computers in the 1980s and ‘90s, almost all jobs in business management 
and administration were equipped with IT solutions, and typewriters were replaced 
by word processors. Standard software solutions to support processes spread as 
well. Originally, IBM had dominated the market for the production industry with 
COPICS, then SAP evolved into the de facto standard in the area of ERP solutions. 
Almost all private households used Windows PCs for word processing or spread-
sheet programmes for private administration tasks.

In the late 1990s, the use of the Internet expanded, eBay became a platform for 
private and increasingly also the professional trade, and Amazon in the last decade 
within a short time first became the world’s largest bookseller and also the dominant 
retailer. Solutions were used widely to book overnight stays or theatre seats, and the 
term of the so-called platform economy became popular. The development of digi-
tisation, from the author’s point of view, at that time already entered the “curve” of 
the exponential function, in enterprises as well as in private households.

With Apple’s introduction of the iPhone in 2007 and its extremely rapid world-
wide penetration and acceptance, the above mentioned exponential function of IT 
enters the phase of massive surge. This is underpinned by the introduction and high 
acceptance of other mobile devices such as Android smartphones and the success of 
tablets which are gradually replacing PC’s and notebooks as full-fledged 
computers.

1.3  �Transformation of the Automotive Industry

This development which is just briefly outlined here, will continue at an accelerated 
pace and cause substantial upheavals in all companies and also private processes. 
The automotive industry is being affected in particular and is facing several changes 
at the same time:

•	 Electric drive technology
•	 Autonomous driving
•	 Transformation of the business model from a vehicle manufacturer to becoming 

a mobility provider
•	 Digitisation of the vehicle – Connected Services; Software-oriented
•	 configuration
•	 Multiple distribution channels – from the centric importer/distributor to
•	 the customer-centric direct sales partner
•	 Use of the digitisation for process automation
•	 Overarching value chains: intermodal transport – electricity supplier – service 

provider
•	 Change of customer needs from vehicle ownership to mobility on demand

These foreseeable changes, according to the author’s observations and experi-
ences, highlight that the automotive industry needs to reinvent itself. Namely the 

1.3  Transformation of the Automotive Industry
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established manufacturers are being challenged and under intense time pressure in 
the transformation because new competitors push into the market, which are free of 
any “inherited burdens” and can have a fully digitised flying start with new struc-
tures “born on the web”. The aggressive new entrants often focus on new technolo-
gies, such as the electric drive.

The established companies find it particularly hard to aggressively implement 
the new requirements because this often comes at the expense of existing products 
[Wes12]. The initial success and the market response of Tesla Motors which was 
founded in 2007 are quite impressive; other companies already being formed are 
Faraday in California, but also in the Chinese region with the online retailer Alibaba 
and search engine provider Baidu as well entering the automotive business. Both 
companies have announced to offer driverless cars. It certainly remains to be seen 
of how these newcomers will develop, however these challengers definitely repre-
sent a threat to established car manufacturers with their current business model. In 
addition, new competitors cavort in the future business focus of mobility providers, 
which will make it extra difficult for producers to make a difference in the market 
and still dominate it. All automotive providers will be aware of this challenging situ-
ation so that the results of a KPMG survey as shown in Fig. 1.2 do not surprise 
[KPM16].

The subject of digitisation, along with connected services and alternative drive 
technologies, is evaluated as a key trend. For the automotive industry there is no 
alternative to vigorously embracing the impending fundamental changes and to 
turning potential threats into opportunities through proactive action. In doing so, 

Fig. 1.2  Key trends of the automotive industry 2016 (KPMG)
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current and aggressively prognosticated technological possibilities are to be 
involved, operating hand in hand with modern, highly flexible and efficient IT struc-
tures. Right in this synergetic approach are the highest potentials for optimisation. 
Nevertheless, digitisation projects are often approached just one-dimensionally as 
islands. Further obstacles are in the traditional project management and budgeting 
methods, and in many cases also in a lack of change culture and the incomplete 
expertise of the team.

In the future, Industry 4.0 for instance will be part of the digitisation strategy 
with the aim of highly automated production processes, in which robots directly 
cooperate with employees. The requirements for modern IT structures to be derived 
from these thematic fields lead to hybrid cloud architectures in order to achieve 
digitisation in a targeted and cost-effective manner.

The topic of digitisation must also be looked at from the product angle of view. 
What does autonomous driving or the conversion of vehicles into “driving IP 
addresses” mean as part of a global “Internet of Things”? How can you master the 
masses of data from the vehicles, business processes and customer activities in 
order to turn these into business benefits and competitive advantage? How should 
you protect yourselves against new market participants from the IT environment, 
use long-standing traditional experiences and thus emerge stronger from the 
transformation?

1.4  �Structure of the Book

Against this background, this book addresses many of the common shortcomings in 
the implementation and the related problems. A methodically sound and well-tried 
guide to the implementation of digitisation in the automotive industry is developed, 
thus ensuring the competitiveness of this key industry in the long run. Comprehensive 
and pragmatic recommendations for action in the automotive and supplier indus-
tries are pointed out to shape the transition from the discrete vehicle-focused busi-
ness model to a continuous and mobility-oriented model. The path to the automatic, 
highly efficient execution of lean, integrated business processes is also discussed, as 
are the collection of significant changes in sales, aftersales and marketing structures 
and the new design of customer relationships. Under this objective the book is 
divided into 4 blocks:

Block 1 with Chapters2, 3 and 4: Drivers IT Technology, Digital Natives, 
Technology for Digitisation

To understand why there is no alternative to dealing intensively with the topic of 
digitisation, and also to assess future potentials, starting from the Moore’s Law and 
Nanotechnology up to Singularity, an outlook is given on the future development of 
IT technology. It is important to understand future customers and at the same time 
future employees in their behaviour, their expectations and interaction. This topic is 

1.4  Structure of the Book
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explained in one chapter as well as in the following chapter the technologies 
important for future consideration, both on the IT side and complementary such as 
3D printing, Wearables, or new concepts such as additive manufacturing and 
Blockchain for instance.

Block 2 with Chapters 5 and 6: Vision Automotive 2030; Roadmap digitisation

In this block, a vision or rather an outlook on the automotive industry in the year 
2030 is developed. For this purpose, “software defined vehicles”, Internet-based 
sales and also service platforms for administrative services are highlighted. This 
way a comprehensive basis is provided to give recommendations for the develop-
ment of a concrete roadmap for the implementation of a goal-oriented digitisation 
strategy. The recommendations are derived from concrete project experience and 
case studies.

Block 3 with Chapters 7 and 8: Corporate culture; Flexible IT structures

Prerequisite for a successful implementation is a transformation culture with 
leadership exemplarily communicated by the board, accompanied by appropriate 
incentives as well as the necessary basic training of employees and the use of inno-
vative, agile implementation methods in the projects. Another important prerequi-
site for successful implementation of digitisation strategies are efficient and flexible 
IT structures. These have to be designed in such a way that they meet the needs of 
the business appropriately and react swiftly. Hybrid cloud architectures as well as 
the consideration of open standards along with effective security concepts and 
requirements for data storage are the basis for successful digitisation projects.

Block 4 with Chapters 9 and 10: Implementation Examples, Outlook 2040, 
Conclusion

In the fourth and final block of the book, current implementation examples are 
presented, challenges of the implementation pointed out, and a short outlook on the 
automotive industry in the year 2040 is given.

1.5  �Definition of Focus and Readership

The book provides recommendations for the development and implementation of 
digitisation strategies for the automotive industry with a focus on manufacturers and 
distributors of cars and vans. This means that the largest market or rather enterprise 
sector of this industry is addressed. With some limitations, the advice is also inter-
esting to other manufacturers (trucks, commercial vehicles, special machines) and 
suppliers. Within the addressed segment, both make-to-stock producers, which are 
predominantly found in the USA and Japan, as well as contract manufacturers, are 
addressed. Especially the second field will grow in the course of finer customer 
segmentation and increasing individualisation.

1  Introduction
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The book is aimed at executives from all business sectors of the automotive and 
supplier industries, as well as research institutes and consultancies, plus students of 
production and business science who are interested in taking up the topic of 
digitisation.
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Chapter 2
Information Technology as Driver 
of Digitisation

Driven by the extreme increase in the efficiency of information technology (IT), the 
digitisation wave keeps approaching us unstoppably and ever faster. The so-called 
Moore’s Law, which more than 50 years ago has already described a doubling of the 
capacity of integrated circuits over a period of 12 months [Moo65], has been syn-
onymous with the ongoing massive increase in the performance of IT. If the basic 
technology had not changed, this law would no longer be valid. However, due to 
technological leaps, the principle of exponential growth in performance still applies. 
There don’t appear to be technological limits, and it is only a matter of time until the 
human intelligence will be overtaken by “machine intelligence” and so-called sin-
gularity is reached.

In order to understand this situation and to prove why digitisation is proceeding 
at an unstoppable pace and will dramatically change our private and business pro-
cesses, this chapter first explains the fundamentals of IT development. Subsequently, 
the subjects of IT security and energy demand are highlighted as potential develop-
mental impediments. The conclusion of the chapter is the concept of technological 
singularity thereby being a more visionary outlook.

2.1  �Moore’s Law

In April 1965 Gordon Moore described in an expert article an observation on inte-
grated circuits [Moo65]. He noted that the number of transistors on a silicon chip 
regularly doubled with minimal component costs at a fixed time interval. As a result, 
the computer performance increases exponentially without the costs increasing as 
well. The underlying period has since then been adjusted several times due to 
changes in the conditions of the technological framework. The basic explanation for 
exponential growth, however, continues to apply – nowadays usually within a period 
of 18 to 24 months. The basic context is illustrated in Fig. 2.1, which shows the 
number of transistors in different process types in logarithmic representation and 
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thus as a straight line over time [Cha03]. Causes for this immense increase in pack-
ing density are the continuous reduction of component sizes and improved manu-
facturing processes.

The component size and density on the chips is directly related to their perfor-
mance – the smaller the size and the denser the pack, the greater the performance. 
When in 2005 the mass production of chips with structures from 130 down to 90 nm 
was established, the 65 nm technology was already in pre-production. Laboratories 
began to work on first prototypes with even smaller structural sizes down to 10 nm. 
This technology is expected to become the standard in mass production by about 
2017 and thus to further confirm the Moore’s Law [Boh15].

Moore’s Law is based on observations and is not scientifically substantiated. 
Nevertheless, it has established itself as the standard of the digital revolution in 
industry, and the industry is defining milestones by it for its planning. This is why it 
is also referred to as a self-fulfilling prophecy, which is quasi the drive to the IT 
power increase. To link the performance of a processor directly to the number of 
transistors, is a simplification which is however sufficient for a basic understanding 
of the strongly growing IT performance which is the focus here. In today’s high-
performance chips, not all transistors directly serve the computing power, but also, 
for example, the temporary data storage (so-called Cache). The aspect of multi-
processor architectures and their influence on computer performance is only out-
lined here. Elaboration or deeper understanding of these details is not required for 
the purpose of this book.

Fig. 2.1  Packing density of processor types in the course of time (Schau et al.)

2  Information Technology as Driver of Digitisation
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2.2  �Exponential Growth Also for Digitisation

It is much more interesting that the basic context of the exponential growth as 
observed and identified by Moore for integrated circuits, has already been applied 
to IT technologies used before the arrival of chips; see Fig. 2.2 [Cha03].The com-
puter power per second or per $1000 of value was already subject to an exponential 
course at the times of punch card technology as well as in the following technology 
phases of mechanical relays, electron tubes and individual transistors.

Further analysis shows that this development applies to all information technol-
ogy parameters, such as bandwidth, storage capacity, clock rate and the prices of the 
corresponding technology components [Cha03]. In this regard, the discussion is 
obsolete in which temporal distance a doubling of the respective performance 
parameter may take place. Be it 12, 18 or 24 months – in any case there will be 
large-scale increases, even across technological frontiers. The resulting dynamic 
developments are shown in Fig. 2.3 for smartphone users [Mee16] and Fig. 2.4 for 
the number of network nodes in an automobile [Reg16].

Both the increase in smartphone users in the dynamic Asia/Pacific market and 
the performance of the network in automobiles are subject to exponential growth in 
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analogy to Moore’s Law. For the networks in automobiles the bus technology is 
being developed further to achieve growth, extending from Lin via CAN to Ethernet. 
As supplementary information, the figure shows as an example the extent of a car 
network. It consists of over 300 components, the wiring has a length of 2 km and 
overall the network weighs 30 kg (as of 2017).

Fig. 2.3  Global development of smartphone users 2005–2015 (Meeker)

Fig. 2.4  Development of internal network power when adapting bus technology in vehicles 
(Reger)

2  Information Technology as Driver of Digitisation
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Generalising this trend, it can be assumed that the penetration of digitisation into 
enterprises is also subject to exponential growth and will therefore take up speed 
significantly. This raises the question of how the major automotive manufacturers 
are comparable in terms of their digitisation activities. In order to answer this ques-
tion, a digitisation degree has been estimated by the author using the following 
parameters: the provision of digital services, partnerships in the digital field, the 
offering or timely announcement of vehicles with electric drive or even autonomous 
cars, organisational adjustments and, last but not least, “Google hits” for the term 
combination manufacturer name/digitisation. The parameters are derived from 
annual reports or net searches for instance. A ranking was determined for each 
parameter in a comparison, and these were evaluated by points. In summary, this 
results in Fig. 2.5, the basis of which can be found in Annex A1. The three groups 
of Leaders, Followers and Laggards are distinguished.

Based on the exclusively offered electric drive, with “update over the air” of the 
vehicle software and an innovative distribution channel, Tesla Motors has estab-
lished itself as a digitisation benchmark in the industry. Amongst the German manu-
facturers, Mercedes and BMW are nearly even, followed by AUDI. A little further 
behind, Volkswagen leads the group of laggards ahead of Toyota, GM and Ford. 
This snapshot (as of August 2016) demonstrates that many manufacturers are in a 
considerable backlog. Taking into account the exponential growth, the catching up 
of even small distances means an immense effort and investment. Additional trans-
formation pressure on the established OEM’s is exerted by those new industry 
entrant companies which have from the start already a high degree of digitisation 
and thus high process efficiency and strong customer orientation.

The derivation of the necessary measures for this transformation is the goal and 
main part of this book. First, potential obstacles to continuous IT performance 
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improvement or a digitisation initiative are looked at briefly. Essentially these are 
the energy consumption of the IT, security and the lawful handling of personal data.

2.3  �Energy Requirement of IT

The growing energy consumption of IT, and thus also the topics of heat develop-
ment and pollution, affect IT providers and users. The challenges of chip developers 
and hardware manufacturers to continue to ensure energy efficiency and perfor-
mance improvements, is being discussed in Sect. 2.5. The energy requirement of IT 
as part of the ecological assessment of the automotive manufacturers is explained in 
the following as far as required for the overall understanding of the topic of 
digitisation.

All car manufacturers have their own computing centres (CC) as the heart of the 
required information technology. Comprehensive consolidations of the server and 
storage systems into a “global mega-CC” are not established so far, yet “regional 
CC’s” distributed across the continents are common due to latencies in the network. 
These are located, for example, in North and South America, Europe, Asia, China 
and possibly the ASEAN countries and are often linked in order to guarantee 
availability.

The demand of the automotive industry for computing capacity and thus for CC 
space is growing continuously. Drivers are growing business volumes and namely 
the digitisation trend with more and more mobile devices or rather smartphones, the 
massive growth of structured and unstructured data, for example by simulations in 
product development and videos in the marketing sector, as well as through auto-
mated process flows. Also the Internet of Things (IoT) and the increasing digitisa-
tion of the production as a result of the Industry 4.0 implementation require much 
computing performance. This increases the need for IT hardware and the energy 
required for operation, data networks, air conditioning systems, emergency power 
units and transformers.

The power consumption for the technical building services of a computing centre 
is nowadays about 50% of its total power requirement, so currently only half of the 
energy is used to operate the actual IT infrastructure. The ratio of CC total energy 
demand to the power requirement of IT constitutes an industry standard for the 
energy efficiency of a CC. While the installed CC’s operate with a characteristic 
value of 2 on average, new mainframe computing centres achieve values ​​of signifi-
cantly less than 1.5 [Hin16]. This is achieved on the one hand by the higher effi-
ciency of the technical building equipment and on the other by improved organisation, 
methods and air-conditioning technology concepts. For example, hot water cooling, 
shifts in room temperatures and also the housing of servers and storage are common 
improvement measures.

2  Information Technology as Driver of Digitisation
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At the same time, the energy efficiency of the IT infrastructure is being improved 
continually. As early as at the beginning of the 2010s, standard PC’s consumed 
more than 100 Watt of power, while today’s systems consume less than 30 W and 
smartphones less than 3 W. This is certainly a pleasing development which will 
continue. However, two aspects are contrary to this improvement: The power con-
sumption per computing transaction remains almost the same, since the computing 
speed has increased massively. The number of end devices (PC’s, notebooks, smart-
phones) however sharply increases. The applications on the end devices are con-
nected to central systems and cause increasing power consumption in the networks 
and the CC’s. It is therefore not surprising that the energy demand in the CC’s 
continues to grow, despite improved efficiency. As a result, the capacity of CC’s 
often is not determined by the footprint for server and storage systems, yet rather by 
the necessary energy supply and cooling. A forecast of the energy demand of com-
puting centres worldwide and for the USA, measured in terawatt hours, is shown in 
Fig. 2.6 [Bur16].

Consequently, the IT energy demand is growing exponentially. Jonathan Koomey 
of Stanford University estimates the share of data centres in global power consump-
tion at 1.1–1.5% [Koo10]. For the US, he estimates this share to be as high as 2.2%, 
while in Germany the CC’s cause approx. 2% of the total power consumption 
[Hin16]. This underlines the importance of measures to increase the efficiency of 
the CC’s.

In addition to the outlined technological aspects, conceptual, organisational and 
business policy options play a role  as well. The utilisation factor of the servers 
employed is still at a relatively low level. As an example, the results of a compre-
hensive study are being mentioned here [Koo15]. According to it, servers operate on 
average at a 6% utilisation factor, and 30% of servers in the US in both virtualised 
and non-virtualised environments are in a “comatose state”, i.e. they are fully 
installed and consume power however did deliver neither processing performance 
nor data in the past 6 month. These values ​​point to a considerable potential for 
improvement and energy savings, which must be consistently realised. Extensive 
consolidations and cross-segment virtualisation as well as the shutdown of obsolete 

Fig. 2.6  Forecast of the 
energy consumption of 
computing centres (Burger)
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applications and servers are recommended. Virtualisation means the combination of 
different servers under a consolidating software layer, which optimises the distribu-
tion of the performance requirements to the individual servers, thus improving the 
respective utilisation. To support these projects, tools are available on the web 
[Koo15].

The optimisation of the utilisation of storage systems is also to be promoted with 
every emphasis. On the one hand, as the data volume is increasing rapidly in the 
enterprises – rates of increase of 60% per year are quite common – and on the other 
hand, since the virtualisation in the storage area, compared to these approaches in 
the server area, only began to be used later. The concept of the so-called Software 
Defined Storage (SDS) offers considerable utilisation and performance benefits. 
Here, a software layer is laid over existing storage systems by even different manu-
facturers, so that free memory can be recognised quickly and used by several differ-
ent systems. This results in the advantage of a common efficient use of existing 
hardware, freedom of choice in the use of additional storage units, and the common 
management of the connected system as a whole. The improved utilisation in turn 
leads to savings in energy consumption for data storage.

These were just some notes on energy saving for computing centres. Further 
flexible usage concepts using so-called hybrid cloud architectures as a platform for 
digitisation projects will be discussed in Chap. 8.

The energy consumption of their computing centres is important for automotive 
manufacturers, in addition to the aspects of operational safety and profitability, also 
from an ecological point of view. Of course, the environment is always about con-
suming as little energy as possible and preferably getting the required energy from 
environmentally friendly sources. The energy consumption of a computing centre is 
at the same time part of the overall eco-balance of the automotive manufacturers. 
Many companies have embedded environmental objectives in their strategy, cover-
ing the entire life cycle of the vehicles. The established parameter for this is the 
“CO2-Footprint per Vehicle”. This has to include the proportionate CC energy con-
sumption – a further reason to pay attention to the energy efficiency of the IT.

2.4  �IT Security

In the context of digitisation, IT security and proper handling of personal data are to 
be addressed similarly to the subject of energy consumption. Traditionally, Germany 
is dealing intensively and particularly sensitively with these topics. This certainly is 
appropriate indeed. However, this should not lead to any obstacles to meaningful 
digitisation projects, as the author repeatedly experienced in practice. Both topics 
are challenging, comprehensive and complex and are dealt with in detail in the rel-
evant specialist literature. For this reason, they are not discussed in-depth here; 
rather it follows an overview to provide a basic understanding and problem-
consciousness as the basis for planned digitisation projects.

2  Information Technology as Driver of Digitisation
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Basic principles for the proper execution and the corresponding audits of IT 
security are laid down in numerous laws, standards and instructions. The most 
important and comprehensive regulations are provided by the ISO 2700x series of 
standards. These cover, for example, identity management, authentification, encryp-
tion incl. key management and monitoring as well as implementation instructions 
for the detection and reporting of intruders. In addition, there are numerous special 
standards such as DIN EN 50600 for computing centre setup and infrastructure, and 
the IEC62443 for the certification of IT security in industrial automation and con-
trol systems.

These standards offer a suitable basis and a coherent framework of action. A full 
discourse or even an enumeration of all standards and guidelines relevant to the 
subject of safety would be beyond the scope of this book. For this reason, please 
kindly refer to the relevant technical literature. A very good technical overview and 
a compilation of many further sources is given, for instance, in the study “IT 
Security for Industry 4.0”, commissioned by the German Federal Ministry of 
Economics and Energy (Bundesministerium für Wirtschaft und Energie) [Bac16].

A broad overview on legal requirements, current research activities and funding 
programs can also be found there. The study focuses not only on technological 
aspects, yet also on organisational and legal questions with regard to digitisation in 
production and Industry 4.0, and pragmatic proposals for action are also, amongst 
others, given to the automotive industry. A comprehensive implementation guide, 
also in the sense of “best practices”, related to more than 70 fields of action in IT 
security, is contained in a further recommendable study of the German Federal 
Office for Information Technology Security (Bundesamt für Sicherheit in der IT) 
[BSI13]. This compendium is supposed to be continually adapted and expanded 
with regard to upcoming challenges, especially with regard to digitisation.

The recommendations for action listed in the studies will not be delved into here. 
The importance is to understand the relevance of IT security from a digitisation 
point of view. The Internet of Things, the integration of processes, along with the 
comprehensive networking of all partners involved in the value-added process 
across national borders, as well as the automation of processes and the growing 
number of mobile devices, Big Data and Cloud all increase potential IT security 
risks and thus the importance of this topic.

The scale and complexity of threats are growing heavily with the increasing dis-
semination and relevance of IT. The main threats are the infiltration and the infec-
tion with malicious software via the Internet or rather via storage media and external 
hardware, increasingly also via smartphones. Human wrongdoing and sabotage 
continue to be among the greatest risks. According to a survey conducted by the 
German Federal Office for Information Technology Security in 2015, more than 
58% of the over 400 companies surveyed were the target of a cyber-attack, and more 
than 40% of these attacks were considered successful, i.e. did damage to these 
enterprises [BSI15]. The topic thus is to be included in every digitisation roadmap 
and must be implemented in careful and close cooperation with the projects.

2.4 � IT Security
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2.5  �Handling of Personal Data

The protection of personal data is as important as IT security, especially in Germany. 
The handling of such data, i.e. to change, transfer, lock and delete data, as well as 
their use, has to be done in Germany according to the provisions of the Federal Data 
Protection Act (BDSG). Any information is personal if the data have a reference to 
a person. The aim of the legislation is to protect citizens from disadvantages result-
ing of handling their data. Basically, personal data may only be collected, processed 
and used if it is permitted by special laws or if the person concerned explicitly con-
sents to it voluntarily. Prior to this consent, information must be given on the 
intended use and the type of processing. The consent shall apply to the specific 
agreed application only and needs to be renewed upon any further or different use. 
If the intended use is no longer to be pursued, the data must be deleted. There is 
certainly room for interpretation in the implementation of this specification, as the 
following example may show.

A customer configures his or her new car online with individual features such as 
sunroof, metallic paint and special finish of the steering wheel. This configuration is 
further processed in the manufacturer’s back-end systems, for example, for material 
disposition, order control and logistics, and detailed information on the order is then 
sent electronically to the component suppliers. Body-in-white manufacturing and 
painting are carried out according to the configuration, and the components go 
exactly to the final assembly place. After completion, the vehicle is delivered to the 
customer in accordance with the specification. In this example, from configuration 
to delivery several times the processing of customer or personal data is performed. 
With respect to all work steps consent must have been given, as otherwise it may be 
a breach of the Federal Data Protection Act and trigger a fine.

This simplified example highlights the relevance of the topic for digitisation 
projects. This becomes even more fascinating in regard to cross-border logistics 
chains or the transmission and storage of these personal data, for example in Cloud 
computing centres abroad. There is considerable legal certainty in the transfer and 
processing within the EU, however the United States, or so-called third countries 
such as Japan, India or China, which are subject to less stringent protection laws, 
raise complex legal questions. Similar to IT security, it is important not to postpone 
this issue, but rather to involve the relevant experts, such as the data protection offi-
cer of the company, right from the outset in the digitisation projects in order to 
establish regulations and security at an early stage. This should happen in tandem 
outside of the specialist projects in order to avoid uncertainty from this discussion 
or to probably lose time in special discussions. Clear, pragmatic and timely guide-
lines for IT security and the handling of personal data assist in successful project 
implementation.

2  Information Technology as Driver of Digitisation
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2.6  �Powerful Networks

In addition to IT security and the adequate handling of personal data, powerful net-
works are an important prerequisite for the implementation of digitisation. For 
example, Industry 4.0 programs require reliable communications within the plant, 
comprehensive integration into the enterprise IT, and connections across enterprise 
boundaries as well. The volume and intensity of communication are increasing 
considerably.

The available bandwidths of the underlying network infrastructure will no longer 
be able to satisfy this demand, and measures must be taken at an early stage to 
ensure that the subject of communication does not become the “bottleneck” of digi-
tisation. Currently, 10 Gbit networks are installed in the enterprises, while comput-
ing centres already use 40 Gbit lines and even have plans for 100 Gbit bandwidth.

Within this infrastructure, the manufacturers use the so-called Multiprotocol 
Label Switching (MPLS) technology to optimise the communication, which can use 
different protocols to send the information packets through the network. Low-cost 
Internet connections are being used more and more for access. In this area, so-called 
“All-IP” technologies will prevail in future. This refers to the bundling of different 
transmission techniques based on the Internet Protocol (IP). Thus, various services 
such as telephony, multimedia mails and data are routed through just one technol-
ogy. This service from a single source results in cost and service benefits, for 
instance through uniform access for users from any location [NN15].The next 
development step is called Next Generation Network (NGN), which also provides 
for bundling, however not on the basis of IP technology, yet using manufacturer-
specific protocols.

Further developments in the area of ​​networking provide for the use of virtualisa-
tion. The future technologies “Software Defined Networking” (SDN) and “Network 
Functions Virtualisation” (NFV) are designed for this purpose. The methods decou-
ple the infrastructure from the communication requirements by means of a software 
layer and optimise the resource utilisation by coordinating this layer. These tech-
nologies have already proved themselves in computing centres (see Sect. 8.4.5), 
hence the technical details are not discussed further however referred to studies 
available. The future implementation of the methods in the wide area network 
(WAN) offers future potential for securing communication for digitisation.

2.7  �Technology Outlook

The following is a look at the future with the question as to whether and how the 
continuous growth of IT performance can be continued and whether the Moore’s 
Law is still valid in the context of alternative technologies. The benchmark for this 
and the immense progress in IT performance are illustrated by the following com-
parisons: Today, a standard smartphone has 120 million times the computing power 
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of the NASA Apollo programme, and the iPad would have made it into the super-
computer rankings in 1994 [Gru16].

2.7.1  �3D Chip Architectures

The basis for the previous performance increase of the chips was a continuous 
reduction of the chip structures and an increase in the packing density of the transis-
tors. Limitations are looming here though. Current research is carried out on chip 
structures in the size of 5–7 nm. There is still some effort needed to achieve eco-
nomic production. Nevertheless, it can be assumed that these will be in mass pro-
duction within a few years’ time. However, this path of miniaturisation is likely to 
encounter physical limitations, since a silicon atom has a diameter of approx. 0.3–
0.5 nm, and thus only a few atoms fit in the structures next to each other. In these 
dimensions, safe atomic or line actions are no longer possible, and so-called quan-
tum effects [Ruc11] occur. In addition to these physical challenges, there are further 
limitations in energy supply and control of heat problems. If the development of 
chip technology were to continue with the same basic conditions of energy require-
ment, systems with 30,000 times bigger computing power would be achieved within 
some decades, although this would require today’s total world production of 
electricity.

In this way, an end to achieving further performance increases through continu-
ous miniaturisation based on silicon technology seems to be near. One option now 
is to build the chips in multiple layers in 3D architectures instead of the existing 
two-dimensional 2D structure. In doing so, the electronic components are located on 
a number of wafer plates which are arranged one above the other. Figure 2.7 shows 
the principle, scalable from structures of single boards up to board groups [Ruc11].

The high spatial packing density of these 3D chip architectures allows further 
performance increases since with smaller chip bases the distances between the mod-
ules can be shortened and the data transmission can be optimised. However, there 
are two new challenges with these compact architectures: There is an extreme heat 
development of some kWh per cm3 in the chip stack which by far exceeds the heat 

Fig. 2.7  Construction of 3D chips (Ruch et al)
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generation of a combustion engine, and also the required energy supply via the con-
nection pins is not ensured sufficiently [Ruc11].

2.7.2  �Flow Batteries

To control the heat problems in the chips or boards, a special liquid runs through 
subtle cooling channels, which pass through the chip stacks. IBM researchers from 
the Zurich laboratory had already made great progress with the use of hot water 
cooling at the beginning of the 2010s. Their use in supercomputers resulted in sig-
nificant energy savings. The IBM lab is now pushing ahead with a further innovative 
approach. The basis for this are so-called Redox flow batteries, which are already 
used in practice, for instance with renewable energies. With this technology, energy 
is no longer transported via conductor tracks, yet by means of an electrochemically 
active liquid. Electrodes are used for the energy accumulation and also the energy 
extraction from the liquid at the point of use. The liquid is thus used for the purpo-
sive transport of energy and, at the same time, for cooling. This fluid could also be 
called electronic blood.

For the envisaged IT deployment, it is now important to continue to further drive 
performance and miniaturisation. This results in an analogy with the human brain 
which, as Fig.  2.8 shows, is clearly superior to today’s technologies in terms of 

Fig. 2.8  Computational efficiency and computational density of computers compared with mam-
malian brains [Ruch et al.]

2.7 � Technology Outlook



22

efficiency and power density [Ruc11]. Our brain is currently 10,000 times more 
powerful than the established IT technology.

In analogy to our brain with its energy supply and cooling through blood, 
researchers see similar potential in the flow battery approach. Until now, the human 
brain is superior to today’s technology in terms of efficiency and power density 
[Ruc11]. As of now our brain is ten thousand times more powerful than the estab-
lished IT-Technology.

Therefore, they are convinced that in a few years a supercomputer with a com-
puting power of 1 PetaFlop/s (this means 1015 floating-point operations per second) 
can be built and the size of be reduced to the size of a conventional PC, keeping its 
performance [Ruc11].

2.7.3  �Carbon Nanotubes

In order to exploit further options for the increase in performance, research is also 
carried out on material alternatives to silicon, for instance on so-called carbon nano-
tubes for some years. These are tiny tubes whose wall consists of a single layer of 
carbon atoms, connected in a honeycomb structure. These tubes can be used to 
conduct electrons with minimal resistance. The tube diameter is between 0.5 and 
50 nm. The problem is that bundles of several intertwined fibres develop during 
production [Shu13].

IBM scientists have started to arrange the nanotubes side by side on a silicon 
wafer. Atop the established chip structures, the tubes can then be used as transistors. 
Scientists predict that in a few years it will be possible to create compounds on this 
basis in mass production, in which the metallic conductor tracks and the nanotubes 
have to be only 28 atoms of thickness [Quin16]. This opens up a new way to increase 
chip performance.

2.7.4  �Neuronal Networks

Another way to increase the performance of chips is the architecture. Today’s com-
puters are all based on the so-called von-Neumann principle, in which transistors 
generate binary switching states specifically for the binary data processing. 
Furthermore, the processor and storage are separated since transistors cannot store 
information. Via the processors, the switching current is conducted back and forth 
between the arithmetic unit, the logic unit, and a buffer store. This process is very 
complex and energy-intensive.

An alternative to this, again in analogy to the human brain, are neuronal net-
works. These consist of nerve cells (neurons) which are connected to one another 
via communication channels (synapses). Information is processed within the net-
work by neurons via non-linear functions, taking into account further neurons or 
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rather switching points. This linkage results in a highly parallel processing of the 
input information, and very complex non-linear dependencies in the input informa-
tion can be imaged quickly. Neuronal networks are able learn these dependencies 
and further extend their experiences [Rey10, Smh15].

In a new chip architecture, the so-called neuromorphic chips, neuronal networks 
are imitated in silicon circuits, and the storage and processor are combined. In this 
way, the human brain is mimicked with its nerve cells and thus makes it possible to 
solve certain problems, such as pattern recognition or prediction and recognition of 
contexts, more quickly and with considerably greater energy efficiency than with 
today’s computer systems.

With these capabilities, the chips and computers that are based on them are also 
of interest to the automotive industry, for example for rapid pattern or image recog-
nition in autonomous driving. With regard to the promising potential, intensive 
research is being carried out in this area, the first prototypes have already shown 
considerable results, and the path to production readiness begins to show [Dön14].

2.7.5  �Quantum Computer

Finally, a brief look at the topic of quantum computers is given for the consideration 
of future technologies or possible approaches to achieve further massive IT perfor-
mance increases. This idea has been researched for years [Mat13]. Instead of the 
current binary system with the two clearly defined states of a bit, these computers 
use quantum mechanical effects. Similar to the bit, there are so-called Qubits 
(derived from quantum bits), which, however, can assume any intermediate states. 
One can combine several Qubits, in quantum physics this is called interlacing, 
whereby the common state again superimposes all the individual states. If several 
Qubits are interlaced into so-called quantum registers and the information is distrib-
uted on these registers, a very high number of values ​​can be processed simultane-
ously, thus making it possible to solve very complex problems [Sch15]. High 
performance is achieved by the parallelism of the calculations. However, quantum 
computers are not universal computers yet, but are rather particularly suitable for 
problems that can make good use of quantum mechanical effects. These are, for 
example, the simulation of superimposed magnetic fields, the search of unstructured 
databases or for decoding problems based on prime concepts.

Numerous large research and development organisations are working on the fur-
ther development of quantum computers. The challenges are the miniaturisation and 
the reproducible generation and interlacing of registers with very many Qubits. 
Promising approaches and first prototypes have already been presented. Under labo-
ratory conditions, current systems are at suitable tasks already 100 million times 
faster than conventional computers [Sch15].

This may suffice as a brief look at future technologies, which will enable 
further growth in IT performance. In addition, many other ideas are pursued, from 
photonics (light effects), spintronics (electrons as medium of two bits), and biologic 
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DNA computers. From the point of view of these additional options, it is obvious 
that Moore’s Law, possibly applied to other technologies, will continue to apply. 
Alongside this effect, the growth of digitisation will also develop.

2.8  �Technological Singularity

The following is a short overview on a futuristic topic which the now 20-year-olds 
will be able to experience in their lifetime: The so-called Technological Singularity. 
Originally a term from mathematics, this refers to a point at which a function is not 
defined, such as 1/x at the point of x = 0. At this point, all the curves for X go 
towards infinity. In physics, singularity refers to a situation in which no scientific 
laws are applicable, as presumably in a black hole [Rie11]. With these rather gloomy 
definitions, the transfer of the concept to information technology is exciting.

The so-called technological singularity is understood as a point in time at which 
the world-wide processing power of machines or rather high performance comput-
ers will overtake the summed performance of all human brains. From this point 
onwards, computers can continue to further improve independently [Kur05]. This 
situation is illustrated in Fig. 2.9, which shows the computing power of all today’s 
computers, as well as of all mouse, insect and human brains.

The point of intersection, and ergo the point of the singularity according to this 
will be in the year 2050 approximately [Rie11]. If one assumes exponential growth 
here as well, two exponential processes come together in this moment, namely the 
development of IT technology and the independence of computers. Taking the 
assumption of this mind-boggling acceleration, it is exciting to assess the future 
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Fig. 2.9  Development of computer performance in comparison to the brain of living beings 
[Kur06]
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consequences for all spheres of life. The digitisation of companies will presumably 
gain a momentum of its own as well.

As a result, revolutions are taking place in medical technology, nanotechnology, 
and robotics, and these areas will change lastingly. In nanotechnology, manufactur-
ing is carried out at the atomic level. In combination with robotics, this leads to 
miniature robots, whose intelligence is superhuman and which, for example, are 
constantly circling our blood channels and monitoring health parameters. As a 
result, these robots can automatically take corrective action in the development of 
diseases. Similar applications are conceivable with miniature service robots in 
automobiles.

Overall, the massively growing overall intelligence will drive the exponential 
growth of information technology at an unprecedented pace. There are exciting 
visions in conjunction with many questions: How do you possibly link human and 
technical intelligence? Who directs and controls who? How to we prevent unwanted 
sprawl into unplanned areas? What is the human role? Many questions that are obvi-
ous, but do not fit into the context of this book. Thus the interested reader is again 
referred to the specialist literature [Kur06].

It is important to the author to underline from a technical perspective as well the 
necessity of confronting digitisation in a targeted and constructive way. Digitisation 
comes with massive momentum and is unstoppable – so it is important for every 
company to control these new forces and be able to use them purposefully.

�Annex A1

In order to determine the general status and positioning of the largest automobile 
manufacturers with regard to digitisation, the author conducted a qualitative Internet 
search. The following evaluation parameters were used to assess the situation and 
compare the manufacturers:

•	 “Digitisation < manufacturer name>”
•	 Vacancies digitisation
•	 Cooperations in the field of digitisation
•	 Autonomous Driving
•	 Electric vehicles
•	 Organisational announcements in the field of digitisation
•	 Number of available Apps

Essentially, the evaluation was based on the number of hits in the Google search, 
and points were awarded in the resulting ranking order. Electric vehicles and organ-
isational measures were put in a ranking by quality and then also awarded points. 
This pragmatic approach resulted in the ranking shown in “Figure 2.5: Digitisation 
degree of automotive manufacturers”. Details of the classification are shown in the 
following table:

�Annex A1
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Chapter 3
“Digital Lifestyle” – Future Employees 
and Customers

In the previous chapter it was shown that information technology will drive digitisa-
tion with exponential performance growth. Digitisation will penetrate the society 
and businesses extensively and will deeply change processes and organisations. 
These changes will encounter a very heterogeneous population of buyers and 
employees, with different training and experience in digitisation. More and more 
customers and all of today’s career starters in the companies are part of the so-called 
Digital Natives generation. These are people who have grown up with IT-based 
services such as computer games, the Internet and Facebook as well as smartphones. 
The handling of these digital offers is natural to them and has shaped their 
behaviour.

In addition, so-called Digital Immigrants work in the companies. Many of them 
have learned how to deal with these new topics only in the adult age after their train-
ing or study. This group is also characterised by a certain behaviour as well as value 
systems and habits. Today’s world of work and its forms of organisation, collabora-
tion models, workplace design and established communication methods are often 
still oriented towards the “Immigrants”. In a few years, however, the “Natives” will 
be the majority of the employees in the companies and as future customers. It is now 
up to the companies to recognise this situation in their workforce and to implement 
measures that will lead to the success of digitisation efforts involving all 
employees.

Before going into details on the subject of this chapter, the author would like to 
describe a personal experience which authentically illustrates the environment of 
digital natives. The 25-year-old son has completed a master’s degree abroad. His 
entire studies, especially the labs and seminars, were based on the university’s col-
laboration tools. These are software tools available on a secure platform which sim-
plify collaboration between groups over the Internet, e.g. through audio and video 
conferencing systems, instant messenger services, project management tools, etc. 
Collaboration with his fellow students from different countries worked smoothly 
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and flexibly in different tasks with different teams. After completing his studies, his 
first step in searching for a job was the research in international online platforms. 
The comments on social networks were decisive in evaluating the offers.

In contrast to many of his fellow students, who were looking for the risk of 
young startups, his career start was in a consultancy company in order to gain insight 
into numerous companies with different tasks. As a place of residence, Frankfurt 
was chosen based on the main argument of good transport links. The room in a 
shared flat with two other career beginners of about the same age, who he did not 
know previously, was found quickly via social media platforms. Although every 
member of this community is on an above-average salary, none of them owns their 
own car and does not plan to buy one. For short distances they use the offers of 
mobility platforms, and public transport offers for longer distances, preferably low-
cost long-distance buses – also because of the stable Internet connection on board. 
Necessary overnight stays are booked flexibly via sharing platforms, for example 
via Airbnb.

In addition, a small anecdote: While having a coffee together at the first visit a 
few months after moving in, unknown ringtones disturbed the conversation. After 
some search the source was found. At the internet connection in the box room actu-
ally was a traditional telephone, which was probably ringing due to an error call. 
None of the residents had used it so far or would know the landline number.

This personal experience outlines the challenges for companies to properly 
address Digital Natives as potential employees as well as potential customers. 
Therefore, the following chapter presents the background and the life setting of the 
natives in more detail and provides recommendations on how companies should set 
up and organise themselves today in order to attract, long-term motivate and develop 
natives as new employees. Also ideas and suggestions are presented on how to win 
them as customers. At the same time, the immigrants of course must be kept moti-
vated and in the company.

3.1  �Always On

In 2015, 3.2 billion people worldwide had access to the Internet, of which 2 billion 
live in developing countries. The global number of users had also grown exponen-
tially from 400 million in the year 2000 in this case [ICT15] (see Sect. 2.2). Much 
of it are teenagers, so digital natives. As a comprehensive study on usage patterns in 
Germany illustrates, young people between 9 and 24 years of age state that they 
were surfing the Internet daily (85%), but at least several times a week (28%). As 
shown in Fig. 3.1, the “online rate” increases with the age of the adolescents, and 
the Internet use of the 18 to 24-year-olds is even at 94%. The same study shows that 
this age group most commonly uses Facebook, Google and WhatsApp [Bor14]. As 
expected, these offers address the three main areas of use: social networks, search 
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and communication. In addition, commerce platforms are established, and video 
and sharing services are growing steadily. From the author’s point of view, this is a 
very representative statement, which also applies to other countries in a similar way. 
In Brazil, USA or China, Internet use is even higher, in China with the correspond-
ing providers Baidu and WeChat.

An interesting differentiating background to the user behaviour of young people, 
which is also relevant to companies, is shown in Fig. 3.2, based on the age group of 
14 to 24-year-olds [Bor14].

The vertical axis divides the level of education of the group under investigation 
to low, medium and high grades, and the horizontal axis its basic orientation into the 
three classes of traditional, modern and postmodern. In this field, seven characteris-
tic patterns of behaviour could be distinguished. The pragmatic and sovereign user 
groups which are operating on the Internet in a targeted and risk-aware manner, are 
assigned to the middle and higher education level, accounting for 54% of all users. 
The group is also ready for transformation, combined with a curious basic attitude 
and the willingness to change and to set off. This is followed by the group of the 
carefrees (18% of the population), rather from the lower education level and with 
less risk awareness while surfing the Internet. The groups of the confused, cautious 
and skeptical make up a total of 20% of the interviewees, which come from all edu-
cation levels and are rather the traditional basic attitude. Here is also the group of 
the conscientious, yet rather from higher education levels.

This deeper analysis of the “always on”-mentality with the presented groupings 
on behavioural patterns is a viable approach that companies can project on to their 

Fig. 3.1  Use of the Internet by 9 to 25-year-olds (Boasted et al.)
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employees to derive, for example, communication and training programmes for 
digitisation projects. With these programs, it is important to integrate the digital 
natives with their creativity and with their knowledge of up-to-date communication 
and creation of up-to-date software solutions, thus making them the driving force 
behind the transformations.

3.2  �Mobile Economy

Not only in the case of digital natives, are mobile devices increasingly becoming the 
standard tool for IT use. Forecasts predict that the global number of smartphones 
will grow to 3.2 billion devices in 2017 (number as of 2012: 1.6 billion phones), 
which means that twice as many smartphones as PC’s are used. While the number 
of PC’s will rather stagnate at the current volume or rather decrease in the long term, 
the number of smartphones will continue to grow significantly, thus further increas-
ing the gap [Eva16].

It is important to understand that this smartphone hype not only replaces the PC 
as an access device to the Internet and IT solutions, but that these devices will estab-
lish a completely new usage culture. “Always on” is with the smartphones no con-
scious usage decision any longer, but rather the standard. A completely new 
economic system opens up through this with immense opportunities. The departure 
into this new business generation is also illustrated by Fig. 3.3 [Eva16].

The shown computer generations with their installed device volume, validated 
also in further individual studies and especially in the field of mobile devices with 

Traditional
Security           Orientation

Pragmatic Users
28 %

Sovereign Users
26 %

Carefrees
18 %

Confused
3 %

Cautious 
7 %

Skeptical
10 %

Conscien-
tiuos
8 %

Basic orienta�on 

Ed
uc

a�
on

 

Modern
Maintain                                         Change

Postmodern
Enjoyx Explore

Lo
w

M
ed

iu
m

H
ig

h

Fig. 3.2  User groups of the 14–24 year olds (Borchers et al.)

3  “Digital Lifestyle” – Future Employees and Customers



33

dynamic growth, also each represent a typical type of business. The time of main-
frames, workstations and PC’s represents traditional corporate structures. Companies 
were and still today are structured hierarchically, initially locally oriented and later 
also on a global scale. Mainframes and workstations are the driving force behind 
comprehensive application software, such as ERP and engineering solutions, which 
are accessed by employees from their fixed workstations during office hours.

With the arrival of smartphones the digitisation arrived in all areas of the enter-
prise as well as in daily personal life. They have the potential that literally every 
person in the world owns a smartphone. These mobile devices enable the so-called 
back-end systems to be accessed at any time and from different mobile workplaces. 
This leads to an intertwining of the private life and the work life. There is a growing 
number of special smartphone solutions (Apps) in the work environment which oper-
ate complementarily as a front-end to the corporate solutions, as well as in the private 
world, such as the popular weather, travel or stock market apps. These applications 
are easily and flexibly downloaded from shop platforms at low cost, or often even 
free of charge, financed through advertising. If these apps then stand the first quick 
test after the initial download, they usually remain on the device for further use.

At the same time, more and more digital natives are working in the companies, 
and new company cultures are evolving, frequently changing organisational forms, 
collaboration models and business models as well. This transformation towards a 
digitisation culture is discussed in Chap. 7 in detail since it is a key success factor 
for digitisation projects.

With the so-called “always on, mobile first”-culture, the usage behaviour changes 
drastically. The Internet, with its countless offerings, becomes an integral part of 
life. There is no longer a distinction between on/off-times. This is obvious when you 
look around in streets, cafes or even restaurants. Everywhere there are young peo-
ple, however also more and more older digital immigrants, looking at their smart-
phone and repeatedly briefly interacting with the device. Various studies confirm 
this observation. As an example, the findings of an analysis are summarised and 
interpreted here [Mar15]. Eighty-eight times a day, users reach for the smartphone, 
which means that on average it is “checked” every 10 min, at an assumed wake-up 
time of 16 h per day. The total time of usage is approx. 2.5 h per day. An interaction 
with the smartphone takes less than 2 min on average.

On the basis of this insight, the question arises as to how, despite continuous 
short-term interruptions, a productive concentration can be maintained in order to 
achieve targeted work results. However, this is what young people and digital 

Fig. 3.3  Computer generations with numbers of devices worldwide (Evans)
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natives are increasingly training. They will bring these skills to “speed multitask-
ing” to the work in the enterprise, but not only the abilities, yet the derived expecta-
tions as well. Somebody who is constantly online and communicates in a highly 
reactive manner also expects this from colleagues in the company, his suppliers and 
business partners, and also as a customer. Answers in a dialogue are expected not 
only within a day, but rather within hours, and even up to “real-time”.

3.3  �“Real-Time” Expectation in the Mobile Ecosystem

When working on the web, real-time is not required actually, but loading times of 
websites should be below 3 s to meet user expectations. This value will reduce even 
further with increasing IT performance. Short loading times are an important crite-
rion for acceptance to continue the work from a screen or to accept the apps as a 
solution on the smartphones. This also applies to the loading times of the user 
screens of application software in the companies.

This high communication dynamics, coupled with the expectation that dialogues 
are answered directly, but at least soon, is also transferred to other areas in the so-
called mobile ecosystem. One example is the “sameday delivery” initiative by the 
online retailer Amazon, i.e. the delivery of ordered goods on the day of ordering. 
For this service, customers are willing to accept a surcharge. Thus, the delivery 
acceleration may at least at the start of the initiative be a differentiation feature in 
the market competition and also enables an additional profit margins. As a result, 
the supply chain is under pressure in the entire online retail sector, and a transfer to 
the supply chains in the automotive industry can also be observed. New ideas such 
as the use of drones are already being tested, and new service providers are being 
established with innovative approaches such as the mobility service provider Uber, 
which is already offering in the US, in competition to Amazon Now, deliveries 
which can be flexibly demanded via apps and logistics platforms.

This example from the field of the mobile Internet and the mobile ecosystem 
clearly shows how strongly the technology drives the upheaval of business models. 
It is important that all companies recognise these risks, but also the associated 
potentials, at an early stage and take advantage of these. It is also indisputable that 
further technologies, from Big Data and analytics to cognitive computing, will be 
the basis of the business models to take account of customer wishes and customer 
history. An example is the integration of location-based services in order to optimise 
delivery routes and the utilisation of the means of transport. The solutions just out-
lined at this point are discussed in detail in Chap. 9.

As a further example of the importance of high communication dynamics, the 
entire area of “business to consumer” is to be mentioned. Customers expect rapid 
reactions in their online communication with companies, but also that the customer 
information already available in the company is, for instance, known at follow 
orders or complaints and is taken into account in the replies. Dialogues in hourly 
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action with solutions within a day characterise the expectation of digital natives. 
These expectations must be fulfilled as a basis for successful customer relationships 
and, consequently, the necessary ability has to be organised in the companies. In 
addition, the customer interface, as part of the sales and aftersales processes, is 
subject to extensive changes and challenges on which Chap. 6 expands.

3.4  �Sharing Economy

Sharing Economy is another interesting business model, which is becoming increas-
ingly important, driven by the rapid spread of the smartphone. The basic approach 
of sharing or shared use has long been known with high-value investment goods. 
Examples are the sharing of holiday houses in the timesharing concept, the use of 
harvesting machines via cooperatives or also of machine tools. These models were 
already established before Internet times. However, special arrangements and elab-
orate coordination were required for handling, so that the entire Sharing business 
model so far only generated a modest sales volume. This changes with the avail-
ability of apps for simple, fast and extremely cost-efficient processing of the trans-
actions. On the basis of platforms, completely new markets are emerging. New 
market participants, both suppliers and customers, can join existing platforms that 
are almost free of charge. The same applies to the spread of the platforms in new 
markets, resulting in impressive scale effects with exponential growth. Rifkin refers 
to it as the Zero-Marginal-Costs Society [Rif14].

Renowned Sharing providers are the market leaders in their respective segment, 
companies Uber with mobility services, and Airbnb with accommodation facilities, 
each offered by private individuals. Founded in 2007, Airbnb was represented in 
over 34,000 cities and over 190 countries, with a total of more than 1.5 million 
overnight stays per year. The company turnover in 2013 was $250 million and in 
2015 approx. $900 million. Although the company did not make a profit in 2015, it 
is valued at $26 billion. Airbnb predicts for the year 2020 a profit before taxes and 
depreciation of $3 billion [Eic15]. The development of Uber is similarly dynamic. 
Founded in 2009, the company has a business valuation of $62.5 billion. Every day 
more than 2 million trips are provided, of which 1 million are in China alone. In the 
US, the company has 450,000 drivers with a total of 6700 employees. Sales in 2015 
were $1.9 billion, with a loss of approx. $2.2 billion [Fre14].

Just these two examples highlight the dynamics of the shared business model, 
driven by smartphones, the “always on”-mentality and the corresponding lifestyle 
of certain population groups, a considerable proportion of which are also digital 
natives. The high company valuations are essentially driven by the assessment of 
the market potential. Sales of this Sharing business model worldwide are estimated 
to go up from the current $15 billion to around $335 billion by 2025 [Eic15].

Given the high growth expectations of the shared business model, the question 
arises as to how the areas relevant to the automotive industry are developing. 
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Extensive studies have already been carried out. The results of a study by consulting 
firm Roland Berger are briefly discussed here as an example [Fre14]. The study 
estimates a growth in car sharing by 2020 to a market volume of €5.6 billion. This 
attractive business potential explains why there are now many providers in Germany, 
e.g. car2go (Daimler), DriveNow (BMW) and also Flinkster (Deutsche Bahn). Also 
for ridesharing or ridehailing, which are organised ride services, with a market vol-
ume of €5.2  billion in 2020, a strongly growing business potential is expected. 
Suppliers for ridesharing or ridehailing are, for example, Uber, Lyft (GM), Gett 
(Volkswagen) or the rideshare agency BlaBlaCar, and in China Didi Chixing. The 
shared parking, i.e. the sharing of parking space, is to grow by 25% annually until 
the year of 2020 to a volume of around €2 billion.

This means that the three fields of car sharing, ridesharing and shared parking are 
the business areas, and possibly also in potential offshoots, such as so-called peer-
to-peer sharing, in which automobile manufacturers want to strategically position 
themselves. This is confirmed in a study by PricewaterhouseCoopers [Mil15]. It 
analysed the development status and the prospects of various sharing offerings. 
Figure 3.4 shows the summary in an S-curve representation and assigns the respec-
tive status of the offers to the phases of the economic life curve.

The models of peer-to-peer lending and car sharing, which are of interest to the 
automotive industry, are still at an early stage of development, while the traditional 
car rental business is already saturated. In the study, average annual growth rates of 
63% are estimated for peer-to-peer sharing by 2025, and 23% for car sharing. This 
study also confirms the interesting business sectors as a possible part of the strategy 
of a mobility service provider.

Fig. 3.4  Development of sharing offers (PWC)
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The picture also shows that there are other promising sharing opportunities, for 
example, in online staffing or in the joint use of special machines or test equipment. 
The last-mentioned fields are not to be considered within this book. The mobility-
relevant models are dealt with in more detail in the development of a digitisation strat-
egy in Chap. 5. The subject of online-staffing is part of Chap. 7 “Corporate Culture”.

3.5  �Start Up Mentality

A remarkable behavioural pattern of digital natives derives from their frequent use 
of computer games. Different studies have found that teenagers are gaming for fun 
more than 2 h per day, older teenagers even longer. From these experiences, skills 
and patterns of thinking are adapted which the digital natives also show in their 
professional life [Sti15]. The willingness to expand borders and take on higher risks 
are typical behavioural patterns derived from this – for example “restart at failure”. 
To this extent, digital natives are ready to try new ideas without reservation, to 
quickly assess the chances of success, to adjust them if necessary, or to completely 
reject them (“reset”). This mentality also plays an important role in the acceptance 
of new solutions in companies. Digital natives are ready to accept major innovation 
leaps, but expect the immediate removal of errors, or adjustments.

This new setting is cumulated in a so-called start-up mentality. This is character-
ised by boldly tackling subjects with having so far only very few experiences. The 
work is then approached with great commitment and the flexible integration of fur-
ther resources on innovative paths. In doing this, working together through open 
communication in project-related structures, ideally without hierarchies and stan-
dards. This approach does not mean though to start frantically, aimlessly and hast-
ily. Obviously there are agreements and objectives. In comparison to the traditional 
process, these are however dynamically and flexibly adjusted within the team in 
order to quickly realise value contributions. Fields of work with these agile 
approaches can be found particularly with startups in the Silicon Valley, so that a lot 
of digital natives and founders go there, especially as the international environment 
and flexible financing possibilities are a further motivator. Meanwhile, start-up cen-
tres have also established themselves in Haifa, Berlin, London and also Bangalore, 
which attract digital natives as well.

In order to be interesting as a possible employer to digital natives in competition 
with these startups, the companies have to offer a work environment that addresses 
this mentality. Working independently and with entrepreneurial thinking must be 
the standard. Then, the natives commit with high work input, creativity and also 
leadership. Problems are solved quickly, unconventionally and inventively. A cre-
ative work environment and a new organisational culture develop in which digital 
immigrants sometimes like to be pulled by the natives. Digital natives in this role in 
the enterprises are called Intrapreneurs  – derived from “Intracorporate” and 
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“Entrepreneurship”. For companies it is necessary to develop this new type of 
employee in their organisation and to establish Intrapreneurs as so-called change 
agents. This creates a transformation culture as the prerequisite for successful digi-
tisation projects. This subject is discussed comprehensively in Chap. 7.

3.6  �Innovative Work Models

According to their nature and behaviour patterns, digital natives have a different 
relation to work than had the digital immigrants at the time of their professional 
career start. Previously, job security, the image of the employer and the level of 
income were important criteria at the career start and later for promotion opportuni-
ties in the company hierarchies. Today, it is much more about the task, an interna-
tional, open work environment and also flexible work models with the possibility to 
create a suitable “work/life balance”. This assessment is also supported in a study 
by the Fraunhofer Institute IAO, which differentiates seven trends in this context as 
motivators [Kor16].

	1.	 Competitive orientation
	2.	 Manage changing tasks
	3.	 Work internationally
	4.	 Demand-oriented presence
	5.	 Consistently acquire new knowledge
	6.	 Work in self-organised teams
	7.	 Work under atypical contractual relationships

The study took the opinion of 1400 students in Germany on these trends with 
respect to their future professional activities. As expected, digital natives welcome 
the opportunity to adapt flexibly to changing tasks, to learn new knowledge and to 
work internationally in self-organised teams. However, the latter two trends are con-
troversial. Virtual presence on demand is preferred to sporadic changes of location, 
and permanent positions are preferred to temporary employment or freelance work.

The immigrants were characterised by loyalty to an employer, natives rather by 
loyalty to their work content and environment. As explained in the above-mentioned 
study and in the previous section, if given the freedom of an intrapreneur, digital 
natives are also increasingly willing to accept permanent positions in established 
companies. Nevertheless, flexible working models have to be established, which 
will become more and more important in the future due to the change in traditional 
work structures. These are discussed below.
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3.6.1  �Digital Nomads

For a work model with the highest degree of freedom, the term of digital nomads is 
established. This describes people who are involved in IT and Digitisation, for 
instance as programmers, web designers, authors, bloggers and also software tes-
ters. As a “one man show” they are independent and free in the choice of their place 
of work and their working hours. The most important thing for them and for the 
exercise of their activities are powerful network connections. The digital nomads 
earn their livelihood by marketing their product, for example, apps or blogs, inde-
pendently via appropriate Internet platforms. Another avenue is to collaborate on 
major projects, for example when designing a web site or when programming soft-
ware solutions.

Namely in innovative IT projects, many companies rely on the integration of 
external resources, not least due to the lack of own specialist knowledge and lack of 
experience, but also of scarce internal capacities. Service providers thus work on 
tasks in the form of defined scopes of work. In addition, entire work fields, in par-
ticular outside the core business of the companies, are given to contractors on long 
term bases for 3–5 years in the form of outtasking (without transfer of employees) 
or outsourcing contracts (with employee transfer). In this environment, digital 
nomads with special knowledge are often involved as subcontractors. This type of 
flexible, so-called staffing of projects, often under a general contractor as a contract 
partner of the companies, is a collaboration mode which is currently used frequently. 
From the author’s point of view, this is just an intermediate step though towards 
even more flexible structures.

3.6.2  �Crowdsourcing and Liquid Workforce

The labour market which traditionally is locally orientated and the traditional work 
organisation in the companies are undergoing a radical change. On the one hand, 
digitisation projects often require very innovative and specific knowledge for a 
manageable project duration, on the other hand, the digital natives are ready to work 
in new working models. A further important prerequisite is the fact that with the 
WEB 2.0 technologies and high-performance computer networks tools are available 
to co-operate almost seamlessly across countries and continents. This creates highly 
flexible work structures, described by terms such as Liquid Workforce, 
Crowdsourcing and Cloudsourcing.

Especially in the IT industry, the concept of the Liquid Workforce assumes that 
the core workforce of companies is concentrated in core fields with reduced staff 
numbers, and this is then very flexibly (“liquid”) strengthened in a project-related 
manner with experts [Acc16], [Boe14]. The employees are selected from a world-
wide pool of the Crowd or the Cloud. The sourcing or the integration of the employ-
ees is handled through specialised Internet platforms, which are increasingly 
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available. This form of so-called online-staffing will increase considerably. Here, 
the already cited PwC study shows an average annual growth rate of 35%. Relevant 
criteria for the staffing decision are, apart from economic considerations, the appli-
cant’s knowledge and expertise.

However, some factors have to be taken into account in order to successfully 
implement crowdsourcing or online staffing during the project work. First, a brief 
summary on the most important aspects from view of the company is given based 
on the author’s professional experience. To begin with, the technological basis of 
the project, such as tools, work equipment, communication and test procedures for 
the entire project needs to be defined, binding for all employees and sourcing 
partners. In doing so, one should largely rely on established standards in order to 
achieve low operating and adaptation costs in the subsequent use of the project 
results. Based on this, the project scope has to be divided into concrete work pack-
ages and described in detail. Namely the interfaces to the adjacent work packages 
and to existing company solutions must be specified and performance parameters be 
defined. On the part of the sourcing partner, it is recommended that they prove their 
qualification in the form of standardised certifications, ideally supported by 
references.

The individual work packages are then often advertised by the companies on 
online platforms in the form of auctions, whereby the companies besides the detailed 
descriptions also specify the required qualification level of the sourcing partners. 
Requirement for the release of payment usually is the provision of quality and 
timely work as per the tender to fulfil the contracted scope. A central task of the 
companies and the respective project manager is to ensure the reliable interplay of 
all part projects and, if necessary, the integration into adjacent existing systems. 
Despite these challenges in terms of structured project preparation and integration 
risks, it can be assumed that the flexibility of surfing in the form of staffing via 
internet-based processing platforms will further increase in future, especially as this 
could also be a potential answer to the growing shortage of specialists, namely in 
Germany – catchphrase “war for talents”.

In this way, the concept of crowdsourcings is first described in terms of flexible 
work organisation and staffing procedures. This term is however used in many fur-
ther aspects as well. Further fields of application for crowdsourcing are described, 
for example, in [Arn14]:

•	 Innovation … e.g. the joint development of the automobile of the future
•	 Funding and investment … e.g. acquisition of various investors for start ups
•	 Preparation and management of knowledge … e.g. offshoots of Wikipedia
•	 Charity/social projects … e.g. collection of in-kind donations or famine relief
•	 Creative marketplaces … e.g. platform for digital photography

Some of these aspects are also interesting for companies. Thus the provision of 
knowledge leads the way out from the mass of others, with the well-known example 
of Wikipedia, to a further general digital lifestyle feature. This is briefly illuminated 
in the following as it has to be considered in the necessary transformation of the 
entrepreneurial cultures in the course of digitisation.
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3.6.3  �Wikinomics

The term of Wikinomics refers to a new culture of work organisation and coopera-
tion – also in companies as part of a new corporate culture [Tap09]. In this, people 
work freely and without hierarchical structures on different tasks. Wikipedia not 
only is the godfather of naming for this model yet also a good example to explain 
the principle. Many interested people with a qualified background are working 
without guidelines, pressure and compensation, using a WEB 2.0 platform to gather 
knowledge, keep it up-to-date and make it available as a knowledge database read-
ily, flexibly and free of charge. This model of open cooperation of many, intrinsi-
cally motivated participants under a common goal can also be transferred to tasks in 
companies. Four basic principles have to be considered for successful implementa-
tion [Tap09]:

•	 Peering … Voluntary cooperation of individuals (including outsiders)
•	 Open … Openness
•	 Sharing … Culture of sharing
•	 Act globally … Global action

These principles are the basis of the success of Wikipedia and also of LINUX 
and YouTube. There is nothing wrong with using these principles internally in order 
to work across the entire company successfully on development tasks for instance, 
to bundle knowledge in the form of so-called Wikis, and to organise the communi-
cation with contributions from many employees via internal social media platforms 
like Facebook. The success of such initiatives certainly depends on the participation 
of as many interested employees as possible, as well as motivated by the active 
cooperation and informal example of superiors. This type of initiative is particularly 
appealing to digital natives and will motivate them to become involved in corporate 
transformation, which is a key success factor for digitisation. The subject of trans-
formation is dealt with extensively in Chap. 7.

3.7  �Google – The Goal of the Digital Natives

As already explained, digital natives do not distinguish between on/off times, they 
like to think and work cross-border. In their projects they act globally and appreciate 
fast communication behaviour almost in the real-time mode. They work in self-
organised teams and do not need hierarchical structures. They respond to changes 
directly and flexibly. The work is possible from anywhere in the world and after a 
challenging workload peak, which is accepted with high motivation for the sake of 
the team’s success, a time-out is appreciated for the purpose of work/life balance. 
Working in innovative work models with changing team members is thus becoming 
the norm.
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When companies succeed in creating a work environment that allows to live in 
this pattern, young professionals are highly motivated to work as intrapreneurs and 
change agents in traditional businesses as well. In order to attract and retain well-
educated digital natives as employees, despite the massive competition in the “war 
for talents”, the question arises as to how companies can make the work environ-
ment attractive.

As a suggestion let us have a quick look at Google which is considered the “best 
of breed” model for such a work environment. The appraisal of Google by graduates 
in the field of IT in Germany is documented in a comprehensive study on the ranking 
of companies by their attractiveness for a career start [Tre16]. It resulted in the fol-
lowing order, incl. approval rates:

1. Google 23.7%
2. BMW 9.1%
3. Apple 8.6%
…
7. AUDI 6.9%
…
9. Daimler 5.5%
…
12. Porsche 4.5%
…
18. Volkswagen 3.9%

Google is therefore voted by IT graduates the most attractive employer by far for 
a career start. The German automakers are behind by a considerable distance, with 
BMW as second, then followed by the other manufacturers. This results in a clear 
need for action in the automotive industry to increase its attractiveness. This is all 
the more pressing if one takes into account that the demand for IT specialists in this 
industry is growing at an ever-increasing pace and will as early as in 2020 exceed 
the demand for engineers [Pwc16]. Hence there is a considerable resource problem 
ahead that needs to be addressed. Adapting the listed flexible sourcing models can 
only be part of the solution. It is imperative that the automotive manufacturers as 
potential employers become more attractive and must win IT experts as internal 
employees. Just relatively high remuneration will not bring improvement in the 
ranking, namely since it is other criteria that are more important to natives.

What are the reasons for Google being this far ahead in the assessment? Sure, the 
image plays an important role. Among young people, the automotive industry has 
the image of being rather traditional, slow and not particularly innovative. This 
assessment is made by the industry product itself, without knowing any details on 
the products, the high engineering performance required and on the companies. No 
doubt the Google products are closer to the lifestyle of natives and used by most of 
them. The image is also strongly influenced by the work environment though.

Another personal anecdote by the author: During vacation in San Francisco, his 
student offsprings propose a trip to the Google Headquarters in Mountain View 
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instead of visiting the Yosemite National Park. Without having organised anything 
in advance, entering the site was easily possible as well as totally freely moving on 
the campus, even using the well-known Google bicycles. This freedom alone is a 
lasting impression. The Google employees who enjoy their lunch break are much 
more impressive though: some of them play basketball or football, some have their 
dogs with them, and they are all relatively young and appear to come from different 
nations. This illustrates the open, inspiring environment of the Google culture.

In order to make this culture even more attractive for digital natives, this is a 
(translated) quote on the Google culture straight from the Google-Germany 
homepage:

Our employees make Google what it is. We bring smart and purposeful people to our team. 
Abilities are more important to us than experience. While all Googlers share common goals 
and visions for the company, we have very diverse backgrounds and speak many languages, 
as our users come from all over the world as well. Our leisure interests range from cycling 
and beekeeping to Frisbee and Foxtrott. We wish to maintain an open culture like it is typi-
cal of start-ups. Everyone can actively contribute and share their ideas and opinions with 
others. In our weekly TGIF meetings (“Thank God it’s Friday”) and, of course, also by 
e-mail or in our cafe, the Googlers can with company-relevant questions turn directly to 
Larry Page, Sergey Brin and other members of the management teams. Our offices and 
cafes are designed to promote the interaction between Googlers within teams as well as 
cross-team, be it at work or at a round of football.

Overall, Google creates a lively and flexible work environment, which is skill-
fully published with many reports and photos in blogs, IT reports and on YouTube 
[Goo16]. In personnel portals are numerous ratings on Google as an employer. The 
tenor is consistent and confirms the independent way of working in motivated, inter-
national teams and interesting projects in an innovative environment. Overall, 
Google has more than 62,000 employees with a relatively low mean age of 30 years, 
compared to Facebook (29), Apple, HP (38) and IBM (36). Fluctuation on Google 
is, however, relatively high and job entrants leave the company after less than 
2 years to launch their own start-ups or to find fresh challenges in their areas of 
interest in new positions. Employee satisfaction is very high in the top rank of 89%, 
together with Facebook (96%) and Salesforce (89%). As regards the payment for 
job starters, Google is just right behind Facebook also in the top field of the high 
tech companies [Pay16].

This brief overview on Google as an attractive and preferred employer can give 
the automotive industry an indication of how to become an employer of interest to 
digital natives. First of all, the products should be brought closer to the digital life-
style of natives. To this end, future vehicle generations with connected services and 
autonomous driving concepts, quasi driving IP addresses, may have good opportu-
nities on offer. Attractive mobility services which are offered through apps and plat-
forms on the smartphones will help to improve the image of automotive 
manufacturers. Nevertheless, it is also important that they transform themselves into 
start-up-like organisations along with the digitisation in order to offer interesting 
tasks and innovative work environments to the digital natives.

3.7 � Google – The Goal of the Digital Natives
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Chapter 4
Technologies for Digitisation Solutions

This chapter presents technologies and innovative solutions which are available 
today or in the foreseeable future for digitisation projects in the automotive industry. 
The purpose of the discussion is to understand their potential applications and 
potential benefits in order to assess their relevance for current and soon upcoming 
projects.

The so-called Hype Cycle for innovative technologies, published by Gartner, a 
leading technology analyst, provides a good first overview on the technologies to 
come in the industry, Fig. 4.1 [Lev15].

The diagram assigns the technologies to their phases of life, from recognition of 
the technology, through the phase of excessive expectations to deep disillusionment, 
followed by initial pilot projects up to the breakthrough. Furthermore, for each tech-
nology, the period of time is indicated in which their maturity is reached.

Not all the technologies shown are already relevant to the automotive industry, 
and some are not yet at all. For this reason, only the fields that have demonstrated a 
practically relevant degree of maturity and applications at least in the first references 
are presented below, without entering into the details of the respective technology 
and thus probably confusing the reader. In addition, solutions and technologies will 
not be commented on here which are still in the research stage and therefore only 
available to the industry in the medium to long term. However, when setting up a 
strategic digitisation roadmap, it is important to also identify and understand these 
future potentials. That is why Sect. 7.6 looks at these from an innovation manage-
ment point of view as part of a respective roadmap.

The selection of the technologies detailed here is based on literary research and 
the results of a large number of current studies. Example sources to mention are 
[GfK16], [Köh14], [Dum16] and [Man15]. Based on this analysis and taking into 



46

account the author’s own project and industry experience, the following topics were 
selected:

•	 IT solutions

–– Cloud Service
–– Big Data/Analytics
–– Mobility Solutions/Apps
–– Collaboration
–– Machine Learning/Cognitive Computing

•	 Internet of Things
•	 Industry 4.0/Edge Computing
•	 3D Printing/Additive Manufacturing Processes
•	 Virtual/Augmented Reality
•	 Wearables/Beacon
•	 Blockchain
•	 Robotics
•	 Drones
•	 Nanotechnology
•	 Gamification

Vehicle-related innovations such as new materials, battery technology and also 
embedded software, for example for autonomous driving, are excluded here as they 
do not affect the topic of digitisation directly.

Fig. 4.1  Hype cycle of innovative technologies (Gartner)

4  Technologies for Digitisation Solutions
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4.1  �IT Solutions

As already explained in detail, the driver of digitisation is the information technol-
ogy, which enables with ever more powerful hardware increasingly efficient soft-
ware and solutions and expands into many adjacent technology areas. The provision 
of IT infrastructure in the automotive industry is still to a large extent in its own 
computing centre. The evolution steps of IT up to the end of the millennium are 
shown in the lower part of Fig. 4.2.

On the basis of central concepts around the Mainframe, decentralised Client/
Server solutions were added in the 1980s and 1990s. Core applications of the indus-
try, for example, from finance, development and logistics, are still running on main-
frame systems, i.e. powerful central computers, while newer systems, such as ERP 
or CAD applications, are implemented on Client server architectures. In this, a 
Client programme interacts with a server programme installed elsewhere in the pro-
cessing of transactions. Since the 2010s, a clear trend towards Cloud services has 
developed along with powerful networks and WEB 2.0 services. This is, in simpli-
fied terms, the provision of computing power in any size and of unlimited storage 
systems for enterprises via a network connection.

The further developments are the relatively new technologies, such as Big Data, 
Collaboration Tools and Cognitive Computing, which are symbolically indicated in 

Cognitive
ComputingCloud

Mobile 

Collaboration
Big Data/
Analytics

Fig. 4.2  Evolution of information technology

4.1 � IT Solutions



48

the upper part of Fig. 4.2. The following sections are devoted to these developments 
which are crucial to the automotive industry.

4.1.1  �Cloud Services

Service delivery from the Cloud distinguishes three models. “Infrastructure as a 
Service” (IaaS) provides the hardware (server, storage, network) including operat-
ing software up to the middleware based on service level agreememts [Kav14]. The 
users install their own software applications on the provided technology and operate 
them independently. In “Platform as a Service” (PaaS), a development environment 
is also offered as an additional service, and “Software as a Service” (SaaS) also 
includes software or application programs, SAP modules for instance, as a Cloud 
service.

The service models are available on demand in various forms of organisation and 
security. In the case of the public model (public Cloud), the services are available 
anonymously from a computing centre network based on the software environment 
of the Cloud provider. In each case, free capacities are used so that the computing 
power and data storage are provided from different locations. The service provider 
can utilise its Cloud environment to capacity due to the flexible usage, so that the 
prices of this option are relatively low. By contrast, the private model (private Cloud) 
permanently assigns a certain infrastructure to the customer for the duration of the 
service provision, and also the software environment may be installed in a customer-
specific manner. In this model, the location of the data storage can be determined, 
for example for the keeping of personal data, in a computing centre in Germany.

This brief overview shows the options and flexibility of today’s service models. 
The IT performance is delivered according to agreed service quality, for example 
continuously 7 days/24 h at 99.8% availability, “out of the socket”. The billing is 
made by consumption, which may fluctuate depending on needs. This flexibility, the 
speed of service delivery, and the ability to absorb strong demand fluctuations are 
the main advantages of Cloud services. Companies do not have to invest in large 
systems to cover peak loads, thus avoiding high investments and depreciation. The 
alternative of procuring a company’s own infrastructure and building it at the com-
pany’s computing centre, may well take several months. Then again, Cloud services 
are provided via internet-based platforms within hours.

Especially for the new development of applications in a fast-paced agile world, 
even with strong demand fluctuations, Cloud services thus offer considerable advan-
tages. Obstacles are, on the one hand, the necessary bandwidths for an efficient, 
secure network connection (becoming available more and more readily and less 
expensively) and, on the other hand, the “Cloud capability” of the existing applica-
tions. Transformation projects with corresponding efforts are often required for this. 
Another issue is security. Personal data should be kept legally secure in private or 
dedicated Cloud environments in their own country. A further option is to organise 
the data maintenance in a way that sensitive data is stored in the company’s own 

4  Technologies for Digitisation Solutions
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computing centre. This leads to so-called hybrid Cloud architectures, the most com-
mon type of IT architecture. These are discussed in detail in Chap. 8.

In conclusion, Cloud services offer great opportunities to make the provision of 
IT services more flexible. Instead of considerable time and investment, the neces-
sary services are available quickly and geared to the needs of the business. The 
supply models together with the agreed service levels determine the costs. With a 
correct overall cost analysis, companies usually achieve significant saving poten-
tials – in addition to the agility gained.

Nevertheless, in the automotive industry there is a heavy backlog in the transition 
to Cloud services. This is often due to a conservative behaviour of inertia and unde-
preciated investments. Potential counter-arguments such as data security and avail-
ability of power supply are often overstated. Further causes for the delayed Cloud 
expansion may also be in the existing organisation. Transformation projects to get 
applications “Cloud-ready” usually require the involvement of several areas of 
responsibility. In addition to the infrastructure areas, the persons responsible for the 
usage are required to change the applications and then have these tested by special-
ist departments.

Such projects bring effort and burdens to the respective teams, while the poten-
tial savings may benefit the company but not be adequately advantageous to the 
project participants. This Gordian knot needs to be cut by all divisional managers 
agreeing on Cloud conversions as a common objective, and establishing a “Cloud 
accelerator” as a matrix manager who is responsible for and driving this transforma-
tion integrally and across the organisation.

4.1.2  �Big Data

A further topic with cross-functional potential is Big Data. This term has experi-
enced a kind of hype which often led to unfulfilled hopes that had been put into the 
usage. As a result, initiatives were assigned a low priority again. From the author’s 
point of view this is wrong as the topic of Big Data, combined with the correspond-
ing software tools for processing large amounts of data, due to new findings in data 
evaluation for instance holds significant potential for savings and improvements in 
process flows through to the development of new business models [Win14].

Big Data is the basic term for large data volumes from different sources and in 
different structures, but also for their storage, processing, purposeful analysis and 
evaluation. This term was created in connection with the exponentially growing 
flood of data. Especially the Internet of Things, WEB 2.0, Smartphone and Apps 
account for this growth, as Fig. 4.3 demonstrates.

Over the next few years, the worldwide data volume is expected to double annu-
ally, reaching a value of 44 zetabytes by 2020 (Zeta equals a 1 with 21 zeros). More 
vividly: The data volume 2020 is more than 57 times the number of sand grains of 
all the beaches on earth [Jün13]. A major part of the information will consist of 
unstructured data, for example in the form of pictures, videos or presentations. 

4.1 � IT Solutions
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Apart from the health and insurance industries, growth will be found in all areas of 
industry, and certainly in the automotive industry as well. Some topics such as 
Intelligent Vehicles and Autonomous Driving lead to additional growth.

The technical literature usually distinguishes between the three “V’s”:

•	 Volume … ever more expanding data pools
•	 Variety … different formats, sources, types
•	 Velocity … processing speed, real-time

As additional parameters there are often added Veracity, Trustworthiness, i.e. 
seriosity of the data source, and Value.

In order to handle these extremely high data volumes and different characteris-
tics, a large number of technologies are available, which go far beyond the perfor-
mance of classical data tools such as relational databases or spreadsheet-oriented 
evaluations. A good overview on the new tools is included in a guide to Big Data by 
Bitkom (Bitkom is the Digital Association Germany). Authors from different com-
panies and technology providers have been involved, and the entire field of tools has 
been reviewed in a structured manner. The summary is shown in Fig. 4.4 [Web14].

The topic field is structured into six function clusters, to which available technol-
ogy components have been assigned. This results in a modular system that can be 
used to configure the required solutions. For example, streaming tools could access 
data in so-called Hadoop stores, analyse these data with appropriate mining tools, 
and visualise the results in a dashboard. In the further process, encryption and the 
integration of adjacent systems are carried out. There are also offerings from different 
software providers for the technology elements, which are also listed in the Bitkom 
study. The technical details will not be discussed further. Operational and architec-
tural aspects as well as new methods such as “Data Lake” are explained in Chap. 8.

Big Data projects offer significant potential to businesses, as the efficiency of 
today’s software provides powerful tools for aggregating and evaluating data from 

Fig. 4.3  Growth of available data by 2020 (IBM)
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multiple sources, both within and outside the enterprise. These technological 
options go well beyond the tried and tested structured evaluations which have been 
used with Excel, Business Objects or Cognos until now.

Modern Big Data tools can process very performantly structured and unstruc-
tured data in a combined manner, independently extract patterns from data sets, and 
suggest new insights and options for action on very appealing graphical surfaces or 
prepared in apps on the smartphone. Typical applications for Big Data projects in 
the automotive industry are, for instance:

•	 Early detection of failures in body-in-white manufacturing
•	 Segmentation of customer interests and definition of the “next best action”
•	 Understanding of stock movements to reduce inventories
•	 Recognition of warranty patterns
•	 Increase the reuse of common parts
•	 Recognition of bundling potential in purchasing

These are examples of realised Big Data projects with very short payback times. 
Chapter 9 presents specific projects in this context.

Finally, the question arises here as well as to why the implementation of Big 
Data projects in the automotive industry is rather sluggish despite the fact that the 
technologies are available and the benefits are proven in many references. Similar to 
the Cloud subject in the previous section, an obstacle lies in the distributed respon-
sibility for the data pools.

If, for example, the retrieval of spare parts is combined with the age of certain 
vehicles and their service and maintenance history and this information linked with 
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the quality of the supplied parts, new patterns of early fault detection could be dis-
covered, and preventive maintenance measures based on these failures could reduce 
vehicle breakdowns. Technologically, such an overarching data analysis would be 
relatively easy to carry out. Organisationally, such a Big Data project turns out to be 
problematic as various parts of the company have to act in concert. Expenses in the 
individual organisational units achieve benefits for the company which can not be 
offset against the expenses directly though. Due to this problem, unfortunately such 
projects often remain undone, and there is a lack of overarching motivation for 
change and improvement. It is this readiness to transform which the change in cor-
porate culture needs to address – a topic in Chap. 7.

4.1.3  �Mobile Applications and Apps

Another established technology, being available as the core element of digitisation 
projects, are mobile applications, the so-called Apps. Smartphone and Apps are 
mutually dependent; both have achieved massive growth rates. At the launch of the 
iPhone in 2007 and the Android smartphones in 2008, mobile applications were 
initially offered in the areas of games, news, weather and entertainment. Very soon, 
Apps were added as user interfaces to established Internet platforms such as eBay, 
Amazon and social networks. Due to their great success and the customer interest, 
apps from companies, initially from the areas of marketing and communication 
came to the market soon. On the two best-known store platforms of Apple and 
Google more than 2 million programmes are on offer, of which approximately 20% 
are fee-based. The following categories are on top, according to their proportionate 
number of apps: Education, Lifestyle, Entertainment, Business, Personalisation and 
Tools [App16], [Ipo6]. Many companies also offer Apps on the established plat-
forms, and an increasing number of platforms from other providers are developed 
directly in companies.

The Apps are not developed by Apple or Google, rather by a global developer 
community. So-called store operators take care of the quality assurance and distri-
bution of the apps through the store environment, and for this they receive a fee 
from the developers posting their Apps on the stores. A direct installation of Apps 
on iPhone or Android-based smartphones is possible only through unofficial or 
unsupported paths, so these are closed systems. The principle is similar with other 
providers.

The massive crowdsourcing for the development of Apps leads to an extremely 
high pace in the provision of new applications and adjustments, at low cost to the 
customers. Key to the success of the Apps is the easy installation and operation of 
the programmes, which do not require any special training. The Apps are available, 
specifically for the smartphone technology in use, in the respective stores to down-
load by clicking. After downloading or installing the application, these are usually 
opened and tested immediately. Applications that convince the potentially interested 
user through functionality, stability and response times normally remain on the 

4  Technologies for Digitisation Solutions
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smartphones for later use. The entire App environment is characterised by very high 
dynamics, which is very much in line with the behavioural patterns of the digital 
natives as was covered in detail in Chap. 3.

The App environment is thus known to all users from daily use and is accepted 
despite all criticism for instance with regard to data security, terms of use and the 
filter of the store operators. Therefore, this type of IT usage is shaping the expecta-
tion of users in the company. Instead, many enterprise applications are still used by 
complex user menus on stationary workstations. With the progressive spread of the 
smartphone, more and more users in the companies want a simple and flexible App-
oriented IT environment. Similarly, the customers of companies are looking for 
marketing or product information for instance or to ask questions via mobile 
applications.

The challenge to the companies in the context of these expectations is to connect 
the established IT structures with its proven applications and enormous data pools 
with the mobile App-oriented world. This is also referred to as integrating the so-
called Systems of Record and Systems of Operations, i.e. the proven IT world, with 
the Systems of Engagement, the mobile, App-oriented world [Moo16]. Figure 4.5 
illustrates this situation.

Fig. 4.5  The new IT structures in times of digitisation (Moore)

4.1 � IT Solutions
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“Systems of Insights” are added here. They pursue the goal of gaining new 
insights from the huge data stocks within and outside companies [Whe15]. This is 
served by the Big Data technologies already explicated, as well as new solutions 
from the areas of Cognitive Computing and Collaboration, which will be discussed 
in the following.

New insights result from the combination of different data sources. For example 
as for the customer behaviour regarding a product, derived from company data of 
the CRM environment (Customer Relation Management), after-sales information 
and product discussion of user groups on Internet platforms. The findings are then 
available as up to date information to customer service representatives through a 
mobile sales application in the sales talk. This results in the integration of the estab-
lished IT-world with the mobile capabilities and the Big Data and Cognitive 
Computing Technologies.

The direction and also the potential for a comprehensive integration and use of 
the new technologies are shown by this example. These opportunities must be 
developed quickly within the companies. For this purpose, the enterprise IT should 
provide a secure environment, which makes it easy to specialist departments and 
users to establish themselves in the mobile application world. This can also prevent 
an “uncontrolled growth” which is generated when each department establishes its 
own path to App development and to the hosting of solutions, as is quite common 
within the companies. Chapter 8 introduces appropriate approaches to an adequate 
IT environment.

It is important for the business departments not to simply transfer existing appli-
cations from the stationary IT world into the mobile world. Rather, the Apps should 
be used as bearers of transformation initiatives. On the basis of customer interests, 
existing processes are to be queried with the application systems supporting them. 
For which business purpose are specific processes and information required, and 
which customer value do they create? What is the overall process chain, and how do 
upstream and downstream organisational units work with the information and with 
which IT solutions? Section 8.4.4 provides answers to this context.

The questions raised are intended to give thought-provoking impluses to method-
ically use the Apps, for example in so-called design thinking workshops, to start 
overarching digitisation initiatives. The development of the solutions should then 
follow through an agile approach in the App development in which a first version of 
the App is available to the users very quickly, so that the user feedback can already 
be taken into account with the first update. This cross-organisational approach with 
overarching objectives, which can be implemented swiftly with new methods, 
should for successful digitisation become part of a new corporate culture. This is 
why Chap. 7 is devoted extensively to the subject of the transformation of corporate 
culture.

4  Technologies for Digitisation Solutions
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4.1.4  �Collaboration Tools

An important element for supporting cultural changes are collaboration tools. 
Telephone and e-mail are currently the established communication standard as the 
basis for cross-departmental and transnational cooperation in companies and also 
across corporate boundaries, for example, with partners. However, these technolo-
gies currently reach their limits, e-mail due to the pure flood of daily messages, and 
the telephone due to acceptance problems. Digital Natives prefer the group-wide 
exchange of information, for example, in social networks or even messaging ser-
vices in interest groups, instead of communication in direct contact between com-
munication partners. Thus, established technologies such as e-mail, calendar, video 
conferencing, document management and project management tools are increas-
ingly being replaced or supplemented by:

•	 Social Networking
•	 Workflow Systems
•	 Wikis, blogs, bots
•	 e-Learning
•	 Messaging systems
•	 Whiteboarding, Desktopsharing, Teamrooms
•	 RSS feeds, tagging.

These technologies are by no means new yet rather tested in reference projects, 
and there are comprehensive offers available on the market. A good overview of 
application examples is provided, for instance, by a Bitkom study [Eng13]. This 
underlines the importance of these tools for communication and collaboration in 
teams. To understand the fundamentally different ways in which traditional com-
munication and collaboration tools work, they are contrasted in Fig. 4.6 with the 
new WEB 2.0-oriented world.

The comparison shows that the new tools emphasise an open collaboration in the 
team, flexible fields of application and the integration of different tools and pro-
cesses. The traditional communication applications were aimed at direct dialogue. 
Electronic calendars, project and document management as well as special software 
solutions for developers supported the collaboration. The new world is character-
ised by flexibility, openness and integration capability and thus transparency for 
entire business areas. Mobile Apps are used on mobile devices in the same way as 
the established private applications, so that no special training is required.

This results in a wide range of applications for collaboration tools, such as soft-
ware development projects with distributed teams at different locations in 
Teamrooms, company-wide communication and opinion-forming on strategic ini-
tiatives via social networks, and documentation of work experiences with a new tool 
in Wikis. If necessary, examples of solutions and references can be found on the 
Internet. It is important to recognise the opportunities to shape new forms of com-
munication and cooperation with IT tools in a timely and appealing manner in order 
to use them for digitisation projects specifically.
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4.1.5  �Cognitive Computing and Machine Learning

A still young IT technology is the focus of many research projects, and increasingly 
in innovative industrial projects: the so-called Cognitive Computing, often equated 
with machine learning. Both topics relate to the field of Artificial Intelligence.

For machine learning, algorithms are programmed that recognise patterns and 
laws in large quantities of data and, on this basis, derive forecasts of events. These 
findings or these algorithms can then be transferred to new, comparable data and 
improve through further cases of operation. The software does not optimise itself 
independently, but appropriate rules must have been provided and programmed in 
advance. Fields of use of machine learning are, for instance, the assessment of user 
behaviour on internet platforms, the detection of credit card fraud, the optimisation 
of spam filters and handwriting recognition [Shw14].

In contrast to machine learning, the learning algorithms are not preselected in 
Cognitive Computing, yet open algorithms are used at a higher, more abstract level, 
similar to the functioning of the human brain. In simple terms, the systems form 
hypotheses on structures and statements from the recognised patterns in the data 
sets which are then validated with probabilities or hypotheses, similar to the human 
thinking process. These sequences are programmed on a meta-level.

Systems based on Cognitive Computing develop in the course of operation time, 
in dialogue with human experts, autonomously in the focussed topic area, which 
means they keep learning. Due to the immense performance of today’s IT systems, 

Fig. 4.6  Comparison of traditional and modern collaboration tools (Source: Author in reference 
to [Moo16])
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which is growing exponentially, cognitive methods from increasingly large data sets 
with more complex algorithms can produce impressive results in an acceptable 
time.

A well-known example of the potential of Cognitive Computing is the Watson 
solution [Kel15] used by IBM for the first time in the US television show Jeopardy! 
in 2011. This was based on high-performance hardware. The system understood the 
human voice of a quizmaster in real-time, analysed the background, context and 
words of questions, and then, using the cognitive algorithms, sought in extensive 
data sets with factual knowledge, images and documents for solution hypotheses to 
answer the question. Ultimately, Watson was more successful in the competition 
than two previous champions.

Since the presentation of this system in 2011, the area of Cognitive Computing 
has developed rapidly. In general, they are now able to access, analyse, and process 
various problem situations independently, using extensive heterogeneous data sets. 
Conclusions and proposals are compared with expert knowledge from specialists. 
The system sustainably acquires the new knowledge and also refines it. The follow-
ing aspects are common to all cognitive systems:

•	 Flexible, open algorithms – trainable and self-learning
•	 Updating of experiences – without human input
•	 Flexible fields of application and trainability in different subject areas
•	 Interaction with people – also with speech control; multilingualism
•	 Processing of large data volumes, both structured and unstructured

As Cognitive Computing is able to be used in a wide range of tasks and to con-
tinually improve in working on the subjects, flexible possibilities of use are created 
with immense potential. Namely the handling of administrative processes and the 
merging and updating of information can be completely automated with procedures 
from this environment and, after learning phases, replace jobs in these areas. The 
following examples are already implemented as fully automated operations:

•	 Processing of the granting of small loans
•	 Answering questions at the customer helpdesk
•	 Analysis of radiographs and patient records
•	 Invoicing
•	 Assignment and planning of logistics tasks
•	 Handling of procurement processes in web shops.

These are just some relatively simple reference projects. The technology, as well 
as the underlying IT systems, will become even more powerful, the algorithms more 
comprehensive, and especially the voice-controlled user interfaces more secure.

This gives the automotive industry a wide range of opportunities for using this 
technology in the areas of autonomous driving, voice-controlled user guidance, 
vehicle diagnostics and vehicle configuration. The personal assistant, both in the 
workplace and in the private sector, is also foreseeable, accomplishing some of the 
pending tasks automatically and supporting the remaining subjects. Overall, 
Cognitive Cumputing will play an important role in the development of a vision for 
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the automotive industry and the development of a roadmap for digitisation, as well 
as in the case examples in the coming chapters.

4.2  �Internet of Things

In addition to IT technology, sensor technology also continues to become less 
expensive and more powerful. As a result, more and more items of everyday life, 
such as clothing, kitchen appliances, heating systems and weather stations, have 
components for status detection and communication. This is all the more true of the 
properties and facilities of manufacturing companies, where the sensor system for 
control is often already available however is now becoming smarter and able to 
communicate.

The term “Internet of Things” (IoT) includes the integration of sensory data from 
different “things” via web-based applications. They aim to support users, improve 
processes, intervene to control, or gain new insights. Some examples of applications 
are the turning on of a heating system in the house when the homeowner has almost 
arrived, the automatic selection of the correct washing machine programme in the 
case of delicate clothes, or the follow-up delivery of groceries which the refrigerator 
has previously ordered after the user at the start of the journey home had been asked 
in the car what food was preferred.

The topic of the Internet of Things is seen as a megatopic because of the diverse 
fields of application in all industries as well as in the public and private sectors. 
Figure 4.7 gives an overview on the possible applications [Man15].

The overview highlights that the topic of IoT is present in many areas and acts as 
a driver of digitisation projects there. The economic potential is also considerable, 
which is due to, on the one hand, the transformation and thus the improvement of 
existing processes and, on the other hand, new business models. Different studies 
assume a potential in Germany of at least €20 billion, some of which anticipating 
much higher values [Wis15].

For the automotive industry, the topic of IoT is of central importance since this 
industry is involved in almost all the areas which are shown in Fig. 4.7. Examples 
are solutions for vehicles, in order to recognise emerging problems prematurely and 
to plan maintenance services to avoid failures. Furthermore, it is possible in cities 
for instance to connect the vehicle sensor system with traffic signals or parking 
space sensors in order to design the route according to the driver’s wishes. In the 
industrial environment, information from logistics vehicles about delivery situa-
tions can be used to control the supply chain according to demand. Due to the 
breadth and importance in many business areas, IoT is certainly also becoming a 
driver of digitisation in the automotive industry.
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4.3  �Industry 4.0

The term “Industrie 4.0” was created in Germany on the basis of a political initiative 
to further automate production in the sense of safeguarding workplaces and improv-
ing competitiveness. Compared to earlier concepts such as CIM or Lean Production, 
the new element is the continuous digitisation of product and production at maxi-
mum flexibility of the order structure and the supplier connection up to batch size 1. 
For this purpose, IT, sensor system and production technology must be linked in 
such a way that an integrated IoT solution is created.

“4.0” emphasizes the positioning of this phase of digitisation as the fourth indus-
trial revolution, following the previous three phases of steam drive, assembly line 
and programmable controllers. In order to achieve the desired smooth interaction 
between technology, people and computers, a working group has developed recom-
mendations for architectures, technical standards and norms [Kag13]. The work of 
the panel is being continued, and research projects and pilot projects are driving the 
implementation on a sustainable basis.

Fig. 4.7  Application areas of the Internet of Things (Manyka)
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The Industry 4.0 reference architecture is documented in a VDI/VDE status 
report [Ado15]. Figure 4.8 shows the component model with the distinction between 
Office and Shop Floor layers. While business processes in the office area are 
transaction-oriented, the shop floor area near the sensors and actuators is operated 
in real-time.

In the office or enterprise sector Cloud solutions establish themselves. Due to the 
required real-time capability, these can not simultaneously also provide the IT ser-
vices in the shop floor area because the transmission speed is insufficient. For this 
reason, an architecture is establishing which provides for a separation of the two 
environments. For the production environment with sensors, actuators, control, field 
bus systems, etc., special Cloud solutions according to the principle of the so-called 
Edge or Fog Computing are applied [Rie15]. The connection with the Cloud envi-
ronments is achieved via so-called edge gateways. These connect the special real-
time Shop Floor protocols with the superimposed enterprise Cloud applications. 
Depending on the size of the IoT or Shop Floor environment, one or more gateway 
instances are required. Based on the idea of using several smaller edge servers on 
the shop floor, a load distribution is performed, which allows processing of real-
time applications independent of the enterprise Cloud. As a result, Edge Computing 
also enables the implementation of machine-to-machine applications and the local 
preprocessing and handling of mass data. From Shop Floor, the concept of Edge 
Computing is also spreading into other application areas, such as connected ser-
vices for cars, smart grid in the energy sector and in the field of Smarter Cities.

The topic of Industry 4.0 is in Germany in the many manufacturing companies in its 
implementation phase, and a large number of references are known. These often come 
from the areas of maintenance and services, where preventive measures help avoid the 
breakdown of production equipment by using Big Data concepts. A comprehensive 
implementation example for IoT/Industry 4.0 is shown in Fig. 4.9 [Man15].

Connectivity to any endpoints
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Relevance 
Requirements

Relevance 
Requirements
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Fig. 4.8  Component model Industry 4.0 in office and shop floor layer (VDI/VDE)
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Fig. 4.9  Implementation of IoT/Industry 4.0 solutions (Manyka)
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In a central control console, all information on current orders, machine statuses 
and logistics information for the supply of parts are combined on large displays. 
Preventive maintenance measures are derived from the entire data stock, and a con-
tinuous quality control takes place. Forklifts drive autonomously between ware-
houses and supply points. Sensors with corresponding application solutions ensure 
safety at work.

This scenario, allowedly, is a comprehensive and fictive, visionary example. 
There are, however, already many references from the area of flexible utilisation 
planning of plants that are integrated into the logistics concepts of the suppliers. 
This makes configuration flexibility of products possible right up to production 
start, as well as precise customer individualisation up to batch size 1. A good sum-
mary of reference projects, research projects and also providers can be found in a 
report of the German Federal Ministry of Education and Research [BMBF15].

By now, comparable initiatives such as Industrie 4.0, launched in Germany in 
2011, are developing abroad as well. More detailed information on these initiatives 
can be found on the Internet, for example:

•	 USA: Industrial Internet Consortium (IIC)
•	 Japan: Industrial Value-Chain Initiative (IVI)
•	 South Korea: Smart Factories
•	 China: Five-Year-Plan initiative “Made in China”.

All of these activities aim to increase the efficiency and process quality in pro-
duction through digitisation projects, thus ensuring the competitiveness and sustain-
ability of the national industries.

4.4  �3D Printing

The 3D printing process can also be attributed to the subject of digitised production. 
By now it has outgrown the research and pilot project status and moved into indus-
trial production. Gartner considers these processes in the Hype Cycle for future 
technologies as ready for production (see Fig. 4.1). Particularly in the automotive 
industry there are a wide range of possible applications, ranging from prototype 
construction and the printing of spare parts on demand, through to the production of 
special tools and the manufacturing of a customer-specific interior. Because of the 
anticipated further increase in the performance of the process and the improvement 
of the materials used, 3D printing with its entry into serial production has the poten-
tial of a “disruptive technology”, i.e. a revolutionary change of previously estab-
lished production processes. The growing importance and further development of 
this technology is underpinned by the appraisement of the related market volume, 
which includes the costs for printers, materials, software and services. In 2016 the 
total volume was around $7 billion, and at exponential growth a volume of approx. 
$21 billion is expected in the year 2020 [Ric16].
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Under the generic term of 3D printing, different processes from the field of addi-
tive manufacturing are summarised. These methods have in common that in contrast 
to traditional abrasive methods, such as turning and milling for instance, in additive 
production, the target product is gradually built up from material layers. Three 
methods can be distinguished according to Fig. 4.10 [Ric16].

In the so-called PBF (Powder Bed Fusion) method, a thin material layer of plas-
tic or metal is applied to a working surface and then melted or sintered with laser 
beams. After solidification, this process is repeated in layers until the target shape is 
achieved. With the EB or Extrusion-based processes, thermoplastic synthetic mate-
rials are placed down by means of a heated nozzle in strips or layers. The PP or 
Photopolymerisation process uses liquid materials, which are solidified in layers by 
UV radiation for example. In the BJ or Binder Jetting process, material powders and 
binders are alternately applied in layers, similar to inkjet printing. The component 
then consists of a multitude of powder and binder layers. It achieves high strength 
in this composite and is particularly suitable for large objects. Further methods are 
known, often also derivatives of the presented approaches, which are not dealt with 
in detail here and are instead referred to the specialist literature [Geb13], [VDI14].

The automotive industry has long since used additive manufacturing processes, 
and the degree of maturity is very advanced. Powder based technologies and the 
extrusion process are most frequently used. However, application fields are not 
large series with high batch sizes, which will continue to be dominated by tradi-
tional manufacturing processes, but rather products with many variants in smaller 
quantities. In addition to prototype construction, the production of special tools and 
spare parts are established fields of application, which take advantage of the high 
flexibility and short throughput time. This allows complicated component geometries 
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to be manufactured economically [Hag15]. With the increase in performance of the 
technology, further fields of application are sure to emerge.

A pioneer of 3D printing in vehicle manufacture is the company Local Motors in 
California for instance, which introduced its first vehicle in 2014, being produced 
entirely using this technology. Subsequently in 2016, the company introduced an 
autonomously driving mini-bus, called Olli, all of whose parts are produced by 
means of 3D printing [Tri16]. The bus accommodates 12 passengers. Olli picks up 
its customers independently at their location when they have requested it through an 
App. The intelligence of the minibus is based on methods of Cognitive Computing 
(see Sect. 4.1), in this case the IBM WATSON Suite. The example is deepened in 
Sect. 9.2.

Since the production of the bus is based entirely on 3D printing processes, Local 
Motors has plans for interesting production concepts. Instead of mass production in 
central large factories, it is planned to have local 3D printing workshops near the 
customer. The vision is to establish a global network of these mini-factories in a 
market-oriented manner, which are flexibly able to integrate local requirements 
directly into the products.

In the light of this idea, a vision that was expressed some time ago could at least 
come true in facets. According to this, no more production lines would be used in 
the Wolfsburg Volkswagen factory by the year 2035, at most as museum pieces. 
Instead, there would be a tightly coordinated network of many small production 
plants with more than 10,000 3D high-speed printers, 100 design offices, 500 mar-
keting companies and 300 assembly and test centres [Eck13].

There is of course still a long way to go to implement this vision. Traditional 
production processes are still superior to additive technologies, especially in the 
case of high quantities. However, in the fields mentioned above which require flex-
ibility and speed at low number of pieces, 3D printing is already competitive today. 
With further performance expansion, the entry into series production is foreseeable, 
namely since the series will reduce in size due to the further increasing customer 
individuality and high segmentation. Especially in the area of the new electric 
drives, characterised by less and simpler components and smaller series, 3D print-
ing will play an important role.

4.5  �Virtual and Augmented Reality

In the following, a further technology area will be presented, which is to be classi-
fied as a core element of digitisation projects in production, but also in many other 
areas, such as sales and service, as well as development. “Virtual Reality” and 
“Augmented Reality” are often used as synonyms, but they are quite different. 
Virtual reality (VR) is an entirely computer-generated 3D representation of objects 
without a link to the real, physical world. The viewer is able to move in a virtual 
world, for example in a street or in a factory hall. Typical applications are 3D mov-
ies, computer games or even animated manuals. The user is limited to the role of a 
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consumer, and the interaction takes place in the programmed environment via con-
soles or input devices.

Augmented Reality (AR) means the projection of a computer-generated scene 
into the real world. An interaction takes place in real-time and in high-resolution 
graphics, often in 3D representations. There are mixed forms between the two tech-
nologies in which, for example, real situations are reflected and virtualised by simu-
lation, or alternative solutions are looked into. In this way, the virtual and the real 
world superimpose one another, possibly supplemented by relevant information. 
Augmented Reality is a technology which intelligently connects different data 
sources with heterogeneous data types and high data volumes with powerful output 
possibilities such as animations, text and speech. These solutions use techniques 
from Big Data, Analytics and Cognitive Computing and can thus be applied in many 
areas. Possible applications in the automotive industry are described in [Teg06].

Figure 4.11 illustrates the basic structure of a virtual reality application with the 
required system components by the example of a worker’s place [Teg06].

The total solution consists of hardware and software components. In principle, 
the following must be distinguished: input systems for recording the real scene (in 
this case a camera), processing systems for tracking the situation, integration of 
virtual elements and further data for the preparation of the integrated overall scene 
(scene generator). Display devices show the user the overall scene (in this case with 
the help of a data glasses). The solution components may be configured in various 
technologies. The processing power for the execution of the AR task is available via 
Cloud solutions or special appliances, depending on the specific application or 
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power demand on dedicated computers. The definition of appliances in this case 
means integrated devices, which for a particular application contain both the 
hardware and the required software, for example for the rapid analysis of large 
amounts of data or also for secure data transmission.

Besides the keyboard, touchscreen and mechanical devices, all types of sensors 
and cameras are also being used for the input. For the output or display, different 
devices are available, for instance:

•	 Monitors … traditional screens, displays of smartphones
•	 Videoprojections …. Display on large monitors or projection screens
•	 Video glasses or Head Mounted Display (HMD) …. Glasses or a special data 

helmet
•	 Data glasses … partial glasses, which allow to view the real scene in parallel
•	 Contact lenses with display …. Contact lenses with integrated displays
•	 Retinal data frames … direct projection onto the user’s retina.

There are numerous applications in the private sector and for companies, espe-
cially in the automotive industry. Examples for the AR deployment there are:

•	 Display of working instructions via data glasses during the execution of compli-
cated assembly sequences

•	 Virtual test of assembly processes such as installation of the drive train
•	 Simulation of material flow concepts on virtual factory models
•	 Presentation of vehicle configurations as 3D models in a showroom in interac-

tion with exhibits of different interiors
•	 Joint work of designers on the 3D model of a vehicle on a large screen to refine 

concepts
•	 Showing road surface information on the windscreen of a vehicle
•	 Voice-controlled interaction with an intelligent driver assistant
•	 Gesture control in the vehicle operation
•	 Interactive training of service staff during the execution of repair work.

For almost all examples, one can find on the Internet experience reports of the 
manufacturers who use Virtual and Augmented Reality. Due to the great benefits, 
the acceptance and further continuous improvements to the performance of the solu-
tions, a massive increase in the spread can be expected. Thus, a large market growth 
is forecast for VR/AR solutions. Coming from approx. $2 billion in 2016 almost 
exclusively for VR solutions, a market volume of $150 billion is predicted by 2020, 
of which $120 billion for AR and $30 billion for VR solutions [Gor16]. The large 
proportion of VR is expected in films, computer games, marketing and distribution 
solutions, while the AR sector is growing significantly stronger by applications in 
the industrial environment. Other studies predict somewhat lower values of the 
future market volume, although on a considerable scale as well, so that these tech-
nologies are also to be considered as disruptive.
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4.6  �Wearables

The input systems are an important element of all AR solutions. Keyboards, sensors 
and camera systems are already established techniques. The following section 
briefly presents two relatively new technologies, which are receiving much attention 
as innovative and strongly growing solutions.

Wearable Devices, also being referred to by the short name of Wearables, are 
intelligent, small, body-worn devices such as data glasses, fitness belts, smart 
watches and sensors that are incorporated into clothes, as well as data gloves. Along 
with the growing interest and business potential of the Internet of Things and 
Augmented Reality, rapid growth is also forecast for the Wearables sector. Basically, 
Wearables are connected to the Internet, and there are two different versions. On the 
one hand, devices which assume a pure input/output function (I/O), such as clothing 
sensors or data glasses, and on the other hand devices which, in addition to the I/O 
capabilities, also have their own computing power in order to directly execute appli-
cations, such as smart watches.

Wearables are also becoming more popular in the automotive industry. Examples 
of using the data glasses were given in the previous section. Further options are to 
equip workers’ clothes with sensors which measure their physical load in the work 
process. Using the data, workflows are then improved or even health-damaging pro-
cesses are avoided by the use of suitable tools for the workers.

Further examples stem from the area of customer service for automobiles. The 
service employees call the next service request via their Smartwatch. Then, they are 
guided by “point to pick”-solutions to install the right spare parts and supported in 
the execution by instructions through data glasses. Further possible applications can 
be found during Sales activities. For example, many car dealers have established 
virtual sales areas. Interested customers can test selected vehicle configurations in a 
virtual environment. Powerful 3D glasses incl. loud speakers for the driving noise 
provide a comprehensive driving experience. The equipment can be changed in an 
interactive manner, and the bonnet and doors of the virtual vehicle can be opened by 
means of gesture control in order to inspect details.

Also namely in trade, a further technology allows to expand interaction with the 
customer and provide a personalised experience. So-called Beacons are used for 
this purpose. These are battery-operated transmitters with the size of a matchbox. 
These transmit signals at short intervals with their device-specific ID. Data trans-
mission is done, for example, via the so-called Bluetooth low-energy technology, 
which operates very energy-efficient within ranges of up to 30 m [Stro15]. The sig-
nals are received using corresponding Apps. By analysing the signals from the 
Beacons in the showroom, the exact location of a potential customer can be recog-
nised and used to provide information precisely about products in their field of view. 
In addition, the prospective buyer can also be guided through the showroom by 
relevant hints to offers that are relevant to his or her interests.

There are already many references in Apple Stores or at Starbucks for the men-
tioned application of Beacons in trade. The area of trade is certainly a suitable 

4.6 � Wearables



68

business field for this technology. In addition, many other areas open up interesting 
application opportunities as well, such as in logistics in the management of schedul-
ing staff [Bvd16]. The use of Beacons in the automotive sector is just at the 
beginning.

4.7  �Blockchain

The subject of Blockchain is positioned as a disruptive technology within the 
finance industry. As an idea published for the first time in 2008, more and more 
users and providers are turning to this approach with corresponding solutions. Many 
start-ups have been established around this topic, and a rapidly growing community 
is emerging. Starting from the financial sector, the basic approach is now being 
tested in many other process and business areas in the automotive industry in first 
pilot applications [Wil16].

The purpose of the Blockchain architecture is to enable direct and secure busi-
ness relationships between two parties without intermediaries, for example, a money 
transfer from A to B without a bank being involved. Before and after a transaction, 
transfers have already been made, which may at least affect the parts of the transac-
tion. The basic idea behind Blockchain is to transparently store a network of these 
transactions for all parties involved and to update these in a chronological way. In 
order to make the process tamper-proof, a multi-layered architecture was developed 
in which the changes of the transactions are filed in a block of the data set in 
encrypted form. The basic structure is shown in Fig. 4.12, taken from the public 
developer guidelines for Bitcoin, the Internet currency which is also protected by 
Blockchain methods [Bit16].

Throughout the process, verification mechanisms ensure that the payer is in fact 
the owner of the funds at the time of the transaction. Each new transaction is stored 
in a new block and appended to the previous blocks. This creates a chain of data 
blocks, which explains the name of the procedure.

Blockchain solutions suggest many advantages. Further to the security aspect, 
there are the cost advantages from avoiding the need for an intermediary organisa-
tion, and the transparency of the transactions. The disadvantages are in the effort 
and the processing time for the complete handling (storing, sending, updating) of 
the transactions. For this reason, the procedure is currently better suited for applica-
tions with individual business content and a small transaction volume, rather than 
for standardised mass processes. These are more cost-effective with specialised and 
optimised IT solutions. However, the application possibilities of Blockchain are of 
a universal nature and not restricted to the sphere of finance. The possibilities of use 
are characterised by any business relations between partners, which in turn are part 
of a chain, or the existence of predecessor and successor relations.

In the automotive field these are for example logistics processes in the supply 
chain, services in the field of warranty handling, vehicle control or handling of 
short-term loans in the area of mobility services, as well as payments in the area of 
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connected services. These examples demonstrate the flexible potential applications. 
A case example is explained in Sect. 9.3.

The spreading of Blockchains could accelerate if, with appropriate transaction 
volumes in the companies, general platforms were also established by third parties, 
which would offer the processing in a standardised and efficient way. On this basis, 
the importance will continue to grow. It remains to be seen whether a disruptive 
trend will develop from this, perhaps along with the digital Bitcoin currency. 
Potential cost, security and transparency benefits are the drivers.

4.8  �Robotics

A long-established automation technology in the manufacturing industry are indus-
trial robots. They have been used by the automotive industry in production for more 
than 50 years. Application fields are heavy and clocked activities which are physi-
cally exhausting to employees, such as in welding lines or assembly. Currently, the 
so-called robotics density (number of robots per 10,000 employees) in the automo-
tive industry in 2014 averaged in the USA, Germany and South Korea at approx. 
1100, while Japan has the highest density with 1400 and China is far behind at 300 
[Har16]. Even if extensive experience is gained in the use of robots, this technology 

Fig. 4.12  Basic structure of the blockchain method (Bitcoin)
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field nevertheless belongs to these fields of innovation which deserve a high level of 
attention as the possible uses for Robotics are currently greatly expanding.

Drivers are changing needs and application fields along with the extended capa-
bilities of the devices. The high and further increasing computer performance, sim-
ple programming methods and the growing mechanical performance of the robots 
drive the spread of robotics into new business segments. The application is therefore 
also interesting with small batch sizes. Manufacturing of vehicles is more and more 
tailored to the customer and in small numbers. Hence it is foreseeable that in future 
fewer and fewer assembly lines will be used in production. Instead, autonomous 
production cells are created, in which the workers work flexibly without fix cycle 
times together with robots.

Robots are also increasingly used in areas still untapped by robotics so far, for 
example for the assembly of complex parts and also for work in the service sector. 
In addition to the established industrial robots, lighter collaborative systems and 
service robots will also be used in the future. The robots will have more sensor 
technology which is necessary to ensure safety in human-robot cooperation (HRC). 
With the help of sensors, the robots detect whether humans are dangerously close to 
their action radius and stop the movement immediately. Due to this sensitivity, 
robots will no longer be surrounded by safety fences in the future, called “Fenceless 
Production”. The service robots also work without a safety fence, which means that 
robots are already in use in the care of the elderly people or in the cleaning of 
vehicles.

Furthermore, powerful innovative programming methods support the further 
spreading of robots. While in the past special programming methods and tools were 
required, the graphically oriented programming facilitates the use of robots. In the 
Teach-In process, experienced workers lead the robot directly and thus train it. In 
the future, gesture- and speech-controlled programming will be used to improve the 
possible applications and lower the costs for the introduction.

In addition to the technical feasibility, a comparison of the expected unit costs is 
an important decision criterion for robot use. Volkswagen has published a detailed 
analysis, summarised in Fig. 4.13 [Dol16]. Depending on the investment costs for 
the robot, cost per hour is below one and twelve Euros in the sample scenario. 
Comparable hourly costs for workers, as also stated in the study, are at full cost at 
around fifty Euros. Thus, the economic comparison also speaks in favour of the 
application of robots.

Against the backdrop of these advantages, Volkswagen plans to expand the use 
of robots in production, not only in established fields, but increasingly also in more 
complex areas and workplaces, for example, in the interaction with workers, i.e. 
human-robot cooperation. This strategy is also intended to counter the emerging 
shortage of skilled workers.

Due to similar drivers and advantages as in the industrial sector, the use of ser-
vice robots continues to grow strongly. Completely new fields such as care services, 
concierge services, as well as cleaning work will be taken over by robots. Especially 
in these applications, Cognitive Computing (see Sect. 4.1) facilitates that robots 
become teachable, available for open dialogues and thus also fulfill social functions. 
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One example is the so-called humanoid robot “Pepper” by the company Softbank 
with IBM’s cognitive base “Watson” [Wan16]. This autonomous robot is used in 
Japan as a concierge service in banks. After welcoming customers in the counter 
room and inquiring about the customer requirement, Pepper leads the customer to 
an advisor desk. Meanwhile, the analysis of public social media data and the exist-
ing customer data held in the bank are used to prepare the customer’s profile and 
make it available to the consultant for the conversation. As a result, the conversation 
is conducted from the outset on a secure information basis. This example illustrates 
future possibilities in the field of Robotics, especially with the use of further digiti-
sation technologies in the automotive industry (see also Chap. 9 with a practical 
example on “Pepper”).

4.9  �Drones

Drones are considered a further technology with high potential for innovation in 
many industries, and this is discussed below from the perspective of potential appli-
cations in the automotive industry. Drones are unmanned aerial vehicles which are 
operated by computer or remote control. They have long been seen in the military 
environment. As early as 1931, the British Royal Air Force used unmanned aerial 
objects as target drones [Pap17]. For some years now, drones have been spreading 
at a high rate of growth both in the private and the industrial environment. The 
devices come in many forms, ranging from a few centimeters in size to load carriers 
with spans of more than 30 m, such as the “Aquila” drone used for experiments by 
company Facebook. The flying apparatus which weighs over 400 kg, is powered by 

Robot Investment Cost 

= cost in euro per hour 

Assumptions Business Case

Duration in operation 7 Years 

Uptime 250 Working days/Year with
20 hrs/Working Day 
Ë 5000 hrs/Year * 7 Years = 35.000 hrs

Operating Costs Electricity(1 - 13 KW) * 0,10 € * 35.000 hrs

Maintenance 5% of robot basic structure cost

Fig. 4.13  Overall cost comparison of different robot types (VW)
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a solar engine and is able to remain in the air for 3 months. With the aid of this 
drone, people in remote regions shall be given access to the Internet. Google is 
working on a similar project [Han16].

This example illustrates the innovation potential which drones can have also for 
the automotive industry. There are many possible applications. In logistics, the 
delivery of parts could be carried out with such “flying robots”, as well as the sup-
port for performing an inventory check on the stock in high-bay warehouses 
[Bmw16], and also traffic monitoring, which is already being tested in pilot applica-
tions. Further possibilities of use could be in service and also in the internal parts 
supply, so that this technology will play a role in the digitisation as well.

4.10  �Nanotechnology

Nanotechnology is a topic area that deals with the research, production and applica-
tion of structures which are smaller than 100 nanometers (1 tenthousandth of a mil-
limetre) in at least one dimension. This technology has been rapidly developing 
since the 1980s and established as a cross-sectional topic in many industries. In 
addition to naturally occurring nanoscale materials, there are many artificially pro-
duced nanomaterials. One differentiates between carbon-based materials, metallic 
materials, dendrimers and composites [Wer16]. The effect of nanomaterials is 
essentially due to the fact that the ratio of surface area to volume is much greater 
compared to conventional materials, and thus the surface properties dominate the 
volume properties. Furthermore, the finely structured nanomaterials have funda-
mentally different chemical, physical and biological properties compared to coarser 
substances. The fields of application of nanotechnology can be roughly divided into 
the following fields:

•	 Nanoparticles … “mini-materials” made of metals or composites
•	 Coating … surface coatings such as paints or non-stick coatings
•	 Biology/Medicine … special drugs and also implants
•	 Tools/Devices … mini-sensors; mini-devices for medical or industrial areas.

In the automotive industry, nanoparticles are now an integral part of many vehi-
cle components. For example, nanoparticles lead to better properties of car tyres and 
allow for more efficient catalysers and air filter systems. Even car wash facilities 
offer “nano treatments” in which special dispersions provide the paint surface with 
dirt-repellent properties. Further examples for use in the automotive industry are:

•	 Petrol additives to improve combustion
•	 Adhesives that replace welding joints
•	 High-strength materials as a substitute for traditional body parts
•	 Sensor systems in plants and also in the vehicle
•	 Coatings against corrosion
•	 Light-emitting diodes/LED for vehicle lighting
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•	 Photochromic glass or mirrors
•	 Paints with a dirt-repellent surface or special colour properties.

The examples show the wide-ranging possibilities of nanotechnology. In terms 
of digitisation, future developments in the field of devices are of particular interest. 
In research projects, nano-devices are equipped with microelectronics, sensors and 
actuators. This creates quasi microscopically small “nano robots”, called Foglets 
[Stor01]. Each of these foglets has its own computer power and can communicate 
with its neighbour or even with control devices.

For the foglets, many possible applications are conceivable. For example, in 
medicine, foglets could be injected into the bloodstream. They could remain there, 
monitor the state of health in situ and take preventive measures to maintain health, 
for instance by removing calcifications or even diseased cells. Similarly, “service 
foglets” could be used in cars while driving and, for example, stop wear problems 
in the oil circuit at an early stage.

Another example of use, which may be of interest also to the automotive indus-
try, is that the foglets keep each other with their actuators, so that masses of foglets 
connect to solid material. This could lead to the development of programmable bod-
ies or components, which is an application certainly still far ahead in the future. 
Nevertheless, in case of further progress in the relevant technologies, it can be 
assumed that this vision will also become a reality within the next 50 years.

4.11  �Gamification

Since this chapter so far has described mainly engineering-oriented areas of innova-
tion, the next section is devoted to new methods which increase the efficiency of 
processes and also the usability of new procedures and applications. One way of 
achieving this, is through so-called gamification. This means the approach to use 
gaming principles outside games, to transfer them to entrepreneurial interests and 
thereby to engage and motivate employees. The basis is an appealing game idea 
with the interests of the employees involved in mind. The game takes place in com-
peting teams, whereby progress reports with ranking lists, special tasks in the game 
process with game-related bonuses, as well as transparency of the game advances 
and task fulfilment, are motivating elements.

Numerous project references for the use of gamification in companies namely 
are in human resources, in qualification, but also in change management. PwC 
Hungary, for example, uses the “Multiploy” game, which, with the help of Monopoly 
approaches and structures, helps new employees to get to know the company in a 
playful way, thus reducing their familiarisation phase. Walmart uses Gamification in 
security training of its employees, while company Qualcomm uses the method to 
improve its technical support [Mei16]. Gamification will also play a growing role in 
the automotive industry. Digital Natives in particular welcome the use of modern 
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methods in companies. In addition to the direct benefits, the attractiveness of the 
work environment also increases.

The examples mentioned above show possible fields of application. A large num-
ber of other fields are foreseeable. Why not do the budget planning according to the 
principle of the show “Lion’s Cave”, or the qualification for a new application pro-
gram as “Memory” in combination with “Activity” elements? Gamification cer-
tainly offers the potential to support the transformation of the corporate culture 
towards digitisation. Chapter 7 elaborates on the necessary cultural change.
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Chapter 5
Vision Digitised Automotive Industry 2030

In the previous chapters, the relevant drivers, determining factors and influencing 
criteria were described as the basis for the development of a vision and roadmap of 
digitisation in the automotive industry. The performance and the spread of IT are 
advancing with unreduced momentum and exponential growth. The basic statement 
of exponential performance remains as Moore’s Law will continue to apply with 
new technologies such as neuromorphous chips which are moving towards product 
maturity. Digital Natives enter the labour market, and with their experiences and 
their own value system they bring new behavioural patterns to the corporate and 
customer world. There are a variety of “disruptive technologies”, such as Cognitive 
Computing, 3D printing, Robotics with ever more flexible and efficient devices, or 
in the future the Nanotechnology with Foglets.

As a result, there are many technical possibilities to address digitisation in an 
expedited manner and to maintain and expand competitiveness. Traditionally, how-
ever, the automotive industry is comparatively slow in the implementation of com-
prehensive changes and transformations. This industry is accustomed to operate in 
the development periods of new vehicles with cycles of 4–6 years and is thus in no 
way compatible with the rhythm of, for example, the smartphone or App develop-
ment, to which, as a rule, successor products are presented within 1 year. Parallel to 
the implementation of digitisation, the industry faces many other challenges. The 
market demands electric drive, connected services and autonomous-driving cars. 
The new car buyers are slowly approaching the life stage of “best agers”, while the 
young people of today assign less importance to owning a vehicle. Many young 
persons do not even hold a driving license. Instead, mobility services and sharing 
models are in demand.

To date, the automotive industry has been in a secured position against new 
entrants due to the capital-intensive manufacturing facilities, the extensive market-
ing and sales structures and also the required after-sales services. However, this situ-
ation is changing fundamentally. New framework conditions and opportunities 
along the digitisation are now encouraging new competitors from other sectors as 
well to enter the automotive market. They put pressure on the established companies 
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which must fundamentally transform themselves in order to maintain market posi-
tions. In addition to Tesla Motors with its focus on electric drive and direct distribu-
tion over the Internet, Apple, Google and Faraday Future are particularly noteworthy, 
which are pressing ahead a lot with autonomous driving. In China, corporations 
from outside the automotive industry, such as Baidu and Alibaba, signalise their 
upcoming market entry. These companies have comprehensive IT experience and 
bring this knowledge to the electrification, connected service and mobility services. 
These newcomers will surely use established suppliers, in analogy to Apple with 
their Chinese production partner Foxconn, to cost-effectively manufacture large 
portions of the vehicles. This allows to launch new vehicles faster. Large factories 
with a high manufactoring depth level are no longer in a distinguishing position in 
the market. Rather, IT-driven solutions, connected services and innovative drive 
technologies are increasingly in demand as a buying criterion.

In this situation, it is vital for the established automotive companies to tackle the 
necessary changes under a comprehensive digitisation strategy and roadmap. This is 
developed in the following. The starting point is an analysis of the future expecta-
tions of the market and the customers, as well as a brief assessment of the current 
strategies of selected manufacturers. This will be compared with a vision of how the 
automotive industry could develop and how it could look in 2030 with the imple-
mentation of digitisation initiatives. Understanding customer expectations is the key 
for recommendations to adapt the business strategy in line with an integrated digiti-
sation strategy. For this purpose, a framework is developed in Chap. 6, which 
ensures that all necessary measures are addressed in an integrated program or on the 
basis of a holistic roadmap.

5.1  �Development of the Automotive Market

The car market is currently developing differently, depending on the country. 
Despite all warnings, the market in China continues to grow, currently at a moderate 
single-digit annual growth rate. China is and remains the most important car market 
in the coming years with regard to sales volumes and also increasingly as an innova-
tion driver. The USA, the second largest market in the world, is similar to Central 
Europe on a stable level following recovery. Challenges have to be adressed in 
Brazil and Russia. The market in these countries will continue to stagnate in the 
medium term. There is a wealth of opportunities in ASEAN, especially in Indonesia, 
and also increasingly in Africa. The global car market has a total volume of approx. 
78 million units sold in 2016, and an annual growth of approx. 3.4%, thus overall a 
stable situation [Dud15]. This is underpinned in a study by McKinsey in collabora-
tion with Stanford University, from which Fig. 5.1 is lent.

The study estimates on the basis of comprehensive expert interviews in Asia, 
Europe and the USA that the sales of the global automotive industry will go up from 
approx. $3.5 trillion in 2015 to about $6.7 trillion in the year 2030. This would cor-
respond to an annual growth rate of 4.4%. Within this overall turnover, new mobility 
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offers and revenues from Connected Services are growing at an annual rate of 30% 
and thus are the driver of the overall rise. The revenue share from traditional vehicle 
sales is moderately rising at 2%, similar to revenues from the after-sales business, 
which are rising from $720 to $1200 billion, despite the reduction due to lower 
service costs for vehicles with electric drive and less revenue from accident repairs 
due to falling accident numbers in the area of autonomous vehicles. These revenue 
reductions are more than compensated for by the increase in the number of vehicles 
and by additional services from the “shared vehicles” segment.

Even if growth in vehicle sales and revenue is projected, the automotive market 
is undergoing a massive upheaval, on the one hand due to the new market partici-
pants and technologies, on the other hand due to a fundamental change in customer 
behaviour. This is characterised by the following overarching trends:

•	 Urbanisation … with the consequences of traffic congestion and environmental 
pollution

•	 Cars generally losing their character of a status symbol … use instead of 
ownership

•	 Digital Natives behaviour pattern … focus on connectivity, sharing, mobile work
•	 Environmental awareness and ecological aspects of driving
•	 Flexible mobility services … mobility easy to retrieve, without brand reference
•	 Growing health and physical awareness … bicycle instead of car
•	 Lifestyle customisation / individualisation

These trends will have a major impact on future market development.

Fig. 5.1  Development of the automotive market by 2030 [Kaa16]
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5.2  �Future Customer Expectations in the Passenger 
Car Area

In addition to these trends, there are various consumer trends which reflect social 
developments and the spirit of time. With the “Digital Natives”, one of these behav-
ioural patterns has already been explained in Chap. 3. In addition, there are further 
consumer trends. These must also be analysed and reflected in future vehicle and 
mobility offers. A clear summary of other consumer trends is shown in Fig. 5.2. 
Some of these trends are briefly discussed below.

The consumer trend of “multigraphy” describes the social situation that today, 
compared to the times of our parents, there are more and shorter life stages, which 
are also each designed and equipped with mobility. For example, there are often 
several partnership phases and also several employers with different occupational 
focuses. The personal hobbies have become more demanding and are often assigned 
to life phases as well, from wind surfing and skiing to golfing. The requirements 
with respect to vehicles and mobility offers are determined situationally as per these 
relatively short-term life stages. For the automotive industry, this trend indicates, 
that the segmentation of vehicle types will continue, and high individualisation is 
also required of mobility offers. One example of this are the innovative Audi offers 
“Select” and “Shared Fleet” [AUDI16].

In the Select offer, the customer does not acquire a specific single vehicle yet the 
rights of use on up to three different types of vehicles from a pool of young attrac-
tively equipped used cars, which are then appropriately used one after the other, 
such as the convertible for the summer period, the estate with loading space for 
phases with renovation works, and the sedan for long business trips. Another exam-
ple of flexible usage models is the “Shared Fleet” offer, which is aimed at companies 
with a vehicle fleet for employees. A car sharing solution enables via a booking 
portal the flexible use of individually selectable Audi models of employees, both for 
work and private trips, outside of working hours. Through this opportunity of pri-

Fig. 5.2  Consumer trends in the automotive market [Win15]
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vate use, companies can increase the utilisation of their fleet while offering their 
employees interesting mobility alternatives. Similarly, many offers may be devised 
to take up the multigraphy trend.

Another important consumer trend is the “downaging”, especially relevant to the 
automotive industry, as the elderly are a very important group of solvent buyers. The 
life expectancy continues to increase, and people, even at the age of retirement, are 
of increasingly better physical fitness and more and more behave like younger peo-
ple. This generation of “best agers” has developed into an active social class to 
which cars are an important part of their lifestyle. More than a third of all new car 
buyers are older than 60 years [Wit15]. In addition to an overall concept that empha-
sises the sporting lifestyle, one purchasing criteria is also comfort which meets the 
personal needs. A higher, more comfortable entrance into the vehicle, seat- and 
steering wheel adjustment as well as electronic assistance systems are frequently 
selected equipment features. These are interesting for the margins of automobile 
manufacturers. Previously often ridiculed staid sedans with the crocheted paper roll 
cover on the parcel shelf are definitely no longer in demand. As the downaging trend 
will grow in the future along with the corresponding economic power, the automo-
tive industry should continue to focus on this customer group with vehicle and 
mobility offerings, in particular in terms of user-friendliness.

The “neo-cities” trend reflects, on the one hand, the trend of increasing urbanisa-
tion and the growth of the population in the big cities and, on the other hand, the 
efforts of many cities to become ecologically cleaner or “greener”, up to “zero-
emission” targets. Copenhagen was certainly a pioneer with its dedicated promotion 
of bicycle traffic within inner-city areas, but nowadays many other cities are taking 
initiatives in this field. One example of this is the eco-programme “Future London – 
Footprints of a Generation” [Wen12]. The aim of the project is to promote the green 
lifestyle in the metropolis. In addition to advice on sustainable behaviour, there are 
tips for Londoners on stores with organic food and fair trade products.

The offerings of the automotive manufacturers must fit in with such environ-
ment. To embrace this trend through green mobility offers could even lead to addi-
tional market opportunities. London is just one example. In many other cities, too, 
efforts are made to reduce the individual car traffic through different restrictions. 
For example, in Sao Paulo, vehicle usage is only permitted on every second day, 
being administered by the even/odd vehicle identification number. In Beijing, the 
total number of vehicle licences is severely limited, and in Singapore only vehicles 
with at least three occupants are allowed at peak times. This, incidentally, brings up 
quite new odd jobs: getting on the car as a “third man”, so the required number of 
passengers is reached. These examples reveal that this trend also has a major impact 
on the vehicle industry.

The same applies to the trend summarised under “Greenomics”, which not only 
affects mobility yet also affects other industries as well as cities and regions. A 
healthy and sustained lifestyle is establishing in all population sections. In nutrition, 
sports and travel, these aspects are more and more included in the planning and 
purchase decision. This is also increasingly true for vehicle acquisition or rather the 
fundamental decision whether a car is purchased at all, or mobility offers are used 
instead. A purchase decision is grossly influenced by fuel consumption and climate-
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relevant values. In the case of mobility offers, simplicity of use and sustainability 
are the most important criteria, and the price/performance ratio is rather of minor 
importance, whereas in contrast to earlier days, engine output and maximum speed 
almost do not matter anymore. This fundamental change in values ​​has captured 
many people, especially in the established countries, and will develop even more in 
the face of climate change and resource shortages. This is also an important trend 
for the automotive industry.

The consumer trends shown in Fig. 5.2, such as “New Luxury”, with the attitude 
turning away from prestige towards immaterial values ​​such as quality of life, 
“Simplify”, with the strong trend towards the focus on the essentials, “Deep 
Support” with the desire for complexity reduction and simple support services, or 
“Cheap Chic” with its focus on quality and premium at reasonable prices, are also 
very relevant to the automotive industry and provide hints with regard to the future 
orientation of products and range of offerings. Also, there are certainly further 
trends, such as the “DINKs” (double income, no kids), which are an interesting 
customer segment just because of their purchasing power. Furthermore, individual 
consumer trends and the megatrends described are often overlapping.

For this reason, it is important to carry out an appropriate target customer seg-
mentation, depending on the market. The relevance of the outlined trends varies 
according to the “maturity” of the market and the specific market position of the 
manufacturer. For example, for some Chinese or Indian customers in some cus-
tomer segments, prestige and engine performance are buying criteria, while the 
German “Greenomics” focus on sustainability and CO2 emissions. For the Internet 
and sports-minded Brazilians with tight budgets, smaller SUVs with easy-to-use 
Connected Services are important. On the basis of the trend patterns, mobility types 
can be defined, which, in turn, represent possible customer target segments, which 
are to be addressed. In the “mature markets” such as the countries of central Europe, 
Japan and the USA, between the following mobility types shown in Fig. 5.3 can be 
distinguished in future, refining the insights from Fig. 5.2 and the cited study.

One of the most relevant mobility types is the “Greenovators” (an artificial word 
derived from Green and Innovator), which will account for more than 30% of the 

Fig. 5.3  Mobility types in the “mature markets” [Win15]
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population in North America, Western Europe and Japan by 2020 [Kaa16]. As the 
term expresses, this group is focusing on sustainability and innovation. Quality of 
life, conservation of resources and environmental compatibility, in line with the 
interest in new drive technologies, are important criteria in decisions to purchase a 
vehicle. This does not necessarily mean ownership, but also mobility- or sharing 
models. Important are coherent ecological concepts. “Silver Driver”, “Global Jet 
Setters” and “Sensation Seekers” certainly are typical consumer groups of estab-
lished markets. In contrast, the emerging markets are not so finely segmented. These 
are more about attracting the basic consumers, yet in parallel the prestige-oriented 
luxury buyers as well.

However, further deepening of this aspect is not expedient at this point, so please 
refer to available studies on the Internet and in the literature, e.g. [Kaa16]., [Wen12], 
[Sta15]. This abstract’s objective was to highlight the importance of this topic. From 
the outset, the customer and market understanding must be taken into account in the 
business and digitisation strategy and roadmap to be derived from it. The change is 
massive and challenging in particular for established manufacturers who have to 
carry out this analysis on an in-depth basis, since the proven customer segmentation 
of the past is certainly not the target orientation of the new market players. Against 
this background, the question arises as to how well automobile manufacturers are 
currently positioned when it comes to customer orientation and especially 
digitisation.

5.3  �Digitisation Situation in the Automotive Industry

To this end, a brief study on the digitisation circumstances of some established 
automobile manufacturers was carried out. A large number of information sources, 
such as annual reports, investor relationship publications of companies and special-
ist articles, were analysed and evaluated on the basis of uniform criteria (as of 
08/2016). For this purpose, the following parameters have been defined, since these 
allow, from the author’s point of view, the assessment of the respective digitisation 
strategy:

•	 Orientation towards customer expectations
•	 Transformation Sales / After-Sales
•	 Development of company culture towards digitisation
•	 Digitisation of business processes; Industry 4.0 up to Business 4.0
•	 Connected Services
•	 Mobility Services
•	 Autonomous Driving
•	 Collaboration with incubators
•	 Transformation of IT

Especially the changing customer expectations should be the basis of the busi-
ness strategy and the derived digitisation strategy. Proper products, offered through 
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preferred sales channels and flanked with desired after-sales services are success 
requirements. To this extent, it was analysed as to whether the manufacturers define 
a clear market and customer segmentation and are already active in projects for 
transformation of the sales channel. Today, the Internet already plays an important 
role at least for product analysis and comparison in the run-up to product acquisi-
tions. The importance of the Internet as a sales channel will continue to rise signifi-
cantly, thereby heavily changing the role of car trading.

An important success criterion for digitisation is the transformation of the whole 
enterprise culture towards a willingness and also “an appetite” to tackle this topic 
with openness and joy. This is not about individual organisations or just “the IT”. 
The topic is a broad project and concerns everyone in the enterprise. Especially 
Germans like to remain in established procedures and tend to see changes as a threat 
rather than an opportunity. The transformation measures must however begin with 
changing this attitude, so that company-wide digitisation can be achieved, thus 
enhancing competitiveness, or at least maintaining it vis-à-vis the new competitors. 
Thus, in this field, the analysis evaluates the extent to which transformation initia-
tives are already being implemented in the companies.

Another realm of research is the digitisation of processes, both in production 
with Industry 4.0 initiatives as well as in all other business areas. From this perspec-
tive, it can be assumed that nearly all business processes can already be automated 
with today’s IT solutions. However, economic considerations are frequently in the 
way since necessary solutions are in many cases still more expensive than human 
labor. With the increasing efficiency of the applications, the degree of automation of 
the business processes will increase significantly in all domains. In this respect, the 
research evaluates the extent to which the manufacturers are already in the subject 
of process digitisation.

Many customers expect at least the Apps that are used by the smartphone to be 
available in the vehicle too. The handling and the flexibility of Connected Services 
provided by manufacturers should be just as easy – including updates of the solu-
tions to eliminate problems or to add additional functionalities. Many manufactur-
ers or solutions currently offered are often still far from this. Nevertheless, this 
vision is the benchmark, and the analysis rates the extent to which Connected 
Services are available and what the response of the customers is.

Furthermore, it was examined whether the manufacturers already offer mobility 
services or at least have established closer partnerships with corresponding service 
providers. The entry into autonomous driving and cooperation with incubators to 
speed up digitisation activities was analysed as well as transformation initiatives to 
dynamise IT and position it as a core component of a reoriented company. It is 
important that the traditional IT work more closely with the IT in the car develop-
ment in order to create mutual synergies and ensure compatibility between the 
“embedded IT” in the vehicles and the traditional IT.

The difficulty with the evaluation of the publicly accessible sources for the anal-
ysis is that the sustainability of the projects and initiatives reported can not be 
assessed due to a lack of internal detailed knowledge, and the unclear probability of 
realization of announcements, which roll over each other in the “hype topic” of 
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digitisation. The following presentation and the benchmark are to be looked at 
against this background. Nevertheless, since this applies to all analysed manufactur-
ers, the overall trend should be meaningful. A summary of the research results is 
given in Figs. 5.4, 5.5 and 5.6. Details and background of the research can be found 
in Annex A2.

Figure 5.4 shows that the premium manufacturers are more advanced than the 
volume producers in the digitisation activities. In particular, there are more reports 
on initiatives to transform the company culture, and also the cooperation with incu-
bators is established. Tesla Motors is the benchmark amongst the premium manu-
facturers. As a new company in the “born on the web” industry, it is precisely its 
customer centricity, the digital company culture and the automated processes based 
on a highly efficient IT Cloud which the established manufacturers cannot cope 
with. Sales exclusively via the Internet, just supported by a small number of show-
rooms mainly in large shopping centers, as well as the update of the vehicle soft-
ware “over the air”, are benchmark as well. It is interesting however that the 
established manufacturers apparently are ahead with offers on mobility services, or 
Tesla does not yet see a focus here but can catch up relatively quickly.

For the volume producers, the result is a mixed impression (Fig. 5.5). Volkswagen 
seems to be well on track in cooperation with incubators, autonomous-driving plans, 
and initiatives to transform corporate culture, while the company lags behing with 
respect to mobility service offerings, business process digitisation, customer 
orientation, and transformation of the IT. In the field of process digitisation, Toyota 

Fig. 5.4  Digitisation depth premium manufacturers (basis: Internet research author 08/2016; 
details in Annex A2)
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reports broad initiatives. Ford and General Motors are leading the field in customer-
oriented sales/after-sales.

The study summarises the current digitisation state of affairs in the automotive 
industry in Fig. 5.6. The subject was launched by all companies with high priority. 
In summary, the following backlogs and uncertainties arise from the study:

•	 Definition of target customers or markets
•	 Adaptation of business strategy and focus
•	 Definition of adjusted sales structure incl. target figures
•	 Integral digitisation strategy – vision; roadmap
•	 Roadmap for the transformation of corporate culture

These deficits are to be addressed through an integrated business and digitisation 
strategy. Before this is developed as a proposal, the following is a description of 
how the automotive industry could look by the year 2030.

5.4  �Vision Digitised Automotive Industry

The author draws now a vision of the automotive industry in 2030. This outlook is 
based on many years of experience and practical insights in the IT sector in various 
business areas of various manufacturers in Germany and abroad. These experiences 

Fig. 5.5  Digitisation depth volume manufacturers (basis: internet research author 08/2016, details 
in Annex A2)
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are supplemented by cooperation in expert committees, and the implementation and 
evaluation of IBM Automotives studies [Sta15]. Furthermore, the drivers and influ-
encing variables of the digitisation and the changing market expectations and situa-
tions explained in the preceding chapters are taken into account. Against this 
background the following hypotheses will characterise the digitised car industry by 
the year of 2030:

•	 In the industrialised countries, especially in the big cities, the ownership of cars 
will fade into the background, and the market will be characterised by mobility 
services. In today’s emerging economies there is still a buying market, particu-
larly in the basic and luxury segments, whereas in the megacities vehicle owner-
ship is also retreating into the background.

•	 Mobility services are mostly accessed via brand-independent platforms. These 
include intermodal connections, i.e. the integration of different types of traffic 
and also the integration of inner city offers.

•	 There will be new forms of mobility services. For example subscription or flat 
rate concepts, similar to today’s mobile phone contracts. Also price stagings 
depending on vehicle type or the willingness to drive together in vehicles, similar 
to a shared taxi will come up.

•	 In order to optimise capacity utilisation and reduce congestions and waiting 
times, mobility providers are using a higher-level of traffic control, comparable 
to today’s airspace monitoring of air traffic.

•	 Autonomously driving vehicles, in particular buses, taxis and also the cars of 
new mobility providers, make up at least 30% of the vehicles in the large cities, 

Fig. 5.6  Digitisation depth mean values ​​premimum and volume manufacturers (basis: Internet 
research author 08/2016, details in Annex A2
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covering more than 50% of the mobility needs in the cities, taking into account 
the increased levels of utilisation.

•	 Electric drive and extensive Connected Services, also from vehicle to vehicle, are 
integrated in all new vehicles and support new mobility concepts. Updates of the 
embedded software are supplied in short cycles “over the air”.

•	 Connectes Services of the vehicles and Apps on the smartphone are fully syn-
chronised so that the same solution environments are available in both worlds in 
the same functionality and on the same data status.

•	 The “embedded vehicle IT” is based on central servers, additionally with backup 
servers for security and as an accident recorder, quasi a “black box”, similar as 
in today’s aircrafts.

•	 Vehicles are no longer designed on component platforms, but the core element 
becomes the central computer, similar to the approach of smartphones. Many 
equipment elements are connected by software as required, similar to today’s 
server equipment.

•	 Augmented Reality is established as an essential part of the car development 
process, so that the number of prototypes required is halved, and test drives take 
place to a considerable extent in virtual environments.

•	 The sale of vehicles takes place at least 50% via brand-independent portals 
directly over the Internet. Virtual Reality solutions support the vehicle configura-
tion. The presentation is done in the “home megaplex centre”, quasi a temporary 
virtual private sales room.

•	 The number of traders in the industrialised countries is massively reduced. 
Successful traders are involved in the provision of mobility services.

•	 The production structure of the manufacturers is adapted to the markets: in the 
emerging markets, the focus is on mass or rather assembly line production; in the 
“mature countries” for ever more customised vehicles, manufacturing islands 
with a high level of robotics in close collaboration with workers characterise the 
manufacturing environment.

•	 3D printing of components and spare parts is part of new production and logistics 
concepts.

•	 There is an surplus of production capacity. New providers use this in open pro-
duction networks.

•	 IT services are at 80% based on Cloud environments. These are not operated by 
the manufacturers yet rather by special providers from their mega data centres. 
Desktop systems are completely replaced by mobile terminals, which are oper-
ated by voice and gesture control.

•	 Assistance systems are established in many business areas and also directly in 
the vehicles. These support the users proactively and constantly learn to increas-
ingly better satisfy the customer requirements individually.

•	 At least 50% of the business processes of the automotive enterprises are 
automated.

The main hypotheses are explained and substantiated in the following.
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5.4.1  �Mobility Services Instead of Vehicle Ownership

The urbanisation keeps progressing massively. Today more than half of the world’s 
population already live in so-called megacities of more than ten million inhabitants. 
This trend continues, and in 2030 more than two-thirds of the world population will 
be living in such cities, with likely some giant cities with more than fifty million 
inhabitants, as well as a large number of new megacities which as per today one 
would not necessarily expect to grow to this level [Gri15], [Dob15]. As many of us 
may have personally experienced during long hours in traffic jams, today’s traffic 
situation is no longer acceptable at peak times in the big cities, such as Sao Paulo, 
Beijing, Mexico City, Paris and Moscow for instance. Environmental impacts and 
also time losses due to the viscous “flow” of traffic are forcing new technologies and 
mobility concepts. Also the other consumer trends towards sustainability and accep-
tance of sharing rather than ownership especially appeal to younger customers, at 
least in the cities,.

That is why in 2030 the private car traffic in the cities will be reduced signifi-
cantly, and the street scene will be characterised by autonomous-driving cars used 
in open mobility concepts. The charging infrastructure will be established, along 
with greatly improved ranges, especially due to improved battery technologies 
[Thi15]. In the cities, the image of car ownership will be similarly stigmatised as is 
smoking in “mature countries”. The situation in the “new emerging countries”, such 
as Indonesia, Namibia, Colombia, China and India, and also inevitably in rural 
areas, such as the “vastness” of the USA for example, will be different. In these 
regions there continues to be a buying market, whereby the vehicles are bought on 
the one hand with smaller, highly efficient engines and appropriate equipment in the 
low, highly competitive price segment, and on the other hand the luxury segment 
with corresponding prestige character will be in demand.

The mobility services are easily accessible via internet platforms. In addition to 
vehicle mobility, other services are also offered, for example, “traffic-type-
overarching” or intermodal bookings, incorporating the complementary transport 
systems, such as ferries or suburban railways, which are necessary, or just as an 
alternative, to get to the destination. Optionally, further offers such as ticket systems 
for the theatre, hotel bookings or Smart Home functions can also be requested, for 
example, for the timely start of house heating.

The use of the mobility service platform is voice-controlled. The solution recog-
nises multiple users and supports them individually during the booking process, 
taking into account habits and preferences from previous bookings. Different ser-
vice levels for mobility are offered, ranging from luxury class cars from specific 
manufacturers with chauffeur for individual journeys, to shared services with sev-
eral passengers, using available ride capacities, regardless of any specific model, 
with some halts along the way. The price structure will be based on the respective 
service level, with subscription and flat rate models being available as well. Today’s 
providers such as Uber or Lyft already offer creative commercial concepts and also 
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very flexible options to require a service, and it can be assumed that this trend leads 
to further new business models.

Similar to today’s air traffic, there will be a higher-level traffic control, also com-
parable to the digital shadow in the subject area of Industry 4.0 (see Sect. 5.4.9). In 
this higher-level traffic management system, all vehicles are recognised precisley by 
their current location and usage, not only autonomously driving cars, yet private 
vehicles with a driver can arrange to get recognised as well and thus receive infor-
mation on traffic management and also become a potential provider of rideshare 
opportunities. The traffic management system will handle mobility service requests 
according to the required service level, and also organise the routing of traffic with 
minimum congestion. This information can also be used in new service models.

The use of mobility services via the platform and with the supported technolo-
gies is very convenient for the customer, and especially in the cities, more and more 
users will accept this offer instead of car ownership. Enterprises with company car 
fleets will establish alternative models and offer their employees the necessary 
mobility services instead of investments in individual vehicles. Due to the high lev-
els of utilisation, prices for the services will be on the decrease and lead to growing 
acceptance, in the sense of the chicken/egg effect. From the author’s point of view, 
brand-independent platform operators will gain an edge over the manufacturers as 
operators, since the breadth of the offering, similar to today’s overnight accommo-
dation platforms, is rather accepted by customers in the “neutral” offer. Furthermore, 
customers request mobility services independent of the brand, i.e. brand loyalty 
becomes of minor relevance.

5.4.2  �Connected Services

Another important business area for the automotive industry is Connected Services. 
Today approx. 30% of all new vehicles are equipped with this technology. In 2030, 
however, all new vehicles will be “connected”. The market for these services is estab-
lishing itself and is expected to grow from approx. €100 billion in 2020 to a volume 
of €500 billion by 2025. Over the service life of an interconnected vehicle, it is pos-
sible to generate additional revenues in this field of approx. €5000 [Gis15]. These 
figures impressively underline the importance of this topic. Connected Services not 
only are an essential prerequisite for the efficient design and comfortable use of 
mobility services but also provide the basis for new business models. Figure  5.7 
examplarily shows an overview on possible services and functions [Wee15].

In addition to the mobility solutions presented in the centre of the display, solu-
tions are also presented which are of interest to drivers, such as navigation, weather 
and office services, as well as services to interact with urban infrastructure, such as 
toll and road conditions, and also services in after-sales, such as remote diagnostics 
and maintenance. Moreover, examples from the infrastructure, such as car parks, as 
well as from the insurance sector for personalised policies taking into account the 
individual driving behaviour, are shown. This diversity of topics underscores the 

5  Vision Digitised Automotive Industry 2030



91

fact that Connected Services are desired by almost all customers and seen as an 
important differentiating feature in choosing a car.

In addition to the examples shown, further possibilities arise through innovative 
use of the immense amount of data available via the Connected Services. A large 
volume of data is generated by the signal transmitters integrated in the mechatronic 
components for process monitoring and control. The growing number of sensors 
and cameras required to run systems for driving assistance up to autonomous driv-
ing provide a high volume of data as well. This information can be connected and 
evaluated with data from the vehicle environment and the Connected Services. This 
results in valuable new insights, such as patterns of driving behaviour, details for the 
generation of high-precision maps, or precise information on the background of 
wear and failure. This information can, in turn, form part of new business models.

Fig. 5.7  Services and functions in Connected Services [Wee15]
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These examples underpin the potential of Connected Services to open up new 
business areas. It is therefore to be assumed that by 2030 new providers are estab-
lished in this sphere and in the business use of “Big Data”. In addition to the purely 
vehicle-oriented offers, new business opportunities will be created through the inte-
gration of Smarter Cities and accompanying services such as in insurance and mar-
keting. This naturally raises the question for the manufacturers of which positioning 
in this new business environment can be taken. During the Automotive News World 
Congress 2016 in Detroit, Audi America’s Chairman, Scott Keogh, summed it up by 
saying that through the competition and the decision on the leadership in Connected 
Services and its relating platforms it is being decided of who will in the future be the 
one who operates the “profitable bar in the hotel”.

5.4.3  �Autonomous Driving

Similar to Connected Services is the topic of Autonomous driving as an objective 
and vision with every manufacturer and also with new competitors and suppliers on 
the agenda of many initiatives and projects. After first research projects and pilot 
activities were published in the 1990s, the topic received special attention when 
Google announced such vehicle project in 2010 and subsequently introduced a fully 
autonomously-driving car in 2014 without pedals and steering wheel [Cac15]. 
Meanwhile the Google test fleet operating in California around Mountain View, 
where the Google HQ is located, is a common sight in the everyday street scenery. 
Other manufacturers are also in road tests with pilot vehicles; for example, Delphi 
and Audi with tests in the USA, Volvo in Oslo, Daimler-Benz in Germany, also with 
autonomously-driving trucks, and first driverless taxis in Singapore [Gro16]. 
Autonomous driving therefore constantly develops into production maturity. On the 
way to this, more and more automation and assistance functions are offered in 
today’s production vehicles. For this technology field, standardised classification 
steps are established in gradation of the evolutionary transition of the control func-
tion from humans to automats. In addition to definitions of the German Bundesanstalt 
für Straßenwesen (Federal Institute for Highways), the classification of the SAE 
(Society of Automotive Engineers) is established, as shown in Fig. 5.8 [SAE14].

In the first three stages, starting from “technology-free driving” through assis-
tance up to partial automation, the supremacy over the vehicle while driving is in all 
situations in the hands of the driver, such as acceleration and steering, or the obser-
vation of the traffic situation, with all the necessary responses. Only general func-
tions, such as keeping lane and distance, are taken over automatically by a system in 
level 2. In Level 3 to Level 5, three stages of automation are classified, from highly 
automated through to complete automation in which the vehicles without steering 
wheel also move without a driver. The development towards autonomous driving 
takes place with the established manufacturers in evolutionary steps. In series vehi-
cles, especially in the upper segments, systems of Levels 2 and 3 and thus the intro-
duction to automation are established. Market demand and customer acceptance are 
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constantly increasing in line with the offered comfort and attractiveness of prices. 
The required technology components for achieving further automation levels are 
available, but these are in different degrees of maturity, as shown in the overview in 
Fig. 5.9 [Cac15].

The figure shows the technologies, both inside and outside the vehicles which are 
required to establish solutions for automated driving. The respective technical matu-
rity as well as the innovation potential of the components are assessed. The degree 
of maturity is, for example, in sensor technology, in the communication capabilities 
and in the map material in the upper middle range or “near-series state”, and the 
innovation potential is mostly high. From the experts’ point of view, there is thus no 

Fig. 5.8  Definition of automation levels for system-assisted driving [SAE14]

Fig. 5.9  Maturity and innovation potential of automated driving solutions [Cac15]
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obstacle to a market introduction of highly automated driving in 2020. Consequently, 
many manufacturers and also suppliers are envisaging fully-automated vehicles by 
2030, evaluated in the IAO study, and shown in Fig. 5.10.

The graph shows the announcements made by manufacturers and suppliers as to 
when production maturity of vehicles in different degrees of automation will be 
achieved. It can be assumed that due to the competitive pressure and the large num-
ber of announcements, the target of fully automated vehicles will certainly be reached 
by 2030, despite minor setbacks. In addition to the evolutionary steps of the estab-
lished manufacturers, new suppliers, such as Uber and Tesla, and certainly further 
suppliers as well in the future, such as Baidu and Alibaba for instance, will “attack” 
directly at the level of Autonomous Driving. By 2030, the currently widely discussed 
legal framework will have been created precisely with regard to liability issues. The 
operational performance of the communication infrastructure will also be established 
to ensure the necessary vehicle/vehicle and vehicle/manufacturer-backend dialogues, 
as well as communication from the vehicle to any new business model partners.

This development towards autonomous driving is clearly marked and developing 
continuously, so that this technology can not be qualified as disruptive in character 
as there is no surprise moment. Autonomous Driving is however bringing outright 
new possibilities to redesign the mobility services offerings. In this field, new busi-
ness models are to be expected, which will put established offers into question 
entirely. Some ideas are these:

•	 Autonomously-driving shared taxis
•	 Urban district mobility … residential areas intelligently sharing autonomous 

vehicle fleet

Fig. 5.10  Roadmaps for automated driving [following Cac15]
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•	 Company platforms … mobility instead of company cars
•	 Logistics cloud … e.g. autonomous delivery services for spare parts
•	 Supply chain platforms … autonomous delivery of production lines
•	 Medical service by health insurers … autonomous vehicles for elderly persons to 

transport to the doctor
•	 Autonomous delivery services of purchases
•	 …

The common characteristic of these ideas is that services and autonomous mobil-
ity are bundled into new, comfortable offers and then become easily accessible via 
internet-based platforms. Operators of the platforms are often IT-affine new com-
petitors, which then due to the scalability of the Internet solution and the fast market 
maturity of the new service ideas quickly take significant market shares from often 
established providers. The manufacturers must (re-)position themselves here as well 
and prepare for this type of competition if they are to succeed.

With the constantly improving general conditions and also the growing possibili-
ties on the basis of this technology to open up new business opportunities, the share 
of autonomous vehicles in the new car business is continuously increasing. 
Figure 5.11 shows a forecast.

The picture depicts the development of the share of autonomous cars in the new 
car business by the year 2040. Four different scenarios are analysed, which each dif-
fer in the vehemence with which the new technologies and business models are 
absorbed by the market. Furthermore, it is assumed that today’s barriers in the areas 
of law as well as remaining technological hurdles are resolved. Within this framework, 
a market share of 15% is predicted in the middle scenario by 2030, between 4% in 
the conservative scenario and 50% in the progressive scenario. Beyond the year 
2030, another significant share of business is seen, partly with exponential growth.

Fig. 5.11  Share of autonomous vehicles in the new car business over time [Kaa16]
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It can be assumed that most autonomous vehicles are not used by private indi-
viduals, but are used within new mobility and service models, especially in large 
cities. From this, the author deduces his hypothesis that in 2030 at least 30% of the 
vehicles drive autonomously in the Megacities. This is taking into account the 
higher levels of utilisation covering more than 50% of the mobility needs in the cit-
ies, so that through the autonomy and the new mobility services offered by plat-
forms a “disruptive” upheaval in the automotive industry is imminent. As a result of 
the increased use of vehicles in mobility services, the new car market will at least be 
significantly reduced in the megacities, certainly for the time being still being com-
pensated by the growing demand in the emerging countries.

5.4.4  �Electromobility

The currently increasing traffic density, namely in the big cities, leads to massive 
environmental pollution, for example by carbon dioxide, particles and noise, too. 
This development is not acceptable anymore and many efforts are underway to 
change this situation. In addition to offering mobility services, the automotive 
industry also aims to reduce consumption and pollution levels by using lighter 
materials, design measures and the use of smaller engines. These technological 
methods are not to be detailed within the framework of this book. However, electro-
mobility is to be discussed here as another area for solutions to environmental 
issues, since this technology also plays an important role in the topic of digitisation. 
In addition to the environmental aspects, a driver of electric mobility also is the fact 
that the supply of fossil fuels is limited.

At the beginning of the car introduction, electric drives were the preferred drive 
technology around the turn of the century, and around the year 1900 most cars were 
driven electrically in the USA.  In competition, however, the combustion engine 
quickly began to dominate. The arguments were the higher range and a fast growing 
petrol station infrastructure and thus the very parameters, which are the focus of the 
current discussion about the spread and acceptance of the electric drive. Furthermore, 
in this discussion the environmental balance of electric drives in comparison with 
combustion engines is now questioned frequently. In this context, not only the 
energy consumption for the driving but the entire life cycle of the vehicle type 
should be compared, for example, with respect to production, service and also 
scrapping. Furthermore, it is decisive for the assessment of the environmental bal-
ance of how the required electricity is generated. Regenerative processes, which 
increasingly contribute to the energy mix in Germany, are particularly environmen-
tally friendly. With the proportion of this “green power generation” currently being 
achieved in Germany and observing the entire life cycle, electric mobility achieves 
significantly better environmental values ​​than internal combustion engines [VDI15].

Combustion engines using natural gas or biofuels are also considered clean. 
Advantages of the electric motor are in its high energy effectiveness with an effi-
ciency of more than 90%, while combustion engines perform at around 35% [VDI15]. 
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In addition, the assembly of electric vehicles is considerably simpler, since many 
parts such as gearbox, fuel system and exhaust system are eliminated, making them 
considerably easier to manufacture and also significantly cheaper in terms of main-
tenance. The special feature of the “engine brake”, i.e. he fact that the vehicle can be 
decelerated without using brakes, adds to the high efficieny and also to low brake 
wear; the brake energy can be fed into the battery, while in the conventional brake 
system it just fizzles out as heat.

The electrical energy required for the operation is currently provided by batteries 
as energy storage for almost all vehicles. The energy density of today’s batteries is 
considerably lower than that of diesel or petrol. This low density leads to very large-
volume, heavy batteries and to a relatively short range of electric vehicles. For this 
reason, many research projects around the world aim to improve battery technology, 
thereby improving the range at acceptable weight, volume and price. An alternative 
to the battery, and a parallel development focus, is to produce the energy on board 
the vehicles via hydrogen fuel cells. The maturity of this technology clearly lags 
behind that of the battery.

As a result of the massive research efforts undertaken by all manufacturers as 
well as the clear consensus among policy makers and customers that electricity is the 
preferred climate-friendly and sustainable solution, it is to be expected that by 2030 
a considerable proportion of the new cars will have a pure electric drive. Available 
serial cars of some manufacturers underpin this hypothesis. Especially Tesla Motors, 
currently benchmark in the range of its standard vehicles, with its investment in 
charging infrastructure and the construction of a gigantic battery factory together 
with Panasonic in Nevada, is the driver of the development [Lan16]. Many manufac-
turers offer hybrid drives, i.e. the combination of combustion and electric drive, to 
bridge the range problem. From the author’s point of view, these will by 2030, with 
the solution of energy supply, be less in demand and play just a minor role.

In Germany, according to the ideas of the Federal Government, one million elec-
tric vehicles will be on German roads by 2020, with the aim of reducing the carbon 
dioxide emissions by 2020 by 40% below the 1990 level. China plans to launch five 
million electric vehicles by 2020 and initiated support programmes and infrastruc-
ture projects. Also the UK, France, Norway and Japan have ambitious targets, and 
purely battery-driven electric vehicles gain market significance. There is extensive 
literature and numerous studies on electromobility, which also provide prognoses 
for development [VDI15], [Kor12], [Wie13], [Bra16]. For example, Fig. 5.12 shows 
the situation of the most important markets.

The graph shows the sales figures in major automotive markets in a year-on-year 
comparison of 2014/2015 as sums for purely electrically-powered vehicles versus 
hybrid models. By far the leading market for electromobility by volume and also 
growth is China, thus underpinning the strategy of technology leadership. The con-
siderable state support shows effective there, with the goal of achieving a strategic 
position through technology leadership. The US is behind certainly also as a result 
of the currently low petrol prices, while in Europe the UK, France and Norway are 
characterised by high growth rates and Germany by growth at a low level. The 
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above studies assume that the market will grow heavily, and the share of new car 
business is predicted to be at 30% by 2030.

The trend is clearly confirmed this way and very interesting and important from 
the point of view of digitisation, as the considerably simplified structure of electric 
vehicles also results in new business models in production, assembly and logistics, 
as well as in sales and after-sales. The software ratio in the vehicles is also increas-
ing massivelly, for example for electronic controllers. This results in options in the 
vehicle configuration, for example, to change parameters for the driving behaviour 
via the setting of software parameters. In 2030, necessary updates of the software 
will, in analogy to the update of the software of smartphones, only be “over the air” 
without much effort, flexible and demand-orientated, without a visit to the garage 
which nowadays is often still required. Because of this affinity for digitisation sub-
jects, manufacturers should align their plans for electromobility and digitisation, so 
as to exploit synergies and strengthen their competitiveness. This is particularly 
important as electromobility allows the possibility of revolutionary approaches and 
thus lowers market entry barriers. The opportunity will be taken by new competi-
tors, namely from China.

5.4.5  �Centralised Embedded IT Architecture

Electromobility is another significant step of the car towards the “Driving IT 
System”. This statement is supported by a survey of the so-called “embedded IT” 
which is established in today’s serial vehicles. The development of the software is 
shown in Fig. 5.13.

Fig. 5.12  Electric vehicle sales situation (incl. hybrid vehicles) on a year-to-year basis 2014/2015 
[Bra16]
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The engine and chassis control system is becoming ever more complex. Also, 
more and more automation, assistance and comfort functions such as, for example, 
automatic wiper control, ABS, or air conditioning systems with individual climate 
zones are added to the vehicles. This leads, as the figure shows, over time to an 
increase in the volume of software used in vehicles, measured in “Lines of Code”. 
At the same time, the complexity and the software costs as a portion of the vehicle 
costs increased exponentially over time from 5% share in 1978 to 40% in 2015. This 
trend will continue, and in the coming years the software ratio will grow up to 80% 
for hybrid and electric vehicles. To illustrate this immense amount of software: In 
2015, the Ford GT included more Lines of Code than the Boeing Jet Airliner 
[Ede15]. Similarly, the number of control units installed in the vehicles, quasi indi-
vidual computer systems, for controlling vehicle system units further develops. 
Now more than a hundred control units are used in today’s premium vehicles.

It is therefore clear that IT will become the formative technology in the automo-
tive industry, and the majority of manufacturers in 2030 will be IT companies with 
“attached vehicle production”.

This inevitable development is meanwhile recognised, but is often not taken into 
account adequately. Adequate measures and transformation initiatives are missing 
in many manufacturers. Today, ECUs (Electronic Control Units) are mostly seen as 
part of traditional development projects and are typically assigned island-wise as 
“blackbox” to provide required functions as a supply part, for example, an inte-
grated hardware/software solution for climate control. Independently of one another, 
further locally optimised “control device islands” are created, for example, to enable 
comfortable automatic driver-specific seat settings or to control engine optimisation 
or driving behaviour. In this way, today’s embedded IT architecture, which has 
evolved over decades, is based on the vehicle structure and often oriented on the 
organisational structure of the vehicle manufacturers. In addition the control units 
are supplied by different suppliers. The required wiring between the control units 
and connected actuators, signal transmitters and control elements has resulted in 
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kilometres of cable trees. Various network topologies and communication protocols 
are used. The manufacturers are trying as a total integrator to ensure a fail-safe 
interaction of all IT components through comprehensive integration tests.

The grown architectures of the embedded IT have led to a massive and barely 
manageable complexity, and it requires a very high effort for development, integra-
tion test, operation, updates and adjustments. Extensions within this architecture, 
not to speak of fundamental adjustments in the life cycle of a vehicle, are only pos-
sible with considerable effort. The error rate and failure frequency due to IT and 
electronic errors is high. The implementation of new functions, especially in the 
area of ​​“drive by wire”, i.e. the transmission of mechanical control to electronics, 
such as braking or steering, are delayed by the performance deficiencies of today’s 
embedded IT. This unsatisfactory overall situation has been recognised, and attempts 
are made to achieve harmonisation and simplification, through standardisation for 
instance. In particular, the Automotive Open System Architecture (AUTOSAR) ini-
tiative is to be mentioned here, in which numerous manufacturers have formed a 
consortium [Sch12].

From the author’s point of view, even these standardisation efforts will not suf-
fice for the evolutionary improvements of the established IT architecture to continue 
successfully into the year 2030, since their sustainability for future requirements, 
e.g. for electric drive and autonomous driving, no longer exists, at least not in eco-
nomic terms. Therefore, it can be assumed that by then completely new “disruptive” 
architectures have established themselves [Wei16]. At the very least, new market 
participants will follow this path and thereby overtake established manufacturers 
who for (too) long stick with the “status quo”, thus adapting themselves more sus-
tainably to the future requirements of the automotive industry. Characteristics of the 
architecture which will be established in 2030 are under technological and func-
tional aspects:

•	 Integration of embedded IT to manufacturer backend via open platform
•	 Hardware: central computer, plus a black box
•	 Middleware for the integration of sensor system and applications
•	 Software/Applications: groups / domains of Functions … multitier architecture
•	 Embedded broadband communication: Ethernet as the main technology
•	 Car-to-Backend, Car-to-Car and Car-to-Infrastructure communication near 

real-time
•	 High proportion of equipment/functional elements can be connected by 

software
•	 IT updates as well as on-demand control of functions “over the air”
•	 Openness to the connection of neighbouring IT  – for example smartphones, 

mobility service providers, charging stations, transport infrastructure
•	 Vehicle concepts built on a central computer

Based on future customer expectations and new business models, the implemen-
tation of these aspects happens by taking into account the tried and tested concepts 
and experiences of traditional IT, such as decoupling, virtualisation, separation of 
data storage and logic. Established Open Source solutions are part of the technology 
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platform in order to exploit the innovative power of the interested “crowd” and also 
to achieve cost advantages. The implementation also takes account of the concerns 
for a smooth interaction of mechanics, electronics and software. The new approach 
also focuses on harmonisation and standardisation, thus reducing technological 
diversity. The simple overall approach and the low complexity that can be achieved 
in this way lead to comparatively high operational reliability, low costs for develop-
ment and operation, and easy expandability in order to be able to map future require-
ments as well as new business models.

In light of these objectives, initiatives by providers and manufacturers are under-
way to design appropriate architectures. Figure 5.14 shows an example of a Linux-
based concept for an open infotainment platform.

Based on the operating system, the middleware level provides standardised ser-
vices as a central element, which integrate the applications via the standardised 
interface (API)  – also in different user-specific representations, called User 
Experiences (UX). Similarly, the various control units, actuators and signal trans-
mitters are flexibly integrated via the hardware layer. Within the shown architecture, 
the latest technologies such as WiFi, Bluetooth, multimedia and so-called “location 
based services” (LBSs) are also supported [Bre15].

Many manufacturers pick up these new integrated architectural concepts and try 
to drive the evolutionary further developments of existing approaches in this direc-
tion, e.g [Ain13, Ber16]. However, from the author’s point of view, a new approach 
is more promising. New vehicle series, but especially electric vehicles, should be 
used to form a new architectural approach in a “green field”. An integral approach 
by Audi AG is shown in Fig. 5.15.

Fig. 5.14  Architectural concept for an open infotainment platform [Bre15]
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The IT architecture in the vehicle, shown as an overview in the centre of the 
figure, is based on a domain structure, for example for services in the area of the 
cockpit, the drive and also for driver assistance. The in-vehicle communication is 
based on fast Ethernet technology. Different control units and signal generators are 
combined in the semiconductor level and are integrated via a flexible, non-displayed, 
adapter layer. Outside the vehicle the integration into the so-called backend systems 
of the manufacturer (OEM) takes place via fast 5G communication standards. In the 
OEM backend are applications that work together with the Connected Services of 
the vehicle, for example, for a concurrent diagnosis to prophylactically detected 
maintenance requirements, or to provide the driver with individual operating 
instructions. The OEM backend holds protected data, for example on the vehicles, 
on customers or also on motion profiles. Also provided is an integration from the 
vehicle or manufacturer environment, and the integration of the map service “here” 
is shown exemplarily at this point.

These integration options are also used, for example, to integrate vehicles into 
mobility services or to display information to the driver from the surroundings, for 
instance to parking facilities or even restaurant offers, in the vehicle display. On the 
basis of the architecture, also the communication from vehicle to vehicle and from 
vehicle to infrastructure is implemented and basis of new services.

The future software and application structure requires high computer and com-
munication performance. For this reason, a changed IT hardware structure will be 
established in the vehicles by 2030. Instead of numerous distributed control units, 
often with a single function reference, a few central high-performance computers, 
secured by backup systems, will provide the required performance. This consolida-
tion will simplify networking. Software development and testing are carried out to 
a high degree automatically.

These topics, briefly presented as a perspective, shall not be discussed in more 
detail here. Instead, please refer to the relevant specialist literature, for example a 
roadmap study with further sources [All15]. For the digitisation focus of this book, 

Fig. 5.15  Structure of an End-2-End architecture [Hud16]

5  Vision Digitised Automotive Industry 2030



103

it is important that manufacturers take measures to establish a future-proof architec-
ture for embedded IT. A new approach seems to offer time and cost advantages over 
an evolutionary method. With the architecture, a comprehensive integration and 
communication capability must be achieved in order to enable, for example, mobil-
ity services, autonomous driving and the integration into new services and thus new 
business.

5.4.6  �Prototype-Free Process-Based Development

The development of new vehicles from the idea through to serial production is gen-
erally described in the so-called Product Development Processes in accordance with 
the German VDA Standard 4.3 [VDA11]. The development area is divided into 
components and vehicle subsystems, for example, there are organisational units for 
the chassis, powertrain and interior. The embedded IT is often a separate organisa-
tional unit.

Vehicle development has been taking place for years with the help of IT solu-
tions. For example, CAD applications with different versions are used for manufac-
turing drawings incl. calculations and simulations. They often work with workflow 
solutions as well as Bill of Material Systems. The basis for the development is the 
mechanical vehicle structure and a component-oriented approach. The embedded 
IT is designed along with the respective components, often as an isolated solution 
and without an integrated IT overall architecture. This approach does not adequately 
reflect the increasing penetration of vehicles with electronics and software. The 
result are current development times of several years for new vehicle projects, mas-
sive efforts for adjustments, changes and inadequate use of the IT possibilities.

As a way out, functional views are becoming increasingly established in addition 
to the traditional component-oriented approach. This means, assemblies of a vehicle 
are viewed integrally under functional aspects, thus making mutual influences and 
effects transparent, for example, in the determination of consumption or also of 
driving behaviour and for checking the interaction of mechatronic components. 
This concept of a function-orientated approach will be established universally by 
the year 2030. The current IT applications are being expanded to support this meth-
odology, and new vehicles are automatically developed using cognitive engineering 
solutions based on functional structures. Augmented Reality solutions quickly show 
the first presentations of the new vehicle design and, in connection with virtual 
environments, the construction of prototypes and test runs largely become obsolete 
[Run16]. The development period of new vehicles will drastically shorten, accord-
ing to the author’s opinion to below 1 year. Customer-specific adaptations of exist-
ing vehicles can be entered daily.

In addition to tool support and automation, a further prerequisite for this is to 
give up in development projects the method of the so-called “waterfall” procedure 
and to rather achieve rapid results with agile methods close to the requirements with 
interdisciplinary teams and creative approaches.
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This also applies to the safe elimination of vehicle problems, which are identified 
in the so-called fault elimination process. To this end, in 2030 company data from 
various sources, information from after-sales and service, as well as publicly acces-
sible data, are automatically and continuously assessed by means of extensive “anal-
ysis agents” in order to detect problems and faults of serial vehicles in the market at 
an early stage. These findings are continually considered in the development, where 
they are prompting rectifications. These are bundled with further adaptations directly 
into production and are transmitted, if necessary, as preventative measures in after-
sales and service as “Update over the Air” into the respective vehicles.

This close fault elimination process, the functional orientation and also the com-
prehensive use of Virtual Reality technologies towards prototypless development as 
well as the automation of the development processes by “IT-machines” are focussed 
on in the industry by some manufacturers, and corresponding transformation proj-
ects are being implemented.

A major challenge remains that all these initiatives are still based on the tradi-
tional component-oriented vehicle approach. The embedded IT is managed as a 
separate module. From the author’s point of view, this approach does not adequately 
take account of the massive entry of IT into the vehicles. More and more parts are 
determined by IT components. Future overarching IT architectures with common 
service elements, which are then used in different components, must then be main-
tained by means of cross-references or, again, special IT lists. This leads to consid-
erable complexity and a great deal of effort, especially with respect to Bill of 
Matarial explosion for material requirements planning and also with regard to the 
updating in after-sales for maintenance.

In the view of the author a disruptive approach can therefore be foreseen here as 
well. It is to be assumed that in 2030, at least with electric vehicles having 80% 
IT-related value added share, the central processor of the embedded IT will be the 
basis of vehicle architectures and thus of the Billl of Materials Systems. Similar to 
the development of smartphones, the processor will become the dominant compo-
nent of these vehicles and will replace the mechanical basic structure. To support 
this hypothesis, Fig. 5.16 shows the hardware architecture of a smartphone.

The picture shows that the central processor dominates the sub-assemblies of the 
device. Both sensor and camera systems are controlled as well as communication, 
energy management and the user display. All these functions already play an impor-
tant role in vehicles today. The typical driving topics in close connection with assis-
tance systems and the control of the electric drives come in here as well. There are 
only few mechanical parts left that are not integrated with IT.

In this respect, in the view of the author, the trend towards processor-oriented 
development is also to be foreseen as the basis for BOM processing, material 
requirements planning and further follow-up processes. It is up to the established 
manufacturers to decide to embrace this disruptive approach of a processor-oriented 
development. The development of new electric vehicles could provide a suitable 
entry. It can be assumed that new manufacturers are pursuing this path and thus cre-
ate further pressure to drive the transformation of the development process.
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5.4.7  �Internet Based Multichannel Distribution

Another sector which has to undergo comprehensive transformation in the context 
of digitisation is the sales department. The pressure for change is driven by new 
technologies around the Web 2.0, smartphones and social media, through changed 
customer expectations and also changed buying behaviour. This situation was 
explained in detail in Chap. 2 and also in Sect. 5.2. Furthermore, the transformation 
is absolutely necessary because the established structure no longer meets the new 
market requirements and the changing supply. This situation is illustrated in 
Fig. 5.17.

Fig. 5.16  Hardware architecture of a smartphone [Ram13]

Fig. 5.17  Transformation of automobile sales (Source: Author)
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In the overview, the long-established main processes of sales are set against the 
acting parties. In today’s distribution structure, shown in the upper left part of the 
matrix, the manufacturers do not have a direct end customer link. Marketing, sales, 
after-sales and service support are provided to importers by the manufacturers in the 
countries and markets. For example, when launching a new vehicle, manufacturers 
arrange advertising and television spots and provide marketing material for sales 
support. The manufacturers also provide vehicle configurators and call centers for 
customer support. These services go to the dealers in the countries through the 
importers, who often make their own market-specific additions. Dealers, in turn, are 
often organised in commercial chains and are thus large enough to carry out their 
own sales campaigns or to use own local application solutions, for example so-
called dealer management systems (DMS). The dealers are currently the end-user of 
the sales channel of the manufacturers and in direct contact with the vehicle cus-
tomer. In addition to vehicle sales, the focus of the dealer is in particular the after-
sales service business, including the luctrative spare parts business.

In the future, this sales structure will change drastically as new offers and busi-
ness segments will arise alongside the vehicle and service business. If manufactur-
ers wish to offer Connected Cervices, mobility services, the provision of intermodal 
transport, i.e. the use of different means of transport during a trip, as well as third-
party business, such as the booking of hotel accommodation with the help of the 
Connected Services of the vehicle, appropriate sales channels have to be estab-
lished. These must then be specifically tailored to the customer. In the future, these 
will be both vehicle buyers and new customers for whom the new offerings are 
interesting, irrespective of the specific vehicle. This situation with the new distribu-
tion fields is also shown in Fig. 5.17. The larger area of ​​the new distribution sectors 
in the simplified presentation illustrates the considerable need for change in sales.

A very heterogeneous ownership structure is complicating the necessary adjust-
ments to the current sales structure. Different ownership structures are established 
among manufacturers, often in mixed forms, which differ even further depending on 
the markets. In many cases, manufacturers own importers in strategically important 
markets and also hold selected trading companies in some markets, often also estab-
lished as “flagship stores” in large cities. In some cases, exclusive contractual rela-
tionships with independent trading partners are established, or the distribution is 
exclusively via free companies. This heterogeneous ownership structure and the 
indirect ways of customer access and mixed customer management as well are com-
plicating the necessary transformation. The following unambiguous trends for the 
orientation towards the year 2030 have to be considered in the transformation of 
sales:

•	 The sale of vehicles and spare parts via the Internet will rise massively.
•	 Big Data and Analytics through the evaluation of different data pools (for exam-

ple, social media, manufacturer data, dealer information) create detailed findings 
about potential new customers so that these can be “developed” until purchase 
with personalised offers in the sense of “next best action”.

•	 Virtual Reality will be of great importance in the sales process, also used for 
example in the configuration test and for virtual test drives.
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•	 The number of dealers will decrease significantly. Dealers are successful if they 
are part of larger organisations or commercial chains and are directly involved in 
the sale of offers from the new business segments.

•	 Customers expect to get the same experience on all sales channels, and that the 
level of information is synchronised, for example, to interests or inquiries.

•	 The Internet-based sales are carried out to a large extent via multi-brand plat-
forms. Complementary products such as financing, insurance, and service are 
also handled via these platforms.

•	 The financing organisations and Banks are, just as the main business part, an 
integral part of sales platforms.

•	 Vehicle ownership will shrink in favour of mobility services, particularly in large 
cities.

•	 The traditional vehicle business with the focus on ownership takes place in 
“emerging markets”.

•	 Mobility services are provided to a high proportion by autonomously driving 
vehicles. Electric vehicles make up a high percentage of fleets.

•	 Mobility services are managed to a significant extent via non-brand platforms. 
Also complementary services such as intermodal transport, booking of tours or 
chauffeur service as a premium option for special events.

•	 Brands play a minor role in mobility services. Main consideration will be a com-
petitive price/performance ratio at the desired service level.

•	 The loyalty to mobility platforms is achieved through commercial models and 
customer programmes.

•	 Manufacturers will develop new business fields. For example, integrated 
Connected Services can be used to refer vehicle users at a “handling fee” as cus-
tomers to hotels or restaurants.

•	 Manufacturers sell insights gained from vehicle and motion data to insurance 
companies or component manufacturers for instance.

These trends are clearly visible, they will intensify in the future and thus drive the 
transformation of sales. It is absolutely essential for the established manufacturers to 
swiftly and successfully push the necessary restructuring since the new business seg-
ments will in the future make a considerable proportion of the sales and profit share 
of the industry, and these topics are particularly competitive and being addressed by 
new entrants as well. This situation is underlined by some current studies and books, 
e.g. [Bra15], [Lau16], [Köh14]. The expected business development and division is 
impressively illustrated in Fig. 5.18, taken from one of these studies.

It is predicted that the revenue share from pure vehicle sales, including related 
Connected Services, will decrease continuously and will be 50% by 2035. By con-
trast, business with mobility services and new sales spheres, such as data trading 
and intermediary channels, will grow to as much as 50%. The study also examines 
profit shifts. In this respect the prognosis is that the margins of today’s profit drivers, 
after-sales including spare parts and financial services, will decrease considerably, 
and profits shift to the new business segments. These statements confirm the sub-
stantial pressure on manufacturers to position themselves clearly in the changing 
business environment and to organise sales in an adequate manner.
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From the author’s point of view, the battle with competitors like Google, Apple, 
Uber, Alibaba and Baidu will take place with the focus on mobility services in sales. 
Undoubtedly, the products and offerings must be developed and made available by 
the manufacturers. It is however important to establish these at an early stage close 
to the customer in order to secure “air sovereignty”. Other fields are also contested. 
For example, established online retailers such as Ebay and Amazon compete for 
market shares in the spare parts business and so-called “Fintechs”, quasi platform 
banks such as Auxmonex, Kreditch or also LendingClub, provide fierce competition 
to the financial services of the manufacturers. In addition, it can be assumed that 
other start-ups and also established companies from other sectors, such as electric-
ity suppliers, retailers or railways, try to enter the profitable new area of ​​the automo-
tive market.

In order to stay successful, the established manufacturers must transform the 
sales structure into a “multichannel” structure with many customer accesses, thus 
attracting customers directly via online channels as well as through traditional indi-
rect approaches. The customer should at all times through a variety of different ways 
be addressed in a uniform approach, based on a consistent information base, and be 
in dialogue with the manufacturer. To achieve this, manufacturers are required to 
dissolve established organisational islands and to create a new integrated structure, 
involving the importers and dealers, the after-sales organisation, the in-house finan-
cial organisation and new web-based services. In the context of digitisation it is 
necessary to create a cross-departmental integration of processes, applications and 
data. In addition, a culture must be created for the provision of new products, such 
as integrated mobility services or the trading of data, to cooperate with strategic 
partners and incubators in order to quickly develop competitive offerings for the 
traditional car business. Dealers and importers must also be actively involved in this 
transformation. While first beacon projects have started at the manufacturers, deal-
ers and importers have so far shown little readiness to transform [Lau16].
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Fig. 5.18  Development of global industry turnover passenger cars by 2035 [Bra15]
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5.4.8  �Digitised Automotive Banks

As already outlined in the description of the sales trends, the automotive banks are 
also undergoing a complete transformation. The wave of digitisation has already 
captured the general banking sector as one of the first industries years ago. The 
majority of all banking transactions are processed online today, and as a result, the 
traditional counter areas for private customers have been reduced to a minimum. A 
similarly complex restructuring is now underway at the banks of the automobile 
manufacturers. On average, 75% of all car sales are financed in Germany by a loan, 
of which 46% are accounted for by automotive banks [AKA16]. The overall objec-
tive of the automotive banks is the promotion of sales through attractive financing 
solutions. In addition, they finance investments by “their” manufacturers as well as 
by importers and selected dealers. The used-car business is becoming increasingly 
important. More and more private banking and complementary mobility services 
are being offered as well. In many cases is, in the author’s opinion, namely in these 
new fields of business, the overall strategy and orientation remains unclear in com-
parison with the manufacturer’s activities.

The traditional distribution path of the automotive banks leads to the customer 
via the car dealer. Interested car buyers in this day and age get information online 
about equipment features of the vehicle, financing and service options as well as 
prices. The purchase is carried out on the basis of the information obtained before-
hand, in the majority of cases still after a test drive at the dealer. The product infor-
mation and prices offered on the web by the atomotive banks are often of a generic 
nature and not specifically tailored to the current customer situation. This continues 
in many ways, and financing packages available at the car purchase are completed 
in tandem, partly with added insurance or service packages.

Direct, online-based interactions between the automotive banks and end users 
are currently taking place in complementary business segments, for example in the 
savings sector, but without any connection to the other business relationship between 
the customer and the manufacturer. There is no integrated customer profile about his 
private vehicle ownership, including vehicles of different brands, service history 
and other business connections. An extended view on the customer in the run-up to 
the car purchase on the basis of comprehensive network information is not available 
either at the dealer or at the automotive bank for the potential creation of a customer-
specific leasing offer. This situation opens large improvement potentials for process 
adaptations and digitisation measures. Figure 5.19 gives a good overview of how the 
customer-oriented processes will be digitally supported in the future.

The entire leasing process, shown on the left in the picture, from the inquiry, 
detailed coordination and provision of financing documents, as well as the conclu-
sion of the contract, can be processed online via smartphones, if necessary in dia-
logue with a consultant via live chat. The same technology in the interface with the 
same “look and feel” is used for the processing of payments, questions for clarifica-
tion and also the re-marketing of used vehicles. In the background, a central support 
organisation is available around the clock, across all processes. A parallel continu-
ous analytical system at any time provides an integrated view on the customer for 
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the support as well as for the sales and service organisation. With this solution, 
technical problems on the ground but also customer dissatisfaction can be detected 
at an early stage in order to then implement preventive measures to improve the situ-
ation. This full digitisation of the customer processes significantly increases 
efficiency and quality in process handling. The same also applies to the digitisation 
of the other business processes of automotive banks. More details on the topic of 
process automation can be found in Sect. 5.4.10.

5.4.9  �Flexible Production Structures/Open Networks/
Industry 4.0

Sales reliably works together with Production in the programme planning and the 
feasibility testing and fine trimming of customer orders. This interface will also be 
more closely integrated in the future due to the increasing individualisation of the 
vehicles and will be supported by Big Data methods. This is just one facet of the 
digitisation of production. This is driven by the Initiative “Industrie 4.0” and the 
accompanying Internet of Things approaches already with the implementation of 

Fig. 5.19  Digitisation of the customer processes in automotive banks [Pan14]
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projects (see Sects. 4.2, 4.3 and 4.4). It needs to be investigated whether these initia-
tives cover the entire field or the whole digitisation potential. This assessment is 
based on the following hypotheses as to how the production may look like in 2030, 
and which parameters are relevant. The following constitutes the author’s appraisal:

•	 In the high-wage countries, assembly-line production will be replaced by highly 
flexible production islands in which robots and workers produce customer-
specifically configured vehicles in close cooperation.

•	 Assembly line production will mostly be in “emerging markets”. High-volumes 
of vehicles are produced there for the local mass market and also for the fleets of 
mobility services providers for use in the established markets.

•	 Production make-to-stock is massively declining, and production to individual 
customer requirements predominates, especially in the premium segment.

•	 Industry 4.0 technologies are installed widely and enable the cost-effective pro-
duction of customer-specific vehicles with lot size 1.

•	 Suppliers are already closely involved in the planning, so that the customer-
specific production is continued in the supply chain.

•	 “Digital shadows” of production and logistics chains are established for proactive 
control. By using cognitive solutions, analyses and preliminary planning are possi-
ble on this basis, which create the required reaction times in the supply chain.

•	 A company-wide production monitoring is established for control and surveillance. 
From the overall view, manufacturers can zoom from individual plants down to 
individual tools or components. Self-learning application systems provide the con-
trol team with action plans which are implemented step by step, and automatically.

•	 New suppliers will be established, especially for electric vehicles, which do not 
have their own production capacities and rather solely use contract manufactur-
ers as supply partners.

•	 There is an surplus of production capacity which makes it easy for new suppliers 
to find manufacturing partners.

•	 In addition to robots, 3D printers determine production. These produce just in 
sequence also hand-in-hand with workers in the production area.

•	 A high proportion (50 + %) of spare parts are produced on demand locally in the 
large markets based on 3D printing and flexible production cells.

•	 In Production, Augmented Reality technology is used to a high degree. Simulation 
of plant layouts, feasibility testing, management of workers and also training are 
typical fields of application.

•	 Recycling of end-of-life vehicles will increase massively. Ecologically degrad-
able substances, such as those based on hemp, are used.

•	 In the further development of the RFID technology, the vehicles get a “lifetime 
chip” which is already used in production where the vehicle autonomously moves 
between the manufacturing cells. This chip remains in the vehicle and is then in 
active dialogue in after-sales and also for individualisation in Connected Services.

•	 Materials will contain communicable elements which can then be incorporated 
into the control system, for preventive maintenance works for instance. Foglets 
(see Sect. 4.9) are tested in pilot areas.

•	 Application software as well as robots are programmed in human language.
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Many research projects and pilot projects are under the heading “digital shadow” 
tackling one of the main topics of the digitisation of manufacturing [Dom16], 
[Sch16]. This shadow means a virtual image of the production with all the data 
relevant to the value creation of the lines and also of adjacent systems. From this 
data, a time-based virtual model is created, often also called a digital twin, which is 
used for evaluations and analyses. The approach is illustrated in Fig. 5.20.

In the lower part of the picture the physical level of production is shown. This 
provides the basic data for the generation of the digital shadow and of the virtual 
image plus continuously further current data, for example, regarding utilization, 
machine and logistics data. This information is analysed in the virtual model, and 
operating instructions are given, but also preventive measures for production 
improvement are derived, supported by simulations. In the development of the mea-
sures, the systems take into account production-relevant requirements, for example 
with respect to the inventory level or the set-up sequence. This integrated control 
and optimisation based on a digital shadow is still in the research stage, and there 
are first pilot testings. By 2030 though, this approach will be widely established.

Today’s initiatives and projects among the established manufacturers have often 
been launched in the context of evolutionary improvements, for example for the 
continuous raising of the degree of automation, and are being addressed even more 
focused within the framework of the Industry 4.0 initiative. However, this is often a 
question of just individual projects, and there is a lack of a paramount objective, 
which is proposed in the implementation recommendation for Industrie 4.0 
[BMB13]. The aim is in the horizontal integration to address the entire value chain 
across all company organisations and beyond company borders. The vertical inte-
gration seeks to facilitate a dialogue between the company’s management level and 
individual machines. The challenge thereby is to establish digital consistency and 
continuous integration of the engineering throughout the entire product life cycle 
and the manufacturing system.

In this holistic sense, the digitisation progress in the production of the estab-
lished manufacturers today is too slow from the author’s point of view, and there is 
a risk that new entrants will right from the outset begin at a significantly higher level 
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Fig. 5.20  Measures for production adjustment [Bau16]
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in their new production facilities. For example, Tesla Motors’ factory in which it 
will produce its Model 3 is designed to operate without direct worker participation, 
since people along the line slow down the speed to that of humans [Pri16].

In order to achieve this goal, “disruptive” concepts are required which are 
addressing a challenging overall objective. Established manufacturers find this par-
ticularly hard to do. One reason is that the highly automated lines are trimmed to 
efficiency and are closely integrated in their processes, for example in the commu-
nication structure and in the logistics networks. Far-reaching changes to these struc-
tures often mean operating risks which one wishes to avoid, so one is content with 
smaller optimisations.

In addition to the technological challenges addressed in Chap. 6, another impor-
tant reason for the slow progress is the heterogeneous organisation and the different 
objectives of the project participants. It starts with the IT. In many cases, the plant 
IT is part of the production organisation and is responsible for IT solutions around 
the plant and plant-oriented objectives, whereas the central IT as a staff function 
often reports to the financial sector and has more general objectives. The application 
solutions of the central IT are often developed separately and use different technolo-
gies than the plant solutions. The communication technology in the areas is also 
often different. It is an exciting point in the projects when IT people and the produc-
tion managers are to communicate project objectives using different technical terms. 
This example illustrates the need for an overarching governance model that brings 
together all parties involved in a project with a common understanding and the same 
prioritisation. It is important at this point to recognise that the evolutionary approach 
of the established manufacturers is too short-sighted from the author’s point of view 
and is also too slow to adequately counter the attack by the industry newcomers and 
to secure competitiveness on a sustained basis. Rather, holistic concepts are required, 
which are implemented together in a straightforward manner.

5.4.10  �Automated Business Processes

Today the production processes are being pushed forward with the focus on the 
Industry 4.0 initiative for digitisation. In addition, there is high potential in all other 
company divisions as well to increase efficiency and quality through digitisation 
and thus to secure competitiveness. Overall, according to the author, the following 
trends are characteristic for this topic, so that the vision for the year 2030 is as 
follows:

•	 In the administrative areas, for example in the financial, personnel and adminis-
trative areas, 80% of the business processes are executed automatically without 
manual intervention.

•	 In business areas where higher interaction and coordination are required, such as 
in engineering, quality assurance, order management or marketing, many busi-
ness processes are automatically processed, but the degree of automation will be 
less, around 50%.
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•	 The “process automata” are based on cognitive software technologies. These are 
integrated into the respective existing systems of the process areas and further 
develop by “self-learning”.

•	 The blockchain principle is also part of the company-internal platforms and 
enables a simplification or shortening of business processes by the elimination of 
testing tasks.

•	 The machines are integrated into platforms. The service call is performed via 
voice control based on intelligent mobile devices.

•	 In line with the concepts of the platform economy of today’s Web 2.0 economy, 
internal company-wide central business platforms will be established for han-
dling administrative tasks. These service platforms support all brands of larger 
manufacturers. Brand-specific organisations that provide these services today, 
will cease.

•	 The platforms will provide open interfaces so that the platform’s functionality 
can be easily expanded by third-party components.

•	 Today’s rollout projects of large software programmes will completely disappear 
and be replaced by “roll-in” projects, i.e. the extension of functions by third party 
components can easily be performed.

•	 Employee workplaces are equipped with assistance systems. These proactively 
support the user while, for example, prioritising of work and preparing informa-
tion search, as well as handling many tasks automatically, such as the booking of 
trips or the invitation and coordination of all parties involved in a meeting.

•	 The number of employees in the administrative and in the indirect sectors will 
decrease significantly.

The high degree of automation of the business processes and the establishment 
of business-internal business platforms, which are used as a “shared service” by all 
corporate brands, represent a significant increase in efficiency and quality compared 
to today’s handling of business processes with a relatively high proportion of man-
ual work. Similarly, assistant systems at the workplace greatly enhance productivity 
in day-to-day work. The first approaches on this path are now being evaluated in 
initiatives and tested in first pilots with small work contents. The approach of in-
house platforms for the finance sector is shown as an example in Fig. 5.21.

The core functionality of the in-house platform includes, for example, access 
management (single sign-on), security, data integration as well as analysis, business 
process control- and automation functions. Through an integration layer, existing 
financial applications are flexibly linked, so that existing know-how and invest-
ments made are protected. The App and mobility layer provides access to the finan-
cial solutions via mobile devices such as smartphones or cameras for the recording 
of gesture control. This allows users to work with the existing “legacy system envi-
ronment” through modern access methods. New functionalities are integrated from 
the outset as Apps via this level. The overall concept is based on a “roll-in” approach. 
The companies can connect themselves to the platform via defined interfaces and 
gradually start using the platform functionalities and step by step reduce or deacti-
vate the legacy systems. The platform concept thus enables an evolutionary trans-
formation from a heterogeneous legacy system environment to a global, harmonised 
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solution platform, which can be expanded flexibly and appealingly to users through 
Apps. This platform also enables step-by-step automation of business processes.

The concept explained examplarily can be applied to many company sectors 
such as purchasing, human recources and quality management. There are many 
companies that face the challenge of entering new solutions from an existing, his-
torically grown application environment. A proposal for the implementation of the 
approach is given in Chap. 6. In addition to the in-house solutions, cross-industry 
platforms will also be established as a marketplace between manufacturers and sup-
pliers, for example in the handling of logistics services. The goal here is to increase 
the efficiency of the transactions and the process transparency.

5.4.11  �Cloud-Based IT Services

In the implementation of business platforms as well as in all other digitisation activ-
ities, efficient IT services are a basic prerequisite. The provision of these services 
will in the future be based on fundamentally different structures and on the basis of 
new methods and concepts compared to the current situation. Typical for the IT in 
2030 are, according to the author, the following aspects:

•	 The manufacturers obtain 80% of the required computer and storage capacity 
from Cloud environments “out of the socket” on the basis of flexibly agreed upon 
service levels.

•	 Cloud environments are run by special providers from mega computing centres. 
These are flexibly linked to the manufacturer’s IT systems in so-called Hybrid 
Cloud concepts.
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Fig. 5.21  Concept of an internal company financial platform (Source: Author)
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•	 Unlimited data storage will be available almost free of charge on the Internet. 
Data storage is carried out via software layers (software defined storage).

•	 Mobile devices such as smartphones, wearables and smartscreens are integrated 
into furniture, clothing and machines. Computers controlled via voice command 
or gestures have replaced desktop systems entirely. The performance of the 
devices equals that of today’s supercomputers.

•	 IT projects with a long runtime as well as comprehensive rollout projects are a 
matter of the past. Instead, App-like solution components are created within 
days, and roll-in concepts are implemented on the basis of integration 
platforms.

•	 Agile project methods replace the “waterfall method” [Zwe16].
•	 Programming or software development is through voice control based on 

microservices architectures.
•	 Applications for the evaluation of the massive data stocks with recommendations 

up to the automatic implementation of reactions will make up a high proportion 
of the software offerings.

•	 The creation and operation of platforms for both in-house services and market-
places will account for a large proportion of IT services.

•	 The monitoring of IT infrastructures is carried out by means of so-called agent 
systems which are active in the application systems. These detect emerging prob-
lems early and automatically take corrective action.

•	 One of the essential IT cost drivers are the necessary security systems for the 
defense of cyber attacks. Quantum computers are first used primarily in the field 
of security, for example in cryptographic procedures for company protection.

•	 Public internet is available free of charge with sufficient bandwidth. Speeds of 
over 500 megabits per second are established.

•	 A new Internet structure based on IPv6 addressing will be established. A distinc-
tion is made in this regard between a private and a commercial area, which facili-
tates different services.

•	 The “Internet of Everything”, a comprehensive linkage of all kinds of things, is 
established [Tho15].

Figure 5.22 shows in summary the challenges facing IT to establish a solid plat-
form or basis for the transformation and digitisation.

The IT is represented in the figure as platforms, evolutionarily beginning from a 
centrally organised structure in stage 1, over distributed client/server architectures 
currently prevalent in stage 2, up to the future “3rd Platform” which must be able to 
process “Millions of Apps, Billions of Users, Trillions of Things” in the companies. 
This can, as discussed in the trends, only be achieved with very flexible hybrid archi-
tectures which can then scale in terms of both the computing power and the storage 
capacity by means of Cloud environments. Big Data technologies with deep analyti-
cal abilities are to be employed, based on which, for example, solutions from the field 
of artificial intelligence can be used for automation and the support of users. The 
mobile workplace with the always-on mentality is supported by the IT environments 
as well as new forms of collaboration based on “social business” solutions.
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A highly efficient, agile IT is the basis of digitisation initiatives, which are often 
based on the relevant technologies already described in Chap. 4, such as 3D Printing, 
Robotics or even Cognitive Solutions as an innovation driver. This is not about one-
time projects, but the key is in the continuous transformation both in the company 
and in the entire value-added network, taking into account the transformation among 
the customers and the suppliers. This holistic approach is explained in the following 
by means of a case study.

5.5  �General Electric – An Example of Sustainable 
Digitisation

To explain the topic of digitisation exemplarily with well-known “Valley based” 
companies such as Apple, Google or even startups, would actually be obvious. 
Uber, with its affinity to the industry targeted in this book, also is a valid candidate 

Fig. 5.22  Cloud-based IT platform [Sch15]
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however will later be taken up in Chap. 6. As a comprehensive example of a pro-
found and sustainable transformation based on digitisation, rather the company 
General Electric (GE) is acknowledged here. This company, with an age of almost 
130 years, is a founding member of the electrical industry and the only company 
that has been listed in the Dow Jones Index from its beginnings in 1896. With its 
origins in the lighting sector based on Edison’s light bulb which was patented in 
1879, the company developed into a globally active conglomerate with more than 
300,000 employees and acting in more than 100 countries. The product portfolio 
includes plants, machines and components, for example, for the healthcare sector, 
the basic material and aerospace industries, as well as integrated solutions for indus-
trial plant construction and the public infrastructure sector, as well as related main-
tenance services. GE’s aspiration is technological leadership through innovation. In 
this context, continuous development and transformation is a fundamental feature 
of the company and guarantees its long-term successful existence [GE16].

At about the beginning of the second millennium, when the Internet had estab-
lished itself as a business platform, more and more new competitors were entering 
this market of capital goods which supplemented their machines and systems with 
software solutions. For this purpose, data from the machines and from the applica-
tion environment was used to improve utilisation possibilities and reduce downtime 
on the basis of innovative algorithms.

This trend was perceived by GE as a risk and at the same time an opportunity and 
led to the decision that a drastic change in strategy and direction was needed. In 
order to prevent the risk of “commoditisation”, CEO Jeff Immelt clearly explains the 
GE strategy in 2011: “The goal is to create a global network of connected machines 
that GE uses to provide customers with significant operational improvements.” In 
2013, the CEO added: “We know there will be a partnership between the industrial 
and the Internet world. We just can not accept the fact that the data collected in our 
world are used by other companies. We must be part of this development.” [Buv15].

These findings invigorate the motivation to what can be described as a total 
reversal in the direction of a company which is characterised by industrial goods 
towards a data-based service company. In order to speed up and secure this transfor-
mation, GE has initiated significant actions and bold steps, which are surely of 
exemplary relevance; here is a summary [GE16], [Buv15], [GE16], [Pow15].

•	 Clear definition of a vision underpins clear objectives. A top-down approach to 
communicate and cascade the vision and goals.

•	 Establishment of a transformation programme for the development of corporate 
culture around innovation initiatives and the “FastWorks” programme (tools and 
methodology) to establish a start-up and entrepreneurship behaviour across all 
levels.

•	 Founding of a software house for the development of innovative software solu-
tions in the fields of Big Data, Analytics, Cognitive, Mobile, App and Industrial 
Internet with a basic funding of $1 billion.

•	 An investment of $1.5 billion to acquire smaller software companies from the 
Analytics and Big Data sphere in order to expand the company’s internal 
capabilities.

5  Vision Digitised Automotive Industry 2030
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•	 Hiring senior executives with appropriate digitisation experience, for example, 
as head of the new GE software company, as CTO and as sales manager for the 
new offerings and as the leader of the transformation. Parallel hiring of software 
architects, programmers and project managers to develop internal skills.

•	 Opening up of proven software solutions for interested software houses, so that 
they develop their own solutions to create a GE Ecospace, for example around 
the IoT platform “Predix”. To quote GE Executive Dave Barlett: “We want 
Predix to become the Android or iOS of the machine world”.

•	 Cooperation with technology companies such as Amazon Web Services, CISCO 
and Intel, as well as incubators such as LemnonsLab, RockHealth or Breakout 
Labs, as well as crowdsourcing partners, to discover new ideas and to temporar-
ily bring specific expertise into projects.

•	 Creation of a venture capital unit (GE Ventures) and establishment of a start-up 
network in relevant fields of innovation and thus early adoption of ideas and 
trends.

The overview gives a good idea of the multitude of actions and measures that 
drive GE’s transition towards a data-based service company. It is important to assign 
clear performance figures to the respective initiatives and to communicate them. For 
example, Fig. 5.23 shows the goals for the Internet of Things platform from the GE 
Annual Report 2016.

The picture shows some measurable specifications for moving forward with the 
digitisation in the field of the Internet of Things. In 2016, at least 200,000 machines 
should be interconnected, the Ecospace around the Predix platform be expanded to 
20,000 developers and 50 partners, and more than 100 Apps available in the indus-
try store. With these clear guidelines, GE underlines the strategy of providing sus-

Fig. 5.23  Goals for 
stabilising the IoT platform 
at GE [GE16]

5.5 � General Electric – An Example of Sustainable Digitisation
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tainable benefits to its customers in the area of ​​IoT services. In the annual report, it 
is also said that the platform towards the Digital Shadow or Twin will be enhanced 
in order to create a basis for forward-looking, intelligent solutions (see Sect. 5.4.9).

The strategy for comprehensive digitisation is not limited to the IoT example yet 
also applies throughout the whole company. Figure 5.24 shows a central picture of 
the annual report 2015.

The picture shows a comprehensive overview of the strategic initiatives in the 
transformation programme. Next, it is important to establish digital knowledge in 
each organisational unit. For this purpose, digitisation leaders with staffing shall be 
appointed in each unit. At the same time, the currently decentralised organisations 

Fig. 5.24  Objectives – General Electric en route to a data-based service company [GE16]
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are to be consolidated in one unit. The distribution responsibility for digital offers is 
assigned to all organisations in a matrix responsibility. According to CEO Jeff 
Immelt, GE aims to triple the direct revenue of the digital division from $5 billion 
in 2015 to $15 billion by 2020.

All these measures are bound into an integrally structured approach which is 
driven top-down [Buv15]. Although GE has already made a significant step forward 
in digitisation, it is important to understand that the transformation is being pushed 
forward continually, and that the environment must still be monitored very carefully 
in order to detect emerging disruptive trends, to address them, and to adjust struc-
tures and focuses in order to create new business potential.

Annex A2

For a more detailed assessment of the digitisation situation of some established 
automobile manufacturers, the author conducted a study on the basis of a variety of 
information sources such as annual reports, investor relationship publications of 
companies and specialist articles. The analysis was based on the following criteria 
(as of 08/2016):

•	 Connected services/autonomous driving
•	 Mobility services
•	 Digital processes
•	 Digitisation incubators
•	 Customer-focused orientation
•	 Digital IT
•	 Digital culture

Manufacturers were graded according to the evaluation criteria and rated in the 
groups of volume and premium manufacturers in a range from 1 (bad) to 7 (very 
good). A result of this are the spider diagrams shown in “Figs. 5.4, 5.5, and 5.6: 
Digitisation depth of vehicle manufacturers: premium and volume manufacturers”.

The following table summarizes the individual valuations.

�Annex A2
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Chapter 6
Roadmap for Sustainable Digitisation

The first chapters of this book have presented drivers, influencing variables and tech-
nologies of digitisation. In addition to IT as a digitisation driver, the innovative tech-
nologies and solutions relevant to the automotive industry were described, and namely 
the influence of digital natives as future employees and customers was discussed. 
Based on this, Chap. 5 examined the changes in customer expectations and purchas-
ing behaviour, analysed the current degree of digitisation in major manufacturers and 
described in detail a vision of the digitised automotive industry by the year 2030.

Between the achievements so far and the upcoming developments and possibili-
ties to 2030 is a considerable distance, which is to be designed purposefully on the 
basis of a comprehensive roadmap. In the following, detailed proposals will be 
developed based on the author’s studies and projects over many years.

6.1  �Digitisation Roadmap as Part of Company Planning

Digitisation initiatives are a cross-cutting issue in the business model of a company and 
influence all major business processes. To this extent, a digitisation roadmap covering 
all fields is not to be handled in isolation however as an integral part of a long-term 
company-wide strategic planning process. Figure 6.1 structures a suitable approach.

In the first step, the understanding of the market situation and customer require-
ments form the basis for the following strategic decision of which markets or cus-
tomers will be addressed with which products and solutions. The business structure 
and the associated processes must then be aligned in a streamlined manner as effi-
ciently as possible to implement the strategy. Building on this optimised structure, 
a vision for the direction and goal of digitisation has to be developed. Digitisation 
fields with procedures and roadmaps are to be defined for the implementation. IT 
and corporate culture are not part of individual planning steps yet overarching 
thematic fields whose inclusion is a prerequisite for the successful transformation 
and implementation of the digitisation roadmap.
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However, the planning process is not to be carried out just once with results 
being implemented as one-off measures. Rather, it should be established as a control 
loop and normally be cycled every year. Due to the specific dynamics of digitisa-
tion, a half-year cycle is recommended at least in the “run-up” phase of implementa-
tion. Parallel, it is necessary to analyse continuously which movements are occurring 
in the markets and in customer behaviour, and also whether there are any disruptive 
trends on the basis of new technologies or business models. The findings lead to 
continuous strategy and planning adjustments.

This briefly outlined sequence gives the structural framework for the following 
explanations. The sections below detail the individual steps, while the subjects of 
corporate culture and IT are discussed in Chaps. 7 and 8.

6.1.1  �Assessment of Market Potential and Customer 
Requirements

Detailed customer and market understanding is the essential basis for formulating a 
company strategy. This insight is not new and surely taken into account by the auto-
motive manufacturers today, and there is extensive information on this in the com-
panies so that the discussion of the topic can be kept brief and exemplary here.

Fig. 6.1  Development of a roadmap for digitisation fields (Author)

6  Roadmap for Sustainable Digitisation
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Section 5.2 already described as basis of the “Auto-Vision 2030” the relevant 
consumer trends and the changing customer behaviour as well as the buyer types 
deriving from these. It is important to translate this information into an estimation 
of the market potential by regions and target customer segments. Traditionally, 
manufacturers are focusing on the potential vehicle sales, broken down, for instance, 
according to vehicle types, drive technologies and equipment preferences. However, 
due to the changes in the automotive value-added areas, further new business poten-
tials are also to be evaluated. These include autonomous driving, mobility services 
and new digital business segments, which are evolving through the sale of data or 
through commissions for drivers as customers of restaurants, hotels or trade.

Fig. 6.2  Distribution of mobility consumption by type of mobility in 2020 [Win15]
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Following the customer segmentation in Chap. 5, Fig. 6.2 illustrate the break-
down of automotive markets by type of mobility in the main markets in 2020.

The graph distinguishes the so-called Triade markets, i.e. the NAFTA region, the 
EU and the industrialised East Asia, from the BRIC markets with Brazil, Russia, 
India and China. The established markets are divided into different mobility 
types with respect to mobility consumption. For the definition of these types and the 
differentiation in buying behaviour, please see Sect. 5.2. The Greenovators, the 
High-Frequency-Commuters and the Silverdrivers already cover 75% of the market 
volume between them. If the Family Cruisers and Low-End Users are included, it 
even is as high as 95% of the potential.

The segmentation of the BRIC markets is less heterogeneous, and the two seg-
ments of Basic and SmartBasic cover 91% of the volume. In these emerging markets, 
there are still many first-time buyers who usually enter the Basic segment and subse-
quently develop into the slightly higher Smart Basic segment as a second buyer.

These market segments and the purchasing behaviour of the mobility types must 
be addressed by the manufacturers with appropriate vehicle and mobility offers. 
Greenovators are particularly interested in buying smaller vehicles with the latest 
low-emission drive technologies and electric drives. However, they are also open to 
alternative mobility services instead of vehicle ownership. High-Frequency 
Commuters, the daily commuters, focus on security, efficiency and reliability in a 
purchase decision, while in the BRIC markets in the Basic segments, the price-
performance ratio and also the image of the vehicle, the “prestige potential”, are 
crucial factors in the purchase decision. To this end, namely in the emerging coun-
tries a distinction through attractive Connected Services is important.

The appraisal of the market potential must, in addition to the traditional studies 
on possible vehicle sales in the individual segments, also include an analysis of the 
other business opportunities of the automotive industry. In addition to financial and 
after-sales services, these include the Connected Services, mobility- and other car-
related services as well as the new digital business around the trading of data. The 
need for this expanded analysis is underpinned by the worldwide development of 
sales and earnings distribution in the automotive industry by 2030, as estimated by 
PricewaterhouseCoopers, shown in Fig. 6.3.

In addition to the sales performance (revenue), a forecast of the profit appropria-
tion (profits) in the overall market is also shown. Important for the established man-
ufacturers is the realisation that the sales of vehicles will reduce significantly, by 
turnover from 49 to 44%, and by profit contribution from 41 to 29% in 2030. After-
sales services are also declining slightly in sales to a 13% share; profits will fall 
even more to 10%. Financial services are seen as relatively stable in business per-
formance, while the insurance business is down by 2–3% in both sales and earnings. 
On the other hand, mobility services show the strongest growth, with a 10% turn-
over share in 2030 and a high contribution of 20% to earnings. Digital services in 
the software sector are also growing significantly, while the digital hardware busi-
ness is declining. Interestingly, the study assumes that today’s manufacturers will be 
able to address only about 70% of the total market volume of $7.8 trillion in 2030, 
while more than 45% of the total volume could be targeted by new entrants [Vie16].

In summary, it is important to note that in the future the vehicle-related business 
will fade into the background, and the importance of mobility services and digital 
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services will have a massive impact on growth and earnings. Complementarily, 
Fig. 6.4 shows a more detailed forecast of the development of the new service busi-
ness segments.

According to this, the complementary services of the automotive industry will 
continue to grow in business volume up to €14.1 billion Euro by 2020. The largest 
proportion of €5.5 billion will be provided by mobility services, followed by addi-
tional services such as car park reservations or current map and traffic information 
with a potential of €3.4 billion. The potential for infotainment and e-commerce 
solutions is seen on a similar scale, while intermodal transport, mobile office solu-
tions as well as health care and data services by the year 2020 are each less than 3% 
market share in the complementary services.

Fig. 6.3  Estimation of the sales and earnings distribution of the automotive business sectors 
[Vie16]

Intermodal Mobility Services
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Fig. 6.4  Estimation of the global business performance of complementary services of the automo-
tive industry [Bra14]
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These statements also suggest, as numerous other studies show as well, that the 
traditional business of the automotive industry will decrease in the future and that, 
in return, there will be significant growth in the areas of mobility services, con-
nected services and third-party business in cooperation with new partners, see 
[Röm16], [Thi15] for instance. It is therefore imperative for the manufacturers to 
define a reorientation of the company strategy and to swiftly begin the implementa-
tion along with the digital transformation.

6.1.2  �Adaptation of the Company Strategy

As explained in detail, in the emerging markets vehicle ownership is still the main 
buying motif, however, in saturated industrialised markets, with an increasing 
urbanisation, a clear trend towards the use of mobility services is emerging, particu-
larly among younger customers. In order to meet the mobility requirements, easy-
to-demand rideshare opportunities are used in different sharing models via 
smartphone applications and are the basis for the success of providers such as Uber, 
Lyft, DriveNow or Car2Go. Furthermore, the cars are developing to driving IP 
addresses and are bringing more and more powerful applications into the vehicle via 
their interlinkage. In addition to functions for simplifying vehicle operation, as well 
as monitoring with proactive maintenance options, applications from third-party 
providers are increasingly integrated, for example, for the continuous medical mon-
itoring of a driver’s diabetes data, to fully voice-controlled office functions for 
postal and calendar organisation.

The vehicle data as well as information about the driving behaviour are of inter-
est to insurance companies, marketing agencies and also service chains for instance 
and can thus be marketed. The business environment to be deriving from the 
described market conditions is summarised in Fig. 6.5.

Around the customer, the possible products and services offered by the mobility 
business are shown in the inner circle. These consist, apart from the traditional busi-
ness components of vehicles, maintenance services and spare parts, but also financ-
ing, mobility services and digital services with various content and marketing 
information.

In the creation of these products and services, various companies are involved, 
represented in the outer ring. In addition to manufacturers with their suppliers, there 
are trade organisations and increasingly also internet-based platforms with different 
trading focus, such as mobility services, spare parts and financing. Furthermore, 
content providers offer contents such as map material, entertainment or traffic man-
agement as digital services. After all, insurance companies, marketing agencies, 
fuel and electricity suppliers as well as commercial companies and restaurants are 
part of the ecosystem named mobility.

The large number of players in this heterogeneous business environment offers 
wide-ranging entry-level options and illustrates the risk arising from new players 
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and new business models. This is what the manufacturers have to adjust to and 
therefore should work on answers to the following questions for example:

•	 Which business fields in the ecosystem mobility should be addressed? Which 
core business areas will be established? Currently recognisable fields are:

–– Vehicle Development
–– Manufacturing, Trade
–– Mobility Services
–– Connected Services for in-car applications through to separate Appstore
–– Data Trading, e.g. with marketing agencies and insurance companies
–– Third-Party Business, e.g. commission fees, trade with Apps
–– Financing including complementary fields such as insurance
–– After-Sales Services, spare parts business

•	 When will which share be achieved with which business segment and which 
sales and earningsshare will be achieved?

•	 How is the respective product distributed? What is marketed to the customers 
through dealers, what directly via Internet shops or commercial platforms?

Fig. 6.5  Ecosystem of the automotive industry with focus on the customer (Source: Author)
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•	 How much is the added value in the respective business area? Examples of this, 
with affinity for digitisation, are:

–– Establishment and operation of a platform for mobility services incl. Fleet of 
vehicles

–– Establishment and operation of Connected Services and Digital Services
–– Construction and operation of commercial platforms for vehicles, used cars, 

spare parts, financing

•	 What are core components of the company in the long term? Will enterprise parts 
which are not future-proof be discontinued and in return companies with strate-
gically important business content be acquired?

•	 Collaborate with partners and in which areas? What forms of partnership will be 
established?

•	 Does the company structure need to be adapted, and will the new business areas 
have to be outsourced to new companies?

•	 What are the main measures for changing the company culture?

The examples show that the established manufacturers need extensive adjust-
ments to the company strategy, and based on this a comprehensive transformation, 
in order to successfully open up the new business segments. Further to the market 
and customer information, the decisions on reorientation require a detailed analysis 
of the company’s established own strengths, the current weaknesses, a realistic 
assessment of the opportunities and the upcoming threats. The well-known SWOT 
analysis is an important decision-making base for this. SWOT stands for Strengths 
(S), Weaknesses (W), Opportunities (O) and Threats (T). As an example, Fig. 6.6 
summarises an analysis based on the author’s assessment.

- Strong Know-How in Engineering and Production
Established Sales- and Service Structures

- Network of Suppliers
- Size and Economic Force
- Global Presence

+ STRENGTH
- Technological Orientation
- Thinking in Outdated Structures
- Traditional hierarchically-oriented Culture, little Start-Up

Mentality
- IT treated as Cost Factor, almost no IT Partnerships
- Little innovative “Valley-Knowledge” – e.g. Platform

Economy
- Decreasing Importance of Vehicle Ownership

- WEAKNESSES

SWOT

+OPPORTUNITIES 

- Little Customer Focus
- Aggressive, potent Competitors – Google, Apple, China
- Competitors with “greenfield approach”, not chained to

Establishment
- IT/Valley Background of Competitors
- OEMs in Role of Supplier (“Foxconn”)
- Customer Guidance by Mobility Provider 
- Missing Attractiveness for Digital Natives

- THREATS

- Established Customer Base  
- Supply of Huge Amounts of Data through Vehicle
- Data-driven Business Models 
- Valude Chain establishes itself around OEMs 
- High Skill Level of Employees
- Reputation; Customer Trust
- Problem is recognized

Fig. 6.6  SWOT analysis on the digitisation of the automotive industry (Source: Author)

6  Roadmap for Sustainable Digitisation



135

The strengths of the automotive industry are rooted in its many years of experi-
ence in the development and manufacture of vehicles, the established structures and 
in the vehicle-related innovative power. This also gives rise to opportunities to 
secure customer base and customer access in the future digital business too. 
Weaknesses are the fact that the business model established over decades has to be 
adapted to the new business segments and that the current culture is traditionally 
hierarchical and not start-up like.

Successful companies find it particularly difficult to assess the new threats, 
including the taking up of disruptive trends for the targeted business and also the 
identification of future major competitors [Chr16]. Almost all established manufac-
turers have developed new strategies that emphasise an orientation towards electric 
drive, autonomous driving, mobility services, connected services and the digitisa-
tion of internal processes (see Sect. 5.2).

With the announced strategies, the focus on customer expectations and future 
business structure is, however, scarcely recognisable, and usually there are no clear 
plans as to which portion of sales is to be achieved in which business area by when 
and how. At least partial targets are quantified. For example, Daimler-Benz is plan-
ning to increase its car-sharing business Car2Go from 150 million Euros in 2016 to 
one billion Euros in 2020 [Eis17]. Daimler is thus leading the car-sharing initiatives 
of the established manufacturers, summarised in Fig. 6.7.

In 2017, Car2Go was represented in 32 cities with a fleet of more than 15,000 
vehicles. BMW and also Fiat are active with their own projects, while Renault, 
Mitsubishi and Honda are only engaged at a small scale with pilot testing. 
Volkswagen is starting a catch-up with Greenwheels and its share in the Israeli 
mobility service provider Gett. In presenting its “Together-Strategy 2025”, 
Volkswagen also announced the founding of a new division named “Moia” for 
mobility solutions. The focus is on online solutions, car-sharing offers and robot 
taxis, i.e. fully autonomously driving taxis. In the new field, “turnover in billions” 
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Fig. 6.7  Car-sharing activities of the automotive industry [Bra16]
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by 2025 is being strived for. By this time Volkswagen also wants to sell two to three 
million electric cars, which equates to a 25% share of group sales [Mor16].

The activities of the established manufacturers are relativised though, if put into 
perspective with the current Uber figures. This company was active in 425 cities in 
2017 and supposed to generate sales of $4 billion in 2016, a doubling compared to 
the preceding year [ECO16a].

Against this background, the question arises as to whether the established manu-
facturers are concentrated and nimble enough to successfully compete against the 
newcomers for the new business segments. From the author’s point of view, more 
aggressive strategies should be established, which address the new business seg-
ments in the selected markets with the focus on the target customers by means of 
measurable sales targets in the individual areas. Due to the gradually accelerating 
demand for vehicles with electric drive, autonomous driving and mobility services, 
higher sales volumes are recommended in the new business segments within shorter 
periods than in the announced manufacturer strategies.

6.1.3  �Business Model and Lean Enterprise

Sales planning as per the company strategy is based on assumptions regarding mar-
ket development and the implementation of the strategy. For the implementation 
then again an appropriate corporate structure is to be established which supports the 
selected business model. With regard to the business models, the manufacturers 
have to decide on their basic orientation. The options are illustrated in Fig. 6.8.

It is about whether a more vehicle-oriented or rather a more mobility-service-
oriented business model is the goal. To service-oriented manufacturers, both are on 
a par. In contrast to this, for companies with a clear focus on mobility services, the 
vehicle is of lesser importance, as vehicles in their own fleet tend to be subordinated 
or positioned just as an accompanying marketing instrument, as Car2Go or 
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Fig. 6.8  Possible future business models of the automotive industry [Win15]

6  Roadmap for Sustainable Digitisation



137

DriveNow are handling it. Or other, third-party vehicles are used in the sharing 
anyway, as with Uber or Lyft.

Many manufacturers have announced a “service-focused manufacturer” strategy. 
The understandable objective is to drive the established vehicle-related business as 
well as the new business segments. In implementing this strategy, conflicting objec-
tives are to be balanced. Electric drive and traditional drives, as well as mobility 
services and vehicle sales, for example, are each other’s opposite. The friction losses 
resulting from these target conflicts during the implementation of the strategy 
should be minimised and circumvented by organisationally separate business areas. 
Especially for mobility services and digital services the establishment of new busi-
ness units is recommended.

It is remarkable from the author’s point of view that none of the established 
manufacturers have announced so far a “product-focused manufacturer” strategy. It 
may however be a sensible option to go this route. Especially the long-term produc-
tion experience, established supplier networks and also production facilities in com-
petitive regions offer the right conditions to successfully implement this strategy.

However, it should also be borne in mind that the price pressure on the vehicles 
will increase and therefore low costs will be the decisive success factor. One reason 
for the pricing pressure are the apparent overcapacities that are further growing with 
the transition to electric drives which are considerably easier to produce. A second 
reason is the shift in vehicle sales from individual customers to fleet customers, 
namely to providers of mobility services that demand corresponding price advantages 
through the bundling of volumes and acquire the vehicles with little brand loyalty yet 
rather cost-benefit-oriented. Despite these challenges, it should be possible for estab-
lished manufacturers to successfully pursue this strategy with a clear focus.

Aside from this fundamental decision to align the business model and the com-
pany structure, massive changes in sales are also ahead. In addition to traditional 
vehicle-related sales, structures for connected services and digital services are to be 
created, if these are part of the strategic orientation. The adaptation requirements of 
the sales structure, also explained in the Vision 2030 in Sect. 5.3.7, are illustrated in 
Fig. 6.9.
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The current structure in motor vehicle trade in comparison to the predicted struc-
ture from 2025 is shown. In the current model, manufacturers (Original Equipment 
Manufacturers, OEMs) supply the cars manufactured with their component suppli-
ers to the importers (National Sales Companies, NSCs), which pass on the vehicles 
to affiliated or free dealers for sale to customers.

In the medium term, it is foreseeable that the importer and dealer structures will 
change fundamentally, and that both the vehicles and also mobility services will in 
large part be distributed via Internet platforms or marketplaces which have several 
manufacturer brands on offer. The integration of the suppliers also takes place via 
trading platforms. The manufacturers also supply their products directly to end cus-
tomers via digital channels, and a so-called multichannel distribution scenario 
develops. In this environment, additional companies such as platform operators, 
service providers for autonomous vehicles, free mobility providers and also new 
manufacturers are positioning themselves. Manufacturers, and especially traders 
and importers, need to reinvent themselves in order to continue to play a significant 
role in the future value-added system. Since the structure has to be very much ori-
ented on internet-based platforms, digitisation plays an important role for this 
transformation.

Regardless of the digitisation of other business areas, business modelling, the 
design of efficient business processes and the subject of Lean Enterprise continue to 
be of great significance. Before initiating digitisation initiatives, it is urgently rec-
ommended to optimise existing structures and processes first rather than just digitis-
ing the status quo, even if productivity gains can be achieved by automating existing 
processes. In fact, the methods for Lean Management presented in many specialist 
contributions as well as in VDI guidelines should be used in order to align processes 
as efficiently as possible. The VDI 2870–2 for instance provides a good overview on 
the designing of integrated production systems. The following states the design 
principles together with examples of relevant methods [VDI13]:

•	 Avoiding wastage... Low cost automation, assessment of wastage
•	 Continuous improvement process... Benchmarking, ideas management, audit
•	 Standardisation 5S, process standardisation
•	 Zero-fault culture... 5xWhy, Six Sigma, Poka Yoke, Ishikawa diagram
•	 Flow principle... Value stream planning, one piece flow, first in-first out
•	 Pull principle Just in time, just in sequence, Kanban, Milkrun, Supermarket
•	 Employee orientation and goal-oriented leadership... Hancho, goal management
•	 Visual management... Andon, Shopfloor management.

For the application of these and also more advanced methods for process optimi-
sation, please refer to the relevant specialist literature, e.g [Dom15]. Especially in 
the automotive industry, the Toyota production system and further complementary 
Toyota methods continue to be the benchmark [TUD16]. The corresponding prin-
ciples and procedures have been adapted by many manufacturers in company-
specific systems and been established as a good practice.
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The focus of lean management is often in the production area and has resulted in 
significant improvements there with more efficient processes and procedures. For 
farther-reaching optimisation, the best practice should be extended to the entire 
enterprise with the aim of a “Lean Enterprise” [Dom15], [Wie14]. Especially in the 
indirect areas and in the interfaces between organisations, there is still in-company 
potential for improvement which can be released using appropriate tools and 
approaches along entire process and value chains. The initiative and implementation 
of these overarching projects should be done in agile ways with the focus on quick 
results. This approach must become part of the corporate culture and is therefore 
detailed in Chap. 7.

6.1.4  �Frame for Digitisation

As explained, all manufacturers have addressed the subject of digitisation at high 
priority as a field of action and have enclosed the respective objectives in their strat-
egy. Instead of hunting to actionism, driven by the pressure of a hot and forced hype 
topic, it is necessary to develop a structured approach, which, as part of the com-
pany strategy and being integrated into the business model, defines the fields in 
which digitisation initiatives have to be started with which objective.

In order to help employees and customers understand the objectives, orientation 
and benefits of digitisation, and to use similar methods and tools even in a large 
number of projects in big organisations, the definition of a clear, structured vision 
for digitisation is recommended. The example of a general target image and the 
digital capabilities required for this are shown in Fig. 6.10. The proposal, based on 
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Fig. 6.10  Thematic areas of a vision for digitisation [Men16]
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the vision of a digital industry evolution, defines concrete topics for individual areas 
in which the digitisation initiatives should start.

In the area of ​​efficiency, the use of automation tools or a general control of sales 
channels reduces costs or accelerates processes. For example, the use of monitoring 
software in the control of supply chains or of communication portals in the handling 
of procurement processes can significantly reduce the expenditure and thus the pro-
cess costs.

Also, initiatives are required which support the growth of the company. Through 
digitisation, new products can be created for instance or existing offers expanded 
which open up new sales potentials. It is also necessary to identify projects that 
improve the customer experience in existing structures. For example, the analysis of 
different data in companies and on the web opens up deeper insights into customer 
behaviour and their wishes for the creation of tailored offers. In addition to tradi-
tional trade structures, new online sales channels can also be established.

Adequate digital skills must be provided or developed to implement these proj-
ects. These include technical skills, methods and tools as well as organisational 
measures and also a structure for innovation management. This is to be designed in 
such a way that in addition to the established approach for the continuous improve-
ment of processes, methods and technologies, the market is being closely monitored 
in order to identify disruptive trends as early as possible that could jeopardise the 
entire business model. The topic of innovation management as a part of the corpo-
rate culture is also detailed in Sect. 7.6.

The general goal of a digital vision is now to be transferred to the specific needs 
of the automotive industry. A proposal by the author is shown in Fig. 6.11.
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On the basis of the strategic objectives defined in the company strategy, the over-
all business model is established with efficient business procedures in the sense of a 
Lean Enterprise. It encompasses four digitisation fields in which the initiatives are 
to be implemented. In the automotive industry, these are:

•	 ​​Connected Services, which also includes new digital products and the resulting 
sales opportunities

•	 New business areas with mobility services through a massive impetus from tech-
nologies for autonomous driving

•	 Automation and digitisation of business processes and
•	 Customer experience in sales and after-sales.

All four digitisation fields use the digital technologies relevant to the automotive 
industry. The companies must therefore build up competencies, such as 3D Printing, 
Augmented Reality and Internet of Things, as described in Chap. 4. Furthermore, 
Big Data, Cloud Computing and Machine Learning IT technologies must be avail-
able as a basic service for the digitisation. As a further factor for successful imple-
mentations, a corporate culture is to be created which, unaffected by hierarchies, 
motivates the employees to participate in digital transformation initiatives in the 
sense of a “start-up mentality” and with thirst for knowledge to open up new 
domains.

The manufacturers’ digitisation efforts can be positioned using the proposed 
vision frame. This is, for instance, a quotation from the internet presentation of Audi 
about digitisation [AUDI16].

Digitisation is changing the everyday life of our customers from the ground up. They expect 
the linkage of all areas of life – the car becomes part of their interconnected environment. 
Their requirement is to be “always on” – even and namely in the car.... With digital services 
for our customers, we are able to tap new business models and sales potentials – in the trade, 
in the vehicle, and above all with mobility offers beyond the vehicle. The common basis for 
this is a central platform – a digital ecosystem which is both attractive to customers and 
partners alike. Artificial intelligence creates faster and most of all self-learning systems. 
Perspectively, the further development of these systems gives us the opportunity to create 
outright new customer experiences and processes.... This is why Audi is pursuing its mis-
sion to intensify the process of digitisation. We will consistently digitise our processes and 
create a central platform for integrated, networked premium mobility and digital services.

By 2025, we will achieve:

Integral digitized processes
Superior user experience
Substantial contribution to earnings from digital services and mobility offerings
Scaling myAudi platform. 

We want to create a uniform access to the digital Audi world for all our customers and with 
this platform open up to third-party providers as well as an ecosystem that is equally attrac-
tive for customers and partners.

These arguments demonstrate the strategic importance of digitisation for the 
future of this company. The focal points mentioned, fully fit into the proposed vision 
frame Fig. 6.11. The link to the overall corporate strategy, the importance of culture 
as a prerequisite for digitisation and the necessary transformation of IT are not men-
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tioned in the Audi presentation, however these are in fact touched upon in the con-
text of Internet representation.

The objectives that Audi intends to achieve by 2025 are, in the author’s opinion, 
of a rather generic nature and difficult to measure. Quantitative targets would be 
desirable here, for example, which revenue and earnings contribution should be 
achieved from which business segment. Elsewhere, Audi communicates more 
aggressive targets [Sch16]. By 2020, half of the annual turnover is to be generated 
with information technology, software and services based on these related to car 
driving. The detailing into individual fields is also not done though in this source.

In light of the vehemence with which digitisation will change the industry, it is 
crucial that the established manufacturers proceed creatively and aggressively in 
defining a vision for digitisation. This is the only way to counter the newcomers to 
the industry who are starting from the outset on a higher level of digitisation and 
thus efficiency based on innovative business models.

The vision for the digitised automotive industry in 2030 as developed in Chap. 5 
can serve as benchmark for the initiatives. The forecasts presented therein should be 
compared against the manufacturers’ internal assessment in order to describe on 
this basis the objectives of digitisation and transformation. Basic recommendations 
on the approach can also be found in special literature and in different studies. 
Figure 6.12 exemplarily summarises the advice of three business consultancies on 
the setting up of digitisation programmes.

Without referring to all the individual points of the list, based on this advice and 
the author’s experiences, the following recommendations for implementation can 
be summarised:

•	 Customers to be the focus of all initiatives
•	 Clear focus on future growth areas and market potentials
•	 Take up disruptive trends and establish appropriate responses
•	 All established business models and processes must be scrutinised 

fundamentally
•	 Establish an integrated roadmap for digitisation initiatives

McKinsey Roland Berger Capgemini

Be unreasonably aspirational Think big, then think profit Understand the threats

Acquire capabilities Push supply to pull demand Access your digital maturity

Ring fence and cultivate talent Build trust in your company Establish a transformative digital 
vision lead by senior team

Challenge everything Interact, integrate and connect with 
other mobility models

Adopt your business model

Be quick and data driven Study your customer – then study them 
more

Strong enterprise level governance

Follow the money Keep it simple and convenient Putting organization in motion

Be obsessed with the customer Build your own ecosystem Fill skill gaps

Lobby the authorities right from the start Quantify and monitor progress

Think, act and recruit like a start up

Harness a jaw-dropping look and feel

Fig. 6.12  Recommendations of a vision for digitisation (According to [Ola16], [Fre14], [Wes12])
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•	 Define measurable goals and key figures for project control and monitor 
progress

•	 Implement a comprehensive governance model under senior executive 
leadership

•	 Develop the culture of a start-up mentality; create an optimistic atmosphere of 
departure

•	 “Think big” in the approach, with simultaneous focus on swift gain
•	 Speed, speed, speed...

Taking into consideration these recommendations, it is necessary to develop pro-
cedural plans for the proposed and selected areas of digitisation which are inte-
grated into an overall plan in order to avail of possible synergies from the projects 
and to harmonise opposing objectives in the sense of the company strategy.

6.2  �Roadmap for Digitisation

In the previous section, Fig. 6.11 showed the business sectors of the automotive 
industry, on the basis of which digitisation should take place. The following project 
priorities and procedures can be integrated into a manufacturer-specific roadmap on 
a time line. For the development of ideas regarding initiatives which should be 
taken, the relevant technologies for digitisation have to be checked for their possible 
applications in the enterprise. An overview on these technologies is in Chap. 4. In 
addition, pilot applications and references in the industry are to be assessed for 
transferability. As a starting point for this analysis, Chap. 9 describes references 
within the individual digitisation fields.

In anticipation of the preparation of digitisation initiatives, this is a suggestion 
for a simple tool to integrally approach the initiatives. It is a matrix which contrasts 
the selected technologies with the initiatives, Figs. 6.13.

Fig. 6.13  The digitisation matrix (Source: Author)
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The lines contain relevant digitisation technologies, which are assigned to the 
individual initiatives in the four business segments. For example, two simple proj-
ects are shown: first the display of the service requirement of a vehicle based on 
diagnostic data in an App, and then the automation of the work process for an in-
house travel approval in a workflow solution.

In general, Cloud plays an important role in almost all initiatives and thus is a 
strategic cross-cutting topic in the company which should be pushed with priority. 
On the other hand, the subject of 3D Printing is relevant to initiatives in the focus of 
Industry 4.0 in the transformation of production. 3D Printing also plays an impor-
tant role in after-sales, in order to produce simple spare parts in future directly in the 
service organisations on the ground, thus drastically reducing storage for these 
parts. Since a cross-organisational interest has been identified in this case, it should 
be considered establishing a joint competence centre for 3D Printing in order to 
bundle a critical mass and share experiences.

The approach initially serves the integrated view and derivation of initial ideas in 
order to identify synergy potentials. In the following, the focus areas in the proposed 
digitisation fields are discussed in more detail.

6.2.1  �Roadmap Connected Services and Digital Products

The automobile will evolve from a pure means of transportation and travel into a 
“driving data centre” which is equipped with considerable computing capacity and 
networking infrastructure on board. In addition, many vehicles are extensively and 
constantly linked with different partners. All manufacturers monitor the vehicle 
condition for instance, and first manufacturers install software updates “over the 
air”. From the driver’s smartphone, addresses, music or navigation information are 
transferred to the infotainment unit, or the next car park provides capacity informa-
tion into the vehicle. These are typical examples from the Connected Services area. 
This field of solutions and other new business areas relating to mobility are develop-
ing dynamically. Customers expect the vehicles to be equipped with powerful offers 
that can keep up with the abilities of modern smartphones.

Due to the increasing importance of these business segments, combined with the 
corresponding growth and earnings potential, all manufacturers as well as many 
new suppliers are in the process of positioning themselves in this area and develop-
ing offers. An intense competition for the customer and his enthusiasm for new 
mobility models has begun. It is therefore important for the manufacturers to occupy 
control points in these fields, which enable them to grow successfully in this market. 
Such an important control point is an integration platform, which acts as a technical 
hub between the new digital offerings, the vehicles and therefore customers, the 
manufacturers, and other participants. Figure 6.14 illustrates the approach.

The integration platform is positioned in the centre area of the image, example 
integration fields are shown in the lower part, and possible solutions and services 
from the new business fields of the automotive industry are displayed in the upper 
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part. The platform is flexibly composed of IT components in an open, expandable 
architecture, the details of which are discussed later in this book. It ensures the con-
nection of the vehicles and also the secure dialogue with the IT solutions of the 
manufacturers, the so-called backend. For example, the car’s oil temperature and 
wear values ​​are detected, evaluated by a diagnostic software, partly in the vehicle or 
also in the backend, and sent to the driver in the form of recommendations for action.

Apps for navigation or entertainment are loaded into the vehicle, or the operating 
software receives technical information of the components installed in the vehicle 
from the manufacturer’s after-sales data. Furthermore, the platform can support vehi-
cle-to-vehicle communication so that vehicles not only transmit their current traffic 
or road condition information to following vehicles yet also obtain additional fore-
casts or highly precise map information from the backend. In the future, drivers will 
also communicate with each other in order to flexibly discuss routes through “social 
navigation” or to arrange car sharing via a mobility service provider, to travel together 
or to take additional passengers. Information on traffic light control, on a car park 
occupancy situation, or event information can also be accessed via the platform.

In the implementation of the integration platform, the challenge is to design the 
architecture in such a way that it is able to follow the dynamic growth of digital 
applications and users and to enable the various potential uses and accesses of differ-
ent providers. The platform must be both extensible and flexible in the interfaces, as 
well as be able to handle large volumes of data at high speed while reliably mastering 
communication with the vehicles, the backend and other technology partners. The 
concept of a potential architecture of the integration platform is shown in Fig. 6.15.

In deepening the fundamental considerations about an integration platform, the 
image shows the technological components of an architectural concept. With the 
platform, basic functions are implemented as single modules and made available in 
a Cloud environment. Through messaging and gateways is for instance the vehicle 
connected via configurable interfaces, which are then integrated with the vehicle IT 

Fig. 6.14  Integration platform as a central solution component for Connected Services (Source: 
Author)
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(on the left in the picture). Further modules support security services and services 
for handling and analysing large amounts of data (orange-coloured image area).

A pre-processing of the data through to the rapid implementation of trend analy-
ses and forecasts and subsequent configurable reactions are also based on platform 
services as well as is the integration with the business systems of the manufacturers 
and the backend (yellow image area). Further basic services include access manage-
ment and the linkage of devices and sensors. Application Programming Interfaces 
(APIs) are provided for the related solutions in the areas of connected services and 
digital products. In addition, the services of the integration platform can be used, for 
example, by Apps, mobility services or insurance solutions, which are configured 
more and more frequently with so-called Microservices, which are small indepen-
dent IT services [May16]. The topic of mobility services is in more detail subject in 
Sect. 6.2.2, while Chap. 8 is devoted to more advanced IT aspects such as 
Microservice architectures and Cloud solutions.

The manufacturers should establish a powerful integration platform as the stan-
dard for all vehicles of the company. Via the platform, access to the embedded IT 
and data of the cars as well as the access to company data is controlled exclusively. 
As a result, manufacturers obtain control options at least for all solutions that require 
embedded vehicle or backend data. For these offers it can be decided on how to 
develop and market connected services or digital products within the company, or 
with which providers to cooperate. This new business segment in particular is devel-
oping dynamically, and Fig. 6.16 shows functional areas for customers in which 
further Connected Services will be established in future.

The main focus of the offers is in the area of ​​entertainment, driver assistance and 
safety as well as handling the emergency call obligation. Also, further functional 
clusters develop in which considerable growth potential is imminent. These are 
namely the areas of autonomous driving, mobility services and health care offers. 
The manufacturers will certainly establish themselves with their own solutions in 
vehicle and mobility-related services, while in the fields of home-based services 

Fig. 6.15  Architecture concept of an integration platform for connected services and digital prod-
ucts (IBM)
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(home integration), for example, safety and heating monitoring and health services 
e.g. diabetes and fatigue analysis, they are more likely to cooperate with partners or 
leave the field to independent solution providers. The manufacturers are able to sell 
the platform usage with services, access options and data via the API layer to inter-
ested companies and can thus also participate commercially in this third-party 
business.

A further requirement for the platform is to design it in such a way that it is open 
for the integration of established and popular App stores by Apple or Google for 
instance, so that solutions from this environment can also be downloaded into the 
vehicle for a complete synchronisation between cars and smartphones.

Mobility services are another important business area that should be built on the 
platform so that drivers can for example communicate routes and ride sharing offers 
to mobility providers. Also insurance companies, financial services providers, res-
taurants, hotels and dealers are users of the platform.

For the successful creation of an open integration platform as the basis of a 
manufacturer-specific ecosystem, further aspects have to be taken into account: 
security concept for the access by users from outside the company, API manage-
ment system for commercial use, and attractive developer environment. These 
points are briefly discussed below.

Access to a company’s IT solutions is controlled by so-called Identity and Access 
Management (IAM) systems. The system manages the authenticity of the compa-
ny’s employees and controls access to specific applications based on role assign-
ments. These systems are established and the basis of so-called Single Sign-On 
(SSO) solutions in which with a single password entry applications can be used 
across the company without having to log on again.

1. Mobility Management

Function Which Enable Driver To Reach 
Destination Faster, Safer, More Cost-efficient 

And With Optimal Fuel Consumption

Examples: 
■
■
■

Real-time Traffic Information
Parking space and  Parking Lot Assistant
Proactive and Fuel 
Consumption-optimized Driving

■
■
■

2. Vehicle Management

Support Of Driver To Reduce Of Running 
Cost And Increase Comfort Of Use

Examples: 
Remote Control
Service- / Vehicle condition
Usage Data Transmission 

■
■
■
■

3. Entertainment

Functions To Entertain Driver And 
Passengers 

Examples: 
Smartphone-Interface 
WLAN-Hotspot
Social Network, Internet Music/Videos 
Mobile Office

■
■
■

4. Well-Being

Functions To Increase Well-being And 
Driving Ability Of Driver And Thereby 

Increase Safety 

Examples: 
Fatigue Assistant
Well-being Assistant
Vital Assistant 

■
■

5. Autonomous Driving

Functions Which Enable Partly Or Fully 
Automated Driving

Examples: 
Traffic Jam/Park/Highway Assistant
Traffic Jam/Park/ Highway Pilot 

■

5. Safety

Function: External Warning Of Driver Of 
Dangers And Internal Reaction To Danger By 

Vehicle 

Examples: 
Collision Prevention, Danger Warning, 
Emergency-Call

■

■

7. Home-Integration

Functions Which Connect The Vehicle To 
Home Or The Office And Thereby Create 

Holistic Solutions

Examples: 
Home-Energy-Solution with Integration 
of Electric Vehicle
Connection with Home Alarm System

Fig. 6.16  Functional clusters for Connected Services [Bra14]
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If external users or employees of another company want to access the services of 
the integration platform via APIs, this access must also be secured, however ideally 
without re-checking passwords. This avoids effort such as copying of identities or 
new password prompts. Today’s solutions are based on trust relationships between 
organisations by linking the security solutions of each organisation. The secure 
exchange of confirmations between the systems that authentications do exist, is then 
sufficient for access clearing. The identity of the users is in the core system and not 
duplicated.

This cross-company authentication method is called Federated Single Sign On 
[May16]. The APIs are addressed at the network level so that for secure communi-
cation network or firewall concepts need to be implemented which are secured by 
the internal company firewalls. For this purpose, so-called API gateways have 
proved effective. These are upstream computers on which the external API accesses 
are received. They check the requested API dialogue and direct it through the inter-
nal firewalls [May16]. There are proven solutions to solve the security question so 
that this point should not be an obstacle in implementing an integration platform.

API management systems, which are available on the market in various versions, 
are used to handle these transactions. It is advisable to integrate a selected standard 
system into the overall architecture of the integration platform. The system not only 
handles the dialog between APIs and the applications but also offers functions for 
version management, system monitoring and load balancing in data traffic, to avoid 
overloading from old applications with high request volumes, for example. 
Other  important aspects include ensuring consistent detailed documentation for 
users and developers as well as the provision of analysis and control functions. It 
also creates a basis for usage quantifications and settlements for commercial models 
with pricing based on API usage.

The success of the integration platform and the entire business segment will 
depend to a large extent on whether it is possible to convince as many customers as 
possible to buy connected services. For broad acceptance, in addition to sensible 
and powerful Apps, a full integration of the existing smartphone environment and 
the infotainment unit of the vehicle is a request by customers. At present, the prob-
lem is that mobile phone and car electronics are two separate systems which can 
only be coupled with limited functionality. As a result, even in upmarket vehicles 
smartphones with a more powerful social navigation solution are used during the 
trip in tandem with the integrated vehicle navigation system.

The solution is a full replication of the mobile environment, including all Apps, 
data, images and addresses, complemented by voice and gesture control as well as 
display on a powerful screen. This integration would lead to high acceptance, so that 
the first manufacturer offering it could certainly win additional customers for their 
vehicles. At the same time, this approach facilitates the distribution and handling of 
payments for the providers of Apps because customary shops could be used.

Also, for external developers the integration means simplification and motivation 
to develop applications for vehicles. A further prerequisite to attract developers is to 
disclose the architecture of the integration platform and to provide powerful APIs in 
an appealing development environment with good documentation, helpful support, 
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and comprehensive assistance and platform service through to access to the vehicle 
data, if the manufacturer is not keeping this field for themselves. With this “crowd-
sourcing” by developers outside the company, it will soon be possible to establish 
attractive offers on the market and thus further increase the acceptance of the plat-
form. It is also vital to have good earning opportunities for the digital nomads (cf. 
Sect. 3.6). The basis for this is once again the vehicle stock of the manufacturer with 
many Connected Services customers.

The most important element for the realisation of Connected Service and digital 
products is, as was described in detail, the implementation of a company-wide inte-
gration platform. Connected services and other digital products from the growing 
ecosystem of mobility can be installed on this. With the platform, the manufacturers 
have an important control instrument through the APIs to play an active part in 
shaping the market for these services and not be overtaken by new vendors. 
Therefore, important questions and decisions in terms of a roadmap for the imple-
mentation of Connected Service and digital products are summarised as follows:

•	 Decision on the strategic business areas to be addressed as grounded in the com-
pany strategy:

–– Which Connected Services should be offered  – in-house or with partner 
solutions?

–– Which further digital products are in focus?
–– Sale of data, commission fees for services – which?

•	 Development of a business model for the commercial use of these business 
segments:

–– How to distribute Connected Services?
–– In-house store solution or partnership-based use of established stores?
–– Platform- or API-licensing, or free use?
–– Price models or free use for differentiation and customer retention?
–– Price model of further digital products?

•	 Development of a solution architecture based on a central and company-wide 
integration platform for Connected Services and digital products:

–– Base technology to be used... Openstack/Opensource
–– Functionality for the complete integration of smartphones and vehicles
–– Self-programming based on microservices or use of standard components
–– Cloud strategy... Cloud Foundry

•	 Realisation integration platform

–– Implementation strategy... in-house... partnerships acquisition?
–– Operating strategy

•	 Implementation Connected Services

–– Agile procedure... Prioritisation according to customer requirements
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•	 Establishing partnerships

–– Technology and development
–– Store or sales channel for connected services and digital products?
–– Third-party providers in the ecosystem, for instance car park operators, cities, 

toll service providers, insurance companies, intermodal transport partners, 
network operators,...

Examples for the development of an open ecosystem based on an integration 
platform with interesting services are solutions from FORD and the PSA group 
[PSA16], [Nor16]. Both companies are implementing an open platform for their 
digital services. Through partnerships with technology providers for Cloud and 
development tools, speed and sustainability of the implementation is achieved. The 
structure of the architecture and APIs has been published, and the first developer 
communities and social media communication forums are established to exchange 
news and experiences. As a result, the motivation of independent developers also 
improves speed, innovation and range of services. The expansion of the platform 
towards the role as mobility service provider is pursued at Ford and PSA as well as 
with other manufacturers as a declared goal. A deepening of these practical exam-
ples is given in Chap. 9.

Further to the Connected Services for Driver Assistance, Vehicle Monitoring and 
Entertainment, the manufacturers are also involved in additional offerings for digi-
tal services. An overview is shown in Fig. 6.17.

The range of offerings is wide, from car-sharing and bikesharing options through 
to the search of electrical charging stations, car parks and chauffeur services. These 
services are mostly available in the upmarket vehicle segment. Leading by the range 
of offerings are the German manufacturers BMW, Daimler and Volkswagen, fol-
lowed by Ford and GM. Interestingly, Tesla Motors, often classified as an innova-
tion leader, currently only services offers in the area of charging stations – probably 

Fig. 6.17  Overview on offered digital services from established manufacturers (Extract from 
[Bra16])
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just the lull before the storm, until this manufacturer as announced will get involved 
in autonomous driving and presumably also in mobility services? The local Chinese 
suppliers continue to be absent. But there, too, intensive work is being done on solu-
tions related to the subject of electro mobility. It should also be noted that all of the 
services offered closely relate to the subjects of vehicle and mobility.

In order to expand the business and its acceptance, manufacturers must be able 
to use the added value of the vehicle-related data in innovative services before third-
party smartphone-based solutions emerge. Typical manufacturer-specific services 
include, for example, diagnosis and service monitoring, information on driving 
behaviour and tracking of a driving-specific ecological footprint with carbon diox-
ide emissions, while third parties offer interaction with an urban infrastructure and 
car parks, or cooperation with Amazon to handle purchases. The manufacturers 
could again participate in such a solution by contributing the movement data of the 
vehicle in return for payment in order to enable location-specific offers.

6.2.2  �Roadmap Mobility Services and Autonomous Driving

As shown in Fig. 6.17, some manufacturers offer mobility services, often in coop-
eration with partners. The customer can choose between different car-sharing mod-
els. The services often operate with fixed designated stations, but there are also 
offers with flexible take-over points for the vehicle. There are also peer-to-peer 
options, i.e. services offered by vehicle owners, and rideshare offers. As shown in 
Fig. 6.7, the Daimler and BMW offerings with a corresponding fleet size get noticed 
on the market, while the mobility services of the other manufacturers are hardly 
going beyond pilot implementations.

Public opinion and the mobility services business are dominated by a few brand-
independent start-ups such as Uber, Lyft, Zipcar and BlaBlaCar as well as Didi 
Chxing in China. The concepts of these companies differ only in details such as 
registration procedures or payment processing. They have in common that the ser-
vices are very easy to use by customers. To start, an App from the chosen vendor is 
acquired in a single download from one of the usual AppStores and installed with a 
click on the smartphone. The planned trip is then booked using this App. There are 
different options available, combined with high transparency about costs and ser-
vices, for example when and which vehicle is available for a journey. Payment is 
also made online, whereby the price is based on the service level and the general 
conditions. Joint trips with other customers are cheaper than exclusive transports 
and rides at peak times. Also, during rain, the mobility becomes more expensive 
than with little traffic or good weather. The simplicity of use with easy service han-
dling and attractive prices explain the success of the start-ups. The established man-
ufacturers are hard pressed to compete with these “companies born on the web”, 
which put the customer at the center of their offerings.

As already mentioned in Sect. 5.3.2, the acceptance of mobility services instead 
of vehicle ownership and thus the market growth of this segment will continue to 
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grow strongly in the future. In summary, the main reasons are the growing urbanisa-
tion with congested infrastructure, modified value systems of the digital natives as 
customers, and more and more convenient sharing offerings. An additional growth 
stimulus is generated by autonomous vehicles, which can be used as so-called 
robotaxis even more flexibly and cost-effectively for mobility services.

A study predicted in 2016 that a share of 30% of all journeys will be carried out 
with autonomous driving taxis in 2030, and only 45% with private vehicles; cur-
rently it is still at 70% [Ber16]. Thus, strong market growth for the mobility service 
is imminent, which will directly affect the sale of vehicles, since the utilisation 
levels in car sharing are significantly higher than in private transport. Compensation 
for losses of revenue due to reduced vehicle sales is the growth in the mobility mar-
ket. These opportunities are also detected by many competitors, such as the brand-
independent service providers already positioned, and, in addition to Google and 
Apple, other new suppliers in China and from other industries.

In this attractive market, the manufacturers must therefore develop a promising 
strategy in order to secure business shares. Figure 6.18 shows a simplified compari-
son of possible mobility offers from manufacturers for customers (B2C, business to 
consumer) in passenger transport.

Mobility services from the “Just Mobility” segment will occupy the largest share 
of the business, in which customers are only interested in taking a certain route by 
car as flexibly as possible. The vehicle brand is of secondary importance in this 
context, the primary buying criterion is the price. Vehicles of all volume manufac-
turers are used in this segment, and it can be operated well by Robotaxis. The 
“Seamless Mobility” service category appeals to customers who wish to travel lon-
ger distances intermodally as well. In this case, the change in vehicle type, for 
example, from the car to a ferry and from there to a bicycle, is entirely organised by 
the mobility service provider in the background and offered to the customer for 
selection per “one click shopping”. The Branded Mobility is of interest to manufac-
turers in the luxury and exclusive sports car segment, for who it is important that the 
brand also encompasses mobility services. This upper segment may also offer golf 
events or restaurant visits. Here, the mobility becomes a brand-specific experience, 
and interested customers are thus introduced to the brand. Another special segment 
in the area of ​​service is “Company Mobility”, which includes company mobility 
services instead of individual company cars.

Mobility Services
Business 

Characteristic
Trip Type Purchasing Criteria

‘Just Mobility’ Volume Business
Short distances, Local City 

Trips
Price

‘Seamless Mobility’ Integrator Long Haul, Intermodal Simplicity, Security

‘Branded Mobility’ Exclusivity Short / Medium Haul Image

‘Company Mobility’ Reliability
Service trips (medium 

distance)
Flexibility, Price

Fig. 6.18  Types of offers on B2C mobility services (Source: Author)
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Taking into account the target markets and customer segments, manufacturers must 
decide on their orientation here as well and define an organisational form and a busi-
ness model. From the viewpoint of the author, the mobility services should be imple-
mented with a new, independent organisation in order to at least mitigate the conflict 
that the success of the service is at the expense of vehicle sales. In this way, Daimler 
has organised the subject of mobility in its separate company subsidiary Moovel. Here, 
as shown in Fig. 6.19, various service offers and partnerships are bundled together.

In addition to the carsharing service under the Car2go brand, bus and bicycle 
services as well as partnerships with public transport companies and taxi and limou-
sine services are on offer. With these diverse options and partnerships, Daimler is 
well positioned to succeed in the mobility market with flexible offers through Apps. 
Complementarily, the “Mercedes me” portal provide connected services, financing 
services and various sales functions consolidated on the Internet.

For the development and implementation of mobility services, mobility plat-
forms are used. As shown in Fig. 6.20, they are located above the integration plat-
form presented in Fig. 6.14 and use the basic services available there, for example 
for vehicle connection and backend integration.

Similar to the integration platform, the mobility platform bundles all the func-
tionalities required to process the services. Additional services by third parties, such 
as intermodal services, alternative means of transport, maps and also weather data, 
are also integrated via APIs and interface adapters. Furthermore, restaurant book-
ings or purchases during the journey can be transacted and immediately paid for via 

Fig. 6.19  Overview on Moovel offers for mobility [Mat16]
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connected payment solutions. The services are retrieved using a smartphone App 
from the mobility platform. An example is shown in Fig. 6.21.

The display examples of the user interface of the mobility platform “Smile” sug-
gest the ease of operation and the functionality. Via the platform, the user arranges 

Fig. 6.20  Positioning of a mobility platform based on the integration platform (Source: Author)

Fig. 6.21  Example screens of the App to use the mobility platform Smile of the Wiener Stadtwerke 
[Kot15]
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intermodal journeys with several means of transport, thereby learning about the 
prices, the duration and also the CO2 balance. Required tickets are available online, 
and the route is visualised in the city map.

The technical details of a mobility platform architecture are not deepened at this 
point. Similar to the integration platform, open standards, high modularity, extensi-
bility and adaptability as well as API and microservice design are important imple-
mentation criteria in terms of profitability and sustainability. For details on 
architecture and technological components, please refer to a research project of a 
consortium on open mobility platforms [Bro16].

The Smile platform has been in operation since 2016 in Vienna, and initial expe-
riences with respect to acceptance and the reduction of private transport in favour of 
bicycle and public transport are positive. Similarly, other cities have also launched 
projects on mobility platforms, including Singapore, London, Copenhagen and 
Helsinki [ECO16b]. Next to brand-independent service providers, especially the 
cities are the drivers of integrated mobility services in order to prevent traffic col-
lapse despite further urbanisation, but also to achieve urgently needed improve-
ments in CO2 emissions and fine dust pollution.

As a supplier of open mobility platforms, the manufacturers are, with regard to 
vehicle movement data or mobility offerings, slipping into a passive role. In order 
to be accepted in the “commodity” area of ​​mobility, perhaps even to achieve the role 
of an active creator with integrated offers, partnerships or acquisitions are possible 
options, as many corresponding activities on the market demonstrate. In the areas of 
special mobility platforms, such as in the upper segment of “Branded Mobility” or 
“Company Mobility”, market niches can still be found and business opportunities 
are available. Particularly with respect to company cars, mobility services as an 
alternative to individual vehicles use can open up an interesting opportunity for 
companies to reduce costs, but at least to do something to support the “green image”. 
The base of ​​the idea is illustrated in Fig. 6.22.

The picture shows the areas to be included into a mobility platform in order to 
integrate corporate mobility in terms of a corporate car sharing based on fleet vehi-
cles, private cars and public transport services as well as taxi services. The approach 
is the same as with the public platforms. However, if a company prefers certain 
manufacturers in its fleet, the company or a consortium of manufacturers could 
establish the platform to secure vehicle sales, albeit with a reduced volume. 
Therefore manufacturers should consider positioning themselves in this field.

Another business opportunity in the area of ​​mobility services is the superior 
optimised control of the vehicles which are accessible to a platform – similar to air 
traffic control. A “digital mobility shadow” can serve as the basis for such guidance 
in analogy to the production control. For this purpose, the positions and, if possible, 
the planned destinations of all vehicles appear in highly precise maps and from 
there are integrated into a virtual model of the overall traffic situation of a geo-
graphical area. Taking into account the destinations and incoming queries from cus-
tomers, forecasts for traffic development can be derived from this, and the traffic 
flow can be optimised by routing measures to avoid traffic congestion. With autono-
mously driving vehicles, the avoidance of congestions can also reduce the risk of 
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collisions and increase the overall utilisation of the vehicles. Through such superior 
control, considerable advantages both for individual drivers and also for the overall 
traffic situation can be achieved. Such a future model could be developed by a man-
ufacturer with a high market share because they have access to all manufacturer-
specific vehicle data, and this way a model with the necessary statistical validity is 
available.

In summary, the importance of mobility services will increase significantly and 
see additional growth through autonomous vehicles, used as robotaxis. The mobility 
services are available via platforms, which enable customers to conveniently book 
intermodal mobility services with the aid of a smartphone App. The market is then 
essentially dominated by brand-independent companies. Other drivers of mobility 
platforms are cities and public transport companies.

In order to successfully position themselves in this extended mobility ecosystem 
and possibly to make up ground that was already lost, strategic partnerships and 
perhaps acquisitions are important for manufacturers. Further opportunities are in 
the offering of manufacturer-specific special mobility services, for example in form 
of a “Company Mobility” or “Branded Mobility”. The proposed future project of a 
superior mobility control also offers an opportunity for market positioning to vol-
ume manufacturers. It opens up considerable advantages by avoiding congestion, 
increasing capacity utilisation and reducing the number of collisions by autono-
mous vehicles.

Fig. 6.22  “Company Mobility” as an alternative to company cars [Ren16]
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6.2.3  �Roadmap Processes and Automation

Digitisation approaches for business processes up to complete automation have the 
goal to increase the efficiency of same. This is not only about individual business 
areas, yet about all operating divisions of the company. Along with improvements 
in the process procedures, further optimisations can be achieved by using new IT 
technologies such as Big Data, Analytics and especially Cognitive Computing and 
Machine Learning. To set up an appropriate digitisation program, it is necessary to 
identify and prioritise in an initial phase those areas that have high need for improve-
ment and thus hold big potential for increasing efficiency.

For this purpose, process-oriented procedures have proved effective which are 
available from comprehensive studies and the specialist literature and are docu-
mented there with reference models for business processes in the automotive indus-
try, e.g [Wed15]. The models are usually described on the basis of standardised 
languages, ​​and documentation is carried out using special software. The models 
also provide performance benchmarks for the individual processes, e.g [APQC14]. 
Furthermore, there are reference models of software producers which also allow a 
general structuring of processes and data based on the software solutions. Due to the 
SAP solutions used in many companies, the model of this software producer, the 
so-called Value Map, is known in the automotive industry. Figure 6.23 shows the 
upper level.

The Value Map shows the business competences of a company and assigns the 
essential business process areas thereto. For example, the competence area of a 
human resources department covers the main business areas of pay, talent develop-
ment, time recording and employee planning. Other fields of competence include, 

Fig. 6.23  SAP Value Map for the automotive industry [SAP14]
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for example, production and logistics, marketing, sales and after-sales as well as 
purchasing, each with the associated business areas. With the help of the Value Map 
a rough corporate structuring and the analysis of the process areas is conducted.

With a similar approach, business competences with associated components can 
be captured with IBM’s Business Component Model (CBM), shown in Fig. 6.24.

The columns show the business competences with the associated components. 
Components are independent process areas here with their employees, IT solutions 
and costs. The components are divided into three areas; in the upper third, the direct 
strategic and planning components (direct), in the middle third the controlling pro-
cess areas (control) and in the lower third the operational sequences (execute). The 
CBM-based approach also allows a company and process structuring as the basis 
for weak point analyses, with the aim of identifying efficiency-enhancing digitisa-
tion initiatives and setting them up for implementing a roadmap. For this purpose, 
the procedure shown in Fig. 6.25 has proved successful.

The picture is a simplified depiction of the steps and supporting methods of this 
working phase. In the first step, the business processes of the business area to be 
viewed are recorded and evaluated. Extensive relevant documentation is often avail-
able in companies.

Fig. 6.24  IBM’s Component Business Model (CBM) [Kop10]
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For the first rough assessment, it is recommended to summarise the processes of 
a business area, either in the Value Blocks according to SAP or the CBM method. 
For the identified process areas, the necessary resources for execution are recorded 
in respect of personnel, IT systems, and especially interfaces and system breaks are 
paid attention to. A benchmark with similar business areas assesses between com-
pany brands, or even better with comparison values ​​available on the market, the 
degree of maturity of the respective area and the potential for improvement. Areas 
with relatively high personnel requirements, with many different IT systems or rup-
tures between systems and high costs must be addressed with high priority. These 
are marked in red colour in the CBM representation, the components with medium 
potential are marked yellow, and the process areas already leading in these evaluation 
criteria are in green. This creates a so-called Heatmap, which shows at a glance for 
the company or business areas the fields to be addressed.

The Heatmap then again is the basis for so-called design thinking workshops, in 
which mixed teams meet with representatives from the fields to be addressed, from 
adjacent areas and from the IT, in order to develop ideas for improvement measures 
and concepts in a pragmatic and comprehensive approach. Figure 6.26 shows a tried 
and tested approach to the development of a roadmap for the implementation of 
digitisation projects.

For the areas that have a high potential for improvement according to the 
Heatmap, cross-functional teams develop solutions in workshops and document 
these in user stories. One business case each evaluates its economic benefits. As a 
result, projects can be implemented in the sense of “low-hanging fruits” within 
8  weeks’ time for example, and their costs can be absorbed shortly thereafter 
through realised savings.

For the selected projects, a first solution is developed within a short time using 
modern IT tools. The goal is to present a prototype or a so-called Minimum Viable 
Product (MVP) of the future IT solution, for example as an App on a smartphone, in 

Fig. 6.25  Development of a roadmap for digitisation projects (Source: Author)
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order to assess at an early stage whether the needs of the users and the project objec-
tives were met appropriately. On the basis of these MVPs, an implementation con-
cept is agreed upon in further agile workshops, and this is then implemented in 
so-called Scrum courses. Scrum describes an agile development method, which is 
explained in detail in Sect. 7.2.2. The agreed milestones appear in the roadmap of 
the overall program.

This contemporary approach to innovative projects in a digitally oriented corpo-
rate culture was just briefly outlined here and is deepened in Chap. 7. In the follow-
ing, process areas are presented, in which digitisation measures often lead to 
considerable improvements in efficiency and simultaneous quality improvement. 
The focus is, in addition to administration with finance, human resources and pur-
chasing, also on manufacturing with emphasis on Industry 4.0.

�Finance, Personnel, Purchasing

In the management of traditional manufacturers, business processes are often still 
executed with much manual effort and paperwork. The standard software solutions 
used, often solutions from SAP, Oracle or Peoplesoft, are accessible on workstation 
computers installed in fixed office workplaces. Mobile working on tablets or even 
smartphones is complementary at best.

In larger companies with several brands, in many cases nominally the same soft-
ware systems are used, however frequently they have been significantly modified 
and adapted to specific brands or countries. This leads, for example, to the fact that 
different account system plans are in use, personnel systems are run in different 
career structures, and purchasing systems use different supplier master data. What’s 
more, special process areas besides the standard software solutions often also use 
self-developed legacy systems that are connected to the standard packages via 

Fig. 6.26  Development steps of a digitisation roadmap (Source: Author)
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complex interfaces. In these heterogeneous environments, overarching analyses in a 
particular business area are often only possible with considerable manual effort.

This situation leads as an emergency solution to the “Excel madness”, i.e. to the 
manual transfer of data into evaluating spreadsheets, which then can often only be 
handled by specialists. In such an environment developed over time, targeted digiti-
sation initiatives should be implemented. Areas of action, such as system breaks, 
comprehensive manual intervention or the lack of integration between business 
areas, should be identified with the help of the described method (see Fig. 6.25) and 
documented in a Heatmap.

In order to improve, first the “low hanging fruits” should be picked. Experiences 
from different projects show that in each area there are some of these quick and 
easy-to-achieve improvements. Some typical examples from the practice of the 
author are given here in anonymised form.

•	 Recording the temperature and humidity of a warehouse with preparation in 
daily reports; the sensitive hygroscopic material which had been the reason for 
establishing this process, has not been stored there for a long time though.

–– Immediate removal of the entire process

•	 Implementation of an SAP-based purchasing solution; the legacy system is still 
in parallel use even after 2 years.

–– Shutdown within 2 months

•	 Multiple implementation of functionally identical process sections in different 
applications – for example receiving incoming goods in logistics, CKD and spare 
parts.

–– Consolidation – at least for this sub-area as a shared service

•	 Supplier master data in several systems; manual analyses of business 
transactions.

–– Analysis using an open, contemporary analysis tool

•	 In over 30% of the ordering processes on the basis of a catalogue system, manual 
interventions are necessary, contrary to the original target; several catalogue sys-
tems are used in the group.

–– Implementation of the established catalogue products; deviations only with a 
reasoned approval by the purchasing manager, and take over of the addtional 
internal costs.

Such examples can in the same or a similar manner certainly be found in any 
company. The problems are often not addressed as the employees are overburdened 
by the day-to-day business and become “routine-blinded”, and because the improve-
ments can only be implemented across departments or only with IT integration. 
Furthermore, there is often no incentive to tackle these projects, neither through 
bonus payments nor under career aspects. In order to improve this situation, a 
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culture must be created that motivates every employee to point out and solve such 
topics. See Chap. 7 for more information on this.

Furthermore, despite all security concerns, it must be made easier to bring mod-
ern software tools, which are often known from the use on a private computer or 
smartphone, into the companies. An example are chat tools such as WhatsApp or 
file sharing systems like Dropbox. These solutions are proven to improve collabora-
tion and reduce the communication effort. Although comparable solutions are avail-
able to companies in the market, the practical and accepted solutions are not yet 
used by the manufacturers or in the cooperation between manufacturers and part-
ners. The fast and pragmatic use of contemporary IT tools is certainly another “low 
hanging fruit” which in addition to improvements in the process sequences also has 
a motivating effect on the employees.

Implementing the measures in a first wave already leads to improvements and 
savings. In order to achieve further and sustained progress, integrated holistic solu-
tions are particularly useful for the administrative areas. To this end, a platform 
approach was proposed in Chap. 5 with the Vision 2030 (cf. Sect. 5.3.10; Fig. 5.21). 
The basic approach is an in-house business platform to which existing software 
solutions can be connected and on which new functionalities are built in the form of 
Apps. This brings together the “old world” of proven IT solutions and the “new 
world” in the form of Apps which are running on any mobile device. Figure 6.27 
shows a refinement of the rough concept proposed in Chap. 5.

The Business Foundation platform provides services to be used jointly, such as 
Master Data Management (MDM) and DataLake, Analytics and Cognitive 
Computing. In addition, the integration services secure the integration of the estab-
lished IT solutions, and business services offer recurring business services, for 

Fig. 6.27  Concept of a business platform for the integration of legacy systems and mobile applica-
tions (Image of IBM)
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example, for Blockchain or application releases. Access to the services via flexible 
mobile devices or web portals is through standardised APIs. The entire solution is 
based on Cloud structures. The Apps and additional functionalities are configured 
using Microservices within “Platform as a Service Concepts” (PaaS). The entire 
concept is based on open architectures and standards and envisages the use of open 
source software.

So much on the basic concept of an in-house business platform; for further tech-
nological IT details, such as operating in hybrid Cloud environments or the use of 
microservice-based architectures, please see Chap. 8. Following below here is the 
discussion as to which business areas are eligible for such an approach, what bene-
fits this approach provides, and how it can be set up.

In principle, this concept is useful wherever recurring, standardised procedures 
prevail which use different data sources and IT solutions. Therefore purchasing, 
finance and personnel are the first areas to be particularly suited to this approach. 
For example, in purchasing, the benefit is to access data and applications using 
simple mobile applications, in order to analyse across the company the purchasing 
volumes of suppliers or to bundle procurement processes. To this end, purchasers 
use a new “spending App” with simple dialogue, search and analysis functions. This 
App accesses the brands’ connected purchasing systems through the APIs. The data 
is automatically consolidated and standardised in the MDM or Data Lake functions. 
This overarching analysis and bundling allows negotiating of purchase prices with-
out extensive manual evaluations. An additional advantage is the company-wide use 
of the Apps, so that multiple developments and local special solutions become obso-
lete. The fast introduction into modern IT solutions and the decoupled renovation of 
the legacy system landscape are further positive aspects of the approach.

The challenges in the design and implementation of the platform concept are not 
so much on the technical level. For this, proven concepts, experiences and also pow-
erful IT tools are available. The major challenge rather is the necessary cultural 
change as the platform should be established and used throughout the company to 
exploit the potential. If, for example, a common financial platform is the goal, all 
existing financial applications or adaptions of a joint programme provider in the 
brands or also in the different markets of a manufacturer have to be linked step by 
step to the platform. In order to be able to utilise new functionalities in the form of 
Apps throughout the company, work flows need to be standardised. The acceptabil-
ity of this centralisation and harmonisation requires a massive change in the tradi-
tional self-understanding which is mostly characterised by local solutions with 
many individual adjustments and “process loops”.

In order to successfully implement platform concepts and to achieve the neces-
sary change, it is recommended to start implementing a company-wide Shared 
Service Centre. For this purpose, the workflows of a business segment are brought 
together in the current form with the existing IT systems in order to provide the 
services for the entire company from the centre. After a stabilisation phase, the IT 
adjustments and connections are implemented step by step in the background, fol-
lowed by the installation of additional functions. Finally, a mobile application is 
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available to customers to work with the centre. The processes are executed step by 
step with increasing degree of automation on the basis of cognitive solutions. Thus, 
through the intermediary of the shared service centre, the goal is achieved to auto-
mate process execution in the administrative areas.

An alternative to this sequential approach is the conversion of the applications 
towards a target system already during the transition phase. This path certainly 
requires increased change management activities so that employees will support 
this twofold change in a motivated manner.

�Product Development

In product development, IT solutions for product data management, design, calcula-
tion, simulation and virtual testing have been used for a long time and are daily 
practice. However, this area also has considerable potential for increasing efficiency 
through digitisation projects. Typical subjects are:

•	 Use of Analytics, for example to increase parts reuse through guided searches 
and patent researches

•	 Knowledge management, e-learning
•	 Assistance of manual work on the basis of cognitive solutions, for example for 

the identification of potential for improvement in the design through comparative 
analysis and comparison with “Lessons Learned Databases” and the use of 
optional materials

•	 Use of Augmented Reality instead of prototypes for test drives and feasibility 
tests

•	 Image search for damage analysis in the error-correction process
•	 Complete error-correction process; integration of the information flow from the 

field through development into production up to the supply of parts in 
after-sales

•	 Use of collaboration tools across the manufacturer and with external partners
•	 Crowdsourcing by absorbing customer suggestions through open feedback plat-

forms for conversion into product ideas
•	 Social media analysis and company-wide analysis of customer-relevant data for 

the early detection of weak points and customer requirements.

All of the listed approaches have the potential to improve the processes in devel-
opment through the provision of additional information, the IT-based coupling of 
adjacent business areas, and targeted support to the engineers. Figure 6.28 sum-
marises with which digitisation technologies which objectives in the area of ​​devel-
opment are of high potential for improvement.

It shows that the use of Big Data and Analytics tools, in addition to the “self-
thinking” cognitive solutions, supports the improvement of performance figures of 
the development. Also the opening of an internet-based feedback platform for cus-
tomers, in order to capture ideas and suggestions for the product directly, presents 
opportunities. The extensive use of collaboration tools to simplify and accelerate 
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collaboration between employees, reduce throughput times and reduce efforts, leads 
to further improvements.

In addition to measures to improve the process and workflow, from the author’s 
point of view, the development area of ​​the manufacturers should also be responsible 
for implementing two basic structural adaptations in the vehicle concept, the neces-
sity of which is briefly repeated here. On the one hand this is around embedded IT, 
and on the other hand around Connected Services.

The current situation of the embedded IT is characterised by long-established 
heterogeneous structures and a decentralised architecture with a multitude of elec-
tronic controllers of different network topologies. The system is prone to error, dif-
ficult to control, burdensome to secure, expandable only to a limited extent, and 
expensive as well. This means that there is a need for action, especially in view of 
the fact that the new business areas of connected services, autonomous driving, 
mobility services and digital products all require a powerful data exchange around 
vehicle data.

In addition to the further standardisation of interfaces and IT technologies, the 
fundamental transformation of the architecture to a central approach promises sig-
nificant improvements and the safeguarding of future viability; see Sect. 5.4.5 and 
[All16]. The central approach takes account of the trend that vehicles are increas-
ingly IT-driven. In the long run, the central processor is becoming the dominant 
vehicle component around which the “remaining mechanics with wheels” is 
grouped. This conversion of the architecture is complex and associated with consid-
erable challenges, but from the author’s point of view, it is in fact essential. It offers 
the opportunity, especially in the development of the new electric-drive vehicles, 
instead of a long-term evolutionary approach, to rely from the outset on the described 
central architecture.

With the new approach, a second urgent issue is to be addressed with regard to 
the upcoming e-vehicles. Currently, two “digital worlds” are developing for drivers. 

Fig. 6.28  Improving development with digitisation technologies (Source: Author)
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On the one hand it is the Connected Services offered via the infotainment unit, and 
on the other hand it is the personal smartphone environment. Both areas penetrate 
with solutions into each other’s respective traditional areas.

In addition to the well-known assistance systems, purchasing and booking 
options for instance will also be offered in the vehicles in future. Via mobile phones, 
already a constant companion in all private and business matters, powerful naviga-
tion solutions are available, and in the future service and diagnosis Apps can be 
expected.

In order to avoid duplicate work and simplify the use, these two worlds must be 
brought together conveniently for the customer. Synchronisation solutions are avail-
able for this purpose, which, however, only work under functional restrictions. In 
the author’s view, customers expect a seamless integration though (cf. Sect 5.4.2). 
When the user gets into a vehicle, the familiar smartphone environment should be 
fully available on a comfortable display in the infotainment unit. The usage should 
be voice- and gesture-controlled, whilst driving however only with restricted func-
tions. Vehicle-related Apps can also be retrofitted through established App Stores 
(cf. Sect. 6.2.1). At most, the vehicle-related assistance systems remain embedded 
in the vehicle.

With this approach, two further points are solved in a pragmatical fashion. The 
new Apps offer the much sought-after personalisation form the outset, which in the 
previous on-board approach needs to be established by special software solutions in 
the first place. Furthermore, the App approach allows short-cycle updates via the 
smartphone, decoupled from vehicle-related mostly longer innovation cycles. The 
proposed full integration will certainly lead to an increase in the acceptance of 
Connected Services and to a greater degree of customer satisfaction.

�Manufacturing and Industrie 4.0

In addition to management and development, manufacturing represents a further 
process area in which digitisation can lead to substantial improvements. The pro-
duction of the German manufacturers is in this regard guided by the activities, 
results and recommendations of the platform Industrie 4.0, an initiative under the 
patronage of the Federal Ministry of Economics and Energy (BMWi). In many 
committees and working groups, it is continuously pursuing the overall goal of sys-
tematically combining digitisation and manufacturing, thus creating the basis for 
successful international competition for markets and technology leadership 
[BMWI16]. Concrete recommendations for action and networks between interest 
groups emerge. Similar initiatives are also being pursued by other countries such as 
the USA, Japan and China, where producers are similarly supported (cf. Sect. 4.3). 
The German initiative developed a series of scenarios to specifically describe the 
future production.
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Figure 6.29 shows these production-relevant future scenarios in generic form on 
which the initiative Industrie 4.0 is based for further work. All addressed areas are 
also interesting for automotive manufacturers and to be transferred into specific 
initiatives.

As a starting point, after a process assessment, the production-related Heatmap 
has to be developed in the proposed approach according to Sect. 6.2.3. In the 
author’s experience, potential initiatives often cover the following project topics:

•	 Use of 3D printing directly in the line instead of supplying discrete components; 
e.g. vehicle interior

•	 robotics solutions for final assembly and body-in-white works to relieve 
employees

•	 Superordinate capacity planning of the plants; detail planning of the lines based 
on this

•	 Demand-oriented parts storage
•	 Monitoring the supply and quality situation in the supply chain
•	 Preventive maintenance of production equipment to avoid downtime
•	 Early detection of quality problems
•	 Real-time monitoring of the line supply and initiation of preventive measures to 

avoid supply shortfalls

Order-driven Production 
Company-wide production concepts based on automated production market place enable 
efficient production of customer-specific requests

Adaptable Factory 
Production competencies and capacities are being adapted and optimised in a fully automated 
manner and with the customer request in mind - all within strongly modularised production 
facilities

Self-organized, adaptive logistic
Increase of flexibility and decrease of reaction time of the industrial systems along the whole 
industrial supply chain based on comprehensive and automated logistics solutions

Value Based Services 
Virtual platforms consolidate machine and production data and create the basis for need-
based maintenance and individual service offers

Transparency and adaptivity of distributed products 
Communication-enabled products can be tracked through the entire life-cylce even after 
leaving the factory and can be updated and adjusted according to the conditions of use of these 
products

User Support within the Production
Digital Assistence Systems support workers within the production and change content as well 
as organisation of the work to be performed.

Smart product development for the smart production 
Production and product data are being used during the development of customer-specific 
solutions in a holistic and goal-oriented manner

Fig. 6.29  Production scenarios of tomorrow according to platform Industrie 4.0 [And16]

6.2 � Roadmap for Digitisation



168

•	 e-learning solutions for the introduction of new employees
•	 Detailed shift planning using different data sources
•	 Assistance systems in the control station for the initiation of corrective actions in 

case of malfunctions
•	 Predetermination of first-pass situations, i.e. the identification of which vehicles 

are going through the production process without any problems, or in which sec-
tions these are expected, and avoiding failures through preventive measures

•	 Continuous quality monitoring and early repairs or pull out of vehicles to avoid 
consequential costs in case of continuation

•	 Paperless manufacturing; digitised accompanying article card
•	 Commissioning support; guided parts removal and assembly.

Further typical project examples in the context of the digitisation of the produc-
tion are also shown in a report by BMW, summarised in Fig. 6.30.

One focus here is on supporting solutions such as employee alerting via 
Smartwatch in case of deviations in the operations sequence or their physically 
release by lightweight robots in heavy or tiring works. Analytics technologies are 
also used to monitor the quality of components as early as possible and to control 
the delivery situation in the supply chain. In order to avoid downtime, preventive 
maintenance work is initiated on the basis of trend analyses and forecasts, and the 
torque monitoring of screwdrivers is also carried out in real time. The examples 
shown fit into the application scenarios of the platform Industry 4.0 and detail these. 
Integrational in this regard is the user support through Value Based Services and 
innovative logistics solutions.

The individual measures pursued in public projects are to be further developed 
into platforms in terms of an integrative approach. For example, the Industry 4.0 
application scenarios envisage a production marketplace for the coupling of 
customer-specific production structures, a platform for machine and production 
data as well as a logistics hub. In order to support the intended horizontal and verti-
cal integration of the business processes and for the establishment of the planned 
data platform, a complete integration of the IT systems at shop floor level is needed. 
The problem is that the plant IT is usually very heterogeneous and contains a large 
number of network types, protocols, sensors, adapter types and transmitters. In 
order to ensure the integration of these different technologies, an approach is the 

Topic Application Area/ Example

Context-sensitive Assistance System Employee guidance via Smartwatches
e.g. alterting in regard to next step in workflow

Robotic Systems Relief of employees during heavy-duty work, light-weight robots work hand-in-hand with employee

Simulation und Plant Digitisation Use of 3D Scanners and high-resolution cameras during measurement of shell construction

Planning and Steering Systems Capture of quality of parts during production resp. within the flow of goods

Smart Logistics Capture of status of suppliers in real-time, hedging of supply of parts

Advanced Analytics Surveillance of screwer device; preventive maintenance to avoid downtime

Fig. 6.30  Digitisation projects in BMW production [SchR15]
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implementation of so-called Shop Floor Integration Layers resp. Plant Service Bus 
[Die16]. Figure 6.31 shows a proposal by Volkswagen.

On the left, today’s heterogeneous world with different IT technologies is pic-
tured, often directly connected to a specific requirement, for example to record the 
torque of a screwdriver or to provide a robot control with new programs. In the 
existing structure it is only possible with high effort and special solutions, for exam-
ple, to register the operating signals of all assembly machines and inserting devices 
in the production area and to evaluate process trends. The implementation of an 
overarching monitoring system will be complex as well. Furthermore, any replace-
ment of plant components entails cumbersome adaptation to the IT solution.

The implementation of a Shop Floor Integration Layer addresses this problem 
and offers, in addition to IT core functionalities, fast adaptation possibilities in order 
to link different plant ITs. Also, the layer provides various application interfaces 
(APIs) that can be used in innovative IT solutions for digitisation projects. Such an 
integration layer decouples the rigid link between technology and applications. 
Replacement, extension and adaptation of all involved components become easily 
possible this way. The vertical and horizontal integration required for Industry 4.0 
is also feasible [Die16]. For example, order data between processing machines can 
accompany the operation progress, while the horizontal communication from the 
development area to the machine ensures a rapid error-cancelling process.

On the Shop Floor Integration Layer, in analogy to the architecture for the mobil-
ity platform (cf. Fig. 6.20), an application platform can be set up with Microservices 
for the Internet of Things (IoT), oriented to production-relevant solutions, for exam-
ple, for preventive maintenance or for near-real-time quality monitoring. Hence it is 
important, in addition to the initial projects of digitisation with the aim of rapid use, 
to observe the strategic orientation and sustainability as well as the conception and 
implementation of a Shop Floor Integration Layer and an IoT platform. This archi-
tecture will in the long term also be the basis for the so-called Digital Shadow (see 
Sect. 5.4.9). In this virtual image of production, which is supplied with real-time 
data, future projections and the simulation of action alternatives can be carried out 
in order to test possible increases in efficiency before the operational deployment.
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Fig. 6.31  Plant Service Bus for connecting the plant IT in Industry 4.0 Solutions (Volkswagen)
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6.2.4  �Roadmap Customer Experience, Sales and After-Sales

Similar to production, the sales and after-sales sector of the automotive industry 
also undergo an extensive transformation process (see Sect. 5.4.7). Sales of vehicles 
via dealers will shrink in favour of Internet-based sales platforms. It is therefore 
expected that the number of dealers will shrink, at least their business structure will 
change. For the emerging so-called multichannel structures, new processes, tools 
and cooperation models are to be agreed with the dealers. In addition, sales channels 
for the new manufacturer offerings, such as connected services, mobility services 
and vehicle-related data, need to be created. In the area of ​​spare parts, new sales 
channels, such as shop systems and platforms, can be expected in addition to deal-
ers. Marketing will also change profoundly through the use of digital technologies.

Digitisation initiatives in the main processes of sales, according to the author’s 
experience, include the following topics:

•	 Sales

–– Intuitive vehicle configurators using customer information from the history 
and findings from social media contributions; use of the configuration in fur-
ther customer interactions

–– Augmented Reality for the presentation of the desired vehicle in the virtual 
space or on high-resolution screens at the dealer or in the private area; virtual 
test drives in freely selectable environments

–– Online vehicle sales via sales platforms; development of multichannel 
concepts

–– Cross-brand, continuous lead management from initial contact to vehicle 
purchase

–– Social CRM (Customer Relationship Management); support of all sales pro-
cesses taking into account different data from the company and public sources

–– Digitised salesman workstations; assistance systems with needs-based sup-
port functions

–– Support in the definition of digital products, the trading of data, the business 
brokerage in trade via connected services and the use of APIs from manufac-
turer platforms

–– Definition of sales structures for mobility services and digital products as well 
as the establishment of suitable online sales platforms

–– Establishment of sales partnerships for the shared use of established 
marketplaces

•	 Marketing

–– Customer-specific direct marketing
–– Marketing for new digital products; strategy in line with vehicle business
–– Cross-brand comprehensive customer views, including social media analysis 

and derivation of a complete view of customers (360° view)
–– Loyalty analysis; early detection of migration trends
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–– Integration lead management, marketing, sales initiatives
–– Transaction-specific customer satisfaction analyses in service
–– Tracking of marketing and sales activities with customer-specific supplemen-

tary offers for the further development of interest until conclusion of sale
–– Offers from partner companies such as retailers, petrol stations and also event 

providers on the infotainment unit, taking into account customer-specific 
localisation

–– Cross-media and -channel brand management

•	 Services

–– Continuous vehicle diagnosis; proactive customer-specific service offers
–– Intelligent assistance systems for service reception and maintenance work 

based on cognitive technologies
–– Mobile devices as an interface for applications in the App format for digitised 

damage assessment and for customer-specific financing options
–– Software updates “over the air”
–– Harmonisation of warranty management; feed back of trends into the error-

correction process
–– Vehicle file online; integrated service and component history
–– Intelligent solutions for workshop capacity planning and disposition of spare 

parts

•	 Spare parts

–– 3D printing of spare parts in the local markets
–– Part-specific needs-oriented storage
–– Online parts trading
–– Blockchain methods for part tracking and source protection in the service as 

copy guard
–– Direct supply of parts from the manufacturer into the service
–– Proactive demand planning based on Big Data and Analytics technologies, 

using information from sales forecasts, social media, weather data and his-
torical retrievals

•	 Management and control

–– Rolling sales planning using 360° customer views
–– Continuous usage-oriented post calculation of sales and marketing costs
–– Online reporting with drilldown functions
–– Benchmarking of similar areas between manufacturer brands
–– Efficiency increase in process execution through automation.

This exemplary overview with a multitude of different project themes shows that 
in sales a fundamental transformation takes place in close connection with the digi-
tisation. Before a roadmap is defined according to the prioritisation of the initiatives, 
decisions about the orientation and the resolution of target conflicts must be made in 
the existing sales structure. Here, for example, the following situations must be 
considered, each with a possible solution approach from the author’s point of view:
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•	 The success of mobility services is at the expense of vehicle sales

–– Shift mobility services to independent company organisation; distribution 
channels and implementation of the mobility concepts with involvement of 
the dealers

•	 Direct online distribution of vehicles and parts reduces the dealer business

–– Define a tuned channel concept around central distribution centres for the 
vehicles (“hubs”); integrate dealers in after-sales services and the distribution 
of new products

•	 The majority of importers and dealers do not belong to the manufacturers yet are 
rather independent companies. The dealers “own” the customer information. The 
IT infrastructure in the dealer’s possession is often outdated and inadequately 
integrated with the manufacturer. Due to low margins, there are little investment 
opportunities for innovation and digitisation.

–– Providing open Cloud-based trading platforms for dealers; sharing of cus-
tomer data between dealers and manufacturers for compensation.

•	 Distribution channel for mobility services, connected services and digital 
products

–– Focused sales in the mobility organisation; use of partnerships and estab-
lished platforms, for example, in the distribution of connected services via 
App Stores.

Building upon the fundamental decisions on these questions, the digitisation 
projects must be prioritised on a roadmap. Independent of this, the efficiency of the 
sales processes is to be continually improved by the use of modern IT solutions in 
accordance with the approach described in Sect. 6.2.3.

Figure 6.32 shows digitisation initiatives of the automotive industry on a time 
horizon [Wei16]. The time axis reflects the stability and availability of the required 
technologies, as well as the readiness for implementation, while the vertical axis 
indicates the complexity of the solution. Multiple distribution channels are seen 
here as subject of high priority, followed by other sales channels such as the trans-
formation in after-sales and in the service business, as well as the virtual dealers. In 
the medium term, the potential of 3D printing will also be qualified as high, besides 
other initiatives from adjacent areas such as autonomous driving, preventive main-
tenance and location-related services. The smart factory on the basis of cyberphysi-
cal systems is assigned a high complexity here, and it is seen as ready for practice 
only in the medium term. User-related insurance solutions will also be offered with 
the help of vehicle data integration.

The digitisation initiatives affect all three levels of the established sales structure, 
both at the manufacturer, as well as at the importers and the dealers. There are dif-
ferent estimations for the project benefits. An example is shown in Fig. 6.33.

Different effects of digitisation initiatives are shown as examples which, through 
the established three-level sales structure, affect everybody from the OEM over the 
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importer through to the retail dealer and result in sales and earnings improvement 
there (values ​​in percentage points). Through more efficient sales and marketing 
campaigns, more customer interest, so-called leads, is turned into purchases, and 
loyalty towards the manufacturer is increased by proactive customer support. 
Customised marketing is used more purposefully and shows more motivating buy-
ing effects at reduced effort, so that only minor discounts are required. Overall, 

Fig. 6.32  Time horizons of digitisation initiatives [Wei16]

Fig. 6.33  Benefit estimation of digitisation initiatives in sales [Lan13]
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sales increases of about 9.5% on the average are expected at each sales stage, while 
at the same time improving the earnings situation; at the manufacturer it is up to 
2.7% and in the sales stages on average about 1.3%. These effects result from the 
efficiency increase in the existing processes and structures in the vehicle business. 
New services, structural adjustments and new products are not included in the esti-
mates shown.

6.3  �Overview Roadmap and KPIs

As an essential part of a general approach to the development of a digitisation road-
map for a manufacturer-wide digitisation program, a framework concept with four 
thematic fields and appropriate recommendations for action was proposed in 
Fig.  6.11. An approach was also developed for the cross-sectional topic of 
“Increasing the efficiency of the process” through the use of digitisation solutions. 
This approach was deepened for the areas of administration, development and pro-
duction with a focus on Industry 4.0. The summarising overview from this is 
depicted in Fig. 6.34.

The columns show the four digitisation fields and the three most important initia-
tives for implementing a digitisation strategy. These have been derived from the 
detailed explanations in this chapter and do therefore not need to be deepened. 
Rather, the focus is on pointing out the projects and their objectives at a glance. A 
similar picture should be developed by every manufacturer as the guiding principle 
of the company-specific digitisation strategy and used as an introduction to 
communication about the direction. It is important to define concrete measurands 
for the project objectives and progress on the respective initiatives. The objectives 
are manufacturer-specific, aligned with the respective initiative, and derived from 
studies as needed. Information on key figures and methods is for instance in 
[LeH16], [Col14]. Examples of such figures ​​in digitisation are:

Fig. 6.34  Top digitisation initiatives (Source: Author)
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•	 Strategic orientation

–– Targeted sales, earnings contribution and market share from established vehi-
cle business, mobility services, connected services and digital products with 
specification at least per the main markets

–– Sales per sales channel – traditionally, but also on the basis of new platforms 
in the multichannel structure

•	 Digitisation roadmap

–– Number of employees active to develop new products
–– Investment in digitisation projects
–– Number of strategic partnerships with focus on digitisation
–– Number of Apps developed outside the company (crowdsourcing)
–– Acceptance (active users, followers) of the manufacturer in social media

•	 Digitisation projects

–– Number of employees and Scrum teams
–– Number of use cases and story points
–– Duration MVP (Minimum Viable Product)
–– APIs, Microservices

The setting of target variables and their communication is part of a culture that 
promotes and enforces the implementation of the digitisation strategies or the digi-
tisation roadmap in an agile, open approach. The subject of culture as a key success 
factor in the implementation is discussed next in Chap. 7.
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Chapter 7
Corporate Culture and Organisation

Electrically driven autonomous vehicles are pushing the trend towards mobility ser-
vices that are available conveniently as required through Apps via smartphones. In 
the future, a “robotaxi” will be ready for the desired departure date and will drive its 
customers to the destination and then, while in the background the payment of the 
services is being processed online, is already on the way to the next customer. The 
vehicles are linked via Connected Services and guided efficiently through the traffic 
by a superior traffic control system within the “mobile shadow”, evading traffic 
jams. With these comfortable services, vehicle ownership is at least in the cities of 
minor importance. Only in the “emerging markets” and also for a few vehicles in the 
“enthusiast segments”, such as sports cars and luxury models, the traditional vehicle 
business is continuing. This vision of the future automotive industry was explained 
in Chap. 5 in detail and will be discussed in Chap. 10 in the long-term vision.

Mobility service providers operate different business models. Vehicles for own 
fleets of providers are to be bought, while in “shared concepts” private or company 
vehicles are also used. Overall, the demand for vehicles is decreasing as a result of 
the higher utilisation levels in the service business. In order to be able to participate 
competently in this changed market environment with new offers to compensate for 
the drop in revenue from the sale of vehicles, it is imperative for the automotive 
industry to reinvent itself.

The proven strategy of establishing innovation through powerful engines, ele-
gant bodies, new materials and efficient production technology, will no longer suf-
fice. Manufacturers must establish new strategies and new business models with 
new offers. The options range from being a “mobility provider with attached vehicle 
production” up to “Foxconn for mobility services providers or high-performance 
manufacturers”, but also as hybrid forms, depending on the target market. After 
defining the strategy, manufacturers will have to use comprehensive transformation 
and digitisation initiatives in order to align their company with the new goals. This 
was the subject of Chap. 6.

With the impending profound changes, the challenges are not so much the con-
trol and availability of the necessary digitisation technologies. It will be much more 



180

difficult to motivate all employees to actively participate in transformation and 
change, and not to stay sceptical and stuck in old behaviour patterns and procedures. 
Today’s corporate culture is often still dominated by hierarchical structures and 
traditional value systems. A new “digital culture” is required to break up the associ-
ated encrustations and create a positive spirit of departure as the basis for the change. 
This is characterised by curiosity, readiness to change, and flat hierarchies. Speed ​​
and agility prevail over formal, slow process flows.

The topic of the adaptation of culture as well as the creation of a start-up mental-
ity as an essential prerequisite for successful transformation driven by digitisation is 
the subject of this chapter. To this end, new methods for innovation and project 
management are presented, and organisational proposals are discussed from the 
viewpoint of digitisation. These are the basis for the discussion as to which organ-
isational adjustments are necessary for the digitisation.

7.1  �Communication and Leadership

A corporate culture is reflected in the natural behaviour of its employees among 
themselves and in the face of customers including the practised values, the climate 
and the morale. Culture always is also strongly influenced by the company’s history 
and roots, the reputation of its products in the markets, the feedback from customers 
and the economic environment. It forms the basis for the success of the company, to 
which the employees contribute purposefully and with motivation to transpose the 
business strategy [Zel15].

Building on the well over 100 years of history of the automobile and the continu-
ing economic industry success, the culture based on the relevant fundamental values 
of the company is firmly entrenched in the behaviour of staff. Job outlines and 
career models have been the same for generations and have often been passed on 
within families. This established culture must now be sustainably modified in order 
to successfully implement the digital transformation necessary for the manufactur-
ers to survive.

According to a recent study, company culture is significantly influenced by the 
following factors [Eil16]:

•	 Communication
•	 Leadership
•	 Flexibility/readiness for change
•	 Diversity
•	 Transparency
•	 Participation

The study evaluated where the surveyed companies see themselves in these areas 
and their preparedness for transformation projects. The findings are that the compa-
nies have on average so far at best only achieved a satisfactory status. As an exam-
ple, Fig. 7.1 shows the results for the area of communication, which is the most 
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important component of cultural influence, closely followed by leadership and will-
ingness to change.

Within the field of communication, the largest gap is in the open handling of 
critical topics, followed by the feedback culture, the appreciation in the communi-
cation of managers with their employees and the communication across hierarchical 
levels. Unlike that, some of the topics which are easy to realise are well-advanced, 
albeit of minor importance. Examples of this are the communication of the manage-
ment with employees, the establishment of places for informal exchange and also 
the promotion of the formal information exchange. Thus, it is clear in which areas 
to begin with improvements to the communication. Critical topics must be addressed 
proactively, even across hierarchical levels, in an appreciative dialogue. These 
enhancements are clearly a task of the leadership, which cognisantly addresses the 
relevant implementation gaps and demonstrates exemplary conduct.

Further tasks and challenges for executives, especially in terms of digital trans-
formation, were also assessed in the study. An overview on the results is shown in 
Fig. 7.2.

Change Management, the handling of growing complexity, the conscious per-
ception of the role model and the creation of transparency in processes are the big-
gest challenges and show a considerable backlog in the implementation. Other 
management tasks, such as the creation of a climate to safeguard a work-life bal-

Fig. 7.1  Corporate culture; communication topics and their implementation [Eil16]

7.1 � Communication and Leadership
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ance, the handling of cost pressures and to maintain credibility, also still show sig-
nificant deficits in implementation.

In order to increase the ability to transform, executives need to strengthen and 
retain traditional leadership elements but must at the same time learn to identify new 
business models and manage the necessary digitisation initiatives. In order to meet 
these challenges, specialist studies suggest that successful executives act in an 
“ambidextrous” manner [ORe13]. In the context of innovation and transformation, 
this means the ability to manage traditional improvement measures in established 
business areas and alongside these to also develop and drive new disruptive 
models.

In the past, the manufacturers were almost exclusively focused on the continuous 
improvement of the existing structures in order, for example, to avoid wasteful pro-
duction processes by Lean methods or to secure quality through Six Sigma 
approaches.

However, agility, a willingness to experiment and some degree of risk are typical 
conditions for the development of ground-breaking ideas. These new skills are to be 
encouraged, as they determine the cultural change required for digitisation. Previous 
hierarchical structures and value systems are more and more fading into the back-
ground, and project-related forms of organisation, thinking “outside the box”, flex-
ibility, willingness to learn, responsibility and an atmosphere of departure are 
needed. Executives must be able to introduce their employees to this new world, to 
create degrees of freedom as well as to motivate teams in new organisational forms, 
to structure complex subjects and to work on the solutions without fixed targets in 
new approaches. In order to increase understanding and communication across hier-

Fig. 7.2  Challenges for executives and their fulfilment [Eil16]
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archy levels, “reverse mentoring” should be used as an innovative method. In this 
process, “seasoned executives” regularly meet with a digital native of their company 
as a personal mentor for coaching on current topics in the field of digitisation. In this 
way, blockades are removed and an open communication is lived.

As already stated, the basis for this new culture is the vision of the company and, 
on this basis, the business strategy, which must be communicated internally and 
externally with clear and measurable goals. Every employee, partner and customer 
should understand what the company’s goals are and how these are to be achieved. 
To this end, it is to be shown which basic attitude the company expects as a cultural 
component of its employees. The communicated orientation is then to be deepened 
in concrete terms through credible example by the executives.

These references to the change in corporate culture are considered to be suffi-
cient for the purpose of this book. For further detail, if needed, please refer to the 
specialist literature which deals scientifically and extensively with the subject of 
cultural change [Zel15].

With its “Leadership 2020” program, the German company Daimler is a good 
example of this clear communication and of a new corporate culture as an authentic 
role model for digitisation. To illustrate this, here is a quotation from the “Innovation” 
section of the company’s website [Daimler]:

Digitisation will continue to gain momentum. All the major trends in the industry are 
already being driven by digitisation nowadays or are driving it forward themselves. We will 
gradually establish a new innovation culture at Daimler. This is the only way to link the 
strengths of a global corporation even more closely with the strengths of a Start-up. … We 
will continue to be ahead in the digital age as well and create the conditions for an agile and 
interconnected organisation. In this way, our employees can make full use of their creativity 
and realise their ideas. … Our culture is characterised by transparency, trust and flexibility. 
We place our trust in the abilities of our employees and thus give them the opportunity to 
actively contribute and shape the “tool” and know-how for the digital future of the Daimler 
AG. Employee events such as the DigitalLife Days, Open Spaces & Hackathons, the inter-
national DigitalLife Roadshows and our internal social network Daimler CONNECT are 
also available.

The company’s focus on digitisation and the necessary changes in corporate cul-
ture become apparent here. On the way to an innovation culture, the leadership 
relies on the creativity and knowledge of the employees and supports them with 
training courses, tools, innovative projects and open communication based on inter-
nal social networks. The reorientation is supported by the authentic appearances of 
the CEO Dieter Zetsche at the opening of motor shows in jeans and sneakers. Even 
his speech at a Green Party conference (13.11.2016) in which he predicts that the 
automotive industry only has a future if it develops emission-free vehicles, reaffirms 
the new corporate culture. The company’s well-known investments and early-stage 
projects in the area of car sharing, intermodal transport, connected services and 
assistance systems make the new strategic orientation of the company plausible (cf. 
Fig. 6.19 in Sect. 6.2.2). To change the culture implies the application and exempli-
fication of new procedures, methods, and tools for project handling and cooperation 
for instance. Some are therefore presented below.

7.1 � Communication and Leadership
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7.2  �Agile Project Management Methods

Many manufacturers rely on agile methods and procedures to achieve fast project 
successes in cross-divisional teams. Originally, these approaches came from the 
field of software development but are increasingly being applied to the processing 
of other work as well. This allows new ideas and approaches to be developed prag-
matically, quickly and tested for feasibility and success. These procedures offer an 
ideal framework for the transformation of the company culture through the consis-
tent application and exemplification.

Agile procedures in software development were already published and applied in 
the 1990s. The dissemination accelerated considerably through the formulation of 
the so-called Agile Manifesto in 2001, which was published by 17 well-known soft-
ware developers and meanwhile has several thousand signatories [Bee01]. The 
Manifesto defines four values and 12 principles of agile development. A value is, for 
example, that the cooperation with the customer is more important than the contract 
negotiation, and the responding to changes has priority over the execution of a plan. 
Principles are, for example, the delivery of working software in regular short time 
periods, the almost daily collaboration of the experts, the constant attention to tech-
nical excellence and good design, the essential simplicity as well as the self-
organisation of the teams in planning and implementation [Bee01]. The values and 
principles radiate customer orientation, flexibility and dynamism and make it clear 
why agility is being sought by many companies to promote corporate culture in the 
sense of digitisation.

Building upon the values and principles, a variety of methods have established, 
supported by different practices and tools. This context is illustrated in Fig. 7.3.

The picture shows the interrelation between agile terms, from the manifesto and 
methods to practices, techniques, and tools. In the field of methods, Scrum and 
Kanban are very common, while as techniques within the methods Story Point pro-
cesses are popular for describing application scenarios and so-called burn-down 
charts to show the progress of the creation.

Figure 7.4 shows the results of a study in which six Agile Methods and the clas-
sical approach in project management were evaluated by users according to seven 
evaluation criteria, such as the quality of results, the timing and efficiency. The 
Agile Methods perform better in each sub-valuation, with one exception, than con-
ventional project management. Of the Agile Methods, Scrum is rated the highest by 
users. Apart from Scrum, Design Thinking is highly rated particularly in the areas 
of employee motivation, teamwork and customer orientation. The method is there-
fore used as a general approach also outside of software production, for example, in 
innovation workshops and in brainstorming. Punctuality is generally worse in all 
methods, especially in classic project management, and Scrum is rated best. It 
should be noted, however, that agile methods often work according to the so-called 
time-boxing principle, in which the scope of work is variable but the end date is 
maintained.

7  Corporate Culture and Organisation
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Design Thinking and Scrum are often used by the manufacturers, at a high per-
centage in IT projects, but increasingly also in innovation management. Both meth-
ods are briefly described below. For a deepening of further agile procedures, relevant 
studies and technical literature are available, e.g [Rig16], Now16].

Agile Values and 
Principles

Agile Manifesto
4 Values – 12 Principles 

Agile Methods

For Example Scrum, IT-Kanban, XP, 
Design Thinking 

Agile Practices / Techniques / Tools

Product Owner, Product Baglog, Time Boxing, 
Story Points, Planning Poker, Burndown, Daily 

Kenban Board, WIP…

Fig. 7.3  Hierarchy of the concepts of Agile Values, Agile Methods, and Agile Techniques [Kom15]

Fig. 7.4  Evaluation of Agile Methods in project use [Kom15]
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7.2.1  �Design Thinking

Design Thinking is an agile approach for solving of problems or developing new 
ideas. It is important that customer expectations and wishes are the focus of this 
method, while the technical feasibility and economic aspects only follow in the 
course of the process. The core of the approach is to develop creative solutions in an 
iterative approach with interdisciplinary teams in close cooperation with the future 
customers. Aside from the interdisciplinary groups and the interactive approach, it 
is crucial for the success that the work is in an appealing atmosphere in rooms which 
can be designed flexibly, ideally also outside the familiar environment, in order to 
enable an additional boost to creativity. In order to prepare workshops, the behav-
iour and processes are recorded at the customer, expectations are determined in 
dialogue and, situations are documented in typical “a-day-in-the-life” flowcharts for 
instance [Ger16]. A wide range of other methods and tools are used in the course of 
the method. There is no standardised approach for the Design Thinking concept, but 
six process steps have been established, which are shown in Fig. 7.5.

The six working steps are each to be passed iteratively. In repeated runs, new 
findings or feedback information from the future user can be included. During the 
process, analytic methods are coupled, for example systematic information evalua-
tions with intuitive methods such as brainstorming and visualisation.

The beginning of a project must be the understanding of the problem situation 
from the customer’s point of view. In doing so, it is important that all team members 
understand the situation and the task as completely as possible and internalise these 

Fig. 7.5  Process steps in the Design Thinking approach [Lob16], [Pla09]
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for the next steps. In the next phase of observation, it is important to speak with the 
customer in depth and to consult with experts on solutions from similar problem 
areas, for example with assembly workers or logistics companies from the environ-
ment in question. Based on this, to conclude the problem analysis, the various infor-
mation of the team members is consolidated, evaluated together and a position 
defined in the third working phase. Only then follow three steps to find the 
solution.

Different creativity techniques are used to develop as many ideas as possible. 
These are initially just collected and neither evaluated nor commented. Afterwards 
only, the team evaluates and selects them according to criteria such as technical 
feasibility, cost-effectiveness and assumed customer acceptance. For the selected 
favourites, prototypes are created in the fifth step. In software projects, the team is 
already trying to present the first workflows with a minimal range of functions, for 
example in the form of Apps, using modern development kits. For representation, 
Lego or wood models can be used for mechanical problem solutions, and role play-
ing in the team for service processes.

The prototypes are not about the almost perfect implementation of the idea, but 
rather the illustration of the solution as a basis for the evaluation and development 
of an improved solution taking into account the requirements. In the final phase, 
future customers will test the prototype. With the feedback from the tests, the solu-
tion is improved in further iterations. In order to confirm the solution and to start the 
realisation, the technical feasibility has to be confirmed, the economic viability is 
required, and also all customer requirements must be workable.

The interactive method of the Design Thinking concept is very close to the future 
customer with a flexible approach and a sound success assessment in an early phase, 
and it has by now proved itself in many projects [Sch15]. The approach is not only 
used for the development of new products and business models, but also for the 
improvement of internal processes and procedures, as well as for the design of more 
user-friendly software systems.

According to the Hasso Plattner Institute HPI, among the users of Design 
Thinking are for example companies Airbnb, BMW, DekaBank, DHL, Freeletics, 
Volkswagen and SAP [Sch15]. Often however, the projects address only individual 
problems and thus mostly create isolated solutions. The potential of Design Thinking 
is notably in the area of interdisciplinary work and the creation of creative solutions 
across departmental boundaries.

In many cases, these possibilities are still to be explored, as a study in this regard 
shows [Sch15]. Focusing on the customer is at the forefront of the Design-Thinking 
process and is, besides the analysis and survey of the target group and the personal 
testing of initial situations, highly important. To try out sequences in role-playing 
games themselves and to convert these experiences into creative solutions leads to 
effective team building in the workshops. As a result, this approach, with its open, 
iterative approach, positively affects corporate culture and communication across 
departmental borders.

7.2 � Agile Project Management Methods
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7.2.2  �Scrum

Another agile method which is already used by many manufacturers and which 
offers a comprehensive utilisation potential not only for software development, is 
Scrum. The term originates from Rugby where it describes an “ordered crowd” to 
restart the game after minor violation of the rules [Fle14]. This image reflects a 
dynamic project work with sporadic meetings and an orderly restart. The scrum 
process also runs iteratively, whereby a project objective is divided into partial steps 
which the team works on in creation loops, so-called sprints. The sequence of a 
scrum project, the roles and the essential elements of a Scrum run are illustrated in 
Fig. 7.6.

The team should comprise between 5 and 10 members and is responsible for the 
creation of the product in self-organisation without a hierarchy. The method distin-
guishes three roles. The product owner represents the end customer and his work 
order and is responsible for the definition and prioritisation of the requirements. He 
leads the development. The Scrum Master supports the team and is responsible for 
the organisation and the basic conditions for a smooth work. From the work assign-
ment the team derives the requirements, formulated in the words of users in so-
called User Stories, depending on the extent also supported by several Story Points. 
The User stories form the product backlog which includes a collection of all the 

Fig. 7.6  Sequence of the Scrum method [Kom14]
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functions and features which the product should have. These descriptions are com-
plemented and refined throughout the project.

From the backlog, the team selects in its sprint planning the tasks to work on in 
the upcoming work cycle, the sprint. The selected worklist for the team is available 
in the form of tickets in the sprint backlog. From this stock, the team members take 
over responsibility for their own tickets to handle. During brief daily stand-up meet-
ings, everyone talks about their work, to include what was perceived as irritating or 
obstructive, and what to tackle in the next step. The so-called Breakdown Chart 
(BD-C) documents the status of the actual processing of the work volume compared 
to the plan.

The duration of the sprints is constant. In the so-called “Time Boxing” proce-
dure, the team adjusts the extent of work, considering priorities. At the end of the 
sprint, the flows and results are analysed in the retrospective, and necessary improve-
ments are made for the upcoming runs. The work results of the sprints, the partial 
solution of the product, is given to the end customer, represented by the product 
owner, for testing. Taking into account the feedback, adjustments of the work results 
or also additions to requirements are made.

A characteristic feature of the Scrum method is the iterative approach in fixed 
cycles with self-organising teams. The close integration of the end customer into the 
assessment of interim results from the sprints as well as the direct implementation 
of feedback and the flexible adaptation to changed requirements ensure that the final 
product meets the expectations. The transparency of the worklists, the work sta-
tuses, the daily communication and the open teamwork create a motivating work 
atmosphere and quickly lead to desired work results.

In all, the use of agile methods is highly recommended. However, it should be 
borne in mind that these do not work in all situations, and there are quite a few areas 
which are better approached using proven waterfall concepts. Based on the author’s 
experience, Fig. 7.7 simplifies recommendations as for which framework conditions 
which method is appropriate.

The traditional approach of the waterfall method from outline into details is 
always preferable when it is necessary to implement established processes with 
clear requirements using existing tools in tried and tested procedures. Even though 

Waterfall method Agile Methods

� Project focus: static processes and 
requirements

� Established procedure based on existing tools
� Limited availability of know-how and decision-

making authority in the team
� Test the project result only as a complete 

product

� Project Focus: Innovative solution for 
requirements are fixed

� Cross-divisional objective with high need for 
co-ordination

� Know-how and decision-making powers 
available in the team

� Permanent end customer integration possible
� Iterative testing possible

Fig. 7.7  Method selection in project management (Source: Author)
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in the implementation phase end users with overlapping process knowledge and 
decision-making authority are available only to a limited extent, or the project can-
not be tested iteratively, the waterfall method makes sense. Whenever innovative 
solutions with not yet fully defined requirements are to be found and interdisciplin-
ary teams with know-how and decision-making mandates are available, agile meth-
ods are the preferred option.

7.3  �Entrepreneurship

As a result of the increased use of agile project management methods, the project 
members are developing new attitudes and habits which are key to the envisaged 
“digital culture”. The basic approaches of these methods are:

•	 Trust and confidence in the employees
•	 Independence
•	 Use of group intelligence
•	 Learning by experiment
•	 Acceptance of errors and failure
•	 Give feedback and reflect
•	 Result orientation in iterative phases
•	 Self-organisation

Working together in interdisciplinary teams encourages creative, independent 
work in the development of new ideas and handling of projects and is then more and 
more becoming part of the corporate culture. Many of these elements do not con-
form to the well-established traditional leadership elements of classic Command & 
Control and Micromanagement, which have promoted the lack of independence and 
working in fixed hierarchical structures. But it is important to alter just this approach 
in the future in order to enable innovation, creative thinking, cross-sectoral work 
and own initiative.

In this transformation, the executives have an important role to play. It is neces-
sary to integrate the corresponding elements into their own style of leadership and 
to live them. It should be relied on open, team-oriented coaching, and workers need 
to be encouraged to take risks and responsibilities, but also to look beyond the 
boundaries of their own organisation. This is the biggest challenge for the organisa-
tion, and it is precisely this which, according to the author’s experience, is lacking 
with some established manufacturers. In many cases, the focus is almost exclusively 
on optimising one’s own department.

Ultimately, this thinking must be changed, as well as the breaking of existing 
structures through more entrepreneurship must become a further part of the enter-
prise culture. There is no single definition of this term, which has been used for 
many years and is also the subject of research projects. In the sense of the intended 
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digital culture, the explanations of the online Lexikon der Gründerszene (lexicon of 
the founders’ scene) describe in the distinction between manager and entrepreneur 
well what is needed in the future [Grü16]:

The present understanding of entrepreneurship was essentially characterised by 
the work of the economist Joseph Schumpeter, who differentiates between the 
entrepreneur and the manager. According to Schumpeter, the manager is a company 
administrator who has little to do with creation of the new. It is the entrepreneur who 
acts as an innovator and takes up and establishes new ideas. In the context of the 
innovation process, the entrepreneur first destroys existing structures before creat-
ing new and better structures. He is also heavily involved in the development of 
these.... An entrepreneur does not invent, yet transforms what is presently there 
through successful restructuring and an analytical understanding of the market into 
innovations.... Entrepreneurship is characterised by the ability to recognise and take 
up market opportunities and to realise these in pursuit of profit. This includes the 
coordinated use of resources as well as the calculated assumption of risks. 
Entrepreneurship is therefore a three-step process consisting of the identification of 
market opportunities, the development of business ideas, and their 
implementation.

This definition vividly describes how a corporate culture should evolve towards 
more entrepreneurship. It is necessary to establish more start-up mentality coupled 
with a positive atmosphere of departure and innovation. The employees should be 
encouraged to engage in the transformation process like an entrepreneur [Fal11]. An 
example of this is a well-known founder in the USA, who was unable to complete 
the purchase of a vehicle entirely online. He recognised the opportunity and founded 
the start-up “Drive Motors”, which now offers eCommerce solutions for car dealers, 
among other things the “Buy Online” option in the dealer’s Internet platform. After 
a short time, already more than 150 dealers use this function, and sales sharply 
increase [Som16]. This is, on the one hand, exemplified entrepreneurship which the 
manufacturers urgently need, but on the other hand, it also is a missed opportunity 
for manufacturers to move forward with their own creative ideas.

7.4  �Resourcing for Digitisation

Further to the change in corporate culture and the resulting employee behaviour, 
another important prerequisite for successful implementation of digitisation proj-
ects is the availability of employees with the necessary knowledge and experience. 
There are different options to secure the appropriate capacity:

•	 In-company training of permanent staff
•	 Hiring of digital natives and leaders with relevant knowledge and experience
•	 Cooperation and partnerships with companies from the technological field 

involved

These options will be discussed in the following.
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7.4.1  �E-Learning as Basis for Digital Education

In order to implement digitisation initiatives, the employees must be trained in the 
new IT technologies and also in agile project management methods in order to 
actively participate in the project implementation and to be prepared for the new 
type of work. There are different ways of training, such as frontal teaching, intern-
ships, online courses, or self-study. These traditional routes are not detailed within 
the framework of this book, nor are didactic questions and general adaptations, 
which are necessary in the context of the digitisation in vocational education and 
study. Rather, the focus is on how digital solutions for the training can be used up-
to-date in order to provide learning contents and to offer them to the learner as 
required, flexibly and individually within the course of e-learning.

E-learning is understood as all forms of learning that use digital solutions for the 
presentation of learning material and the dialogues between learners and teachers 
[Ker12]. Since the 1980s, the so-called Computer Based Training (CBT) has first 
established, in which multimedial learning contents are often available on CD-ROM 
or even DVDs, in addition to traditional training formats. With the CBT, learning 
means self-study with no possibilities of interactive communication with a tutor or 
other learners.

With the spread of the Internet and Intranets in the companies, so-called web-
based learning has established as an advanced development. Thereby, the distribu-
tion of the learning contents takes place online via the network. These are available 
on workstation computers via webbrowser or portal solutions, and more and more 
also via learning Apps on mobile end devices such as tablets or smartphones. 
Parallel to the study of the learning contents, the learner can have online dialogues 
with trainers and also co-learners. As a basis, companies use special IT solutions, 
often as so-called Learning Content Management Systems (LCMS). Figure  7.8 
shows an example.
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Fig. 7.8  Learning Content Management System (IBM image)
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The core of these learning platforms are management systems for the provision 
of learning contents. They are hold in configurable, small modules for course man-
agement and also for the administration of media data. The learning contents are 
generated with authoring systems, whereby documentation from projects, such as 
user manuals or image material and information from forums and chats can also be 
integrated. The learning material is available at the learner’s option on different 
systems. A general use by instructors in classroom teaching with large displays is 
possible as is a fully individualised e-learning based on a smartphone at any time of 
the day. In this case, the learning contents to cover certain learning needs for a par-
ticular activity, or taking into account the knowledge profile and the previous expe-
rience of the learner, are customised accordingly. The individualisation is based on 
the analysis functions of the learning systems, which evaluate learning histories, 
personal training data and activity profiles of the learner for instance.

These integrated systems thus enable the flexible provision of learning contents 
from different authoring systems on different workstations and the integration of 
different information sources. In this way, they support the organisation of learning 
events and ensure online communication between learners and trainers. The sys-
tems are web-based, so users only need an Internet connection and a web browser 
on their workstations. For mobile devices, Apps are normally available. Thus, learn-
ing is possible at any time and in a flexible manner. Due to the flexibility and the 
cost advantages, by now many manufacturers utilise e-learning for the further train-
ing of their staff.

As a basis, central learning platforms are recommended for all organisational 
units as a Cloud solution. The provision of learning content should also be carried 
out throughout the company on the basis of the same processes and tools, in order 
to ensure the most comprehensive use of the learning contents as well as to keep the 
content up-to-date with as little effort as possible. Then, for example, the pictures 
and the video of a learning module for machine operation can be used internation-
ally. For local application, the learning system is easily adapted to the specific 
branding within the group, and the texts are translated into the user’s language, 
while the structure and basic materials are the same for locations all over the world.

7.4.2  �New Ways of Learning

E-learning is often used in combination with traditional learning methods such as 
external seminars or in-company classroom teaching. This so-called Blended 
Learning combines the advantages of both methods with didactically synchronised 
contents [Eic13]. The advantages of e-learning are in the efficiency and the flexible 
potential uses, while the presence education strengthens the social and team-
building elements by the personal contacts, and only in this way the practising of 
activities is possible. Both learning methods complement each other, namely when 
accompanying social media such as Chat, Wiki, eBooks, interactive White Boards 
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and file sharing are available. In this combination, Blended Learning has established 
itself as a standard procedure in companies, but also in schools and universities.

The widespread use of smartphones as a terminal for e-learning is accompanied 
by a clear trend towards so-called Microlearning. In this, learning contents are sub-
divided into small modules and retrieved “just-in-time” as needed, for example to 
provide specific support in the pursuit of a new work situation. This flexible use 
corresponds to the behaviour patterns of the digital natives with their always-on 
mentality (cf. Sect. 3.1). Current activities do not have to be interrupted for longer 
than necessary, and through this flexible “learning by doing” swift learning results 
are achieved.

Microlearning uses existing learning contents from the LCMS archive. During 
the preparation of the learning contents, this possibility should be considered when 
cutting the learning modules into small units, so-called learning nuggets. Current 
Microlearning solutions offer the user-controlled retrieval of learning contents. 
Self-learning cognitive solutions are expected in the future. These systems accom-
pany the user in the background in their work, know their training and experience 
horizons, and offer proactive learning contents even before the need is recognised or 
retrieved.

Further opportunities for innovative learning include the integration of Virtual 
Reality technologies into learning solutions. For example, in a virtual environment, 
service sequences or machine control can be practised. In the final assembly, the 
operator can see the execution instructions displayed directly at the machine in 
Augmented Reality glasses. The support could be made available in a chat by an 
experienced colleague at a similar assembly station in another plant and called up as 
required. Further trends in the development of learning, which will also be used by 
companies in the future:

•	 Massive Open Online Course (MOOC) [Gab16]

•	 MOOC means free, open online learning offers with very large numbers of par-
ticipants. Different course forms are available. For instance, universities such as 
Harvard, MIT or Udacity offer entire such courses. In contrast to this, in the 
interactive format, the participants develop their own learning material based on 
specifications. Such procedures could also be used across a manufacturer and be 
regarded as the signs of a new culture.

•	 Social Learning
•	 In a simplified way, this method involves shared learning in social media, for 

example, in thematic Blogs or Wikis with or without tutorial participation orches-
trating the process.

•	 Cognitive Learning

•	 In the context of the increasing individualisation of learning opportunities, Big 
Data methods analyse relevant data of the learner in order to proactively config-
ure learning opportunities and offer these in the preferred way.

This short outlook on further trends in learning highlights the fact that new learn-
ing needs, as well as new learning opportunities, are emerging as a result of 
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digitisation. Taking these opportunities and the digitisation roadmap into consider-
ation, manufacturers should develop an education planning system and implement 
it in learning offerings to reach out to both the digital natives and the older employ-
ees. The performance-oriented young employees use smartphones “naturally” and 
accept a smooth transition between leisure and work. Cognitive Microlearning on 
demand accommodates them, whereas older employees tend to organised Blended 
Learning offerings. The inclusion of older employees is important in order to use 
their experience in the project work and on the other hand in order to counteract the 
expected shortage of skilled workers through a prolonged working life of this 
employee group.

7.4.3  �Knowledge Management

Especially in the context of growing complexity, quicker processes and the increas-
ing employee fluctuation, the storage and the easy accessibility of knowledge is of 
great importance. Due to the demographic change and the upcoming retirement of 
a high proportion of long-term employees from important company functions, 
knowledge management is a subject of interest. It is important to systematically 
archive the experiences and long-term know-how, which is often unstructured in 
various documents such as presentations, emails and drawings, or even just in the 
minds of the employees, in order to make it available for subsequent use. 
Furthermore, the knowledge of employees, who are active at different points in a 
work process, has to be merged along the process chain in order to lay the founda-
tion for overarching digitisation projects. It is also useful to electronically record 
and store the knowledge which is in different places in the company partly for simi-
lar tasks and ideally proactively suggest it as best practices for future work. 
Knowledge management thus becomes part of continuing training in the work life.

Efficient knowledge management gives companies clear benefits. The impor-
tance of knowledge as a differentiating resource is also shown by the recommenda-
tions of the ISO 9001:2015 standard [Bre16]. It calls for organisations to acquire 
and preserve knowledge in order to sustainably improve the quality of products and 
services. In order to meet this requirement, the necessary knowledge is to be identi-
fied, kept up-to-date and further developed in order to become effective in the com-
pany. The norm thus suggests the bridge between knowledge and learning. The 
recommendations of the standard imply also the implementation of powerful appli-
cation solutions for knowledge management.

Today, a large number of standard software for knowledge management is avail-
able. The selection should focus on the user experience for end users in order to 
achieve a high degree of acceptance and motivation for sharing knowledge and to 
shape it as an element of corporate culture. The knowledge should be available on 
mobile devices with short response times. Powerful search algorithms and flexible 
integration in workflows are also important. Instead of isolated applications, stan-
dard packages across different sites and the whole organisation should be used 

7.4 � Resourcing for Digitisation



196

wherever possible. The software should be intuitive and easy to use, without the 
need for additional learning, and facilitating a dialogue between experts and search-
ers for feedback and queries.

Conventional systems, unlike today’s Web 2.0-oriented solutions, often do not 
offer these options. Since the new tools are mostly familiar from the private areas of 
life, employees expect them as solution in the company too. Typical software mod-
ules for knowledge management are:

•	 Knowledge databases
•	 Document management systems
•	 Search Engines, textmining
•	 Workflow solutions
•	 Collaboration tools
•	 Sharing systems
•	 Wikis, Blogs,

A large number of standard solutions are offered in these areas [Sie17]. Successful 
projects for knowledge management, however, are not primarily a question of soft-
ware selection, but rather a matter of change management and cultural change in 
which the dimensions of technology, organisation and human beings are to be 
brought into line under a joint objective.

7.4.4  �Hiring

Digitisation also advances in the personnel sector. Against the background of neces-
sary hiring to expedite and safeguard the digital transformation, the following is a 
description of the change within the framework of the search for talents and new 
appointments in times of digitisation in order to give advice as to what should be 
considered in this area in the future.

The times of paper-bound procedures with job advertisements and applications 
by post are gone, at least in the areas relevant for digitisation. In addition to the 
active, often computer-based search for potential candidates on online platforms 
such as Xing or LinkedIn, job vacancies appear on the online channels of the manu-
facturer webpage, the industry or even the press. The digital applications are pre-
filtered using publicly available information on the applicant as per the search 
criteria. Suitable candidates receive, after having successfully completed an online 
test in the first selection step, an invitation to a first interview with a recruiter via 
webcam. If this selection stage is also mastered, an invitation to an assessment cen-
tre and deepening discussions is made. In this final selection phase, personality and 
soft skills are the focus of the decision.

The briefly described hiring process largely runs with digital support and can be, 
for instance in the active search for candidates and also in the analysis of applica-
tions, fully automated. However, recruiters’ experience is required in assessing if 
candidates fit in with the company culture and the team structure. The described 
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procedure assumes that the open position and also the searching company are inter-
esting enough to motivate a large number of prospective applicants. However, 
demographic change and the growing need for digitisation experience will lead to 
fewer applicants for vacant positions. Therefore, in the future new hires will be 
based on an active search and approaching potential candidates on the social web.

With the help of intelligent search engines, suitable candidates are to be tracked 
and based on their development possibly followed in a kind of “external talent pool” 
in order to encourage them to change job through personal contacting them when 
the time is right. It must be borne in mind that, particularly in the case of digital 
natives, the motivation for a job change cannot be influenced solely via the income 
level. Instead, a challenging task, an interesting innovative work environment and 
the image of the seeking company, characterised by its products and its culture, play 
an important role. It should also be considered that the new generation of workers 
are more willing to change their company.

The parent generation’s decades-long loyalty to a company is a matter of the 
past. In the future every company must keep securing the commitment of its employ-
ees. Similar to the above-mentioned factors of career move motivations, develop-
ment potentialities and also the basic freedom to change the place of work and the 
organisation are influencing factors as well. It is important that the direct executives 
continuously take up, address and as far as possible meet the needs of their co-
workers. Fig. 7.9 shows the motivational elements of digital natives in summary.

The work generations currently employed in the companies are assigned to their 
respective birth cohorts on the timeline. The post-war generation of the baby boom-
ers are followed by the generations X, Y and Z, which were socialised more and 
more frequently with the Internet and smartphone. In the right half of the figure, 
motivation elements for the younger generations are shown in as implified manner. 

Baby Boomers Gen X
Gen Y Gen Z

Hand books Innovation

Allocations Independence

Norms Meaningfulness

Rules Autonomy

Monotony Experimentation

Forms Experience

Offline Online

1965 1980 2000

Fig. 7.9  Motivation elements of digital natives (Source: Author)
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Everything which is of a regulating and structured nature is perceived rather as an 
obstacle, whereas innovation, dynamism, flexibility and meaningfulness create a 
drive. In keeping with these elements in mind, the work environment has to be 
designed, as well as development perspectives and project contents be aligned, in 
order to get good work results with high motivation and to achieve a commitment of 
the younger generation to the companies.

7.5  �Cooperation Forms

Another way to provide the necessary resources for digital transformation and at the 
same time to positively influence the corporate culture through cooperation with 
external employees are partnerships and alliances. If the task is simply to expand the 
capacity and to involve additional employees with project-relevant knowledge and 
pertinent experience, cooperation with service providers or close cooperation mod-
els with sourcing platforms are useful.

The use of “liquid workforce” platforms (cf. Sect. 3.6.2) enables the global 
search for appropriate resources so that this procurement approach will become 
established, and manufacturers should consider presenting themselves as preferred 
partners on such platforms. Furthermore, for more complex digitisation pro-
grammes, they should consider engaging in partnership-based framework agree-
ments with a selection of already established sourcing partners. A long-term bond 
offers economic advantages and can also minimise the manufacturer-specific loss of 
know-how from employees leaving the company.

In addition to pure sourcing, strategic partnerships are an important means to 
increase the availability of technology expertise, to secure access to certain tech-
nologies, and to influence the orientation of developments in a manufacturer-specific 
approach [Str16]. This kind of partnership has yet to be practiced by today’s manu-
facturers in the digitisation environment. Oftentimes, IT is still purchased as an 
“indirect material” by the same procurement department and with the same approach 
as for oils, catering, fire extinguishers and gardening services. The decision is based 
solely on the price of the service requested. An analysis and review in terms of Total 
Cost of Ownership (TCO) is only done rarely.

This approach has led to very heterogeneous IT landscapes with various tech-
nologies and a high number of supplier relationships. As IT is set to become the core 
element of vehicles, rethinking must begin. It is necessary to enter into partnerships 
under strategic aspects, and not to solely judge them by the purchasing price. On 
this occasion, the manufacturers should assess the often mentioned risk of a “vendor 
lock-in”, i.e. the dependency on just one partner. In the author’s view, this topic is 
often overstated in an unreflected manner, thus blocking the view on opportunities. 
Derived from the transformation of the industries and the constantly expanding 
value chain, strategic partnerships and alliances with focus on digitisation are con-
ceivable in the following domains for instance:
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•	 IT technology – e.g. Cloud, embedded IT, software
•	 Development and operation of mobility platforms
•	 Utilisation of shop solutions
•	 Cooperation of several manufacturers – e.g. common platform for mobility ser-

vices or set-up of charging stations
•	 Research partnerships – e.g. for battery technology
•	 Development of solutions in Crowdsourcing (cf. Sect. 9.1) – e.g. for Connected 

Services
•	 Software development with alliances and contributions in Open Source, Open 

Stack
•	 Service chains; after-sales services
•	 Telecommunications
•	 Electric providers
•	 Charging infrastructure
•	 Car park operators
•	 Cities, toll operators
•	 Content provider – e.g. weather information, stock exchange data
•	 Payment processing
•	 Insurance, retail trade, hotel chains
•	 Intermodal transport – route partners

Manufacturers need to decide in which areas they want partnerships in order to 
create market access, to gain speed, or to share development risks. For reasons of 
know-how security or in order to differentiate themself with own solutions on the 
market, a company may alternatively rely on purely company-internal 
developments.

Strategic partnerships are based on long-term joint objectives. This could be the 
development and subsequent operation of a mobility platform or the joint further 
development of payment solutions for connected services. The joint development of 
a platform for the integration of the manufacturing IT in the plants for Industry 4.0 
solutions in order to implement and operate them worldwide could be another field.

In any case, with such partnership agreements, besides technological aspects and 
questions concerning the intellectual property of the joint developments, commer-
cial aspects are to be treated as well. So-called risk sharing models have proved their 
value in which both partners jointly bear the economic risk arising from the uncer-
tainty of a market success, and on the other hand share the earnings. This approach 
emphasises mutual trust in the partnership. As a basic principle, it is advisable to 
define a specific objective in the agreement and to agree upon a timeframe and an 
agile approach in order to achieve the necessary flexibility in the implementation.

Due to the complexity and extent of the digital transformation, partnerships are 
an important success criterion. It is therefore important for the manufacturers to 
address this subject and to learn of how to work in strategic partnerships. It is cer-
tainly possible to use existing experiences from the traditional manufacturer envi-
ronment, for example, from joint development partnerships for components. These 
must be complemented though by the specific aspects of digitisation, such as start-
up mentality, agile approach, speed and globalisation.
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7.6  �Open Innovation

Through partnerships, for example with research facilities or leading technology 
partners, the innovative capacity of companies can also be increased. Traditionally, 
the focus and the strength of the manufacturers are in innovations in vehicle-related 
areas such as new materials, production processes and drives. It is now necessary to 
achieve a similar innovative energy in the field of digitisation. To this end, the con-
cept of so-called “open innovation”, i.e. the inclusion of external sources in the 
established innovation process, should be integrated as part of the corporate culture. 
This approach differentiates three core processes according to Fig. 7.10.

The outside-in process involves the knowledge of external sources, such as cus-
tomers, suppliers and research facilities. For this purpose, a targeted scouting is to 
be organised to identify possible creative ideas, approaches and suitable partners. 
Specific innovation and scouting units are recommended, but at least cooperation 
with start-ups in the innovation centers of digitisation such as Silicon Valley, Israel, 
India or Munich and London. In this way, trends and shifts, especially “disruptive 
forces”, are identifiable at an early stage for the own business model, and they must 
be taken up in the innovation process.

The inside-out process is about publishing own ideas, testing them in interest 
groups or cooperations and enriching them. This also involves the participation in 
open-source developer communities, such as the Open Automotive Alliance, which 
is driving the use of Android in vehicles, or the Open Stack Community which devel-

Outside- In Process:
Knowledge / Idea generation 
outside the company
• Customer / supplier 

integration
• External technology 

sourcing

Inside- Out Process:
Exploitation outside the 
company
• IP Licensing
• Multiplication of 

technologies
• Cross Industry Innovation

Coupled Process:
Linking the inside-out process with the 
outside-in process of common 
development and exploitation
• Strategic alliances
• Innovation Networks

Development

Fig. 7.10  Core processes in the Open Innovation concept [Gas06]
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ops the open software for Cloud environments [OAA], [Ope16]. Such collaborations 
provide impulses for own ideas and are also influencing the company culture.

The Coupled Process, with a combination of the two directions of innovation, is 
aimed at accelerating the implementation of ideas in alliances, joint ventures or 
partnerships and quickly commercialising them. In this context, the cooperation 
with so-called incubators is also to be mentioned, which provide start-up assistance 
namely to young companies through founder know-how and capital. Speed ​​is the 
key competitive factor in times of digitisation. In new business models, the first will 
always have an advantage if successful and occupy a market where followers will 
find it hard to partake.

In order to exploit the potential of the concept, the manufacturers should practise 
work in Open Innovation initiatives and make it a part of their corporate culture. The 
widespread “not-invented-here” attitude, which often leads to scepticism through to 
rejection in the implementation of these concepts, can be counteracted by setting 
examples. Many references are known in this regard, mostly in pilots or also in 
defined areas. For example, many manufacturers rely on so-called co-creation labs 
or on innovation competitions with defined objectives. Audi for instance has suc-
cessfully revised an infotainment unit in a Virtual Lab as part of two open-ended 
Crowdsourcing projects [Tho15].

A further example of the consistent and sustainable application of Open 
Innovation and Crowdsourcing concepts is Local Motors, a so-called Open Source 
automobile manufacturer. The development of the vehicles is through open com-
munities on the Internet. Local Motors has quasi moved its development department 
in the sense of Crowdsourcing to an online community. Roughly 1400 designers 
around the world work together to develop vehicles [Buh16]. The designers, engi-
neers and technicians often have an industry background but are not employed by 
Local Motors. All the more they are thrilled in the agile projects to develop indi-
vidual vehicles, which are then manufactured to customer specifications. Many 
components are created in 3D printing processes and the assembly of the vehicles 
takes place largely under customer involvement locally at the dealer. The vehicle 
details are open for inspection by anyone and can therefore be easily used for further 
vehicle developments. The development times for vehicles are approx. 18 months, 
and 12 months is the target, while traditional manufacturers currently need up to 
5 years. The examples illustrate the potentials of crowdsourcing initiatives.

It seems promising to transfer the approach of Open Innovation to the transfor-
mation to digitisation. Here, too, are first examples in which manufacturers and 
suppliers have carried out so-called Hackathons. Reports on this can be found under 
this search word on the Internet. One example is the Campus-Hackathon, which 
defines its goals as follows: “The Campus Hackathon is not a programming compe-
tition in the traditional sense, rather a programming festival! It is a collective, social 
experience and has nothing to do with work”. And it continues: “At the Campus 
Hackathon, you will be able to develop ideas as part of a team and convert them into 
codes within one weekend” [Eco16].
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Such events are organised by companies under one theme, and students and 
interested Digtial Natives are invited to programme an app within a limited period 
of maximum 2 days to solve problems in the given topic area. The IT infrastructure 
and catering are provided by the organiser. Several teams form and compete with 
their ideas. In the end, there is a cash price and the pursuing of the idea in the organ-
ising company with inclusion of the participants [Lec12]. The results of these hack-
athons are often promising and bring new impulses into the companies. Further 
options are idea contests and laboratory events from the IT environment.

Overall, from the author’s point of view there is considerable potential to gain 
speed in digital transformation via Crowdsourcing, integrated into a structured 
innovation process. The basic method is shown in Fig. 7.11.

The projects should start in a limited thematic area under a clear objective. First 
of all, the participants need to get to understand each other, for example on the basis 
of a so-called sentiment analysis. The evaluation of social media data relating to the 
topic field is used for this. Then the motivation of the participants needs to be stimu-
lated by price money or start-up financing. A moderation of the workflow is the 
prerequisite for channelling ideas in the desired direction and to take up new trends 
in the dialogue. The coaching also promotes motivation in the work process. Agile 
project management methods and the use of innovative methods such as gaming or 
mutual assessment (votings) of the group results provide motivation to continue the 
collaboration even after the conclusion of, for example, a hackathon or development 
project. The loyalty of the participants to a project should also be maintained over 
longer development phases, for example in vehicle projects at Local Motors.

By and large, Open Innovation is a process for increasing the innovative capacity 
which also offers high potentials especially for digitisation programmes. First pilots 

Fig. 7.11  Methodology for successful Crowdsourcing [Cha16]
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support this assessment and surprise with good results. The manufacturers should 
expand such pilot projects into complete programmes and make greater use of the 
method as part of the overall innovation process. The results and new trends and 
findings from the scouting of the outside-in processes should be discussed at least 
once a year, in light of the dynamics of digitisation preferably every 6 months, in the 
company management and compared with the digitisation roadmap (cf. Sect. 6.1). 
This aspect and also a structured innovation process are shown in Fig. 7.12.

The picture puts the elements of the innovation process into context. All ele-
ments should be implemented by the manufacturers in a similar way, with key fig-
ures ​​in the proposed digitisation frame (cf. Fig. 6.11). Within the framework of the 
innovation strategy and in line with the vision for digitisation, concerning Connected 
Services for instance, the search fields are defined for which subsequently ideas are 
created with the help of Open Innovation procedures. These are filtered and evalu-
ated, prioritised in an ideas pool and held in a roadmap. In the feasibility process, 
this is followed by their evaluation and the implementation of selected ideas, espe-
cially under time-to-market aspects. The illustrated structured process, applied to 
each digitisation field, ensures that ideas are consistently being developed, tracked 
and implemented without losing topics or “dynamically” changing previously set 
priorities.

7.7  �Organisational Aspects of Digitisation

For the development of the digitisation strategy, the development of an integral 
roadmap and its implementation along with the innovation process, the responsibil-
ity must be clearly defined and reflected in the company organisation. The organisa-
tional structures are in many cases sedate and hierarchically oriented which is why 
they obstruct matrix-oriented project structures. They often do not correspond to the 

Fig. 7.12  Innovation process in conjunction with the company strategy [Kno11]
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desired new culture and start-up mentality, which is required in the implementation 
of digital transformation. Hence the organisation has to be adapted and its hierarchy 
be made flatter than nowadays to facilitate quick decisions. This creates new career 
outlines, and career models will change. Some of these organisational aspects are 
deepened in the following section.

7.7.1  �Chief Digital Officer (CDO)

The digital transformation is not about the one-time implementation of new soft-
ware or purchasing new IT technology, it rather is about the survival of the company 
through the change of business models and the introduction of completely new 
products. This requires change in the entire company, organisation and culture. This 
task is not delegable, yet must be borne by all employees. The overall responsibility 
is with the CEO and in certain parts with the other members of the Management 
Board. At the levels below, all managers and all employees are to be involved. In 
order to tackle this enormous task in a structured manner, it is essential to clearly 
define and communicate the responsibility for the development of a digitisation 
roadmap, the cascading of the tasks and projects to be derived from it, and the moni-
toring of the implementation.

Many companies install a so-called Chief Digital Officer (CDO) or alternatively 
put the responsibility for digitisation on other executives, such as the Chief 
Information Officer (CIO), the development or sales executive. From the author’s 
viewpoint, a new cross-sectional organisation under the direction of a CDO, at least 
until an advanced digital maturity level is achieved, is recommended because of the 
breadth of the task which became clear in the previous chapters. The CDO should 
report to the CEO, who is still in charge of the overall responsibility and must over 
and over again highlight the importance of the digital transformation and also per-
sonally represent the cultural change by exemplifying the transformation of tradi-
tional behaviour patterns.

The willingness to remodel the company, to change culture and the definite com-
mitment to digitisation are the basis for successful work of the CDO. Multi-brand 
manufacturers should consider using one specific CDO for each brand which then 
report to the Group’s CDO. The strategic goals, the relevant digitisation framework 
and the methods and standards are agreed upon at corporate level. The implementa-
tion is then carried out in the respective brands.

The task of the CDO is to work together with the CEO to promote the digital 
transformation. In accordance with the principles described in Chap. 6, Fig. 7.13 
shows a proposal for the division of the digitisation fields which need to be 
addressed.

The columns show the digitisation fields, and the lines the company management 
areas. The individual areas of the company management are assigned a main respon-
sibility and partial responsibility for one or more digitisation fields. The overall 
responsibility for the transformation is borne by the CEO in close collaboration 

7  Corporate Culture and Organisation



205

with the CDO reporting to him [Wes14]. He ensures the precise coordination 
between business sectors when digitisation fields in the implementation concern 
several business sections, as is the case with Connected Services and digital prod-
ucts, for example. In terms of customer orientation and market knowledge, the head 
of sales assumes the main responsibility, while the head of development provides a 
modern embedded IT architecture and a powerful integration platform, and the CIO 
provides efficient Cloud-based IT platforms.

A similar division of responsibilities can be found in the mobility services, which 
are experiencing a special boost with autonomous driving. For the technical imple-
mentation of this technology as well as the realisation of the integration platform 
(see Sect. 6.2.1), the lead responsibility should be with the development depart-
ment. Establishing efficient digitised processes is a responsibility which all com-
pany divisions in their organisation assume, for example, the lead for the 
implementation of Industrie 4.0 is with the head of production. The CEO and the 
CDO must then again be responsible for the overall process programme.

Crucial for the success is whether a profound digital transformation can be 
implemented within the existing organisation. In the past, manufacturers have 
achieved innovations with incremental improvements to vehicles, manufacturing 
processes and procedures. With the expected disruptive changes in the business 
model, especially in the areas of Connected Services, Digital Products and Mobility 
Services, it remains to be seen whether the frequently cited “innovator’s dilemma”, 
which means that established companies cannot manage these erratic innovations, 
can be solved [Chr11].

In order to gain independence and agility, many manufacturers are moving these 
new business areas into smaller, separate organisations. It remains to be proven that 
this route will achieve its objectives. According to the author’s experience, agility is 
gained on the one hand, but a possible synergy is weakened on the other, namely if 

Fig. 7.13  Assignment of responsibility for the implementation of digitisation fields (Source: 
Author)
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individual organisations within the brands build separate units such as innovation 
and mobility labs. This model of internal start-ups or spin-offs which are operating 
near the existing organisation, is called Intrapreneuership. The work of these units 
is certainly important and pioneering by exploring the possibilities of new technolo-
gies and agile work, which also allows for failure and still creates innovative 
solutions.

However, the backflow of these “lighthouse developments” from the labs into the 
manufacturer’s organisation proves to be problematic, and the impact on the pro-
ductive day-to-day business is rather modest [Küh00]. Nevertheless, the route via 
separate units offers great opportunities and should therefore be organised across 
the group and with joined forces. In order to achieve a clear development- and sepa-
ration boost, this step should be done in cooperation with a strong partner who is 
already established in the new business segments and brings his business models, 
the start-up mentality and the necessary assets into the collaboration.

Regardless of this organisational question, the CDO should have a strong team to 
support the company divisions in the digitisation initiatives in order to provide kick-
start assistance to their colleagues, for example through digital competencies in the 
relevant digitisation technologies, and the organisation of design thinking work-
shops in process assessments and for the development of new IT solutions. At this, 
IT provides the necessary tools and test fields and implements the new solutions in 
an agile approach.

7.7.2  �Adaptation of the IT Organisation

In order to accelerate the digital transformation in the corporate divisions, the inter-
nal organisation of the enterprise IT must be made more efficient. In the past, IT was 
also intensively involved in the automation of business processes by implementing 
software solutions. The approach was rather dominated by technology. In this sense, 
IT is still often broken down into three areas, according to the IT life phases. The 
“Plan” phase implements the projects and organises the process, in the “Build” 
phase, the projects are implemented in software solutions, and in the final “Run” 
phase, the solutions are mostly operated in the own computing centres of the manu-
facturer as safely as possible.

In the Plan and Build phases, the organisation is usually roughly organised 
according to the process areas of development, sales, customer order fulfilment and 
administration. In addition, there are other IT teams to support the component 
plants, while the Run phase is usually grouped into technologies, such as mainframe 
computers, Linux servers, and networks. This organisation with mature heteroge-
neous processes and structures often proves too inflexible for the requirements of 
digitisation [Hel16]. The situation which is typical, also by the author’s experience, 
in the cooperation between IT and specialist areas is illustrated in Fig. 7.14.

The cooperation between the corporate divisions is often characterised by reser-
vations. “The IT” is regarded as too slow and little responsive, too bureaucratic and 
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with little business understanding. The application systems used are considered out-
dated, hardly expandable and rigid. On the other hand, the IT division sees in the 
specialist divisions a lack of IT knowledge, no understanding for their concerns and 
no cross-departmental thinking.

These views are often based on experiences from previously common large-scale 
implementation projects under IT management, which partly stretched over a num-
ber of years. Starting from a so-called blueprint phase which documented the 
requirements, and the subsequent implementation and test phase, the process was 
concluded in the rollout phase. This project approach often led to results that sur-
prised the specialist divisions, which in turn resulted in extensive adjustments and 
reworking. In large manufacturers, several such projects frequently ran in parallel, 
which led to isolated solutions, today’s heterogeneous application landscapes. This 
history has put a lot of pressure on the relationship between the areas, and against 
the background of the upcoming digitisation urgance it needs to be put on a new 
basis.

As a reaction or probably just emergency solution, specialist divisions had begun 
in parts to implement their own IT solutions in their organisation and thus create a 
kind of “shadow IT” that runs past all security precautions in public Cloud environ-
ments or on “servers under the desk”. This definitely is not an advisable route. A 
further solution is the concept of so-called bimodal IT proposed by Gartner, which 
means an organisation of two different speeds [Lai16]. The development and opera-
tion of the traditional application environments is often referred to as “IT 1.0”, and 
the agile new digitisation projects, frequently developed in so-called innovation 
labs, are called “IT 2.0”. However, this approach is also viewed critically as it does 
not achieve enough sustainability and breadth in the business divisions, while the 
“IT 1.0 employees” are little motivated and just uncouple themselves. A “two-class 
society” emerges, with too few synergies [Vas16]. Hence this route is also rather 
questionable.

• Process Knowledge
• Silo Perspective
• Outdated IT Systems
• Little IT Know-How
• Innovation Pressure
• Little Knowledge of IT Ecosystem

• Area of Implementation
• Image Problem
• Multitude of Differing Outdated Systems
• Little Process Know-How
• Knowledge of innovative Solutions 
• Contacts in IT Ecosystem

Line of Business IT-Department

Missing Trust
Long Project Run Times

Almost no Teaming
No Business Sense

Vorbehalte

Fig. 7.14  Situation in the cooperation between department and IT (Source: Author)
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It is indisputable that divisions and IT need to move closer together in order to 
jointly cope with the challenges of digital transformation. The upcoming projects 
are of a very different nature than the previous technologically oriented projects. 
Together, transformation measures must be agreed upon in order to implement the 
first digitisation solutions in an agile manner close to the business, which gradually 
grow in short cycles or are stopped again if not useful. For this new approach, how-
ever, the business divisions often lack the necessary solution-related IT know-how.

From the author’s point of view, a profound organisational change is promising, 
with a proposal shown in Fig. 7.15.

On the left of the picture the current common organisation of IT in the automo-
tive industry is shown, as was already briefly described at the beginning of the 
chapter. In the planning and build phases, application development is made accord-
ing to the structure of the divisions with all of the described acceptability and coor-
dination problems. In order to create more proximity to business, processes and 
demand, all IT staff, as shown in the picture on the right hand side, should switch 
from their previous organisation to the divisions. The close integration of process 
and IT knowledge in the business leads to considerable synergies, for example in 
order to address the digitisation of process chains in Design Thinking workshops 
and to test them quickly with a first prototype.

The consolidation of the application IT in the specialist division thus follows the 
overall trend that the added value of a car will in the future be defined to a large 
extent by IT. In this respect, it is only logical to sustainably strengthen the IT com-
petence of the divisions by integrating the IT staff from the respective plan and build 
areas. The IT area can then focus on the provision of IT services. The coaching of 
the approach and methodological competence must be provided by the CDO organ-
isation, and the IT architectures and technology standards should be supported by 
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Fig. 7.15  Traditional and integrated application development (Source: Author)
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guidelines. This enables all divisions to address the desired digital transformation 
on the basis of the business processes.

In doing so, the CIO assumes an important role with his organisation. It must 
ensure that highly efficient and secure IT structures are available for the solutions of 
the specialist divisions. On the one hand, these are implemented as hybrid cloud 
architectures and on the other hand include basic technologies such as Middleware, 
Big Data tools and Microservice environments. Furthermore, the IT has to provide 
so-called DevOps concepts in order to enable the rapid use of new applications and, 
based on this, of a “smartphone-oriented” release cycle. DevOps is a word combina-
tion of Development and Operations and aims to improve the collaboration between 
software developers and IT. For details on this and further technological IT tasks, 
please see Chap. 8. In addition to these tasks, IT is also a consultant to the specialist 
divisions and a scout for new technologies. This positioning is shown in Fig. 7.16.

The picture illustrates the different roles and responsibilities of IT in the context 
of digital transformation. In addition to the briefly described responsibility of IT to 
provide secure service environments and the operation of basic applications such as 
Enterprise Resource Planning (ERP), IT acts as a consultant and supporter of the 
specialist divisions. New technological trends such as Nanobots for instance are to 
be evaluated at an early stage in order to take account of the IT requirements, to 
consider them in the solutions and, if necessary, to ensure integration and 
operation.

Fig. 7.16  Role of IT in digital transformation [Gum16]

7.7 � Organisational Aspects of Digitisation



210

The business divisions are in the projects supported by IT in order to use solu-
tions such as drones for logistics or 3D printing for the production of parts. The 
responsible division and IT work closely together in the further rollout of these 
solutions and in the case of extensions, for example, towards robotics-based process 
automation and self-learning machines. IT is responsible for efficient and secure IT 
services, which quickly and flexibly support new requirements of the specialist divi-
sions. The process integration and restructuring of business models on the basis of 
digitisation solutions are the in the proposed structure responsibility of the 
divisions.

7.7.3  �New Occupational Profiles and Career Models

With the new distribution of tasks, the roles and scopes of duties of both the divi-
sions and the IT are changing. It is crucial in this comprehensive change to keep the 
workers highly motivated through modern human resources work and to accom-
pany them in the transformation journey. To this end, offers are required which 
appeal to the entire work force, in fact to both the new Digital Natives and the vet-
eran employees, the Digital Immigrants.

Through the possibilities of digitisation, agile methods, the changing value sys-
tem and new forms of cooperation, previously proven principles of human resources 
work become obsolete, and new models are needed. The following trends must be 
considered at this:

•	 New occupational profiles, e.g. computer linguists
•	 Longer working life
•	 Work in virtual teams and loose networks, e.g. in partnerships, Open Innovation
•	 Changed value pattern, fading of status symbols, e.g. time vs. money
•	 New career models in “mosaic processes”, e.g. personnel management alternat-

ing with specialist career phases and occasional sabbaticals [vRu15]
•	 Flexible work time models
•	 Specialist careers of equal status as executive positions
•	 Life-long learning
•	 Diversity as a matter of course
•	 Growing importance of feedback and coaching
•	 Emphasis on degrees of freedom, autonomy and self-realisation
•	 Growing project orientation and work in temporary tasks.

These trends require new, much more flexible career and work time models, 
combined with other compensation and incentive systems, including organisation of 
time and training opportunities. The new models must also appeal to current 
employees and thus contribute to the motivation and the change of corporate cul-
ture. Offers must be designed in such a way as to convince applicants to join the 
company. Due to the foreseeable shortage of qualified workers, it is necessary to be 
different in the “war for talents”. A reversal is looming in the way to start a career: 
Companies are then applying to highly qualified career beginners and experts.
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The leaders play a decisive role in the new world of work. They are direct refer-
ence persons and thus point of contact in order to fill the new models with life and 
to promote the change of corporate culture. In continuous feedback and coaching 
conversations talents should be tracked and developed, feedback from the employ-
ees got and be returned to the Human Recource department. At the same time, the 
persons responsible for human resources also have to change their task weighting, 
as shown in Fig. 7.17.

Coming from today’s high administrative proportion, soon consultancy and con-
ceptual work on the development of new structures and models will increase through 
to strategic consulting and change management. The change reflects the implemen-
tation of the new requirements by the digitisation, the demographic change and the 
changing value patterns of the future employees.

The outlined change in human resources work can be significantly supported by 
the digitisation and automation of administrative processes in the personnel area. 
The establishment of a shared service centre and the introduction of a platform solu-
tion according to Sect. 6.2.3.1 also help to create open spaces in administrative work. 
Based on employee-focused human resources work, regular cooperative coaching 
between direct leader and their employees with open feedback on both sides leads to 
high employee satisfaction, which in turn is the basis for good work results.

7.7.4  �Change Management

Apart from attractive working models and human resources offerings, an innovative 
work environment is another important element in employee motivation. To the 
Digital Natives the size of the office or the number of office windows is not their 
concern. It is much more important to create an appealing, agile work atmosphere 
by using modern working tools and open communication. This also includes the 
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Fig. 7.17  Change of human resources work [Gor13]
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free spatial arrangement of the workplaces and the layout of a work environment by 
a team on a large floor area without walls. Complemented by the elements men-
tioned in this chapter, a corporate culture develops in this manner which is open to 
changes and transformations.

These motivation elements form the basis for the successful implementation of 
digitisation, which must be accompanied by focused change management. It is 
important to integrate all employees into the change processes at an early stage in 
order to avoid potential open or hidden resistance. Unlike previous project-related 
changes, the digital transformation affects almost all areas of the company and will 
be a long-term process. Consequently, continuous change management has to 
become an integral part of the company culture. To reiterate, the change must be 
lived by the board and be credible by authentic behaviour.

The overall responsibility for this comprehensive change process lies with the 
CEO and as a change leader with the CDO. In turn, it must motivate all executives 
to become change agents in order to implement the change in the conversations with 
employees and the daily work. Not the technology, yet to win all of the employ-
ees over and get them enthusiastic about the change is the key to success. On the 
basis of this challenge, the approach model in Fig. 7.18 was developed.

The picture shows an eight-step approach to successful change management. 
First of all, it is important to clearly show all executives and employees the necessity 
of a change based on scenarios and to generate motivation for change. Then a net-
work of people is to be set up, who continuously maintain communication during 
the change process. In the next steps, a vision is to be developed along with a com-
prehensible strategy on how these goals are to be achieved. In the fifth step, obsta-
cles in the structures or work processes and deficits in the project equipment need to 
be eliminated.
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Fig. 7.18  8-step model for change management (According to [Kot11])
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At the beginning, successes should be achieved as quickly as possible in order to 
strengthen communication and to make further changes in the next step with new 
ideas and complementary measures. In the final step, it must be ensured that the 
changes are permanently embedded in the company and that change has become 
part of the corporate culture. A relapse into old structures and behavioural patterns 
must be prevented in any case.

This approach focuses on the communication and the integration of people based 
on the digitisation vision and strategy. Other methods which have been tried and 
tested as well have somewhat different focuses. For the sake of completeness, 
Fig.  7.19 shows the core elements of the procedures according to Doppler/
Lauterburg, authors of a standard work on change management, and comparatively 
the recommendations of a consulting firm, derived from a study.

The key factors for a successful change management, shown on left hand side of 
the picture and having been tried and tested for many years, should largely be incor-
porated into the eight-step approach as per Fig. 7.18 in the type of communication, 
the development of the vision and the strategy as well as the implementation. The 
authentic orientation of the company towards its environment and to ensure learn-
ing, are accompanying measures of the new corporate culture.

The recommendations shown on the right of the picture ensure the availability of 
action plans, resources and abilities. The considerations on incentive systems are 
also worthy of note, since they additionally secure the motivation of the workers. It 
is important that the Change Management, led by the CDO, is set up at an early 
stage, the employees are respected and continuously involved.
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Fig. 7.19  Core elements on successful Change Management [Dop14], [Boh15]
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7.8  �Case Study: Transformation IBM

It became clear that the change in corporate culture towards more agility, entrepre-
neurship, start-up behaviour and the willingness to assume overarching responsibil-
ity, as well as to actively pursue things and to implement them quickly, are the most 
important prerequisites for a successful digital transformation from a automotive 
company into a mobility company. As a reference for a successful transformation 
associated with a fundamental change in corporate culture, the company IBM can 
be considered. The change from a hardware manufacturer to a Cloud-based service 
provider is an analogy to the outlined transformation path of the automotive indus-
try. The transformation of IBM is therefore presented below.

IBM is an international corporation, office-based in the U.S., employs several 
hundred thousand people, has been for more than 100 years in the market, and has 
a long-standing position worldwide with very many large and medium-sized com-
panies of all industries as their IT partner. With many inventions and innovations, 
IBM has time and again substantially shaped the computer industry. One of the 
most important innovations are the universal computers, the so-called Mainframes, 
developed in the 1960s. These were unchallenged market leaders in the 1970s and 
even in the 1980s, and are still today the central computers of many companies and 
institutions.

This resulted in a considerable economic success, which led to saturation in the 
organisation at that time, which in turn led to lethargy and let uncontrolled growth 
of internal bureaucracy happen. The quite admirable and at that time common term 
of “Big Blue” suggested to the employees an inviolability and resulted in an image 
that was partly perceived as arrogant. This was certainly justified in a situation 
unimaginable today. The mainframes were partially “allocated” to the customers; 
there were long waiting lists for the latest systems, and the customers were falling 
over themselves to improve their ranking in the list for the supply [Mus10]. This 
success also led to a kind of tunnel vision. Changes in the market were detected late 
or just not considered relevant.

In the 1970s the personal computers (PCs) emerged, among others from the com-
panies Apple, Commodore, Tandy and Atari. These were increasingly used by com-
panies, but also privately. After IBM had ignored this trend for a long time, the 
company launched its first own PC in 1981. It consisted of components that could 
easily be configured into different systems. Contrary to the previous business strat-
egy, essential components were purchased from other companies. Intel supplied the 
processors and Microsoft the operating system.

The system was a huge success with high market attention, and within a short 
time the PCs also spread in private households. Sure, IBM’s success at the time can 
also be summed up in the common term “IBM compatible”. However it was at the 
same time a Pyrrhic victory as well which ultimately weakened the IBM position. 
Since the modules were freely available for the PCs, many providers entered the 
market, both large companies and many microcompanies, so-called “no names”, 
which were engaged in fierce price wars in this market. IBM essentially contributed 
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to the success of the PCs through the open component construction, but thereby the 
company had no means of control in order to adequately participate in the growth. 
Even worse, the PCs drove the then-common IBM typewriters with word process-
ing solutions out of the market and with growing performance and networking 
partly became an alternative to the Mainframe.

The cumbersome nature, bureaucratisation and the retention of old structures and 
product lines resulted in economic problems within a short time and to high losses 
in the early 1990s. It was considered to divide IBM into independent companies to 
ensure speed and at least a survival of the healthy parts. In 1993 the net loss was 
$8 billion. Then Louis V.Gerstner joined the company as CEO, the first time in the 
history of IBM that a board chairman came from outside the corporate. The choice 
proved to be a lucky find for IBM. After a short analysis, Gerstner made fundamen-
tal decisions and consistently implemented them, so that they still have an effect on 
IBM today. The main parameters were [Ger03]:

•	 Maintain IBM and focus on integration instead of fragmentation
•	 Expansion of the service business
•	 Network centric solutions (afterwards: “eBusiness”)
•	 Worldwide standardisation of business processes
•	 Reduction of bureaucracy and streamlining of procedures
•	 Consolidation and harmonisation of internal IT
•	 Expansion of the software business also through acquisitions
•	 Open Innovation
•	 Transformation of the corporate culture.

These decisions have led to a complete change in IBM from a hardware manu-
facturer to an integration service provider, who, in addition to services, also offers 
leading software and hardware technology in its portfolio. The challenging task of 
this transformation was in Gerstner’s perception the change in corporate culture, 
with respectful inclusion of all staff. The author is still familiar with a few catch-
phrases of the time, such as “customer first” and “execute”. It was precisely this 
customer orientation, and at the same time the focussed execution of projects instead 
of renewed discussions, which marked these departure years. The successful adap-
tation of the employee behaviour fits well into the world of some automotive manu-
facturers at the beginning of digital transformation.

Gerstner’s term ended in 2002 and at that time, the culture of IBM had changed 
this far that the initial “must-change” had become an attitude of “wish-to-change”. 
This is an important behavioural change in order to tackle transitions even in eco-
nomically healthy times. The disintegration of the “old mainframe culture” 
succeeded due to the demonstrated leadership of Gerstner combined with an inten-
sive communication and inclusion of workers, yet certainly also since the impend-
ing insolvency had left no alternative to the need for change. This makes it all the 
more remarkable that the newly established corporate culture induced further 
changes in economically successful times too. The situation is illustrated in Fig. 7.20 
with the distribution of sales of IBM in the main business areas of Hardware, 
Services, Cloud and the relatively new field of Cognitive Solutions since the 1960s.
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The dominance of the hardware proportion in the 1960s and 1970s and its subse-
quent continuous erosion are clearly visible. The decrease is due to the exponential 
growth in the hardware performance on the one hand, and price decline on the other; 
later on also through the sale of “commodity” hardware business, such as the PC 
division to Lenovo in 2004. The growth and the increase in the significance of the 
services, of the integrated solution business, and the development of the software 
proportion based on Gerstner’s trend-setting decisions are clearly visible.

In 2017 too, IBM is well positioned in the high-performance hardware market, 
with great importance to many customers and the company, although this business 
proportion has fallen significantly to below 20%. An increasing part of the computer 
and storage capacity the companies get, at the expense of their own hardware, in the 
form of Cloud services, is a newly established strategic growth area of ​ IBM. The 
new Cognitive Solutions division expects to achieve above-average growth. It is 
regarded as an important component of the digital transformation of companies in 
the automation of business processes and the development of smart “thinking” 
assistance systems (cf. Chaps. 6 and 9). The incessant change in the IT industry and 
the need for IBM to focus always on new business areas requires even after 
Gerstner’s departure as CEO to continue with change and transformation.

One way of doing this are  for example innovation jams. These are temporary 
online brainstorming events, organised on the intranet, open to all employees. In 
these sessions selected topics for discussion and participation are on the agenda. 
The communication process is moderated by senior executives and directed by spe-
cific comments and contributions towards the desired directions. As an example, in 
such a 72-hour event, the company values, the relevance of the company and the 
future orientation and working areas were debated quite controversially by the 
employees. The conclusions resulted in a new, clearer definition of the company’s 
objectives and basic values, from which the so-called practices were derived as 

Fig. 7.20  IBM distribution of sales (IBM image)
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management guidelines. This structure, which is presented under the term 
“1–3–9 ibm” also on the Internet, for example in YouTube, is shown in Fig. 7.21.

IBM has set itself the superordinate objective of making an important difference 
to the world and  to the customers, and to be “essential”. The three basic values ​​
shown on the left specify the goal with the focus on customer success, innovation 
and personal responsibility in all relationships. These basic values ​​are assigned to 
nine so-called practices as management principles, for example to share experiences 
or to accept exceptional opinions and procedures, characterised by the term “trea-
sure wild ducks”.

This structure today characterises IBM’s corporate culture which, however, con-
tinues to change continuously and flexibly, driven, among other things, by ever-
changing market requirements. As part of the change, processes were also changed 
and structural adjustments made. Here are some major measures:

•	 Reduction of hierarchical levels from nine to a maximum of seven
•	 Quarterly instead of annual employee-target interviews
•	 Equalisation of specialist and management career
•	 Expansion of online learning (at least 40 hours per year)
•	 Introducing of senior executives from outside
•	 Mobile workstations, shared desk
•	 Modernisation of the IT landscape

As a result, IBM has very successfully undergone a comprehensive transforma-
tion and will keep changing continuously. The now firmly established readiness to 
change has become a fundamental part of the corporate culture. A similar motiva-
tion for the mandatory change must also be created in all employees of the automo-
tive industry. The transformation of culture, hitherto shaped by a business model 

Fig. 7.21  IBM corporate values ​​and leadership principles (Image IBM/)
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that has been successful for more than a hundred years, is the most important pre-
requisite for a successful digital transformation. In this sense, the development and 
experience of IBM provide opportunities to learn for this path.
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Chapter 8
Information Technology as an Enabler 
of Digitisation

Information technology as a company function plays a key role in digital transfor-
mation. It is not only required as an advisor and supporter of all specialist depart-
ments in the implementation, but also has to operate the existing technical IT 
environment in a cost-effective and secure manner and to develop itself comprehen-
sively at the same time. The established architectures and technologies have con-
stantly to be modernised or replaced by new solutions in order to meet the 
requirements of the specialist departments flexibly and efficiently. But not only new 
architectures and infrastructures have to be implemented, yet also the organisation 
and the internal processes of IT must change, along with the development of the 
knowledge and the behaviour of the IT staff.

This situation is covered in the following with a focus on the business IT, while 
the IT installed in the car with control devices for various functions, such as air 
conditioning or distance control as well as the factory IT with its field bus systems, 
plant and robot controls, are left out at this point. Firstly, the challenges of IT as a 
supporter and enabler of digital transformation are explained, followed by the 
approach to the development of a holistic IT strategy based on the digitisation road-
map and, finally and briefly, a method for assessing the usefulness of IT for the 
business processes. The detailed elaboration of an IT strategy is not the subject of 
this book. Extensive approaches to this can be found in the respective specialist lit-
erature and standards such as COBIT, ITIL and ISO, e.g. [Joh14], [Cox16], [ITG08]. 
Instead, the focus is on typical initiatives and thematic areas, which based on the 
author’s experience, are upcoming in the IT organisation of the manufacturers and 
must be implemented urgently. Two examples finally support the discussion.



224

8.1  �IT Transformation Strategy

The IT organisation is in a balancing act between the traditional application land-
scapes and computing centres on the one hand, and the new world of digital natives, 
characterised by Apps and smartphones on the other. For decades, computers in the 
automotive industry have been used for a wide range of tasks, and specific solutions 
have been implemented for the specialist departments. For example, the vehicle 
developers use systems for drafting and parts list management, the commercial sec-
tor uses so-called ERP systems, and the production works with control stations for 
monitoring the production lines. The systems are either functionally specific in-
house programming solutions, so-called legacy systems, or standard packages such 
as CATIA from Dassault Systemes or SAP. They are partly more than 30 years old 
and continue to support a large part of the business processes with high reliability.

The usually highly customised and sophisticated applications are widely regarded 
as business-critical and require high quality of service. Due to the programme scope 
and the complex, often poorly documented process/technology integration, an adap-
tation of the processes and the IT systems is very complex. Also the complete 
replacement of these solutions by Apps is not foreseeable. At the same time how-
ever, the specialist departments demand modern Apps which run on mobile devices. 
As used to in the private life, these applications should be available quickly and 
flexibly. Thus, there will be a long-term coexistence of both approaches.

The current situation in the companies and the required orientation of IT is sum-
marised in Fig. 8.1. The business processes are to be reviewed and made lean, and 
the IT systems and the IT infrastructure have to be transformed and consolidated 
hand-in-hand. The established systems are often referred to as monolithic, because 
the applications are created as a closed block in a technology, aligned to an application 
area and adapted to new business processes only with great effort. The solutions run 
on dedicated infrastructures, whereby the technology is defined by the applications.

Strategy

• Monolithic
Applications

• Dedicated IT 
Resources

• Heterogeneous
Infrastructure 

• Microservices
• Cloud
• Standardized/„Lego“

-Infrastructure
• Agile procedure

lean status

Consolidate

Business Processes

IT-Infrastructure

IT-Systems

established

Transform

new

Fig. 8.1  Integrated IT strategy (Source: author)
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As a result, a tremendous infrastructure diversity, a “technology circus”, has 
emerged in the computing centres, which can only be operated safely with great 
effort. According to new studies, the operation and the application support of these 
areas often require more than 70% of the available IT budget, while for innovations 
only 14% are available [Kur16]. Standardisations and consolidations help to 
improve this cost situation, but there is still a significant budget ratio of the legacy 
systems.

The development of the “new IT world” is characterised by Microservices as 
solution elements for applications as well as by standardised hardware components 
whose capacity is easily expandable by connecting “Lego blocks” which are con-
nected in Cloud architectures. Projects are characterised by agile procedures. The 
necessary investments must at least be partially financed through savings in the 
established sphere in order to be able to provide the required modern applications in 
support of the transformed business processes.

8.2  �Building Blocks of an IT Strategy

In order to tackle the new challenges in a purposeful way, an IT strategy is needed 
that combines old and new technology areas and is sustainably geared towards 
achieving the business objectives. Transformation initiatives and optimisation proj-
ects build on this, which lead to programme planning. It shows the individual proj-
ects on a time axis with implementation priorities. The strategy describes, for 
example, the sourcing strategy, the target architectures, the technological IT stan-
dards and the programme to implement the required transformation.

The classic approach to strategy development is based on corporate objectives 
and the derived business processes, and subsequently defines the goals and basic 
architectures of the IT. This approach is proven in relatively stable processes and 
established IT environments with an existing process and application landscape. At 
the same time it is important though to take up the selected initiatives of the digitisa-
tion roadmap in close consultation with the specialist departements and to include 
them in the IT strategy. The particular challenge is that disruptive new business 
models and structures may become necessary in the short term. IT needs to be pre-
pared for that with flexible structures that can quickly meet the new requirements. 
For example, the platform concepts proposed in Chaps. 5 and 6 for mobility ser-
vices, administrative functions and sales management as well as for new digital 
products should be covered by the IT strategy in order to provide the necessary 
services quickly and efficiently.

When formulating the strategy, it must also be taken into account that the role of 
IT as a powerful enabler of digital transformation must change dramatically in the 
future. In the past, primarily technical expertise was required in order to develop 
applications, build the necessary infrastructure and operate it securely. The IT 
experts often were like within “a world of their own”, partially isolated also by the 
use of technical terms, which created reserve in the users. Business processes were 
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described in the definition phase of implementation projects according to the tech-
nological requirements. A continuous exchange with the specialist departements 
rarely took place.

However, this situation is changing fundamentally now. Through the use of mod-
ern IT technologies also in the private sector and the rejuvenation of the work force 
through the entry of the digital natives, the knowledge about the fields of application 
and use of IT is growing in the specialist department. There are hardly any more 
fears of contact, and the expectation towards the internal IT services is increasing to 
provide modern solutions quickly and flexibly. In return, IT is called upon to build 
more process knowledge and business orientation in order to expedite the ideas and 
projects of digital transformation in future together with the specialist departments, 
for example, in design thinking workshops. IT must also build this knowledge in 
order to be an accepted advisor and driver in the digitisation. Should this fail, there 
is a risk that the specialist departments will decouple and independently create own 
Cloud solutions and App developments. This “shadow IT” is to be avoided in any 
case since such isolated solutions certainly generate additional costs and often also 
constitute a security risk.

An IT strategy must therefore illustrate how the jointly developed objectives are 
to be achieved, taking into account the initial situation. The path should be clearly 
described, responsibilities should be assigned, and clear measurement points and 
key figures must be defined for progress monitoring in the work packages. The fol-
lowing topics are to be dealt with in an IT strategy:

•	 Architectures/standards

–– Architectures derived from corporate architecture
–– Standard applications/development planning
–– Concepts for handling of data and acquisition of information
–– Technology standards

•	 Applications/Microservices

–– Strategic services: Big Data, Analytics, Cognitive Computing
–– Application strategy
–– Software development … Tools … Methods … Open Source Software
–– Concept: Microservices/PaaS … API management
–– DevOps

•	 Infrastructure

–– Platform strategy, operating systems, integration technology
–– Cloud strategy
–– Communication technology, network concepts
–– Operating strategy … SLAs

•	 Sourcing

–– Core business vs. Commodity
–– In-house vs. Outtasking/Outsourcing
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–– Nearshore/offshore
–– In-house factory concepts: software development, testing
–– Partner concept
–– Supplier strategy/-consolidation

•	 Mobile devices … “Bring your own device”-concept
•	 Security concept
•	 Innovation management
•	 Computing centre concept … site consolidation
•	 Training planning
•	 Organisation, internal processes, governance
•	 Investment planning, personnel planning, controlling.

For a detailed elaboration of an IT strategy, as already mentioned, please refer to 
the relevant specialist literature. It is important that the strategy integrates both IT 
worlds holistically. It should be noted that the development of an IT strategy is a 
dynamic process, especially with regard to rapidly evolving technologies and the 
changes in the requirements which accompany the transformation. The strategy and 
the implementation programme derived from it should therefore, together with the 
specialist departements, be validated and revised about biannually in parallel with 
the review of the digitisation strategy. A regular external benchmark is also useful to 
identify where new measures may be needed.

8.3  �Cost and Benefit Transparency

An IT strategy will also have to be measured against the envisaged and achieved 
efficiency by clearly defined goals. In the past, the automotive industry evaluated its 
IT organisation at quasi natural service quality almost exclusively based on costs, 
while the benefit of IT support was not an issue in the execution of business pro-
cesses. The goal was usually to achieve the lowest possible value in pure cost bench-
marks. For this purpose, the ratio of the summarized IT costs to the company 
turnover as a percentage value has established itself as a standard parameter. As a 
general rule in the industry, volume manufacturers in Europe should achieve values 
below 2%, and in higher-quality vehicle segments, up to 4% are considered accept-
able due to the smaller vehicle volumes. To be able to use this characteristic value 
for meaningful comparisons, it is necessary to define exactly which cost types of IT 
are involved. For example, there is a need to define the extent to which the IT costs 
are included in the production lines, the extent to which the costs of the in-car IT are 
taken into account, and which communication costs to include.

The main disadvantage of the exclusive cost focus is that the benefits generated 
by the IT are not assessed, and also the development of the digital maturity of the 
companies and thus the development of the competitiveness is not measured. It is 
therefore recommended to define together with the specialist departements param-
eters which, in addition to the costs, also describe the intended business benefit and 
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the support of digital transformation, without neglecting measures to increase effi-
ciency. A procedure for setting such characteristic values is shown in Fig. 8.2.

Firstly, the current IT costs must be recorded with an adequate level of detail. 
This includes the costs for personnel, hardware, software, delivered services, com-
munication and also buildings. This rough view is then to be refined functionally, 
and as a basis for the progress control as well as external benchmarks performance, 
key figures are to be added, such as the costs per terabyte memory by service class, 
Linux costs per instance or also MIPS costs (million instructions per second) in the 
mainframe computer area.

On the basis of this classification, it is possible to identify IT areas in which 
improvements are possible and optimisation measures are useful in a cost compari-
son between the brand organisations of the manufacturers or also by comparison 
with benchmark indices of a comparable industrial sector. This procedure has been 
established, described many times and is therefore not to be deepened here [Tie11], 
[GadA16].

Furthermore, it is recommended to allocate IT costs as much as possible accord-
ing to their causes to the main business processes of the specialist departments. A 
suitable basis for this is, for example, the segmentation described in Sect. 6.2.3 as 
per the SAP Value Map or the Component Business Model. Together, process areas 
with potential for improvement can be identified, also considering IT costs, and 
transformation initiatives be established.

The allocation of costs in line with their origin is relatively simple for specific 
application solutions, such as CAD program licences, whereas distribution keys are 
to be specified for cross-company IT services such as firewall solutions or server 
operation. This should be done in coordination with the specialist departements in 
order to create a common basis also for future cost tracking. The specialist functions 
should then asign benefits to these IT costs, for example the IT costs for the execu-
tion of a sales transaction, or the share of the IT costs in the construction of a vehicle 
component. Although the method proposed here is initially rather effortful, it is 
recommended in order to bridge the gap between IT and special departments, since 
this approach is particularly useful in digital transformation [Fre16].

Fig. 8.2  Initial situation and direction of an IT strategy [Gue16]
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8.4  �Transformation Projects

On the basis of the corporate objectives, the corporate organisation is defined with 
the necessary business processes, and the objectives and the strategic requirements 
for IT are derived from it, which in turn becomes the basis for the IT overall archi-
tecture to be defined as the framework for action. It encompasses the thematic areas 
listed in Sect. 8.2, such as applications, data, security and technology. In addition to 
the requirements and needs, namely technological trends and innovations as well as 
resulting utilisation potentials must be included in order to ensure the sustainability 
of the IT solutions. In the following, essential aspects of the IT transformation are 
deepened.

8.4.1  �Development in the Status Quo

Modern IT applications should be cost-effective, secure, and scalable, even with 
strong demand fluctuations, yet also easily adaptable, expandable when business 
needs change, and also function with adjacent applications. Furthermore, they 
should provide App-oriented appealing user interfaces that allow intuitive opera-
tion, and control should be via smartphones, voice, or gestures.

When migrating the existing applications to the target scenario, three options are 
available, summarised in Fig. 8.3.

The upper part of the picture shows the requirements for modern IT applications 
which have already been covered in the introductory explanations. In the implemen-
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Fig. 8.3  Migration options for IT applications (Source: author)
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tation of the development planning, the options listed in the centre of the figure 
range from the modernisation of existing applications, and the procurement of soft-
ware solutions based on the latest technologies, effectively “born on the web”, 
through to new development using innovative technologies and methods. In the 
lower part of the image, the key decision parameters are listed to choose between 
the options. The most important influencing factors are the status of the legacy sys-
tem with regard to security and operability, the coverage of the business needs by 
the chosen solution and the total cost of ownership.

With stable business needs and safe and economically viable applications, mod-
ernisation is a good option. If an old system is to be replaced for lack of functional-
ity or permanent instability, it is recommended to get a system according to modern 
standards. If this is not available in the required functionality on the basis of new 
technologies and also operable in Cloud environments, a new development is the 
remaining option, using innovative development tools and implementation 
methods.

The existing and traditionally developed applications include all the necessary 
programme modules, libraries and interfaces required for smooth operation. 
Because of this architecture, even small adjustments are already very complex, 
since comprehensive tests, compilations and deployment of the overall application 
are necessary. This explains why modernisation, in order to reconfigure these appli-
cations for example for operation in Cloud environments or to create new user inter-
faces, is very complex. The extension of functions and the transition to access via 
mobile devices require extensive works.

In order to improve this situation and, in particular, the agility of the application 
in the long term, a replacement of the application or a fundamental renovation is 
recommended with the modularisation and conversion to a modern, open architec-
ture [Old15]. In order to support this work, methods and tools are available and 
make the process economical if migration factories in offshore centres are used. 
With this option, further to the pure project costs, the implementation risks and the 
costs for testing and rollout of productive operation need to be assessed. The trans-
formation risk is manageable if the legacy system is encapsulated by a software 
layer, for example, for the handling of accesses and the control of the sequence 
integration, an architecture based on the concept of so-called strangler patterns. 
These allow a mixed use and the stepwise transition to the new system [New15]. A 
further option is to connect the legacy system to be preserved to the integration layer 
of a business platform in order to enable through this an App-based, up-to-date 
operation, the integration of new functions in form of mobile function modules, or 
the use of innovative solutions for data analysis (cf. Fig. 6.27 in Sect. 6.2.3.1).

In addition to the individually programmed legacy systems, many manufacturers 
are using standard applications. SAP solutions have been very common for years. A 
major advantage of this off-the-shelf software is that the provider ensures the con-
tinuous further development and modernisation of the application. For example, 
in-memory technologies (programmes and data are in the main memory during 
execution) provide high-performance data analysis, the operability in Cloud, and 
latest SAP releases offer high modularisation, a new user interface and mobile 
access options. In this regard, a challenge for automotive manufacturers is that the 
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standard software in many cases has been changed by parametrisation, customising 
or complex additional programming. Thus being far away from the standard, the 
release updates often cause considerable efforts and expenses.

Furthermore, many manufacturers are using not only one single SAP system, but 
rather special systems in different organisational units, which have grown as iso-
lated solutions. These changes are often maintained as sector-specific standards, 
so-called templates, in order to achieve a reuse during the rollout into comparable 
organisational units at home and abroad. To do this, the required local adaptations 
in the templates must however be maintained up-to-date as a standard, also a com-
plex task. In addition, SAP systems consist of three independent individual systems 
each for development, test and production, and operation respectively. Figure 8.4 
illustrates this situation.

The picture shows the established SAP landscape of a manufacturer. The col-
umns each represent an organisational area, for example, in logistics the sections 
CKD (exports in the Completely Knocked Down concept), the internal plant logis-
tics, and the outbound logistics for the supply of parts. Also, in Sales & Service 
there are the units DMS (Dealer Management Systems) and CRM (Customer 
Relationship Management). The areas are shown here in part. There are further 
fields, for example, in the financial environment or procurement.

The lines are for the different project and operating phases and include the three-
level system structure (development, test, production) of an “SAP island”, e.g. the 
plant logistics. To start an implementation project, the business units define the 
system requirements for IT support in the form of a business and process model. 
The customising of the system is performed in the development system and then 
checked in the test system by the specialist departements. In rollouts, local exten-
sions of the template are preferably added as standard to the “template build”, often 
even by special development and test systems.

Fig. 8.4  Example of a developed SAP environment (Image IBM, author’s experience)
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The systems are further developed and maintained in the application manage-
ment area where so-called Application Management Services (AMS) are provided. 
In the IT operation, alongside the SAP applications also the middleware (MW), 
databases (DB) and the hardware (HW) are running, in addition to other technolo-
gies, for network integration and security for instance. The image illustrates the 
complexity of a developed SAP environment which in large companies may well 
cover several hundred different SAP systems.

Such IT landscapes offer significant savings potential if the systems are first 
returned as close as possible to the software standard. This must be done in close 
cooperation with the specialist departments since an absolute prerequisite is the 
adaptation and cross-organisational standardisation of business processes, which 
must be adhered to in a disciplined way on the basis of strict requirements manage-
ment also in future changes and extensions. In addition, efforts should be made to 
reduce the number of SAP templates and to consolidate these across all areas. 
Depending on the company size, an ambitious consolidation goal is to be defined in 
order to significantly reduce the number of systems without too much restricting the 
agility of rollouts and extensions due to overly large application monoliths.

As a result of the reduction and standardisation of the applications, the number 
of hardware systems and through the unification of the application also maintenance 
and operating costs decrease. The standardisation also reduces the effort required 
for release changes, so that innovations are made available to the specialist depart-
ments substantially faster. Also, development and operational tasks can be carried 
out with considerable synergy gains by teams across the organisation, set up in 
several regions in 7 × 24 h modus operandi “follow the sun”. These teams should be 
uniformly organised globally and collaboratively according to “factory concepts”, 
using modern tools for problem analysis, knowledge management and automation 
in order to further reduce costs while at the same time improving service. Against 
this backdrop, the savings potentials shown on the right in Fig. 8.4 between 15% 
and 20% annually are a rather conservative estimate and often much higher, depend-
ing on the initial situation.

In many cases, the application inventory of legacy and SAP systems thus has 
significant potential for improving service, increasing the ability to innovate, and 
especially achieving savings. The latter should be used to further standardise appli-
cations and develop them towards the target architecture in order to finance innova-
tion projects.

8.4.2  �Microservice-Based Application Development

With increasing digitisation, the need for software continues to rise. IT becomes the 
core element of business processes and products. As a result, the importance of 
software development in companies is growing and becoming an integral part of 
the core business. The expectations of the specialist departments towards the IT to 
provide fast and flexibly scalable applications which can be further developed in 
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short cycles, can hardly be fulfilled with traditional software development methods, 
technologies and the architectures for monolithic applications.

As an alternative, so-called Microservices are becoming increasingly important 
[Ste15]. As an evolutionary development of object-oriented programming or SOA (ser-
vice-oriented architectures), microservices are small, standalone functional modules 
that can be created in different technologies. More extensive application programmes 
are created by coupling many microservices. The individual objects are executable 
independent of each other, tested as individual module and scalable, so they can easily 
be adapted to changing requirements. This concept is called a Microservice Architecture 
and offers many advantages over monolithic applications [Fow15], Fig. 8.5.

The first line of the listing compares the architectural approaches. Closed pro-
grammes stand as monoliths in contrast to a connection of independent individual 
modules which are also usable in other applications. The scalability of the 
microservice-based applications is very high, since heavily loaded modules can be 
given additional computer, memory or data transfer capacities. The availability of the 
entire system is also high as the failure of a single microservice does not necessarily 
cause the failure of the entire application. Agility and maintainability of the microser-
vices are very high as well since only the modules concerned are to be tested for the 
deployment of adaptations and extensions, rather than the entire programme.

The development of the modules can be carried out by different developer teams, 
and interconnection of the modules is via predefined APIs (Application Programme 
Interfaces). Due to the parallelisation, the concept is well suited to work in Scrum 
teams. The low test effort and the flexible possibilities for the implementation facili-
tate rapid response to the demands of the specialist departements. These advantages 
of the microservice architectures can be enhanced by the use of further technologies 
and concepts such as Container and DevOps.

In logistics today, standardised containers are a common means of transport for 
all kinds of goods. The standardisation of the containers gives considerable advan-
tages in the transport process since cranes and vehicles worldwide are adapted to the 
handling in ports, railway stations or transfer points. In line with this concept, the IT 
container technology encapsulates Microservices together with the required operat-
ing system services and runtime services by a surrounding software, thus quasi 

Fig. 8.5  Comparison of monolithic and microservice-based application architectures [Büs15]
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packing them into a container that can be run on any kind of infrastructure and 
operating system environment [Pre15]. The implementation of this idea takes 
place for instance via the Open Source project Docker and has enjoyed increasing 
popularity since then [Kri16]. The “packaged microservices” which can run on any 
server enable a very convenient infrastructure utilisation, and the transfer of the 
application, for example between development teams and computing centres, 
becomes very flexible. For traditional applications, extensive effort was needed to 
ensure that the infrastructure, including the system software, was set up completely 
identical between the systems.

Multiple Docker containers can run independently on the servers, without the 
need for further installations or virtualisation measures. The necessary resources are 
assigned to each container individually. The growing complexity from increasing 
container numbers can be mastered in this way even in running IT operation. 
Figure 8.6 shows an overview on the use of microservices with additional services.

In the centre of the figure are, placed on the IT infrastructure, containers C1 to Cn, 
each of which encloses Microservices (MS1 to MSn) with the individually required 
libraries (Lib) and operating system components (OS). The orchestration of the 
microservices to applications is done via a separate MS management system 
[MSV16]. Resource allocation is done through container registration, and this level 
also manages releases and areas of use of the microservices. Monitoring and log-
ging functions which log internal processes for example, support the operating 
teams. This means that comprehensive tools are available throughout the entire life-
cycle of microservices-based applications. These are offered by different firms, so 
that the use of the architecture across the corporate is secured.

Apart from the considerable benefits, a number of challenges must be considered 
when deciding on this architecture. In addition to technology knowledge, develop-
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ers also need Cloud know-how in order to avail of the advantages of hybrid hard-
ware architectures, which are discussed in Sect. 8.4.4. It is in this context that 
latencies, i.e. delays in data communication, have to be taken into account in the 
operation of the distributed services, which must be absorbed by powerful commu-
nication concepts. Furthermore the developers should have knowledge in the topic 
fields of DevOps and APIs since both are vital for the full use of microservice-based 
architectures.

DevOps models are methods and tools which bring the areas of development 
(Dev_elopment) and operation (Op_eration) closer together in order to enable fast 
release cycles and short implementation times [Bos15].

What is important here is that a culture of close, open cooperation also estab-
lishes itself through the sharing across locations and organisations. It is important to 
create in an agile project approach as efficient processes as possible together, which 
are also increasingly automated in certain phases, such as testing and production 
roll-out. The use of containers, in particular, reduces the effort required since no 
application-specific infrastructure environment is needed any longer.

Another advantage of microservice-based architectures is the ability to easily 
also integrate external microservices. Especially in the Open Source environment, 
there are a variety of offerings, in many cases free of charge on sharing platforms 
provided by developer communities. Services from other companies or external 
suppliers can also be used. It is also possible of course to provide one’s own 
microservices, programmes or even data via APIs for use by interested parties out-
side the company. For example, vehicle-related data could be sold to insurance com-
panies or marketing organisations, or providers of services can be given access to 
the vehicle for displaying offers on the infotainment unit (cf. Sects. 5.3.2 and 6.2.1). 
To pursue this business strategy, an API management system is to be established not 
only in the microservices environment yet also for interaction with other application 
technologies.

8.4.3  �Data Lakes

“Explosions” of data volumes in the enterprises, social networks and the Internet of 
Things open up opportunities for greater transparency, new insights and additional 
business. For this purpose, future-oriented data architectures and the targeted utili-
sation of the information from these data through the use of high-performance tech-
nologies are essential. Previous evaluation and reporting applications worked with 
a defined temporal grid via hard-coded interfaces with access to data in also defined 
structures. Reading the data from different applications and preparing the reports 
takes a lot of time. Ad hoc queries were not possible, and deviations from the report 
structure or the integration of further data sources were complex.

To avoid these disadvantages, so-called Data Warehouses (DWH) have been 
developed. A DWH imports data from different source systems, transfers them into 
a target data structure and stores them in the DWH. Reports and evaluations are fed 
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from the target data of the DWH, while the output data in the source systems are 
overwritten [Dit16]. In situations with precisely defined analyses and stability of the 
data sources to be integrated, this concept is still reliable and widely used.

Aside from the effort for processing and storage, the main drawbacks of data 
warehouse architectures are the limited flexibility in reacting to spontaneous que-
ries, the fixed data structure and the loss of the raw data after storage in the target 
system; also, evaluation directions must be specified in advance. It is not possible to 
gain new insights through modified queries or a new combination of raw data. 
However, modern solutions for the processing of information must offer flexible 
evaluation possibilities of most diverse data formats and efficiently work “near real 
time”.

In response to these demands, the concept of the so-called Data Lakes has proven 
itself [San15]. The approach is to store all types of raw data without further process-
ing in a flexible system at low cost. This may be, for example, structured data from 
established application systems, data from vehicles, machine-generated informa-
tion, social media data or also audio and video files. The summary in Fig. 8.7 con-
trasts DWH and Data Lake solutions according to various criteria.

First, data storage is compared in both concepts. While in Data Lake the raw data 
remain unchanged, including the link to the source data, and are acquired in almost 
“near time”, various technologies are available for data storage, whereas in DWH 
the data are stored in a target structure without the raw data being kept. Relational 
databases are used, and the data is transferred in a fixed rhythm, often at the end of 
a working day (EOD, end of day).

Fig. 8.7  Comparison of data warehouse and data lake [San15]
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Retrievals in Data Lake are more complex, since the data processing only takes 
place in the course of the query. Date Lake solutions scale their need for large 
amounts of data by using flexible technologies and based on standard hardware bet-
ter than DWH solutions, which often require special hardware. For standardised 
queries with predefined evaluation direction and regular consistent reports, DWH’s 
continue to have their strengths. Data Lake concepts, on the other hand, offer flexi-
ble analysis options and fit well into the agile, digital world because of the possible 
gain of new knowledge. Big Data technologies from different providers are available 
for the technological implementation of the Data Lakes as well as for the definition 
and processing of the queries [Gad16]. Through the use of flexible tools, specialist 
departements can independently carry out all kinds of evaluations without the 
involvement of IT and therefore welcome the new flexibility and independence.

Both concepts can also be combined, for example, if a Data Lake is connected to 
a DWH as a front-end system [Mar15]. Therefore, both DWH and Data Lake should 
be integrated as a core component in data architectures.

The following trends and technologies in the field of Big Data are to be consid-
ered in the architecture definition:

•	 Data Stream Management Systems (DSMS)

•	 DSMS systems process data streams that occur continuously and at short inter-
vals [Ara04]. Search algorithms are permanently extracting desired results from 
the data stream and make them available for processing. Examples are vehicle 
motion data or data from camera systems during autonomous driving.

•	 In-Memory Data Management
•	 With in-memory data management, data is stored in the main memory of servers 

rather than on separate storage media and thus is available to processing in a 
high-performance manner. To efficiently use the available memory bandwidth, 
the data are read sequentially in the flow. This technology is often used when 
analyses of current data are required. Examples of use are complex reports, eval-
uation of sensor data and also real-time evaluation of social media data [Pla16].

•	 Appliances

•	 Appliances are integrated turn-key systems, optimised for a specific application. 
In a casing there are servers, memory, system software including visualisation, 
and partially software for data management as well. Examples of use are high-
performance Big Data analyses via a distributed infrastructure and applications.

In order to deepen the technologies, which are only briefly mentioned here, and 
which are gaining in importance in the automotive industry in times of growing data 
volumes, for example from vehicle motion sensors and the Internet of Things of 
Industry 4.0, reference is made to further literature [GSM16], [Mar15]. Overall, a 
growing number of products are available for information processing.
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8.4.4  �Mobile Strategy

As was explained in detail, mobile devices and Apps are gaining ever more impor-
tance. In continuance of the private habits, employees, business partners and also 
customers expect new applications such as from the area of Big Data and Analytics 
to be available as Apps on mobile devices such as smartphones and tablets. This 
modern operation should also be available for established in-house applications. It 
places the use of workstation PCs in the background and will namely be for “power 
users” or programmers and testers. The use of mobile applications should be done 
through appealing graphical surfaces that are intuitive and easy to use without 
training.

Furthermore, users expect at any time and from anywhere access to the company 
applications used by them and the relevant data. In order to be able to address the 
rapidly growing needs in a structured manner, clear specifications for mobile termi-
nals and mobile applications must be defined. This mobile strategy is particularly 
important because it defines the interface to digitisation and the move towards inno-
vative usage models for all employees and customers. Also the agile handling of 
requirements from the field and the fast provision of solutions must be possible by 
powerful technologies, defined in the strategy.

Firstly, the device standard for company-internal equipment must be defined and 
also decided whether to offer the employees a BYOD option (bring your own 
device) to allow them the use of their private devices in the company as well. Next 
to commercial considerations on the basis of a comprehensive TCO (total cost of 
ownership), the safety aspects play an important role in this (see Sect. 8.4.7). Due to 
the worldwide customer acceptance and the resulting market shares, with Apple and 
Android devices two essential technology directions are dominant. For both plat-
forms, architectures and solutions for secure integration into the enterprise IT are 
available so that many companies support both platforms.

Based on the device standards and the safety architecture, the application strat-
egy has to be defined. Particular challenges arise from the fact that mobile devices 
are subject to very short innovation cycles, and the applications must therefore be 
able to run on several device and system software generations. The integration of 
mobile applications into the existing enterprise applications, the so-called back-end 
integration, also requires a viable architecture and specifications in order to generate 
synergies in the development and to facilitate operation and backup.

Also, criteria are to be defined in order to decide in a comprehensible manner on 
the type of implementation of the applications. There are three options. Native Apps 
work directly on the device operating system and use device functions such as cam-
era, sensors and communication interfaces with high efficiency and safety. 
Programming, maintenance and operation in this case are more complex compared 
to the second option, the web applications. At this, the application development is 
independent of the device, and their use is done via a web browser. This means that 
special device options are not used, so that the user-friendliness often is diminished. 
The development and operating costs are lower though. A further option are so-
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called hybrid applications, which are a mixed form. All three routes are proven and 
have their benefits of use.

Namely the field of App development is particularly well suited to bring together 
specialist departments and IT in digitisation initiatives as a team and to make joint 
decisions on design and implementation. The App is wrongly much-underestimated 
and partly dismissed as just “a few colourful pages for mobile phones”. These appli-
cations are however just the right tool to drive the transformation of business pro-
cesses and to make them easily accessible and tangible to the users. They are, in a 
sense, the user interface of the digitisation. In this way, IT can position itself as an 
innovative, agile organisation, which also understands the business processes and 
realises fast implementations and adaptations. IT should avail of this opportunity 
and not only handle the technology and security aspects of Apps. A potential 
sequence of this cooperation is shown in Fig. 8.8.

In Design Thinking workshops, the team develops initial ideas by clarifying the 
business situation of the area, analysing disruptive trends and elaborating potentials 
for process improvements through Apps. The prioritised ideas are collected and, in 
the following concept phase, the processes (user story) have to be mapped and inter-
faces (user interface) are discussed, in order to then agree upon the scope of a first 
prototype (MVP, minimum viable product) (see also Sect. 6.2.3 and 7.2.1). This 
also includes an accompanying requirements management.

Development, testing and deployment should be based on developmental envi-
ronments, the so-called mobile development platforms MDP. These support differ-
ent device types and implementation paths also with the integration of microservices. 
The finished Apps are made available on company-owned App Stores for easy 
download.

The devices are managed using an MDM (Mobile Device Management) solu-
tion, with reliable architectures being available for safe integration regarding con-
nectivity (network capability) and security. These technology kits support agile 
procedures especially in the test phase, so that feedback can always be given to the 
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Fig. 8.8  Agile App development (Source: author)
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specialist departments in order to continually improve the product and further 
releases. DevOps methods ensure fast release changes. The procedures and require-
ments for the user interface design as well as colour concepts to ensure a certain 
branding or “look and feel” should be described in addition to the mobile strategy 
in an online manual. Examples can be found in the relevant specialist literature and 
also on the Internet [DHS16].

A structured description contradicts at first glance the agile approach required in 
the field of mobile applications. Nevertheless, some rules are needed to avoid a 
sometimes occurring uncontrolled development in this rapidly growing area of solu-
tions, and in order to achieve high quality and operational efficiency. On the basis of 
a well thought-out mobile strategy, the IT should therefore create the technical and 
organisational preconditions to surprise the specialist departments by implementa-
tion speed, flexibility and quality and thus be accepted as a partner in the develop-
ment of mobile solutions. Implementations outside the IT which unfortunately 
happen frequently in this area, can thus be avoided.

8.4.5  �Infrastructure Flexibilisation Through Software Defined 
Environment

The preconditions for high reactivity and efficiency are created in the computing 
centres. Challenges such as in the area of applications the integration of legacy 
standard applications and container-based microservices in a single target architec-
ture, are similar in the IT infrastructure. In this context, infrastructure means a com-
bination of all the technical facilities required to run applications, store data and 
transfer them for utilisation.

In the past, for each major application special hardware packages were installed, 
often with specific system software. In this way, complex heterogeneous infrastruc-
ture environments have developed over the years. System operation was in technol-
ogy clusters such as Linux servers, storage systems and networks. These often ran 
without any reference to the applications, let alone any customer reference. The 
provision of system environments for new applications or projects lasted months. 
Deployment of solutions or the provision of minor software updates required long-
term planning and special maintenance time windows in the business process.

This structure and serviceability were sufficient in times of stable business pro-
cesses, stationary workplace systems, without Internet and at “manageable” data 
volumes. In this day and age, isolated server, storage and network structures have 
served their time. In times of digitisation with demanding requirements in the areas 
of mobility services, autonomous driving, Big Data, IoT, blockchain and social 
media, new solutions are imperative.

As a vision and a sustainable response to the requirements of digital transforma-
tion, the concept of the Software Defined Environment (SDE) has established itself 
with intermediate steps through consolidation, virtualisation and partial automation 
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[Qui15], [Bec16]. In this approach, the entire technical infrastructure is controlled 
by a special software without human intervention or changes to the hardware. There 
is a control layer above the computer nodes (i.e. computer units without further 
subsystems such as I/O units and power supply) and the storage and network units. 
Their software recognises the system requirements of the applications and auto-
matically implements them through adaptations in the connected infrastructure, 
avoiding the previous complex manual work. The hardware technology fades into 
the background. This concept is further characterised by the following features:

•	 Automatic real-time adaptation of the technical infrastructure to the needs of the 
applications

•	 Automatic deployment initiated by software request
•	 Continuous dynamic optimisation of the configurations to achieve the definable 

target service levels and resource utilisation
•	 Highly scalable and “breathable” at load fluctuations and modification of operat-

ing parameters
•	 Fail-safe and self-healing if needed
•	 Hardware-independent
•	 Modular, open concept without “vendor lock-in”.

The challenge on IT is to define a target architecture that ensures full coverage of 
the business requirements, takes into account the existing infrastructure, and allows 
a coexistence of the established and new world. For example, the following will 
have to coexist for several years:

•	 Monolithic applications/Microservices
•	 Virtualisation/Container
•	 Commercial software/Open Source
•	 Hard drives, tape drives/flash memory
•	 Mainframe technology/standard server (“lego bricks”)
•	 Dedicated own hardware/multi-Cloud solutions

For this purpose, a transition road map towards the Software Defined Environment 
is to be specified and implemented. Figure 8.9 gives an overview on a target sce-
nario with the technological components and their coupling to the applications.

A precondition for implementing the SDE concept is a complete virtualisation of 
the technological infrastructure consisting of computers, storage and network 
[Men16]. This refers to the complete logical representation of the hardware in 
software-based logical units. Virtual servers, storage systems and network compo-
nents, so-called images, are managed in a way completely decoupled from the 
details of the hardware versions. A further element of SDE concepts is the integra-
tion of Cloud services in both manufacturer-specific (private) and publicly distrib-
uted (public) solutions; (cf. Sect. 4.1.1).

To implement the so-called hybrid Cloud architectures, many companies rely on 
OpenStack technology. This is a comprehensive software portfolio for building 
open Cloud solutions, developed by the OpenStack Foundation and made available 
as an Open Source solution. The open community includes more than 600 compa-
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nies and its over 50,000 members are from more than 180 countries [Buc16]. A 
fast-growing number of large companies such as Walmart, Disney, Volkswagen and 
SAP rely on this technology to build and use Cloud environments. The manufacturer-
independence, the openness of the architecture and the rapid further development of 
the technology with the opportunity to contribute their own input and to influence 
trends, all are motivators. Due to the active designing in the open environment, it is 
also possible – by contrast with closed, manufacturer-specific solutions – to ensure 
the control over own data.

Building on full virtualisation, based on the detected infrastructure requirements 
of the applications, the control layers automatically adopt the orchestration of the 
resource allocation and its optimisation. For this purpose, cognitive solutions are 
integrated. The avoidance of failures is based on preventive maintenance technolo-
gies, which in turn require a continuous analysis of the operating parameters and the 
operating logs (log-on and log-off).

The software layer in the SDE concept also adopts the automatic deployment of 
both traditional standard packages and new applications which are traditionally pro-
grammed, based on Open Source software or configured as microservices. As a 
development environment in this setting, CloudFoundry has established itself with 
considerable growth. This is a Cloud-based software environment for developers, a 
so-called PaaS (Platform as a Service) solution, for example, with services for 
development, production, and test, provided by the CloudFoundry Foundation as an 
Open Source. The foundation includes many major industry players, such as SAP, 
IBM and Cisco, which help to establish the solution as a standard [Sch16]. The full 
compatibility with Open Stack and thus the possibility to integrate into Software 
Defined Environments support a decision to also include this technology in a 
mission.

In SDE concepts, IT technology loses much of its importance. While previously 
specific performance and configuration parameters of servers or storage systems 
were important in order to run certain applications as efficiently and securely as 
possible, the SDE software now recognises the requirements and assigns the 
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required number of virtual resources. The applications then run distributed on any 
server and are optionally saved on storage systems to enable the desired service 
level. The physical IT layer consists of standardised units, which are sufficiently 
available in a manner comparable to a Lego concept. In the event of a failure, the 
respective units are automatically discarded. In order to replace or extend the capac-
ity, the installation of such “Lego bricks” is implemented, which are adapted by the 
virtualisation layer.

Apart from these hardware-independent applications in Software Defined 
Environments, there still remain a few islands that require special technology.

These include, as briefly described in Sect. 8.4.3, so-called appliances, which 
efficiently process very large amounts of data through high parallelisation of 
computer units. Furthermore, neuromorphic chips can be foreseen, which map neu-
ronal structures directly in silicon circuits (cf. Sect. 2.6.4). This technology is par-
ticularly strong in the recognition of patterns and images. Another emerging trend is 
quantum computers. After stabilising the above-mentioned technologies and 
increase in the business requirements, the control software of the SDE architecture 
is expanded so that these systems can also be integrated in the future.

8.4.6  �Computing Centre Consolidation

With transformation projects in the area of application and infrastructure, it is in 
both cases necessary to establish a target scenario as part of the IT strategy and to 
transfer the current inventory step by step. By consolidating and optimising the 
growing heterogeneous environments, costs are saved which are available for inno-
vations. Similarly, the consolidation of the existing computing centre structure pro-
vides significant savings potentials. Large manufacturers often have well over a 
hundred computing centres, ranging from smaller computer rooms at importers and 
dealers, special IT rooms in the plants, to computing centres in the brand organisa-
tions. As recently as in the 1970s, local requirements necessitated special server and 
operating software installed there because the networks at that time did not have the 
bandwidth and security to hold the required infrastructure in a central computing 
centre. Also, hosting and Cloud solutions were not available. As a consequence, at 
many manufacturers a heterogeneous computing centre structure has developed 
over many years, Fig. 8.10.

The left side of the figure shows the typical computing centre structure of a 
manufacturer, as was already described briefly. In addition to the large separate 
computing centres each per brand or financial sector, there are often smaller com-
puting centres (CC) in the plants and also at the importers, at least shielded server 
rooms, and even the dealers have their own IT areas. In many cases, local operations 
teams run the respective infrastructure with local applications. The utilisation factor 
of the infrastructure was estimated by the author to be less than 50%. The high 
energy consumption due to this low utilisation, but also due to the partially aged 
computing centres, certainly holds improvement potential.
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In addition to this current situation, a possible target scenario is shown in the 
image on the right. In order to achieve significant savings and reduce the complexity 
of the structure, the primary goal should be to minimise the number of computing 
centres and maximise the use of the Cloud instead. Today, the technological devel-
opments in the network sector and the infrastructure allow very ambitious consoli-
dation targets [KriS16].

For this reason, the author suggests that manufacturers completely refrain from 
local computing centres and rather build regional CC hubs, for example in Europe, 
for the Americas and for Asia. Due to the specific security issues, a separate hub in 
China makes sense, as well as in Africa if there is a market presence. The hubs then 
serve brand organisations, plants and also sales organisations of the respective 
region on the basis of hybrid Cloud architectures. These are implemented in the 
hubs as private Cloud environments, which in turn are linked to public Clouds in 
compliance with security concepts. Clear goals should be implemented to massively 
expand Cloud components outside the manufacturer environment in order to keep 
the previously used productive CC area as constant as possible despite the signifi-
cant increases in demand due to the foreseeable digitisation and the growing data 
and storage requirements. The operation of the infrastructure is organised globally 
and is based on standardised processes. The hubs are interlinked and safeguarded by 
backup and emergency solutions so that in the event of a disaster situation, a region 
can jump in for another region and continue the operation of this failed region.

The implementation of such scenarios is technologically manageable, and the 
advantages in terms of costs, complexity reduction, securing options and flexibilisa-
tion are considerable. The road to implementation is quite demanding, and many 
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manufacturers are moving in significantly smaller steps, with no overriding big goal 
in mind. However, this should be defined as part of the IT strategy and approached 
according to the concept “think big, start small, move fast” [Low16]. Prerequisites 
for implementation are, for instance:

•	 Powerful networks with high service levels
•	 Regional computing centres for the hubs with sufficient space availability and 

high energy efficiency
•	 Strong global governance and enforcement opportunities for the dissolution of 

the local and organisational “kingdoms”
•	 Global integrated service structures
•	 Global IT strategy with future-oriented goals and transformation targets for 

applications (especially: standardisation, “Cloudification”, microservices) and 
infrastructure (especially: software defined environment, virtualisation, 
standardisation)

•	 Partnerships for Cloud services and project implementation
•	 Leadership and entrepreneurship

The above emphasises that it is not a lack of technological possibilities which 
bars the way to ambitious consolidation, rather the challenges are in the breakup of 
customary procedures and the establishment of global, overarching organisational 
structures.

8.4.7  �Business-Oriented Security Strategy

Another very important topic of the holistic IT strategy is security. Almost daily 
there are reports on hacker attacks, the theft of company data and the intrusion into 
company software by viruses, partly dormant in Trojans as a latent risk. The integra-
tion of nearly all business processes with application solutions which is further 
increasing in the digitisation, the penetration of the cars with IT, the direct coupling 
of dealer applications with the manufacturer’s backend, or the implementation of 
Industry 4.0 initiatives along with the “Internet of Things” at the plants, give more 
and more opportunities for attacks. Also the open agile project processing methods 
with temporary integration of experts, partly involving badly secured Internet com-
munication, increase the risks.

This is why many companies have established CISOs (Chief Information 
Security Officer) who are in charge of security in the company. However, in many 
cases their area of responsibility does not include the plant and vehicle IT, which is 
carried out independently by the specialist functions. The security of the dealer and 
service network remains a topic of minor importance even in companies which 
belong to the manufacturer, and it is addressed by independent dealers even without 
manufacturer integration. Security measures are primarily regarded as technology 
projects there, at best loosely linked to business objectives and specific security 
requirements, such as protection from intruders or restarting a plant.
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These exemplary problems illustrate that in many cases there is a need for action 
to approach the issue of security with the appropriate focus, sustainability and busi-
ness orientation. The recommended major development steps of a business-oriented 
security strategy for traditional IT are shown in Fig. 8.11.

It is recommended that IT and specialist departements jointly define and imple-
ment the security strategy in order to achieve acceptance of this topic, which is often 
seen as a nuisance. The starting point is the company strategy and the business tar-
gets derived from it. On the basis of protection requirements and risk analyses, the 
team identifies the potential risks and defines the specific security objectives. This 
should be done in a pragmatic way so that IT security is not perceived as a hindrance 
to business and the acceptance of the subsequent measures is already developing at 
this stage.

To ensure the completeness and for the structuring of the cooperation, it is rec-
ommended to use the SABSA and TOGAF methods proven in the industry in the 
areas of security and corporate architecture [Kni14]. SABSA (Sherwood Applied 
Business Security Architecture) is a framework for the structured recording of secu-
rity requirements as well as for the development and implementation of security 
architectures. The focus here is on the security aspect, but there is no link to the 
business processes. This gap is bridged through the use of TOGAF (The Open 
Group Architecture Framework). The combination of the two approaches provides 
a suitable approach to record safety requirements from a risk and business perspec-
tive in a structured manner and to transform them into a target frame for a business-
related security strategy.

In the security strategy, the essence of security is described for instance, and the 
general guidelines for achieving security are defined with objectives, standards and 
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responsibilities. Concrete targets and key figures are the basis for the implementa-
tion plan. In line with sustainability, security planning should be continuously mon-
itored, and a change in the business objectives be reflected in the adaptation of the 
protection requirements. Within the scope of the implementation, there are a num-
ber of topics. Some typical work areas, derived from “best practices” experience, 
are shown in Fig. 8.12.

The areas are grouped according to infrastructure and IT operations. Vulnerability 
management, for example, is the continuous surveying of all components of the 
infrastructure for vulnerabilities as well as the identification and removal of detected 
problems. Firewall gaps may occur or a lack of protection at the server BIOS level 
for instance. These are eliminated within the framework of patch management, 
which covers all software components of the infrastructure. Further areas of work 
are the use of encryption techniques and namely also remote access for technicians 
and service staff from outside the company. In IT operations, many fields concern 
the secure handling of processes, such as change management and incident manage-
ment, which includes problem management within the service management, but 
also the regulation of access rights and personnel security.

A further detailing of the implementation of the strategy for information security 
of the business IT is left out here, as well as an explanation and deepening of the 
large number of relevant standards, norms and guidelines of the German Federal 
Office for Information Security. Rather, reference is made hereby to extensive lit-
erature and sources as well as to explanations on new requirements derived from 
Cloud services and open architectures, e.g. [BSI16], [BSI09], [NIS17].

It is important to understand that the issue of IT security cannot be managed and 
implemented by a CISO or the security department’s staff alone. The topic is rather 
to treat it top-down by all business areas with appropriate care. In the company’s 
management meetings the subject has to be on the agenda time and again, the more 
since various laws provide for the personal liability of executives in case of failures 
or negligence.
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Fig. 8.12  Work areas information security (Source: author, following [KRIT16])
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8.4.8  �Security of the Factory IT and Embedded IT

The procedures and security measures described so far relate to securing of the busi-
ness IT.  In addition though, all manufacturers are required to also secure the IT 
directly at the production lines in the plants as well as the embedded IT in the 
vehicles. Both fields require special measures, which are briefly discussed below.

During the implementation of Industry 4.0 projects, a massive penetration of 
relevant business processes with IT is taking place. The production and assembly 
lines are equipped with additional sensors and the line sections are linked via IT 
solutions based on fieldbus systems in order, for example, to assign individual mea-
sured values from the work operations to orders during the manufacturing process, 
or to flexibly control subsequent stations. The production planning system forwards 
order data to the lines via the Shop Floor system, so that pick-and-place robots 
automatically change the correct gripping device using their programmable logic 
controller (PLC). Data from the line monitoring is compared with the information 
from lines of other plants in order to derive proposals for preventive maintenance 
measures. The examples illustrate that traditional IT and plant IT are more and more 
converging and thus the security risk is increasing. This also explains why the plant 
IT is to be integrated into a holistic security strategy and should therefore be included 
in the responsibility of the CISO.

The IT security procedures presented above do in many cases however not meet 
the requirements of the plant IT. For example, the use of anti-virus software in con-
trol computers is problematic since the scan process consumes computing power 
and thus results in performance losses in the near-real-time sequence control. Also, 
common measures of the anti-virus software when tracing a virus, such as setting up 
in quarantine and shutting down the computer, are contraproductive to the desired 
uninterrupted production operation, and so are regular updates of the signature data-
base with corresponding runtime as well. Therefore, if the use of anti-virus software 
is not possible, other security measures must be taken, such as swapping out the 
unsecured components into a special network segment protected by an additional 
firewall. Detailed advice on securing information in the Industry 4.0 environment 
can be found in the relevant specialist literature [Bac16].

Just as with the plant IT, special procedures are applied to secure information of 
the embedded vehicle IT, different from the usual measures of information security. 
Although, the protection of the vehicle IT also has other aspects with respect to the 
security objectives. At this, the focus is not “only” on corporate objectives, but on 
the interests of many persons and parties concerned. The security risk of the vehicle 
IT is increasing with the rapid expansion of the IT in the cars, indicated by the rise 
of computer units, the so-called embedded control units (ECUs) (cf. Sects. 5.3.3 and 
5.3.5). In the premium vehicle segment, more than one hundred ECUs are often 
used to control procedures and driver assistance systems. Details on this were also 
given in Sects. 5.4.5 and 6.2.1. To implement these functions and also as part of the 
future mobility ecosystem, the vehicle has to become part of a comprehensive com-
munication, as shown in Fig. 8.13.
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In intermodal transport, cars are used in order to reconcile the passenger change-
over points with other mobility services such as regular buses and other means of 
public transport. “Vehicle-to-Vehicle” communication, also including sensory data 
from the infrastructure, is used, for example, to warn each other of dangerous situ-
ations in the course of the road. Mobility providers record vehicle information to 
increase the utilisation of their fleets or to dynamically adjust routes as needed. 
Traffic control in cities and the online handling of toll payments also requires a 
vehicle connection. Beyond the examples shown, further communication needs will 
arise in the future with autonomous driving and the growing number of driver 
assistance systems, as well as for remote maintenance and software updates “over 
the air”.

The numerous communication channels and the high number of ECUs in the 
vehicles, combined with several fieldbus systems, are widely open to hacker attacks. 
These follow a recurring pattern [Mil14]. Initially, intruders attempt to enter the 
vehicle IT via one of the established communication channels and then use mali-
cious software to generate false data in the vehicle network, which are then read by 
safety-relevant or sensitive ECUs, depending on the objective of the attack. Their 
interpretation leads to malfunctions, such as the unintentional triggering of braking 
processes, malfunction of the engine electronics or blocking steering movements. 
The intrusion can also take place via other weak points such as, for example, remote 

Fig. 8.13  Communication in the ecosystem of mobility [Bro16]
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control of the door lock, sensors for tire pressure control, Bluetooth mobile phone 
connection or downloaded Apps in the infotainment unit.

These examples of security issues and possible points of attack illustrate the need 
for special measures by manufacturers and their suppliers to secure the vehicle 
IT. They start with hardening the IT technology used in the vehicles. In the ECUs, 
identity management, encryption and active memory protection should be pro-
grammed for instance. Furthermore, safeguarding the applications and also the 
onboard wiring systems is needed, also with identity management, segmentation of 
the network areas and authentication [Bro16]. The basic principles of identification, 
authentication and authorisation with secure handling in a protected, tamper-proof 
environment have a very high protection function – and this holds true in the vehicle 
IT as well [Bon16]. One way to implement this is to create a security gateway, as 
shown in the solution overview in Fig. 8.14.

Within the security gateways, the identity management of each IT component is 
handled, as well as the secure storage namely of personal data and the entire com-
munication with the vehicle. The integration of the back-end and thus the integra-
tion with the enterprise IT is encrypted and also done via the gateway. In the 
backend, identities, access keys, and authorisations are managed. Intelligent safety 
solutions detect anomalies and trigger preventive measures. These can, for example, 
be initiated and monitored in a so-called security operation centre, a service organ-
isation at the manufacturer.

Fig. 8.14  Securing the vehicle IT [Bon16]
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These explanations on the safety aspects in the areas of factory IT and vehicle IT 
illustrate the special challenges on these sensitive areas. Due to the constant data 
exchange with backend systems, hacker attacks and the penetration of malicious 
software can continue over this path too. Both areas therefore require special protec-
tion measures which are based on the principles of traditional IT security though. 
Also for this reason, vehicle safety has to be part of a holistic security strategy and 
the responsibility of the manufacturers.

8.5  �Case Studies on IT Transformations

This explanations round off the description of some important topics on the trans-
formation of IT from a developed structure towards more innovation and agility. In 
the following, two case studies show how companies outside the automotive sector 
have met these challenges and achieved their goals.

8.5.1  �Transformation Netflix

Netflix, although not being related to the automotive industry, is chosen as a trans-
formation example here, because  even though this company operates extremely 
customer-focused now, it had to adjust its business model massively three times 
within the short period of its existence. During this time, modern IT was a key 
enabler for this transformation and for implementing higher service and customer 
orientation. These experiences are also of interest to the automotive industry as the 
transformation is particularly needed on the sales, marketing and services side.

Netflix was founded in 1997 as a rental service for DVDs with mailing as a com-
petitor to videotheques, ergo a rather traditional business model. In order to differ-
entiate itself in the market, the company relied on good customer service and 
attractive prices. On this basis, the business grew steadily, and in 2007 with a port-
folio of 35,000 films more than one million DVDs were shipped per day [Kee16]. 
During this time, the technological possibilities and bandwidth of the networks had 
also improved, so that precisely in this year a so-called “tipping point” was reached 
from which on the download costs of a film were cheaper than postal dispatch. The 
Netflix CEO recognised the threat at an early stage and urged his team to adapt the 
business model and become a highly efficient download provider.

This transformation was successful, but with streaming a new technology with 
disruptive potential and entry opportunities for competitors was soon establishing 
itself. Netflix also successfully adapted this swing and mutated from a download 
provider to the leading streaming provider.

But then another business model adjustment was required. In response to the 
incessant increase in the costs of screen rights for films, shows and other content, 
Netflix itself became a successful producer of films and series such as House of 
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Cards [Kee16]. At the same time, further adjustments were made, especially in the 
IT, in order to create the basis for growth and competitiveness. In the fiscal year 
2016, Netflix achieved with approximately 3700 employees, sales of $8.8 billion. 
Earnings increased, and analysts see a good orientation of the company with growth 
potential through expansion into new markets [Fin16].

The key points of this successful transformation combined with massive adjust-
ments to the business model are:

•	 Management with Leadership and Entrepreneurship

–– Early adaptation of disruptive technologies
–– Courage to adapt the business model
–– Consistent implementation of change
–– Corporate culture with a willingness to change
–– Screening of technology trends

•	 Uncompromising customer orientation

–– Focus on “experience” with a high level of service
–– Intensive evaluation of social media, feedback and market trends, early recog-

nition of customer requirements by innovative IT solutions
–– Attractive offering which lives up to expectations: very comprehensive range 

of films, flexible use (rental, download, streaming), own content
–– Active “near-real-time” social media-based marketing (Facebook, Twitter, 

Instagram)
–– Attractive price structure: no shipping costs, no late fees, subscription model

•	 High-performance staff base [Kno16]

–– Hiring top performers (“A-Team”)
–– Open performance assessments and result-orientation
–– High fixed salary (market benchmark); no bonus payments
–– Minimisation of internal regulations  – e.g. no rules on holiday or travel 

expenses

•	 Use of IT as an enabler for innovation and transformation

–– Microservice-based application landscape; API opening
–– Complete Cloud orientation; no own IT infrastructure
–– Innovative analytics of Big Data to identify customer needs
–– Adaptation of new technologies
–– Crash tests to ensure availability

Further details on the aspects mentioned can be found in many contributions on 
the Internet, and it is certainly interesting to follow the further development.

Due to the thematic focus of this book chapter, the topic of IT is deepened in the 
following. Netflix has migrated the entire hosting of the applications into a Cloud 
and operates over 10,000 virtual instances spread over several time zones and 
regions [Tot16]. In the hosting structure, security concepts are active, whose perfor-
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mance is time and time again tested by specific scenarios. In doing so, virtual serv-
ers or even entire hosting regions are switched off for the exercise, while the 
responsiveness is checked in order to ensure a high availability of over 99.99% for 
the customers. The many terabyte data are therefore stored redundantly with a sec-
ond Cloud company.

Netflix does not maintain any own servers for application operation. However, 
the company still operates in-house the network to the customer, its so-called 
Content Delivery Network (CDN). The aim is to maintain the know-how of a core 
technology for streaming and also to independently exploit analytically recognisable 
options to bundle products for commercial reasons. At peak times, Netflix uses one-
third of the Internet bandwidth in the US.

Another core know-how of the company is Big Data Technologies and its own 
algorithms to forecast customer requirements. For example, the proactively com-
municated recommendations for shows and movies achieve very high hit rates. 
Analytics and prognostics are also used in marketing. By analysing social media 
data, one can recognise customer trends there and posts, for example in Facebook, 
regional information tailored to the region. In this way, IT supports agile and closely 
segmented appearances in the social media, which, in addition to up-to-date infor-
mation, also show different images or extracts from new episodes. Decisions on 
which films and series will go into production and which content orientation they 
may take, are based on detailed analyses of customer expectations. The selection is 
not made by the Netflix executives, yet by the respective content managers.

The complete application landscape of the company is based on a microservices-
based architecture and includes more than six hundred solution modules, for 
instance to handle the processes of registration, evaluations, recommendations and 
rental history. An overview on the architecture is shown in Fig. 8.15.

Customers can use any devices such as smartphones, web browsers or game 
consoles for access. In total, there are more than one billion hits per day, orches-
trated by load balancers to distribute the loads, and managed via APIs published in 
the Open Source community. The APIs run via an intelligent buffer layer, which 
intercepts any errors and smooths them without failures. The administration of 
loosely coupled individually installable and upgradeable business services, as well 
as the system services, are provided by a processing system, a service registry. Data 
access to the distributed data storage is done via an access level. The technology 
base consists essentially of Open Source products, such as HTTP servers or Tomcat; 
Java, Ruby, Python and Go are used as programming languages, and for data man-
agement Casandra is employed [Tot16].

Also interesting is a look at the environment and the working conditions of the 
development. The services are created in parallel by many teams. These bear the 
complete responsibility for their solution modules, from development over deploy-
ment through to operation. There are no general guidelines for quality assurance for 
instance, release management or the defining of standards. Which technologies are 
used, is decided by the teams, and the optimal problem solution is in the foreground. 
The technology-fit stands above the demand for standardisation; innovative power 
and growth have priority over planning capability, and status statements and speed 
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of delivery are more important than being error-free. The work environment is aptly 
described with the heading of “freedom and responsibility”. This approach and the 
microservice-based modular architecture founded on Cloud services provide many 
advantages. The entire application landscape is fault-tolerant due to the modularity 
and provides a very high availability. With the Cloud in the background, the scal-
ability is secured, and innovations are available to customers very quickly. Currently, 
there are one hundred deployments on average per day.

The innovative environment is very attractive to young talents. The disadvantage 
is that the teams need to build up an extensive knowledge of the Netflix application 
landscape and the specific frameworks and tools used, and thus require a longer 
training period. Also, a heterogeneous technology portfolio is used. Furthermore, 
the independent services require comprehensive monitoring and logging. However, 
these disadvantages are compensated for by the described advantages of thorough 
customer orientation. The aspects of the Netflix approach are certainly worthy of 
note for manufacturers and can be implemented in the construction of new Connected 
Service and digital products.

8.5.2  �Transformation General Motors

As a further case study, the IT transformation of General Motors (GM), a leading 
volume vehicle manufacturer, is being presented hereinafter. Of particular interest 
in this reference is the transformation of the IT from an operation which was char-
acterised by third-party services into an orientation towards innovation, self-
competence and agility. This type of reorientation is now a subject at almost all 
manufacturers and suppliers.

Fig. 8.15  Application architecture Netflix [Tot16]
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First, some basic data of the corporation: General Motors is an internationally 
active US company present in more than 140 countries with over 170 production 
sites spread over ten brands with a total of 215,000 employees. With more than ten 
million vehicles sold per year, the turnover is well exceeding $150 billion with a 
10% target return [GM16]. The main markets are the United States, China and 
Europe, with the focus for further growth being on the emerging countries.

Following the severe crisis in the automotive industry with its peak in 2009, the 
measures taken to increase efficiency and realign the company were effective, so 
that continuous increases in sales and earnings were achieved over the last few 
years, albeit with some backlog in certain regions and areas. The current strategy, 
summarised, is divided into four main areas:

•	 Earn customers for life

•	 Customer-relevant innovations such as connectivity and Connected Service at an 
early stage in the desired functionality in the market; strong focus on safety and 
quality; social communities

•	 Lead in technology and innovation
•	 Leader in 4G LTE (mobile radio standard of the 4th Generation); comprehensive 

mobility services (investments in Lyft, Maven); autonomous driving (invest-
ments in Cruise); e-vehicles

•	 Grow our brands
•	 Strengthening of Cadillac as an “iconic” luxury brand with focus on the USA 

and China; Chevrolet as a global volume brand; specific brand management
•	 Drive core efficiency

•	 Safe implementation of a program to increase efficiency with ambitious savings 
in administrative processes, production and development; lowering of break-
even limits

In the implementation of this program, the IT is involved in all fields as an enabler 
with many projects and is also required to provide direct contributions, for example 
to the provision of innovations with simultaneous savings. To achieve this goal, IT 
has undergone a fundamental transformation. Key figures for this are shown in 
Fig. 8.16.

In line with many other companies, General Motors had almost completely out-
sourced its IT up to the year 2009. Essentially, there were only employees left in the 
company for supplier control, and the in-house competence in this thematic field 
faded. With the growing importance of IT as a driving force for innovation and 
digitisation, GM has since 2012 completely aligned the strategy in the direction of 
an insourcing concept, and hired 3000 IT employees of the previous outsourcing 
service provider [Sav12]. To further strengthen the in-house competence, a large 
number of additional experts and career starters from renowned universities were 
added, so that GM in 2016 employed a total of 11,500 own IT staff.

In order to keep the in-house knowledge up-to-date, comprehensive training pro-
grammes are available, and up to 500 university graduates enter the IT every year. 
With this consistent expansion of the own competences and “depth of IT produc-
tion”, the ratio of external service providers to own employees has become reversed, 
so that today 90% of all services are provided in-house. The work contents also 
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fundamentally changed towards process improvements, global operation teams and 
focus on automation. In 2016, 80% of the capacity was used for new developments 
and innovation, while the operation of the existing IT landscape needed just 20%. 
Global governance with corporate-wide responsibilities and synergy in the service 
teams across brands is certainly also a basis for this change. This avoids duplicated 
work as not every brand maintains a server operation team for instance, rather there 
is only one team in the world.

Along with the establishment of the GM IT team, the computing centres, for-
merly 23, were consolidated into now two main computing centres in mutual 
backup. The number of central applications shrank from 4000 to 3500, always mov-
ing towards the goal of 1500 applications. At the same time, a considerable number 
of applications from the “shadow IT”, i.e. IT solutions operated in the specialist 
departments, were transferred to IT responsibility and thus to safe operation. Data 
management is now fully centralised, and in the central computing centre a global 
data warehouse (EDWH Enterprise Data Warehouse) is located first for North 
America, where all structured and unstructured data are stored and are available for 
evaluations. As an example, on this basis it is possible for the first time to carry out 
detailed cost analyses on specific vehicle models in individual markets in order to 
determine contribution to margins in advance or to simulate measures that increase 
profitability. A few further summarised innovations go here:

•	 Consolidation of social media applications; central service centre for centralising 
30 separate applications and providing an application in the service centre; a 

2009 2016
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Fig. 8.16  Key figures of the General Motors IT transformation (Source: author, following [Pre16])
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customer view for enquiries or also sales activities → Increase customer 
satisfaction

•	 Expansion of high-performance computing to increase the use of simulations in 
the development, for example, to optimise the consumption and material use of 
the vehicles → Shortening the development time

•	 Use of predictive analytics in paint shops and robotics → Increase output and 
availability

•	 Real-time inventory in the central spare parts warehouse in Brazil → Increase 
service level

•	 Innovation Centre for Connected Services; for example remote access to vehi-
cles via an App for tire pressure control or operation of the air conditioning sys-
tem or heating; onboard diagnostic solutions → Increase competitiveness

These examples demonstrate how the IT and its projects contribute directly to the 
implementation of the company strategy. Overall, GM has succeeded in aligning the 
ability to act and the possibilities of the IT with the expectations of the specialist 
departments and customers. Requirements are taken up competently and solutions 
are developed within a short time in an agile approach in close cooperation with the 
specialist departments. The IT provides up-to-date solutions that can be used on 
mobile end devices via graphical user interfaces. The benefits of IT and the role of 
enabler and moderator for innovation and digitisation are more and more recog-
nised. The precondition for this success was the establishment of a change culture 
among the employees and on this basis the transformation along a clearly commu-
nicated roadmap.

8.6  �Conclusion

Overall, IT plays an important role in digital transformation. It provides the plat-
forms for new digital business models and the use of new technologies such as 3D 
printing and augmented reality as the basis for new learning methods. It also 
becomes a consultant to the specialist departments on the possibilities of the latest 
IT solutions, for example in order to achieve savings through the automation of 
business processes and the use of Apps.

At the same time, IT has to renew itself technologically and, for example, switch 
to Microservices, Data Lakes and Cloud, all of this financed by consolidations and 
optimisations in the legacy system. In this transformation, the matter of security is 
of new importance, not only in the company IT, yet also in the factory and vehicle 
IT. Successful case studies show that it is crucial to promote entrepreneurship and 
leadership, to establish a change culture, and then to move forward together with the 
specialist departments in both the existing and new fields, employing agile project 
methods [Gen 14]. The following chapter explains some successful digitisation 
projects that have been made in the light of these success criteria.
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Chapter 9
Examples of Innovative Digitisation Projects

9.1  �Framework

The author’s numerous discussions in the automotive industry have revealed that 
there is a high degree of uncertainty about how the issue of digitisation is to be 
approached. It is evident to all the responsible persons in this industry and its sup-
plier sector that something needs to be done, but how to start? In many cases, one 
waits for guidelines from management or starts without an overarching planning 
just with some minor beacon projects.

The intention of this book is to provide assistance in this situation. The previous 
chapters have laid the foundations for this and structured the topic. First, the back-
ground was highlighted, such as IT drivers and the transformation of the industry 
towards mobility services. This was followed by an explanation of the relevant tech-
nologies available for digitisation, Such as IoT, 3D printing, and Cloud computing. 
In the following, a forecast was developed as to how the industry might evolve by 
the year 2030, and based on an assessment of the current digitisation status of some 
manufacturers, proposals were presented for the development of a roadmap to drive 
digital transformation holistically. Finally, change management and corporate cul-
ture are important success criteria as well as IT transformation which as an enabler 
and pioneer supports the specialist departments in a targeted manner.

As quintessence of the book, Fig. 9.1 summarises the essential steps to establish 
a digitisation programme for specialist departments or plants.

In the first step, the framework and the vision of digital transformation are 
defined, based on the fundamental decisions on the company strategy and the busi-
ness objectives. This vision determines the orientation and successive steps of the 
implementation. At the initiation stage, it is about identifying possible disruptions 
in the previous business processes and to assess competitors, neighbouring compa-
nies and new technologies. Chapters 2 and 4 give suggestions on this.

In step 2, the vision for the digitisation of the area has to be defined, and the 
existing processes have to be checked for efficiency potentials, with the relevant 
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methods presented in Chaps. 5 and 6. In step 3, the direction of the organisation’s 
digitisation must be described, and first ideas for the implementation have to be 
developed. Subsequently, further workshops concretise the prioritised ideas in step 
4, carry out first cost-effectiveness assessments and create functional models 
(MVPs) of the prioritised approaches in order to ensure feasibility. Together with 
the IT, a detailed roadmap is created in step 5 which is integrated into the commu-
nication of change management in step 6. There, with the help of suggestions from 
Chap. 7, all employees should be inspired and motivated to join in order to achieve 
the vision and the goals on the basis of the roadmap together.

The foregoing explanations contained numerous reference examples on the 
respective context. In order to further enhance the practical relevance of this book, 
below more successful examples of innovative digitisation projects as well as addi-
tional ideas and impulses for work in the area of digitisation are presented. The 
chapter follows the four “support pillars” of the proposed digitisation framework 
(cf. Fig. 6.11), which is shown in Fig.  9.2 as a reminder, with the pillars being 
highlighted.

Each of the pillars is described in the following by means of examples. Content 
details, approaches and background information can be found in Chap. 6.

9.2  �Connected Services/Digital Products

All car manufacturers are placing high importance on Connected Services and are 
working intensively to develop offerings for this important growth market. 
Innovative solutions are seen as an opportunity to be the first provider to differenti-
ate oneself from the competitors and to demonstrate innovative power, especially 
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‡
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‡‡Chapter 2, 4

Chapter 6
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Chapter  6, 8
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Fig. 9.1  Development steps of a digitisation road map (Source: author)
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for younger buyers. In addition, the subject provides the foundations for new busi-
ness segments as well as for mobility services and autonomous driving. The oppor-
tunities and chances in a market with around 80 million new vehicle registrations 
every year are also detected by non-industry providers, especially innovative IT 
companies with their Apps. It is therefore not only important to exploit sales and 
profit potentials with Connected Services and new business models, but also to 
improve access to customers for complementary offers and marketing, and to con-
solidate the own position with customers in respect of mobility services and new 
offerings, such as intermodal transport services.

In this new competition between manufacturers and newcomers from the IT 
environment, the infotainment unit of the vehicles emerges as a strategic control 
point. These units have since long been not just control panels for radio, navigation 
and telephone as well as display units for vehicle systems, but also the control cen-
tre for the use and operation of Apps. This is where Google and Apple get into the 
car and to the driver via mirroring solutions. It is the “rendezvous” of vehicle elec-
tronics and the mobile App-world, as illustrated in Fig. 9.3.

Here the value chain of the infotainment units can be seen. On the hardware of 
these units with the associated operating system (OS), a middleware level is 
installed. It comprises a software layer with core services, for example, for opera-
tion and communication. Here is also the so-called mirroring positioned which 
Apple uses with its CarPlay solution and Google with Android. This feature trans-
fers Apps from the smartphone to the infotainment unit, displays them there and 
makes them usable instantly. The next step in the chain is the integration of services 
for system components such as radio and media. Then the vehicle IT is integrated, 
followed by the application services.
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Various providers offer systems to implement the value chain. Important control 
points in order to control the solution area for the customers are the operating sys-
tem and the mentioned mirroring, as marked in red colour in Fig. 9.3. In the operat-
ing systems, the QNX software has a high market share of approx. 50%, while with 
GENIVI and Google Android, two competitors on Open Source basis, follow 
[Cou16]. Due to their market leadership in smartphones, Google and Apple have by 
far the highest market shares in the field of mirroring. Other challengers are open 
manufacturer consortia such as Ford and Toyota with the SynchAppLink solution.

In the following sections of the value chain, other vendors such as Nvidia and 
Qualcom are positioning themselves in the hardware section; Continental and 
Visteon as integrators, and in the area of solutions the company ‘here’ with map 
information as well as Spotify for music streaming. It is important that the mirroring 
services determine the content that runs through this interface. For example, Google 
will surely favour its own Maps rather than ‘here’. There is a conflict of interests 
between manufacturers and IT providers.

At present, this field is not dominated by the manufacturers and they have to 
weigh up how they can strengthen themselves in the environment of smartphone con-
nection. The mirroring should therefore become part of the proposed integration plat-
form with a device management function as shown in Fig. 9.4. The details, such as 
the function and modules of the integration platform, were explained in Sect. 6.2.1.

Two vehicles are sketched below the integration platform. On the left is a vehicle 
with a very heterogeneous embedded IT landscape with many individual control 
devices and complex linkage, and on the right is as a vision – explained in detail in 
Sect. 5.3.5 – a vehicle with central and backup computers with simple digital link-
age. The integration platform provides the integration of the vehicles into different 
services, which is complex in the heterogeneous world yet considerably easier in 
the centralised architecture. The services are available through programming 
interfaces (APIs) for application development. The applications use this interface 

Fig. 9.3  Value chain infotainment unit [Cou16]
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for installation on the platform, are displayed on the infotainment unit and operated 
from there. Alternatively, the device management services enable the integration of 
different smartphones as the basis for the mirroring of Apps. Through this use of the 
integration platform, the manufacturers have opened up the alternative, in addition 
to the mirrored Apps of the IT manufacturers to also bring further applications into 
the vehicle.

Basically, manufacturers have three options available to position themselves in 
the competition against IT providers. They could entirely rely on the mirroring or 
the smartphone-based way, thus leaving the management of customers to the IT 
providers. As a second option, they could independently develop Apps and establish 
a manufacturer’s App store, including “customer ID”, parallel to the existing stores 
of IT competitors. Finally, a third option would be to rely on the integration described 
above and to provide an open, attractive ecosystem for developers with APIs, train-
ing, and support, similar to Apple and Google, to promote crowdsourcing and open 
innovation in such a manner. Namely the third model offers high scalability, and a 
large number of innovative solutions can be created within a short time. Thus, there 
is a chance to keep up with the many App offers in the smartphone environment and 
to attract the attention of the customers. This is the reason why some manufacturers 
like Ford, Toyota and PSA are using this promising concept [Gra17], [Ber13].

The French manufacturer PSA is discussed below as a case example of Connected 
Services. The company is the second largest European manufacturer [PSA16], with 
a turnover of over 50 billion Euros annually and more than three million sold vehi-
cles. In its focusing on innovation and the acceleration of the digital transformation, 
the company is relying on the “Customer Connected Company” and “Smart 
Company” initiatives. In their implementation, Connected Services are of great 
importance. PSA’s goal is to create a new ecosystem around the fields of data ser-
vices, smart services and mobility, which is attractive for customers and creates new 
purchasing incentives but also generates additional sales, as displayed in Fig. 9.5.

Open Eco System
Crowdsourcing

Integration Platform Device Management

Mirroring
APIs

Future Embedded IT

Fig. 9.4  APIs as basis for an open ecosystem and for crowdsourcing (Source: author)
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The picture shows solutions from the area of Connected Service in three target 
areas. For each solution, customer benefit, the business principle and the affected 
sales area are listed. For example, an App is offered to locate stolen vehicles. This 
App is used by customers on the basis of a subscription, which leads directly to 
sales at PSA. The ‘Smarter Cities’ App is about an alliance manufacturer/city to 
offer parking facilities in advance and to avoid traffic jams by means of a proactive 
intelligent traffic management. For this purpose, an IT partner company compiles 
movement and infrastructure data, evaluates these and derives relevant traffic pro-
jections. The business principle is based on a sharing model for costs and sales.

When it comes to creating solutions, PSA relies heavily on crowdsourcing. 
Digital Natives are offered an interesting technological environment with exciting 
questions and challenging problems, and they are inspired to meet there with many 
other developers and to further generate topics together as well as to create new 
ideas. As the basis for this model, a high number of APIs from the development 
environment for Connected Services was published. These provide, for example, 
vehicle signals such as oil temperature, tyre pressure or movement data. To distrib-
ute the APIs, PSA has created a platform which also provides documentations, 
blogs and support functions. To encourage developments, PSA is organising 4-week 
competitions, so-called accelerator events [PSA17]. These take place under preset 
key topics, and all interested developers or developer groups can participate. The 
winners will be awarded a price money and also a coaching for the professionaliza-
tion of their App, leading up to deployment. Through this crowdsourcing, many new 
ideas can be tested simultaneously with first Apps and implemented step by step 
through customer proximity.

Similar approaches are also pursued by other manufacturers. As a matter of fact, 
Ford has even arranged a comparable competition on a global basis as part of the 
implementation of its mobility strategy. As the overview in Fig. 9.6 shows, twenty-
five initiatives were launched.

The picture shows the initiatives with their respective themes. A distinction was 
made between experiments with different innovation partners and an open competi-
tion between developers. The tasks are distributed throughout the world, so that all 

Fig. 9.5  Connected services at PSA [Col16]
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relevant regions with “start-up and IT spirit” as well as important Ford markets were 
involved. Experiments were conducted in the USA both in the Silicon Valley and in 
Detroit; the UK, Germany, China and India were also included. A broad spectrum 
of topics has been covered, focusing on car- and shuttle sharing in large cities. New 
business fields such as health and insurance and well-known topics such as parking 
and fleet management were the focus.

The program has several advantages for Ford. In a short time many solutions were 
developed in different markets to cover different customer expectations, but also 
many ideas for future projects. The open development environment was subject to a 
broad field test and was further enhanced by extensions and adaptations. The imple-
mentation of the projects resulted in high public visibility, which strengthened the 
manufacturer’s image in terms of innovation, mobility and openness. Also, a wide 
developer community was formed which is also available for future tasks. Therefore, 
this approach is certainly worth considering for other manufacturers as well.

In summary, it is to be noted that almost all manufacturers are active in the field of 
Connected Services, however with very different degrees of maturity. The update of 
the embedded software of the vehicles “over the air” is established at Tesla Motors 
for instance, while most other manufacturers still have to make up ground here 
[McK16], [Bul14]. This so-called OTA function (over the air) provides the customer 
with many benefits and is expected for the other vehicles also. As an example, Fig. 9.7 
shows the functionality of the current software updates of the Tesla vehicles.

The listed functions were available free of charge in 2017 with a software update 
per download, similar to the update of a smartphone App, even for older Tesla vehi-
cles. These are not just simple functions, yet rather significant improvements, such 
as the more precise temperature control in the vehicle interior or the complex navi-
gation via motorway junction points. Also the increased responsiveness from the 
monitoring of two preceding vehicles as well as the correction of the vehicle posi-

Fig. 9.6  Development of solutions in the connected services environment [FOR16]
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tion after overtaking in relation to the overtaken car are part of the update. With the 
offer, Tesla increases the comfort and safety of its customers by problem-free soft-
ware updates and can be considered as the benchmark for many manufacturers. In 
other topic areas which were subject in Sects. 5.3 and 6.2.1, the established manu-
facturers should, in the author’s opinion, also strive for progress in order not to be 
overtaken by the “newcomers” of the industry. Particular mention should be made 
of the following:

•	 Centralised architecture for embedded IT (cf. Sect. 5.3.5)

•	 Transformation of the heterogeneous infrastructure, which is difficult to operate 
safely with over one hundred control units and several bus systems, into a cen-
tralised approach (simplified according to Fig. 9.4), in order to facilitate opera-
tional safety and integrability, and to secure future viability

•	 Strengthening the integration platform
•	 Development of an open, cross-brand platform; integration of the mirroring, so 

that upon the user entering the vehicle, a complete synchronisation of Apps in the 
vehicle with the user’s smartphone is made automatically. The success criterion 
is the omission of the mobile phone holder, as well as the automatic driver rec-
ognition when the user gets into the vehicle, and the mirroring of the personal 
Apps

•	 APIs with appropriate system environment
•	 Define API strategy, build developer platform with APIs, social media and sup-

port environment for developer communities and interested commercial users, 
such as insurance companies or retail companies

•	 Establishing a business model for digital new business

•	 Development of a business model for Apps, API and data including the necessary 
processes such as payment processing, distribution and regulation of data use 
with drivers

Functions Tesla 
Software Update
Release 8.0

ÿ Avoidance of Overheating of
Vehicle Interior

ÿ Improvement of Autopilot
• Adjustment of cornering speed based on fleet data
• Automated Correction of Position in Lane during Overtaking Manoeuvre
• Improvement of Reactivity, Monitoring of the twoVehicles in Front

ÿ Map Updates; improved Trip Planner

ÿ Extention of Voice Control 

Fig. 9.7  Functional scope of the software update “over the air” for Tesla vehicles [Gri16]

9  Examples of Innovative Digitisation Projects

https://doi.org/10.1007/978-3-319-62575-1_5
https://doi.org/10.1007/978-3-319-62575-1_6
https://doi.org/10.1007/978-3-319-62575-1_5


271

Connected services will be increasingly integrated into the environment of the 
vehicles with an increasing number of functionalities and thus become an important 
purchase criterion and differentiating characteristic [Kni15]. This trend is reinforced 
by announcements from General Motors and BMW for instance. Based on its long-
standing proven OnStar connectivity platform with basic functionality, General 
Motors is partnering with IBM to bring an innovative application with cognitive 
capabilities into the vehicles [Bur16]. On the one hand, this solution is to be under-
stood as a learning assistant who in the background proactively recognises technical 
problems and proposes actions to the driver or independently provides navigation 
information for the next appointment from the driver’s calendar and address book. 
On the other hand, the software is a marketing and sales platform on which service 
companies, as shown in Fig. 9.8, present themselves with their offerings.

The logos of various companies appear as icons on the initial screen of the infotain-
ment unit of a GM vehicle. Here the user can scroll through and make its selection. If, 
for example, the driver clicks the ExxonMobil icon, stations and individual fuel pumps 
appear in the vehicle neighbourhood. Payment after refuelling is made from inside the 
car. Mastercard facilitates the payment procedures, and Parkopedia guides to free 
parking spaces. The platform is open, so other interested companies can contribute. 
When these services are used, the manufacturer receives a commission fee.

BMW is marketing the new 5-series model exclusively by highlighting the func-
tionality of Connected Services, pointing at the conquest of the digital world, and 
no longer refers to motorisation or fuel consumption values. In radio advertising and 
on YouTube it says:

In a digital world, my car tells me when it’s time to drive off. It understands my words, my 
gestures. And at the destination it is a search engine for free parking spaces … my car 
knows my name, my destinations, learns my routes – and supports me when I want it. Some 
call it progress, to me it means freedom. [NDR17]

The examples illustrate how Connected Services can help companies to differen-
tiate themselves in the market and address potential customers. They underline the 
need to vigorously attend to this field in order to be close to the customer.

Fig. 9.8  Infotainment unit 
display with different 
offers [Bur16]
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9.3  �Mobility Services and Autonomous Driving

The second pillar of the digitisation framework includes mobility services and 
autonomous driving. Before a reference is presented, a brief overview on the current 
situation on the market and the developments is next, which also serve as a position-
ing aid for many new project ideas.

The market for mobility services continues to develop at high growth rates. Lyft, 
the challenger of Uber, was able to increase the number of handled journeys in the 
US to 162.6 million in 2016, thus tripling the 2015 results [Sol17]. Despite the con-
siderable growth of its competitor, Uber remains the undisputed market leader with 
its presence in more than 70 countries. In January and February 2016 for instance, 
Uber completed more trips than Lyft throughout the whole year. However, the 
impressive growth goes in both Lyft and Uber along with significant losses [Haw17]. 
This does not prevent investors though from further infusions of capital, nor does it 
stop manufacturers from seeking participations. For example, General Motors has its 
own mobility service organisation named Maven and also holds a stake in Lyft. 
BMW operates DriveNow, Volkswagen holds a majority interest in the Israeli com-
pany Gett and Daimler has been involved with Car2Go for many years. After Toyota 
has significantly invested in Uber, Daimler is also entering into a strategic partner-
ship with Uber to push autonomous driving as the basis for mobility services [Ger17].

In a further strategically important field, autonomous driving is promoted by all 
manufacturers, and a fierce competition has emerged for who will be the first to 
present this technology as ready for series production. The path to autonomous driv-
ing is divided into five technological steps or degrees of maturity (cf. Sect. 5.3.3). 
Up to Level Three, vehicles are already established in the market. With technology 
Levels Four and Five, first pilot tests are running since the middle of the 2010s, and 
manufacturers are exhibiting autonomously-driving vehicles at all relevant trade 
fairs [WELT17]. A summary of the market introductions planned by the manufac-
turers is shown in Fig. 9.9.

The introduction dates are shown over the time axis, classified according to dem-
onstrators, mobility service providers and manufacturers. First pilots in limited road 
areas already run in Singapore, Greenwich and Pittsburgh. At Level Four with high 
automation, GM, Volvo and Audi are planning to be the first on the market, closely 
followed by Tesla. Daimler and Nissan announced the release of fully autonomous 
vehicles for the year 2020, followed by BMW for 2021. Uber foresees fully autono-
mous mobility services, so-called robotaxis, to be in use in the year 2030.

The availability of autonomously driving vehicles will trigger a further signifi-
cant growth momentum for mobility services and car sharing models as shared use 
also promises cost advantages. Figure 9.10 shows a comparison of the costs to drive 
electric cars in different usage models in the years 2016 and 2025.

Driving costs in Dollar per mile for conventional taxis are between $ 2.85  in 
2016 and $ 2.76 in 2025. In comparison, costs in sharing models are significantly 
lower, ranging from $ 1.36 to $ 1.32. The cheapest are private vehicles with driving 
costs of $ 0.56 and thus well below those of the mobility services.
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The situation is changing fundamentally with autonomously driving vehicles. In 
this way, in 2025 cost in the sharing model will drop to $ 0.17 when using the 
vehicles with two to three people, and to $ 0.29  in lower usage with one to two 
people. The cost advantage of 30%–60% versus private vehicles with $ 0.43 will 
bring a significant increase in the use of mobility services.

Fig. 9.9  Planned introduction dates of autonomous vehicles [Han16]

Fig. 9.10  Trend of costs to drive electric vehicles [Han17]
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Autonomously driving electric vehicles will thus push back private car owner-
ship in the long term. From this point of view it is interesting to get to know the 
Minibus Olli which is shown in Fig. 9.11.

This shuttle bus for up to twelve persons was developed in 2015 under the leader-
ship of Local Motors by voluntary co-developers in a public competition over 
6 weeks. After the selection of the winning design, which gave the winner $ 28,000 
of price money plus future royalties from the vehicle sale, it took only 3 months 
until the SOP (Start of Production) [IDE17]. Other than the windows and the alu-
minium chassis, the vehicle components are created using 3D printing techniques. 
In the relatively small number of pieces, this production process is economical. The 
vehicle does not have a steering wheel, is equipped with about thirty sensors and 
runs fully autonomously. At a speed of 20 km/h the range is 58 km, which is suffi-
cient in shuttle operation. The cognitive platform is being taught, also via crowd-
sourcing, and is available to the passengers for dialogue. The ability to communicate 
is trained on the operating environment and further develops in self-learning. 
Several Ollis can also communicate with each other and at peak times organise 
themselves independently as a group. First vehicles are used for shuttle services in 
Washington DC, and there is great interest in the use of additional vehicles in the 
USA and Europe, initially as pilots on non-public grounds.

Both the cognitive platform as well as the structure and interior of the vehicles 
can be adapted to suit the requirements. In this way, Olli could mutate into a driving 
café or gym. Local Motors and its project partners also see the vehicle as a learning 
platform for further projects of this kind. The goal is to set up micro factories in all 
relevant markets in order to quickly identify and implement the specific customer 
requirements as well as to minimise the logistics costs for components and vehicle 
deliveries. As a vision, Olli is supposed to make its way to “his customer” on its 
own. Later he could wait outside the front door if the integrated cognitive platform 
sends the next available vehicle to the customer after a comparison of calendar func-
tions, user behaviour and weather. Sure, this is still a vision, but it is in fact to be 
considered by manufacturers [Jun16].

The idea of grouping vehicles is also studied as “platooning” in the truck sector. 
This term describes the driving of several trucks as a convoy, following at close 

• Shuttle Bus for 12 Passengers
• Production mainly through 3D 

Printing
• Electric Vehicle

• Autonomous / Driverless

• Cognitive Platform

Fig. 9.11  Electrically powered, autonomously driving shuttle bus (according to [Mol16])
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distance between each other a guidance vehicle. In the process, the trucks commu-
nicate with each other in near-real-time, so that braking manoeuvres of the guidance 
vehicle are directly carried over to the following vehicles for instance. The trucks 
are quasi connected by an electronic drawbar. Thereby, the following vehicles are 
intended to drive autonomously [Vol16]. The advantages of this concept are signifi-
cantly lower fuel consumption and thus less pollution. Further benefits result from 
lower space requirement on the road due to the narrower between the following 
trucks, relieving the drivers by the even speed, and by fewer traffic jams due to the 
superordinate coordination. Currently, the process is being piloted in Singapore 
with the participation of Scania and Toyota [Eck17]. As far as potential readiness is 
concerned, similar as with autonomous driving, the statutory regulations for admis-
sion to public roads are to be enacted first.

The promising platooning could also be an option in the area of mobility services 
in passenger transport. If autonomously driving cars are on the same route, they 
could automatically join together, at least temporarily on longer stages, in order to 
use the aforementioned advantages of the concept. Further visionary aspects in this 
field extend towards the creation of offerings to make meaningful use of the pas-
sengers’ time in the vehicle. If personal driving and the associated seating arrange-
ment and orientation are no longer necessary, the interior of the vehicles can also 
look completely different. The Olli-café or the Olli-fitness-studio have already been 
mentioned. There could be a conference room or restaurant as well during the trip – 
there is no limit to the imagination. It is important that the manufacturers adapt 
themselves to these developments and build up a sufficient degree of expertise in 
order to be prepared for these new issues and be able to offer competitive 
solutions.

9.4  �Efficient Processes and Automation

The third pillar of the digitisation framework is about the efficiency improvement of 
processes up to the complete automation through digitisation. The thesis of the 
“Digital Darwinist” Karl-Heinz Land applies to this context: “Everything that can 
be digitised, will be digitised. What can connected, will in fact form a network. And 
what can be automated, will in fact become automated. This applies to every pro-
cess in the world “[Lan16].

Section 6.2.3 explained a general method on how to approach the digitisation of 
processes and developed specific initiatives for three business areas. The following 
innovative projects in this field complement the comments made there.

As a result of the German Federal Government’s long-standing and broad-based 
initiative, the thematic area of ‘Industrie 4.0’ has become a focus of all manufactur-
ing companies there since the mid-2010s, and many initiatives and projects have 
been launched. All in all, the goal is to achieve a horizontal and vertical process 
integration through digitisation, thus making companies more flexible and efficient. 
In addition to the increase in responsiveness and thus customer orientation, according 
to a Fraunhofer Study, direct savings of on average 10–20% can be achieved in the 
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automotive industry. The breakdown into the organisational areas is shown in 
Fig. 9.12.

The reduction of complexity through modular and standardised products and the 
simplification of processes and interfaces allow the highest savings potential of up 
to 70%, while inventory reductions due to harmonised production processes and 
foresighted, tightly synchronised retrieval of supply materials reduce costs by up to 
50%. In the other areas such as production, quality and maintenance, savings of up 
to 20% can be expected.

Manufacturers should apply these parameters in their projects. According to the 
author’s experience, the highest potentials are at the intersection between organisa-
tional boundaries and process interfaces. However, the challenge to realise these is 
often not in technological problems, yet rather in cultural issues when motivation 
for cross-interface cooperation needs to be created. A technological platform which 
extends across these boundaries can be helpful. Figure  9.13 shows a simplified 
Industry 4.0 scenario with such a level, called Shop Floor Integration Layer here.

Three stations of a painting line are shown as an example. In the first processing 
step, the body is painted by robots, followed by manual-assembly and then a final 
inspection for quality control. On the line are various robots with their respective 
controls, sensors, cameras as well as tablets for the workers. The various IT compo-
nents are integrated into the business IT via the Shop Floor Integration Layer. On 
the software level, basic services are available, for example, for communication and 
data handling (cf. Sect. 6.2.3.3). The integration layer can connect the entire paint-
ing line and also other production areas so that access to sensors and controls of 
other areas is possible to perform overarching data analyses. The layer provides 
standardised APIs for use by application solutions that are successfully imple-
mented at different manufacturers. The following is an overview on the solutions 
mentioned in the picture:

Fig. 9.12  Saving potentials Industrie 4.0 [Win16]
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•	 Supply chain tracking

•	 This application monitors the logistics chain in order to identify supply shortfalls 
at an early stage and initiate countermeasures. For critical parts, monitoring goes 
beyond the direct supplier, right up to their provider.

•	 Early problem detection
•	 This analytical solution combines a large number of sensors, plant- and order 

data, analyses them and, with the aid of forecasts, identifies production stations 
where problems may arise, for example due to missing parts.

•	 E-learning
•	 For the operation of complex machines or also for complex service work on 

machines, QR code labels can be read out there using a tablet and thus the special 
error situation can be localised. From a learning management system, the worker 
then loads the learning modules onto his tablet, which he can work through and 
thus obtain information on how to carry out the work.

•	 Predictive maintenance

•	 The application for preventive maintenance is about avoiding machine failures 
through proactive service measures and thus achieving a consistently high output 
performance. For this purpose, machine data are continuously being recorded, 
trends and deviations from specifications are identified, forecasts are made using 
models, and actions are proposed.

Such solutions can be effectively developed on the basis of an integration layer, 
since this simplifies the application development by using the platform basic ser-
vices. More importantly, the replacement of machines can be easily depicted in the 
integration layer, and the application does not require any adjustments so that it can 
continue to grow step by step, even across organisational areas. Similarly, the roll-
out of the applications to other production locations is facilitated and quasi becomes 
a download, even if there the integration layer is installed as the basis.

Another subject area which is being driven forward within the context of Industry 
4.0 initiatives, is the direct collaboration of workers and robots, as already described 
in Sect. 4.8. This is not like in the 1980s, when it was about integrating robots into 

Fig. 9.13  Shop Floor Integration Layer example (Source: author)
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the flow production and to have them perform the same work steps routinely as reli-
ably as possible. Rather, the goal is to exploit the high flexibility from advances in 
sensor technology, kinematics and software.

Robots today are much more sensitive, more responsive and more mobile than 
the first pick and place- or welding robots. With these capabilities, robots can also 
be useful in a wide range of other areas. Uses in the household, nursing and also in 
the operating room of a hospital are just as conceivable as teaming with workers in 
automobile manufacturing [Buc17]. Here the robot is used according to its strengths 
in a targeted way to support humans. A comparison of the abilities of humans and 
robots and an application example is shown in Fig. 9.14.

In the assembly of complex components, flexible decision making in the manu-
facturing process and also in the balancing of tolerances and insertion movements, 
humans certainly have an advantage over their iron colleagues. Robots play their 
advantages when it comes to handling heavy and sharp-edged loads, repeatability 
and endurance. Stoically they carry out the same work steps over and over with the 
same quality. As a team, both partners are even stronger, as the example of the hard-
top assembly in Fig. 9.14 demonstrates. The robot brings the bulky and heavy com-
ponent precisely to the nearest assembly position above the body. The worker then 
undertakes the final orientation and insertion of the roof.

The utilisation potential of robots continues to grow with the increasing perfor-
mance of the software. Today, programming is relatively simple through teach-in 
procedures or graphical configuration on a tablet. Due to that, IT specialists are no 
longer needed for programming which rather is made by employees from the pro-
duction department. It is foreseeable that production robots will have cognitive 
abilities in the future which will open up even more flexible application possibili-
ties. Thus, the stand-in on the final assembly line, as well as the scheduler for the 
fine-tuning of the occupancy planning, could soon be a robot in order to absorb the 
fears of a looming skilled workers shortage.

Not only in manufacturing is under the heading Industry 4.0 the subject of pro-
cess optimisation through digitisation a hot topic, but also in all other divisions. In 

Hardtop-Assembly:
• Robots for heavy Assembly
• Sensitive Adjusting by Worker 
• Procedure in Line Clocking

Handling/Assembly of Complex Parts

Flexibility in Task Prioritization

Tolerance Compensation, Adaption

Handling of sharp-edged, heavy loads

Integrated Process Monitoring

Repetition Precision

Endurance

Fig. 9.14  Comparison of the skills of workers versus robots in hardtop assembly (According to 
[Kos14])
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development for instance, to increase the reuse of parts by means of intelligent 
search systems or the prototype-free testing of new products up to the feasibility test 
with Augmented Reality is imaginable. In human resources, machines run the appli-
cant screening, and employees use Apps to maintain personal master data more 
easily.

In the future though, cognitive solutions are expected in totally different areas as 
well by which robots can independently further expand their capabilities. The 
example of Pepper is shown in Fig. 9.15.

Pepper is a humanoid robot that, with the help of the cognitive IBM platform 
Watson, is able to find its way around and communicate with people. The system 
has to learn the surrounding details and also the subject area for the dialogues in a 
first training phase. Based on this basic knowledge, the system then learns from the 
feedback in the interaction. At present, Pepper is active in shopping malls for cus-
tomer reception and guidance [Ada17]. Further uses are also thinkable at motor 
shows or at the dealership in order to answer questions concerning vehicle models.

These uses, which have already been implemented several times, are not further 
deepened here. Instead Blockchain is presented as a means to increase efficiency 
with possible application examples in the automotive industry. Background and 
function of the Blockchain technology were explained in Sect. 4.7. It is often 
referred to in the Internet as “the next big thing” [Bre16]. Simplified and sum-
marised, these are encrypted data records for the documentation of transactions, 
which are continually updated, including verifications of correctness, through a 
transaction chain called “blockchain” and are stored in a distributed database. The 
process ensures the worthiness and flow of Bitcoins and forms the heart of this 
Internet means of payment.

Although the Blockchain technology is closely linked to the Bitcoin currency, it 
is irrespective of that also transferable to many other applications independently, 
and has a disruptive potential as the application processes and structures change 
entirely. For example, no bank is needed to process a payment between two parties 
using Blockchain technology. The transfer takes place directly, quickly and cost-
effectively through a web-based secure process running in the background. Personal 
data protection is also not an obstacle, since no open names appear, rather each user 

Fig. 9.15  Robot Pepper in 
conversation [Ada17]
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is assigned a separate code made up from numbers and letters. Further protection is 
provided by the use of distributed databases on which many copies of the transac-
tion chains are stored. Manipulations become almost impossible.

The main advantages of the procedure are the high security, the simplicity in the 
verification of the transaction and the potential to simplify processes, since addi-
tional control functions, for example for invoicing or checking contracts can be 
dropped. The disadvantages are the extent of the growing blockchains, limitations 
in performance, in throughput, and the effort needed for authorisation 
management.

As the advantages are predominant, there is a great interest in the topic, and 
many manufacturers are starting their first projects, often in the area of so-called 
Smart Contracts. These are computer protocols and software-based algorithms 
which map contract contents. The processing and fulfilment of the contracts is auto-
matically monitored and documented so that the paper form is no longer required, 
and lawyers are unnecessary in the drafting of contracts and supervision of execu-
tion [Kal16]. Blockchain is also the basis for the use of technology in the usage 
processes of vehicles, Fig. 9.16.

The picture shows the life cycle of a vehicle from the transfer of the car from the 
manufacturer to the dealer, which involves a lessor to finance the purchase, so that 
the car is handed over to the customer (Lessee) on the basis of a leasing contract. At 
the end of the usage, a used car dealer takes over the car, and the lease ends on the 
basis of an expert appraisal. The entire process is documented in a Blockchain, 
stored step by step in distributed databases (nodes). In addition to the vehicle trans-
fer, the contractual vehicle status is also directly checked in the Smart Contract 

Fig. 9.16  Blockchain technology in the life cycle of a vehicle [Hon16]
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method and stored in the information blocks of the chain. The simple sequential 
procedure results in a complete documentation of the vehicle condition, which can 
also be used when changing users or exchanging parts, in order to secure the use of 
original parts, for example.

Another example of the use of Blockchain technology in the automotive domain 
comes from electric vehicles. The refuelling is carried out at charging points which 
are often supplied by different electricity suppliers and mostly also use different 
methods of payment. These range from coin-operated machines, customer and 
credit cards to payment via smartphone App. Partially, electricity is also only sold 
to contractual customers of the supplier. In order to simplify procedures, the 
Blockchain method based on Smart Contracts is also suitable here. During each 
charging process, the customers conclude a contract with the respective supplier by 
identifying at the station, whereupon the transaction including the payment is pro-
cessed in the background [Roe16].

In a similar way, a wide range of possible applications are available, such as the 
processing of:

•	 Payment transactions, orders, invoice processing
•	 Supply chains
•	 Rental agreements incl. issuing of smartkeys for opening the vehicle
•	 Services
•	 Repairs
•	 Solar power (feeding back and supply)
•	 Mobile phone usage at different providers (roaming).

These examples illustrate the potential of the blockchain technology, especially 
since the use often also brings a process simplification by the elimination of control 
functions or intermediaries and thus an increase in efficiency.

Another technology to simplify procedures are so-called Chatbots, derived from 
“chat” and “bot” (second syllable of ‘robot’). They include automated communica-
tion, for example in software applications as a service offer to answer queries 
regarding usage or as an information system in public transport. Communication 
can be in writing via dialogue boxes or via language. The solutions work according 
to the principle of pattern recognition. The requested characteristics are used to 
search for suitable matches in databases and to derive an appropriate response from 
the information found. The demand for these solutions is growing with increasing 
performance and simplicity of use, which are known from using the chatbots of 
smartphones such as Google or Apple [Frü16]. Enriched by cognitive possibilities, 
the performance of the solutions will continue to increase and the utilisation extend 
to further areas.

Another application area of chatbots is as personal digital assistants in the office 
or in the private sphere, realised for instance in Amazon’s Echo or by Microsoft with 
the Cortana Platform [Jun17]. These systems are capable of learning and answer 
user queries by accessing Internet data, remind their owners of their respective 
appointments as per the diary, or initiate the playback of desired music.
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In a next development stage, it is expected that chatbots will be used to control 
different applications via voice control and then learn to perform certain work pro-
cedures automatically. A possible usage scenario is shown in Fig. 9.17.

The Chatbot solution works with access to databases of different applications 
and is in direct dialogue with applications of a specific business area, such as the 
finance department. However, a chatbot could also be addressed directly in order to 
perform certain activities in interaction with the connected IT systems. For exam-
ple, it could display outstanding delivery items or settle a specific invoice under 
deduction of a cash discount. The working steps are listed on the right in the picture. 
After input via voice or via dialogue window, the chatbot identifies the user and 
checks authorisations, interprets and understands the task and subsequently performs 
the necessary steps to display the desired results or to report the execution of the 
task. To perform this transaction manually, the user might have had to approach 
three different systems to find the invoice, check the goods delivery and settle the 
bill.

This little example already illustrates the potential for increasing efficiency in 
process execution. It is particularly useful in the handling of financial transactions, 
travel bookings, help desk services and also in the area of purchasing and personnel. 
Solution examples are already known for mobility services to book trips or to search 
for intermodal transport connections [Jun17]. Since the integration of chatbots into 
existing solution fields is relatively easy, operation is intuitive and the added value 
is high, this technology is suitable for many digitisation projects, such as in the next 
major topic area.

Chatbot

Application
1

... Application
2

Application
3

...

...
Enter

Identify

Understand

Analyse

Process

Display

Show all open 
Supply Positions
for Supplier XY

Instruct to pay
Invoice Nr. 3817 
less 3% Discount

Procedure

Fig. 9.17  Example of use and work steps of a chatbot (Source: author)
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9.5  �Customer Experience – Marketing, Sales, After-Sales

Digitisation and the change in the automotive business lead to a shift in the existing 
sales structures towards an Internet-based multichannel distribution. At the same 
time, the direct contact points with the customers in the areas of marketing, sales 
and service change through the use of innovative digitisation technologies. Drivers 
for this are the customer expectations, stemming from the familiar handling of Apps 
on mobile end devices such as smartphones and tablets. For the details of the trans-
formation and a possible road map, see the comments in Sects. 5.3.7 and 6.2.4. The 
current situation and the future changes in the sales structure are summarised in 
Fig. 9.18.

As can be seen in the illustration on the left, the manufacturers in sales and ser-
vice do not have a direct connection to the end customer so far. Importers and 
dealers handle the sale and the services of the vehicles and shield all direct customer 
contacts like a “trade secret” from the manufacturer. They provide marketing mate-
rials, market information, technical support for the service facilities and more and 
more also customer relationship management (CRM) functions such as campaign- 
and lead management.

With the future digital services, direct relationships between manufacturers and 
customers will develop. These also include Connected Services or the reading and 
analysing of vehicle data in order to give the customer driving instructions or to 
diagnose and communicate preventive service requirements via diagnostics. For the 
upcoming online sales of vehicles, a direct interaction between the manufacturers 
and the end user takes place. In the course of the following business transactions, 
the established manufacturers at present usually involve the existing sales structure 
[Tan12]. It remains to be seen if this will continue or whether the intermediary lev-

Fig. 9.18  Future change in the car sales structure (Source: author)
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els will cease in the long run, or at least change considerably. Tesla, for example, 
operates outright directly online in sales without any levels of trading.

In the future, a direct communication and business relationship between the cus-
tomer and the manufacturer will be established in order to transact business via this 
additional distribution channel and to gain more customer information. The case of 
General Motors which was presented by Fig. 9.8, again serves as a practical exam-
ple for such solution. In this way, the drivers receive via the infotainment unit ser-
vice offerings from ExxonMobil, Parkopedia or Mastercard for instance. To handle 
these transactions, an integrated service platform is implemented, which is shown in 
a simplified depiction in Fig. 9.19.

The vehicles are connected to the different services via a public API gateway. As 
an alternative to the infotainment unit, customers can also use a smartphone App or 
a web portal solution for the processing. A data management level prepares, for 
instance, the user, vehicle and motion data, continuously analyses these and identi-
fies suitable offerings for the drivers from the portfolio of the connected providers 
(merchants), stored in the target marketing Cloud. The results are recorded by the 
service department which generates specific offers.

Thus the system could detect that the remaining tank content of the vehicle only 
has small reserves. The information is provided along with the current localisation 
data of the vehicle to the service platform. This processes the information and, 
together with the partner Exxon, creates an offer with price and a potential discount 
as an incentive for a nearby petrol station and displays it on the infotainment unit. 
The driver can accept the offer by clicking and then refuel at a pre-reserved pump. 
The payment is made via the further partner Mastercard, without the driver having 
to enter the cash till area of the service station.

Fig. 9.19  General Motors’ platform for handling of third-party business (According to [Sat16])
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The service Cloud provides the services required to process these transactions 
and also manages customer, vehicle, and vendor information. Another component 
of the platform, the Target Marketing Cloud, runs customer-specific marketing cam-
paigns. Within an as narrow customer segments as possible, the system analyses 
data from various sources and converts them into customised offers in order to 
achieve a high acceptance rate. The entire solution is integrated into the manufac-
turer’s back-end systems, so that, in addition to the master data management, the 
accounting and payment of taxes is also done there. The solution is operated by a 
service partner. The business model is based on the risk sharing approach in which 
manufacturers, IT service providers and vendors participate in a proportionate share 
of the sales revenue of the transaction. The platform is open in order to include fur-
ther partners in the future or to expand the solution into further markets and to 
involve local partners there.

All in all, GM has built up a direct sales and communication channel between the 
manufacturer and the customer, which means additional convenience for the cus-
tomers and at the same time provides additional business for the platform parties.

Another important subject in this sales transformation is the development of an 
internet-based sales channel. This is also confirmed by studies which assume that in 
2020 every third vehicle is traded online [Kal16]. Leading in this field is Tesla, 
which exclusively rely on online sales. However, other manufacturers are also work-
ing hard to offer similar solutions [Kai15, McN15]. BMW for example has set up a 
dialogue-oriented option on its Internet site for online purchase in the UK, which is 
summarised in Fig. 9.20.

Fig. 9.20  Process of BMW online purchase in the UK (According to [BMW17])

9.5 � Customer Experience – Marketing, Sales, After-Sales



286

After the start of the process, the customer is guided by an intuitive configurator, 
which is characterised rather by a recording of the planned vehicle use and personal 
preferences than by often deterrent technical matters in traditional solutions. First, 
the customer selects his driving environment from the options city, country, long 
distance, then the future passenger number and the typical luggage type. Finally, the 
system asks for the lifestyle that the vehicle should meet, ranging from luxury over 
pragmatic through to sporty. Subsequently, under evaluation of previous configura-
tion sequences and learning from these, a vehicle with the best match, including the 
price and delivery date, is proposed. In addition, a second configuration appears, in 
which in 80% of the cases the initial proposal is accepted [BMW17]. Finally, the 
customer can select a dealer. The final commercial steps, if desired, including a leas-
ing option and, if necessary, the takeover of any existing vehicle, are then carried 
out also online in the system environment of the selected dealer without a system 
break for the customer.

This solution provides customers with a comfortable environment for the online 
purchase of a car. The processing is carried out in a network of manufacturer and 
dealers. As dealers in this case do not lose any turnover, and there is no competition 
between the parties, the acceptance on part of dealers is very high. Almost all BMW 
dealers in the UK are using this solution [McN15].

A further example of Audi is presented below. In addition to online sales, Audi 
has developed an innovative showroom solution for its car dealerships. An impres-
sion is provided in Fig. 9.21.

The “Audi City” solution offers a virtual customer experience. All Audi models 
appear on high-resolution large screens in almost real size. The vehicle can be dis-
played in different driving situations and one can enter the car virtually. Operation 
is done via gesture control or multitouch tables. The customer can, for example, call 
up a previously selected configuration via his online ID by smartphone, view “his” 
vehicle in different situations, make changes to colour, equipment and motorisation 
and watch these changes directly online in the virtual world. Complementary, the 
systems are equipped with augmented reality devices as well as sound machines to 
make the experience even more realistic.

• Dynamic Display in High 
Resolution

• Ceiling-high big-screen Displays

• Object Size almost 1:1

• Control via Multitouch-Tablets

• Complete Model Range

• Top Inner City Locations
e. g. London, Beijing, Berlin

Fig. 9.21  Virtual AUDI showroom [AUDI16]
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The comprehensive system technology necessary for this purpose has been 
installed by Audi in its flagship stores in the inner cities of large metropolises such 
as London, Berlin and Beijing. At these locations, there would not be enough space 
anyway for the physical presentation of several models. The challenge of finding a 
balance between the available showroom space and the scope of exhibits is on all 
dealers. Due to the growing model range and the increasing variant diversity, the 
“virtual showroom” is an alternative. Parts of the solution, such as virtual vehicle 
models, are also available to smaller dealers. The next version of “Audi City” 
includes the integration of learning configurators who already know a customer 
upon entering the showroom from the social media and their history with the manu-
facturer, and then pro-actively load configuration suggestions on the screens.

Both solutions presented as well as in many other situations there are different 
business contacts with the customer. The customer could be the owner of several 
vehicles of different brands of the same manufacturer or a customer of the finance 
area, have already completed different test drives and have had a guarantee claim as 
a customer of the service organisation. All of these situations generate customer 
data, which from different systems go beyond the sales structure, without being put 
together in an integrated view at least within the manufacturer. In addition, the same 
customer may express himself in the social media about his experiences with the 
vehicles or discuss his future vehicle interests with friends or in public forums. This 
information also provides valuable information to the manufacturers and should 
therefore be combined with the integrated manufacturer-internal information.

The need for action is evident to many manufacturers, and corresponding data 
consolidation projects are in progress. Typical technologies used in the course of 
this are master data management, Data Lake and Hadoop database technologies. 
For a deepening of the technological topic using tried and tested architectures, refer-
ence is made to the relevant literature, e.g. [LaP16]. It is important to actively 
address this issue in order to be able to respond to customers consistently and 
develop them. Typical further digitisation projects in the field of marketing, sales 
and after-sales are:

•	 Cognitive solutions in customer service, for example digital assistants at the 
repair workshop reception or the customer help desk

•	 Online workshop booking and repair tracking
•	 Control of digital marketing; reporting of customer feedback
•	 Social media monitoring; customer segmentation; next best action in marketing
•	 3D printing for local customised spare parts production [Lec16]
•	 Big Data-based long-term forecasting for parts stockage in spare parts 

management
•	 Demand-oriented pricing based on market trends

To sum up, the digital transformation at the customer interface is at all manufactur-
ers in progress with much dedication. However, successes in individual projects 
should be secured with an overall strategy and the integrated roadmap derived from it.
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9.6  �Corporate Culture and Change Management

In addition to structured holistic planning, as was already detailed in Chap. 7, a fresh 
agile corporate culture with the appetite for change and digitisation as well as an 
efficient change management are important preconditions for a successful transfor-
mation. Therefore, some examples and experiences from this area are given below.

The digital transformation must be accompanied by clear communication from 
part of the company management about its necessity and goals in order to encourage 
the entire work force to participate with full commitment. They are the ones who 
have to implement the individual projects and thus directly determine the success of 
the journey. Communication starts at the top of the company through authentic 
behaviour and is an important success criterion [Stö16]. The executive team is at 
times of change under particularly close observation by the employees. The leader-
ship must radiate the willingness for digitisation, the motivation for innovation, and 
the determination to implement it, for instance by using new communication chan-
nels, exemplifying an open dialogue and by proving new partnerships. Other aspects 
to consider in the communication are:

•	 Mobilise the leadership team and involve opinion-formers
•	 Formulate clear objectives as to what is to be achieved in the individual fields 

with the digital transformation, why it is important and what it means to the 
employees

•	 Define performance figures for the targets
•	 Create roadmap for implementation with milestones
•	 New values and behavioural patterns to become an integral part of the corporate 

culture
•	 Support multi-dimensional yet consistent communication using multiple 

channels
•	 Stimulate dialogue and feedback and embrace it in actions
•	 Aim for and highlight swift successes; also accept and name failure
•	 Maintain continuous communication with no break-off

It is essential that innovative solutions and ways are used to communicate in 
accordance with these rules. In addition to established tools, in-house videos, wikis, 
forums, chats and collaboration tools are expedient. The rule however is: Not too 
much at once, but rather take the chosen path in a consistent manner to a break-
through. It is crucial that the management is actively involved – in fact, personally 
and the matter not delegated to any assistants.

The introduction of a collaboration platform, for example at Coca Cola or Bayer 
AG, became a success only after the executives were actively involved in the dia-
logue. Further examples of how to convincingly exemplify the role model in com-
munication are: [Wes14]:

•	 Societe Generale

•	 Mobilising sixteen thousand employees in nineteen countries in an exchange of 
views on an internal social media platform to underpin the digitisation roadmap 
with suggestions for initiatives and to specify the elements of IT equipment
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•	 Pernod Ricard
•	 Development of the digitisation roadmap in internal crowdsourcing
•	 IBM
•	 Innovation jam for the adjustment of the company’s basic values (cf. Chap. 7)
•	 Virgin Group

•	 Exemplifying the customer orientation; CEO Richard Branson invites customers 
via Twitter under the hashtag #AskRichard to enter into direct dialogue

The examples illustrate that creative ideas, authentic input and dialogue are 
equally important to success. It is important to avoid the very common mistake of 
putting the focus of the communication on new IT tools. When implementing col-
laboration tools, the effort and costs for training and change management must be 
taken into account, and the project does not end with the installation. The continu-
ous use of the tools, including the involvement of executives and opinion leaders, as 
well as the transparent change in working behaviour through the use of the new 
tools, ensures sustainability and thus influences the corporate culture.

The culture is also significantly changed by interdisciplinary cooperation among 
employees, using agile methods such as Scrum in development projects and Design 
Thinking in innovation workshops. The methods were explained in detail in Sect. 
7.2. There are many positive references namely with respect to Design Thinking 
[deS16]. Bosch, Telekom, SAP, Volkswagen, Bayer and Lufthansa, among others, 
apply this method. The success is particularly due to a strong customer orientation 
and interdisciplinary cross-divisional cooperation. Practical experiences of the author 
may encourage the application of this approach illustrated by 6 steps in Fig. 9.22.

In this case, three groups with a total of fifteen participants from the areas of 
purchasing, the organisation of the CDO and IT worked on the situation in the pur-
chasing area of a manufacturer. The goal was to find new ideas for digital transfor-
mation. In preparation for the workshop, the workflows were recorded in the 
department, and in a “day in a live” format – which meant to identify a purchaser’s 
daily work with his tools – presented at the beginning of the group work, along with 
the case study of another company. In the first step of the process, the situation of 

Fig. 9.22  Adaptation of the Design Thinking method for a one-day innovation workshop (Source: 
author)
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the purchasing department was analysed, followed by the identification of the defi-
cits, requirements and needs for the improvement of workflows.

Based on this, innovation ideas were developed in further steps using the moder-
ated metaplan method to simplify workflows. After examining the concrete benefits 
and the feasibility (duration, effort), a list of priorities with a little more than ten ideas 
was achieved. For the two best ideas, the team decided to present them in a simple 
prototype as an App for the purchasers and to be used as a basis for joint follow-up 
workshops. All in all, the day was considered very successful and, in addition to the 
ideas developed, especially the overarching cooperation was seen positively.

From experience, as a result of the method and the pragmatic approach, a new 
behaviour and an open exchange and dialogue will establish and can in future live 
on in collaborative tools in the community. Namely the use of innovative tools stim-
ulates the motivation to participate and to promote new ideas off the beaten track as 
well. For example, the creative process of graphic recording can also be used to 
document workshops and meetings instead of the text form or the traditional 
PowerPoint images, Fig. 9.23.

There are two graphs which summarise the results of two workshops. Both 
depictions were made during the event and serve as a basis for the final documenta-
tion. The impressively designed pictures remain a lasting memory and give the 
events an innovative character. The creation is done by designers or can after some 
training be produced by the “keeper of the minutes” as a personal contribution. 
Various easy-to-use Apps are available for this task.

A practical example from the field of workplace of the future with the focus on 
office equipment may serve as a further element for influencing corporate culture. 
From the point of view of the “war for talents”, i.e. the competing for well-trained IT 
staff, and to initiate the motivation of the employees, the offices have to be designed 
with new requirements in mind. Future work structures are much more open and 
flexible than previously. Fixed workplaces and inflexible, regulated working hours 
are a matter of the past. An impression of such solutions is given in Fig. 9.24.

Fig. 9.23  Usage examples of graphic recording [DD17]
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The photos show office areas of Google at its Zurich location. There are shared-
desk concepts with large displays next to team rooms with can be flexibly parti-
tioned. Retreat zones in planted areas and the use of hanging chairs with a view of 
the mountains offer varied environments for undisturbed and creative work. All 
workstations are connected to high-performance networks, thus securing access to 
data and modern IT solutions for work support. In the future, digital assistants are 
supposed to take on routine tasks such as travel bookings and coordination of 
appointments in the background.

The design of the workplace of the future is a central theme of the upcoming 
transformation in the enterprises. What does “Work 4.0” look like tomorrow, and 
what are the framework conditions which must be created for this? How can IT 
solutions help to make processes in human resources more efficiently and support 
them, and how take successful initiatives in education and recruitment to attract the 
right employees for successful digital transformation? It is important to find con-
vincing answers to these questions, make them an integral part of the digital road 
map and thus contribute to a change in the corporate culture.

In order to make progress in the field of innovativeness and the ability to inno-
vate, many companies have established so-called “labs”, the name often being com-
bined with additions such as innovation, digitisation or mobility, or other 
sector-specific terms. In Germany, there were more than 60 of such facilities in 2017 
[Kel16]. “Labs” are separate organisations located outside the enterprise location, 
usually in attractive IT-affluent cities. Hip office equipment as well as many free 
spaces give the teams a start-up feeling and should increase creativity and innova-

Fig. 9.24  Innovative office environment at Google in Zurich [BW17]
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tion speed. Reports on the “Labs” of almost all manufacturers are available on the 
Internet as a report and also on YouTube.

Moreover, many manufacturers have scouting units installed at the international 
“IT melting points”, such as Silicon Valley, Tel Aviv, London, and Bangalore, as 
well as incubator units to promote collaboration with new partners, relevant univer-
sities and research facilities. At the same time, temporary assignments of employees 
are sent to these organisations, or in-house fairs are held for the presentation and 
dissemination of the ideas.

The very challenge for the Labs is in many cases the transfer of the work and 
findings out of the Labs, and especially the start-up culture, into the existing organ-
isation. It is vital to successfully bring a digital spirit into the business and to make 
it part of the culture. The organisation should be motivated and appropriately pre-
pared and equipped to quickly and sustainably benefit in business from the new 
digital possibilities, it should acquire a “digital dexterity” [BW17], [Sou16].

This property can be characterised by four thematic fields, which are shown in 
Fig. 9.25. Digital solutions are always preferable when changes are pending or new 
technical possibilities are emerging. The goal should always be a full process auto-
mation. Wherever possible, data from a variety of sources must be used to derive 
improved decisions or new initiatives. Comprehensive collaborations based on 
innovative tools should be common practice. Building knowledge on digitisation 
should be of high priority to every employee, and the commitment to digital projects 
must be considered and advanced in the sense of new business models, cross-
functionally as well as across company boundaries.

Fig. 9.25  Core competencies of a digital organisation [Bon17]
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In conclusion, the innovative projects presented in this chapter from the indi-
vidual fields of digitisation show that there are already many successful projects and 
references. From the author’s point of view, the potential for improvement is in the 
speed of implementation and the width of the projects.
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Chapter 10
Car Mobility 2040

The explanations in this chapter provide a glimpse into the year 2040 and, by means 
of a few examples, a vision of how the environment, IT, the automotive industry and 
mobility could develop. The futuristic outlook is intended to strengthen the attitude 
and the courage for the digital transformation which is running up at full steam to 
act innovatively and quickly in short steps. In the current situation, speed is of the 
essence and must come before lengthy careful weighing. It is time to “execute”, as 
then IBM CEO Lou Gerstner at that time hammered into his squad.

In the following outlook, the exponential development of the technologies has to 
be taken into account, even if this is rather difficult for humans because we are used 
to linear thinking. The increasing number of projects and declarations of intent in 
the domain of mobility services, digital services in the infotainment units as well as 
the activities of all manufacturers in the field of electric vehicles and autonomous 
driving convey the impression that developments have accelerated sharply since the 
mid-2010s, and the bend of the exponential curve out of the gradual, steady ascent 
towards the very steep course is reached. Against this backdrop, the chapter makes 
bold predictions and bundles them in a day-in-a-life scenario. Firstly, the environ-
ment of the automotive industry in the year 2040 is described. The subsequent fore-
casts are based on a few studies, supplemented by assessments on the part the 
author, based on his many years of industrial experience.

10.1  �Environment

The increasing use of intelligent IT technology, robotics and 3D printing means that 
in 2040, the average unemployment rate worldwide will be significantly higher than 
today (20%) and will continue to rise to 24% by 2050 [Win16]. Support for the 
unemployed is financed through the “taxation of technology usage”. The population 
share of the elderly is growing steadily. The proportion of over 65-year-olds in 
Germany have increased to 31% and then makes 21.7  million out of a total of 
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78.2 million citizens [BMV16]. Robots are established in the household as well as 
in the health care sector, and purchasing drones deliver desired goods shortly after 
ordering to the agreed transfer point. Credit cards are abolished, and the payment is 
made with a personal ID chip, which can also be implanted as an option. Telemedicine 
replaces doctor visits, as a comprehensive sensor system continuously monitors the 
state of health. These data are also used to add the required vitamins and active 
ingredients to the food from the 3D printer.

Computers for a price of fewer than one thousand Dollars have a computing 
power of over one thousand human brains [Kur01]. Storage space and network 
width are available to a sufficient extent free of charge everywhere. E-mails have 
disappeared by 2040 and are replaced by real-time communication. Through novel 
human-machine interfaces, people control digital assistants through thoughts and 
gestures [Har16]. These also organise virtual meetings to communicate and to col-
laborate in the metaversum. Cognitive solutions train themselves and continuously 
learn something new. Impulses to this and also to extensions into new knowledge 
areas are communicated in simple language dialogue and thus “programmed”. 
Blind persons can “see” again as reading and navigation systems transmit informa-
tion via the human-machine interface. Neural implants support human organs and 
compensate weaknesses in eyesight, hearing and tasting [Har16].

These visionary examples as to how the world will continue to develop until 
2040 also characterise the environment of the future automotive industry. After an 
outlook on the year 2030 has already been given in Sect. 5.3, a forecast for the year 
2040 is hereinafter.

10.2  �Electric Drive and Autonomous Driving

•	 The proportion of electric vehicles in the new car business is at least 30% 
[Ran16]. From the author’s point of view, a rate of over 50% is to be expected 
based on the current manufacturer initiatives and the results of intensive battery 
research. Fuel cells prevail as a technology for electric drives.

•	 Autonomously driving vehicles account for 50–70% of the traffic [Ran16], 
[Mot12].

•	 More than 90% of the autonomous vehicles are used as robotaxis in mobility 
services.

•	 Autonomous cars travel at even speed, so traffic congestion and accidents are a 
thing of the past. In long-distance journeys, vehicles are grouped together as 
platoons to optimise space requirements and fuel consumption.

•	 Because of the drastically reduced accident numbers, service providers, vehicle 
assessors and also lawyers are losing on a significant source of revenue. The 
occupations are more and more replaced by innovative cognitive technologies.

•	 The autonomous vehicles monitor their service requirements and independently 
book the rarely required workshop visits. A significant part of the service is 

10  Car Mobility 2040
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provided by miniature servicing robots, which are permanently integrated into 
the vehicle components and are activated as required (cf. Sect. 2.7).

•	 The number of vehicles on the roads is declining significantly, as is the need for 
parking space, and parking lots become green areas.

•	 Despite falling maximum speeds of the autonomous cars, the average speed 
increases.

10.3  �Market Shift

•	 Vehicle ownership is only regarded as desirable for a few years in some “emerg-
ing” countries.

•	 Private vehicle ownership is focussed on niche segments such as sports and vin-
tage vehicles. The owners organise themselves in user groups with communica-
tion and exchange in virtual rooms.

•	 The volume of new registrations per year will drop by at least 20% due to the 
higher utilisation levels of the sharing models. In the mid-2010s, around 75 mil-
lion new vehicles are registered per year [Ado15]. The volume will reduce to 
below 60 million units past 2040.

•	 The car trade takes place mainly in virtual showrooms online. Instead of car 
dealers, there will be distribution centres, from which a large number of the 
vehicles deliver themselves, autonomously driving, to the customers.

•	 For men in mid-life crisis, flying drones replace the Porsche as a symbol of 
prestige.

•	 Many everyday illnesses have been reduced since the stress associated with driv-
ing is gone. The available work capacity increases due to shorter absences.

10.4  �Mobility Services and Vehicle Equipment

•	 In addition to major international providers of mobility services, private peer-to-
peer sharing is establishing in which some from the remaining small group of 
private car owners share their autonomous vehicle with others when they do not 
need it in order to achieve a cost contribution.

•	 Handling of the car sharing is done automatically and cashless in the background 
based on blockchain technologies.

•	 Due to the attractive prices and the comfortable possibilities of use driven by 
robotaxis, carsharing becomes the defining inner-city means of transportation. 
As a result, the urbanisation trend is weakening as the connection of rural areas 
is problem-free.

•	 Apart from professional providers of sharing services, new business models are 
emerging. For example, vehicles are part of the infrastructure in residential dis-
tricts, or sharing will be part of a therapy or fitness service while driving.

10.4  Mobility Services and Vehicle Equipment
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•	 The design and equipment of the autonomous vehicles differ considerably from 
the traditional designs with steering wheel and fixed seat alignment. The vehicles 
evolve to rolling club houses, restaurants, meeting and family rooms with a table 
in the middle [Way15]. Also equipment as cinema, doctor’s practice and class-
room are feasible.

10.5  �Innovative Process- and Production Structures

•	 Vehicle production will develop in two directions: Customised models with high 
luxury equipment are developed in flexible production cells. Mass products for 
the standard mobility continue to be manufactured on synchronised flexible 
assembly lines.

•	 Spare parts are produced locally in service hubs at a rate of more than 70% in 3D 
printing technology, thus avoiding logistics costs and stocks.

•	 Business processes are automated at a rate of 80% on the basis of thinking IT 
solutions.

•	 The development of vehicles is largely automated by “robo-engineers” or “think-
ing” IT solutions. Tests are done virtually, and prototype construction is only 
required at a reduced level.

•	 Due to the even and continuous driving of the robotaxis, the running perfor-
mance of the vehicles is increased. The load profiles of the cars also change and 
are to be considered when the components are designed.

•	 Vehicles are developed on the basis of a central IT unit. This dominates the vehi-
cle with engine power, driving characteristics, equipment and integration. This is 
how the “software defined vehicle” has established itself. This also includes the 
fact that certain equipment features or a special performance behaviour is acti-
vated by software and paid as required.

•	 Connected Services do no longer distinguish between vehicle, smartphone or 
computer. There is a uniform user ID which allows customers to use their per-
sonal software environment in a fully synchronised manner at any time – even in 
rental cars or in the IT environment of a hotel.

•	 A superordinate intermodal traffic control is established (see Sect. 5.3.1). In con-
tinuous connection with the vehicles, the infrastructure, public transport and also 
the customer. The system undertakes the holistic optimisation, for example with 
the parameters travel time, utilisation and avoidance of traffic congestion. It can 
also flexibly adapt permissible travelling directions of roads. Traffic signs, traffic 
lights and traffic guidance systems are only interesting from a historical point of 
view.

This vision on the automotive industry in the year 2040 is already clearly visible 
in some of the above mentioned fields, for example in the areas of electric drive and 
autonomous driving. Therefore, many of the forecasts are likely to come true, and 
automotive manufacturers should align their initiatives and projects in the field of 
digitisation to these perspectives. The same applies to future vehicle designs, and 

10  Car Mobility 2040



301

especially to the redesign of the interior, which is fundamentally changing with 
autonomous driving. For illustrative purposes, Fig. 10.1 shows studies of some car 
models in 2040.

The picture summarises three different aspects of the vehicles in 2040. The upper 
part shows the orientation of the seats. The four users wear virtual reality glasses 
and are obviously roaming in different worlds. In the lower part on the left, the focus 
is on flexibly positionable car seats, while the design study of a futuristic Ferrari is 
on the lower right. It can be expected that in this vehicle segment private ownership 
and self-driving will continue in the future, just fun and joy are the focus here rather 
than mobility.

10.6  �Day-in-a-Life of a “Liquid Workforce”

The outlook on the year 2040 is complemented by a day-in-a-life scenario, thus 
illustrating the interplay of future developments. The description of the day is about 
Ernest, a 30-year-old single and independent programmer in the IT industry, spe-
cialising in virtual reality simulations in the interior design area. He works as a 
freelance entrepreneur in various projects for different clients. Here is Ernest’s daily 
routine:

•	 Wake-up at 06:28 – the time was set autonomously by the personal digital assis-
tant based on the diary and taking into account the preferences of Ernest.

Fig. 10.1  Vision cars 2040 [Reh16], [Wal15], [Hol17]
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•	 First on the agenda is six kilometres of jogging on the treadmill. While running, 
the body functions are monitored and current blood values are transmitted to the 
virtual hospital as a basis for continuous health monitoring via the implanted 
“health chip”. Through the use of the chip, Ernest was able to switch to the 
“proactive tariff” and reduce the costs of his health insurance policy by 20%.

•	 The chip also carries the radio-transmissible encrypted personal ID of Ernst, 
which is used in a variety of ways, for example, as the basis of payment services, 
for “walk-trough” border controls, which by now is practised in 80 countries. 
The ID also serves as the basis for marketing personal data to mobile service 
providers, insurance companies, banks and also retailers.

•	 After the shower, at 07:55 the robotaxi of a restaurant is at the door for the trip to 
a meeting. The breakfast table in the vehicle is prepared. To the desired cereals 
some individual additives have been added, the dosage of which has been deter-
mined by the analysis of the previously recorded health data. Freshly brewed 
coffee and a fresh fruit salad are also served for breakfast.

•	 Ernest has his breakfast during the drive. On a large screen, Ernest watches up-
to-date news that is specifically configured for him based on his past interests and 
behaviour. Particularly interesting is the report on the first community on the 
Mars which also offers sites for sale to terrestrials.

•	 After a congestion-free journey, despite traditional rush hour, arrival at a shared 
office is at 08:12. The address of the office had been communicated by the per-
sonal assistant of Ernest to the control of the robotaxi, together with the breakfast 
wishes, when the service request was made.

•	 In the office, the meeting takes place with three other self-employed persons, 
who are jointly known as “Liquid Workforce” (cf. Sect. 3.6.2) in a project to 
equip a new office building with vintage furniture. The three colleagues are inte-
rior designers, fabric and wood experts. The meeting is about finalising the 
design for seating furniture. Prototypes were, on the basis of the results of the 
virtual brainstorming on the previous day, created overnight in the 3D printing 
process. To test the functionality and the feel of the fabric and wood samples 
brought along, they are meeting in person in the office. The team adapts the 
design in the virtual space for a better understanding of the real materials. 
Intermediate steps of the work are coordinated with the customer in the virtual 
showroom of the project. Finally, the team is satisfied and starts the 3D printing 
of a historic writing desk and a “stressless”-lounger.

•	 Meanwhile it is 11:15. The team’s virtual assistant has arranged a meeting with 
the customer in the newly-built office building in order to finalise the furnishings 
on the premises – however not until 15:30.

•	 The team decides to spend the resulting break together and prepare a lunch with 
fresh ingredients in a nearby cookery studio. The digital assistant books the 
appointment in the studio and makes menu suggestions. The team chooses Thai 
curry chicken with fresh salad.

•	 Basic ingredients such as rice and spices are ordered automatically and delivered 
to the reserved kitchen area. In the meantime, the team splits up to get the fresh 
ingredients. Two robotaxis are waiting outside the door. Two colleagues get the 
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chicken from the poultry farm, while Ernest and his other colleague drive to the 
nearby “herb garden”, a large garden facility on the former car park of an auto-
mobile factory, which now serves as a museum.

•	 At 11:45, having arrived at the garden, the pre-booked bicycles are already wait-
ing, in order to ride to the fields for the harvest by own hands. With fresh vegeta-
bles and salad they get back to the cookery studio per bike for the sake of body 
fitness. Arrival 12:50.

•	 To abridge it at this point: cooking using the virtual instructions was a team-
building and successful experience. After the meal, the team is back at the office 
at 15:25, where the 3D printing of the sample furniture is finished by now. With 
a spacious robotaxi van the team drives to the new office building.

•	 The team shows the customer the exhibits with the realistically simulated wood 
and fabric structures. To complement these impressions, Ernest launches his 
Virtual Reality Show on the overall furnishing of the house. The customer gains 
realistic impressions of the overall fit-out via hologram displays. Sound back-
grounds are also played. In dialogue with the customer, changes are made to the 
design which appears directly in the virtual world.

•	 At 17:15. The overall concept was finalised and the result documented. The auto-
matically generated drafts, parts lists and equipment data go directly to three 
vendors as an invitation to tender and requesting offers to become the general 
contractor. At 18:10 the last offer is available in the virtual project room. The 
customer brings the company’s decision-making circle into the virtual space. 
Five other colleagues connect and join from different workplaces around the 
world to assess and decide the design and the offers. At 19:10 the order was 
placed.

•	 The project team had parted at 18:15. On his journey home, Ernest is asked to 
attend a virtual meeting. Because of his references, he was immediately linked 
into an “RFQ space” (Request for Quotation) to participate in a tender. Ernest 
initiates his digital assistant to compile information on the order within 12 h on 
which he can follow up the next morning.

•	 In the background, Ernest’s digital assistant creates the billing for the office 
design services and submits it to the customer’s payment machine via a 
blockchain-controlled process.

•	 Meanwhile it is 19:10 and Ernest spontaneously decides to attend the birthday 
party of a friend in a resort 120 km away. So Ernest is waiting for a flying drone. 
En route, Ernest exchanges information with his assistant in order to manage the 
preparations for his offer. The flight time is also enough to complete an e-learn-
ing unit on a technology concept that is relevant to the new tender.

•	 At about 20:00 Ernest arrives at the party. As a gift he hands over a voucher for 
a “vintage ride” in a classic car with manual transmission. Since the birthday 
child has no driver’s experience, a driving lesson of 1 h with instructor is included. 
The exotic gift is greatly appreciated.

•	 At the party, Ernest also meets many people for the first time. A camera inte-
grated in his spectacles sends shots to his digital assistant who carries out 
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research in the background and gives Ernest detailed information on the persons 
through his mini-in-ear loudspeaker.

•	 At around 22:30 pm Ernest decides to take an off-time and decouples from the 
virtual world. He would like to enjoy traditional dialogues and direct 
experience.

•	 At the end of the party, a flying drone is waiting for the trip back home – a long, 
exciting day.

This scenario, which in some respects certainly is somewhat overstated, illus-
trates the saturation of digitisation, new forms of mobility and innovative work con-
cepts while focusing on healthy eating and harmonious work/life balance in the year 
2040. At the same time, the increasing rapidity and frequency of the interactions can 
also be seen.

10.7  �Conclusion

Adaptation of speed, agility, innovativeness as well as risk-taking are the prerequi-
sites for successful digital transformations. In view of the continuing rapid develop-
ment of digitisation, the automotive industry must, in the opinion of the author, 
accelerate the implementation to ensure the competitiveness of the industry and 
needs to remedy the hesitant approach which is still quite common. Entrepreneurship 
has to be put before lengthy multiple coordination. Only with these qualities can the 
established manufacturers, the Goliaths, manage to successfully compete against 
the new challengers, the Davids. This would hopefully falsify some projections 
which predict that the manufacturers do not have a chance in disruptive changes due 
the lack of just these qualities, and therefore the David always wins [Chr17], 
[Gla15].
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Glossary

3D–Chip  3D–Chip architectures — three-dimensionally stacked chips — a prom-
ising path to increase the energy efficiency and performance of computers in the 
future. These architectures reduce the chip footprint, straighten the data connec-
tions and increase the bandwidth for data transfer in the chip many times over 
(IBM Zurich).

3D–Printing  is a generative manufacturing method (unlike cutting manufactur-
ing processes) for producing three-dimensional objects from plastic, metal or 
ceramics. It is therefore also referred to as an additive manufacturing process or 
Additive Manufacturing (AM). On the basis of a digital model of the component 
to be produced, the material is applied in layers of powdered or liquid material 
and solidified by means of curing or fusing.

Additive Manufacturing  3D–Printing.
Agile project management methods  are used in inter-divisionally operating teams 

to achieve swift project success. Well-known examples are -> Design Thinking 
and -> Scrum.

API  means Application Programming Interface. API is important for programmers 
as an interface between the device to be programmed (e.g. an operating system) 
and the programme. Thus it is possible to use unsophisticated commands to trig-
ger complex functions (Computer Dictionary).

App  means Application Software. An application system is a software system for 
performing tasks in various application areas and runs on a desktop computer, 
mobile device or server (Encyclopedia of Business Informatics).

Appliances  are integrated turnkey systems which are optimised for a specific 
application. In a casing there are servers, memory, and system software includ-
ing visualisation, and partially software for data management as well.

Big Data  Big Data describes data volumes that can be processed only to a limited 
extent by current databases and data management tools due to their complexity, 
diversity or speed. In contrast to existing Business Intelligence (BI) and Data 
Warehouse Systems (DWS), Big Data applications usually work without com-
plex data preparation. (Encyclopedia of Business Informatics).

https://doi.org/10.1007/978-3-319-71610-7


308

Blockchain  is a decentralised protocol through which information of any kind – 
e.g. financial transactions  – can be transmitted and released for all parties 
involved. In the blockchain, information is split into blocks. Each block is con-
nected to the preceding block by a checksum and also contains a checksum of 
the entire information.

Business Component Model (CBM)  is a modelling method developed by IBM for 
systematic company and process structuring as a basis for weak-point analyses.

Business Platform  is a business model that allows for simplified exchange between 
two or more interdependent groups, usually consumers and producers. Some 
examples are product, service or payment platforms.

Chatbot  (derived from “chat” [talk] and “bot”, shortened version of robot [work]) 
are software programmes which enable automated communication in software 
applications as a service offer for questions regarding the operation or as an 
information system in public transport. However, a chatbot can also be addressed 
directly in order to perform certain activities in interaction with the connected 
IT systems.

CKD  (Completely Knocked Down) The abbreviation describes a product’s state 
following complete disassembly into its individual parts. Because of customs 
regulations and/or high import tariffs, in particular automobiles are not dis-
patched as ready end products but rather as individual parts, assembled in the 
country of destination and prepared for distribution.

Cloud Computing  includes technologies and business models to dynamically pro-
vide IT resources and to bill their use according to flexible payment models. 
Instead of operating IT resources, such as servers or applications, in own enter-
prise data centers, these are available in a flexible and demand-orientated man-
ner in the form of a service-based business model via the Internet or an Intranet 
(Gabler Wirtschaftslexikon).

Cognitive Computing  is an approach of computer technology which aims to make 
computer technology act like a human brain. A prerequisite for this type of arti-
ficial intelligence is that the system is not pre-programmed for all potential prob-
lem solutions, but rather the corresponding computer system gradually learns 
autonomously (onPage).

Connected Services  are different service offerings around the automobile. In 
detail, the topics are security and remote maintenance, fleet management, mobil-
ity, navigation, infotainment, insurance and payment systems. A service bundle 
contains various networked vehicle services, which are based on a series of 
telematics functions, belong to a self-contained business segment, have access to 
the same profit sources, address the same target group and are based on different 
business models with new compensation concepts (Oliver Wyman).

Connectivity  (network capability) is the ability to connect or network comput-
ers using hardware and software; it characterises a network-capable computer 
for instance. It also describes the quality of a connection between computers 
(Enzyklo.de).
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Content Management System  is software for the collaborative creation, editing 
and organisation of content mostly on websites, but also in other forms of media 
(Wikipedia).

Content Provider  means the provision of content for third party use and covers 
various applications, services and topics for purchase or free use on online plat-
forms (content).

CRM  (Customer Relationship Management) is a strategic approach which is used 
to fully plan, control and execute all interactive processes with customers. It 
includes database marketing and appropriate CRM software as a control instru-
ment (Gabler Wirtschaftslexikon).

Crowdsourcing  Is a digital form of work organisation in which companies access 
the knowledge, creativity, the manpower and the resources of a large mass of 
participants over the Internet in order to incorporate them into the operating per-
formance (Encyclopedia of Business Informatics).

Cyber-Physical Systems  (CPS) refers to the coupling of information and soft-
ware components with mechanical or electronic components, which communi-
cate with each other in real time via a communication infrastructure such as the 
Internet. The mechanical or electronic parts of a CPS are realised through so-
called embedded systems, which can perceive their local environment by means 
of sensors and influence the physical environment via actuators. (Encyclopedia 
of Business Informatics).

Data Lakes  as opposed to -> Datawarehouses, save all kinds of raw data unmodi-
fied without further preparation, including the coupling to the source data, in a 
flexible system.

Datastream Management Systems  (DSMS) manage continuous data streams.
Datawarehouse DWH  imports data from different source systems, transfers them 

into a target data structure and stores them in the DWH. Reports and evaluations 
are fed from the target data of the DWH, while the output data in the source 
systems are overwritten.

DevOps  The term being a word combination of Development and (IT) Operations, 
aims to improve the collaboration between software developers and IT in order 
to enable fast release cycles and short deployment times.

Digital Immigrant  Digital Native
Digital Native  means a person who has grown up in the digital world. The counter 

term is the Digital Immigrant, describing someone who first became acquainted 
with this world in the adult age (Wikipedia).

Digital Services  are services which are ordered and provided through the Internet 
or similar electronic media, e.g. online access to databases or programme down-
loads (Gabler Wirtschaftslexikon).

Digital Twin  Is the digital form of a real object based on a CAD-3D model, to 
which all product properties, functions and process parameters have been 
assigned. As an intelligent 3D model, the digital twin allows a realistic simula-
tion in a computer-supported simulation environment. (Schunk).
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Real-time Monitoring  means the continuous detection of a machine condition by 
measuring and analysing physical variables, e.g. vibrations, temperatures, posi-
tion (Wikipedia).

E-Learning  describes all forms of learning which use digital solutions for the pre-
sentation of study material and the dialogue between learners and teachers.

Electronic Blood  A project by IBM Research Zurich, ETH Zurich and other part-
ners to develop a microchannel system with an electrochemical flow battery that 
simultaneously cools and supplies energy to the 3D–Chip stack. The fluid used is 
also referred to as electronic blood because it both absorbs and delivers electrical 
energy (IBM Research Zurich).

Embedded Control Units  (ECUs) control one or more systems or subsystems in 
a vehicle.

Embedded Software  means software which is integrated in a technical device 
with a computer and is in charge of controlling, managing or monitoring the 
system without intervention by the user (Encyclopedia of Business Informatics).

ERP  Enterprise Resource Planning is a business application software for the inte-
grated planning and controlling not only of the production, but also of all the 
resources involved in the value creation of a company.

Foglets  are microscopic nanoscale robots devised by scientists that are equipped 
with microelectronics, sensors and actuators and can form networks of solid 
structures.

FORTRAN  FORmula TRANslation is a programming language that has been devel-
oped and optimised for numerical computations and is now ISO-standardised.

Gamification  is an approach to transfer game principles to entrepreneurial inter-
ests and thereby to motivate personnel and spark their interest.

Gateway  (protocol converter) enables communication between multiple networks, 
which may be based on different protocols by converting them to the appropriate 
format (Computer Dictionary).

Hackathon  is a word combination of hack and marathon. Under this term, com-
pany events are organised on a topic, and students and interested digital natives 
are invited to programme an App to solve problems in the given subject area 
within a set time frame.

Hype Cycle  is an overview of innovative technologies published by the analysis 
and consulting company Gartner.

IAM  Identity and Access Management simplifies and automates the recording, 
control and management of users’ electronic identities and associated access 
rights (by search security).

Incident Management  comprises the organisational and technical process of 
reacting to detected or suspected safety incidents or disruptions in IT systems as 
well as preparatory measures and processes (Wikipedia).

Industry 4.0  Is the fourth development stage of production, after the use of water 
and steam power, mass production and automation, towards the Internet of Things. 
This opens up new possibilities to link resources, services and people in produc-
tion on the basis of -> Cyber-Physical Systems in real time (WG-Standpunkt 
Industrie 4.0).
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Infotainment  Artificial word derived from information and entertainment is a 
media offer which both informs and entertains the recipients.

In-Memory Technology  is a concept in which an execution program as well as the 
required data are stored in the main memory (RAM). This differentiates it from 
the usual data storage on physical media and allows faster execution times.

Instant Messaging  are Internet services that facilitate text or character-based com-
munication in real-time.

Internet of Things  (IoT) refers to the linking of objects to the Internet, so that 
these objects can communicate independently via the Internet and thus perform 
various tasks for the owner. The scope of application ranges from general infor-
mation supply and automated ordering to warning and emergency functions 
(Gabler Wirtschaftslexikon).

IP address  is an Internet protocol-based address that is assigned to a device con-
nected to the Internet and uniquely identifies it. This means that data packets can 
be transported to a physical postal address from a sender to a recipient or a group 
of recipients (according to Wikipedia).

IT Container  consist of a complete runtime environment, an application includ-
ing all dependencies, libraries and configuration functions. Containers ensure 
that software runs reliably after being moved from one environment to another, 
for example, from the developer’s laptop to a test environment, or from the test 
environment to production (Rubens, computerwoche 2015).

Collaboration Tools  also called Groupware, are software programs which sup-
port communication and collaboration processes in teams and organisations 
(Encyclopedia of Business Informatics).

Machine Learning  is an umbrella term for the “artificial” generation of knowl-
edge from experience: an artificial system learns from examples and can gener-
alise these after the end of the learning phase (Wikipedia).

Massive Open Online Course  (MOOC) are free, open online learning offers with 
very large numbers of participants. With the interactive format, the participants 
develop their learning material themselves out of the specifications.

Master Data Management  (MDM) covers all strategic, organisational, method-
ological and technological activities related to the master data of a company. Its 
task is to ensure the consistent, complete, up-to-date, correct and high-quality 
master data to support the performance processes of a company (Encyclopedia 
of Business Informatics).

Micro Services  are an architectural model of information technology, in which 
complex application software is composed of small, independent processes that 
communicate with one another using language-independent programming inter-
faces (Wikipedia).

Mobile Development Platform  MDP allows the rapid development of -> Apps for 
smartphones, tablets, desktops and TV sets.

Moore’s Law  An observation formulated by Gordon Moore in 1965 according to 
which the number of circuit components on an integrated circuit doubles about 
every 2 years. From Moore’s Law it cannot be concluded that with the number of 
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transistors on a computer chip the processing power of the computer increased 
linearly as well (Wikipedia).

Nanotubes  are extremely small hollow bodies with a diameter of less than 
100 nanometers (0.0001 mm).

Nanotechnology  is a broad spectrum of new cross-sectional technologies with 
materials, components and systems whose functions and applications are based 
on the special properties of nanoscaled (≤100  nm) dimensions (Fraunhofer 
Nanotech).

Neuromorphous Chips  consist of conventional silicon-based components, how-
ever imitate the structure of nerve cells and brain. They work with learning 
neuronal networks and are particularly suitable for pattern recognition, but still 
under development (IBM).

Neuronal network  means in the neurosciences a number of interconnected neu-
rons, which form a functional connection as part of a nervous system (Wikipedia).

OEM  Original Equipment Manufacturer stands for the producer of the original 
equipment. An OEM partner uses software or hardware under his license in his 
own products or in the form of packages (for instance CD burner and burning 
software) (Thewald).

Open Innovation  means the active strategic development of the collective 
knowledge base, creativity and innovation potentials outside the own company 
(Community of Knowledge).

OpenStack Technology  This is a comprehensive software portfolio for building 
open Cloud solutions, developed by the OpenStack Foundation and available as 
an Open Source solution.

Platform as a Service  (PaaS) is a service that provides a programming model and 
developer tools to create and run Cloud-based applications (computerwoche).

RFID  means “Radio Frequency Identification” and refers to technologies for 
object identification via radio waves (Encyclopedia of Business Informatics).

Robocabs  denotes autonomous-driving taxis.
Scrum  is a term from the Rugby sports where it describes an “arranged crowd”, in 

order to restart the game after minor fouls. The Scrum process is carried out in 
iterations, whereby a target project goal is divided into partial steps, which are 
then worked on step by step in a given time frame in creation loops, so-called 
sprints.

Shared Service Centre  is an organisational model for in-house services. Similar 
services of the company headquarters are linked to those of the individual divi-
sions, business units or departments and are grouped together in an organisa-
tional unit (Centre). The individual business units, disciplines or departments 
can then access this unit jointly and as required (Shared) in order to receive the 
appropriate service (businesss-wissen.de).

Single Sign-On  (SSO) is an authentication process for a user’s session. Thus a user 
specifies a name and a password to access multiple applications. There are no 
additional input prompts for an identification. (TechTarget).

SOA  Service-Oriented Architecture: SOA tries to adjust the software directly to 
the business processes of a company. For this purpose, the system is divided into 
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so-called Services. Services are small, loosely linked and stand-alone software 
components. Combining these services creates an application system which 
should remain easily adaptable and modifiable (Software Engineering Faculty 
University of Hanover).

Social Media  is a collective term for internet-based media offers, which are based 
on social interaction and the technical possibilities of the so-called Web 2.0. 
The focus is on communication and the exchange of user-generated content. 
Webblogs, forums, social networks, wikis and podcasts are used as technologies 
(Gabler Wirtschaftslexikon).

Social Navigation  refers to concepts in which users can orientate themselves by 
the behaviour and suggestions of other users when navigating the World Wide 
Web. Navigation notes can either be exchanged in direct dialogue or arise indi-
rectly through the traces of past navigation activities or artifacts left in the infor-
mation space (Baier, Weinreich, Wollenweber).

Software Defined Storage (SDS)  is a key element in building a service-oriented 
infrastructure. It allows to procure, add and provide storage resources simply 
depending on demand (Computerwoche).

SWOT analysis  is an abbreviation of Analysis of strengths, weakness, opportuni-
ties and threats; The analysis allows a positioning of one's own activities versus 
the competition (Gabler Wirtschaftslexikon).

Total Cost of Ownership (TCO)  Is the sum of all costs for the purchase of an asset 
(e.g. a computer system), its use and, where applicable, disposal costs. Total 
Costs of Ownership are a design aspect during the product development phase; 
the intention is to try to understand and influence the reasons for the purchase 
decision of the customer (Gabler Wirtschaftslexikon).

Vulnerability Management  addresses the security-relevant weak points in IT sys-
tems. Vulnerability management is designed to develop processes and techniques 
that enable a security configuration to be introduced and managed in the com-
pany (IT knowledge) in order to increase IT security.

Wearable  also called Wearable Computer, is a computer system that is attached 
to the user’s body during use. Wearable computing differs from the use of other 
mobile computer systems in that the main activity of the user is not the use of the 
computer itself, yet a computer-assisted activity in the real world (Wikipedia).

Web 2.0  Is an evolutionary stage with regard to the offer and use of the World 
Wide Web, where the focus is no longer the mere distribution of information by 
website operators, but the participation of users on the web and the generation of 
further additional usage (Encyclopedia of Business Informatics).
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