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Abstract. At SeCrypt 2015, Buccafurri et al. [BLSS15] presented an
integrated public-key encryption (PKE) and public-key encryption with
keyword search (PEKS) scheme (PKE+PEKS) whose security relies on
the Symmetric eXternal Diffie-Hellman (SXDH) assumption but they did
not provide a security proof. We present a construction of PKE+PEKS
and prove its security in the standard model under the SXDH assump-
tion. We prove that our scheme is both IND-PKE-CCA secure, that is,
it provides message confidentiality against an adaptive chosen cipher-
text adversary, and IND-PEKS-CCA secure, that is, it provides keyword
privacy against an adaptive chosen ciphertext adversary. Ours is the
first secure PKE4+PEKS construction to use asymmetric pairings which
enable an extremely fast implementation useful for practical applications.
Our scheme has much shorter ciphertexts than the scheme in [BLSS15]
and all other publicly known PKE+PEKS schemes. Finally, we com-
pare our scheme with other proposed PEKS and integrated PKE+PEKS
schemes and provide a relative analysis of various parameters including
assumption, security and efficiency.

Keywords: PKE+PEKS - Searchable encryption - Asymmetric pair-
ings (type 3) + Provable security - Standard model - SXDH

1 Introduction

The primary goal in cryptography is message-privacy which is usually achieved
by the encryption techniques. In practice, a recipient may wish to filter the
messages that come to her inbox based on the message content, or a user may
wish to download some encrypted files from a server whose content satisfies
certain criterion. In cryptography, this functionality is achieved by searching
on the encrypted data (that is, searchable encryption). Boneh et al. [BDOP04]
introduced a method of searching for certain keyword(s) in data encrypted using
public key encryption (PKE) and called it public key encryption with keyword
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search (PEKS). Since then, applications of PEKS have been realized in various
issues such as the design of spam filter, searchable cloud storage, time released
encryption (TRE) etc.

The main advantage of this primitive is that it allows one to delegate to a
third party the capability of “searching on public key encrypted data” without
impacting privacy. Suppose a bank uses a third party cloud service provider
(CSP) to facilitate the banking services to its account holders. To prevent fraud-
ulent transactions, the bank must put some checks on the transactions being
conducted and needs constant monitoring of the transaction “contents”. For
example, for a certain account holder with address in the zipcode 20500 in DC,
USA, the bank may put checks as

— if the transaction location zipcode is not 20500 but the state is DC and
country is USA, a sms alert must be sent to the account holder informing
them of the activity outside home zipcode.

— if the transaction location state is not DC but the country is USA, a sms
alert must be sent to the account holder informing them of activity outside
home state and a red alert must be sent to the bank, and

— if the transaction country is not USA, the transaction must not be processed
further until intervention from the bank.

However, to protect the privacy of the users, the CSP must not be able to
get any information about the transactions that any of the account holders
conduct. Using a PEKS, the bank can enable the CSP with the ability to test
whether the zipcode, state and country values are certain values or not and
then act accordingly without learning anything else about the transaction. More
generally, the bank can specify a few “keywords” that the CSP can search for,
but learn nothing else about the transactions.

The primitive of PEKS basically acts as a “search” function on a PKE scheme
but does not retrieve any data by itself. So, in practice, a PEKS scheme is always
used together with an underlying PKE scheme and such a combination of these
two schemes is called integrated PKE and PEKS and is denoted as PKE+PEKS.

The generic approaches that simply combine a PKE scheme and a PEKS
scheme (as described in [BDOP04]) work as follows. Let (pkg, skr) be a receiver’s
(public-key, private-key) pair. A sender encrypts a message-keyword pair (M, W)
as Cy = PKE(M,pkRr)||Cw = PEKS(W, pkg). The mail server on receiving the
ciphertext Cy||Cy parses C\y and tests it with its trapdoors ¢y and if the result
is ‘TRUE’, it forwards Cy; to the receiver, who then decrypts it using its private
key skgr. Note that in such a generic approach, the server acts only on the second
component Cy, and the receiver acts only on the first component Cy,.

The basic objective of security in an encryption scheme is data-privacy.
To achieve this property the standard notions like indistinguishability against-
chosen-plaintext attack (IND-CPA) and chosen-ciphertext attack (IND-CCA)
have been formalized [GM84, BDPRI8, BF01]. The latter one is stronger. For the
PKE+PEKS scheme the privacy must be achieved for both, the message (that is,
data) and the keyword. Hence, the strongest security notion for a PKE+PEKS



228 V. Saraswat and R.A. Sahu

scheme corresponds to the idea to achieve CCA-security for both the message
and the keyword, that is, IND-PKE-CCA and IND-PEKS-CCA.

Further, we must consider the security of the whole system PKE+PEKS
rather than that of each of the components PKE and PEKS independently.
As pointed out by Baek et al. [BSS06], Zhang and Imai [ZI07] and Abdalla
et al. [ABN10], a PKE+PEKS scheme formed from a CCA secure PKE scheme
and a CCA secure PEKS scheme may not remain CCA secure as a whole system.
This is shown as follows: an adversary with a target ciphertext Cy||Cyw can
produce another valid ciphertext Cy||Cws where Cy is a valid PEKS of some
keyword W’ and retrieve the plaintext M and thus breaking the CCA security of
the PKE+PEKS scheme. So, a unified security model for the joint CCA-security
of PKE+PEKS is desired.

1.1 Related Work

The related work on the subject of this paper is reasonably current and exhaus-
tive in related work section of [BLSS15] and we reproduce almost verbatim
from [BLSS15].

Abdalla et al. [ABC+05] have defined computational and statistical relax-
ations of perfect consistency for a PEKS scheme and showed that the BDOP
PEKS scheme [BDOPO04] is computationally consistent. They have also proposed
a new statistically consistent scheme. Moreover, they have provided a transform
of an anonymous identity-based encryption (IBE) scheme to a PEKS scheme
that, unlike the BDOP PEKS scheme, gives consistency. Baek et al. [BSS06]
have formally defined a combined scheme for PKE and PEKS (denoted as
PKE/PEKS) based on the BDOP PEKS scheme and the variation of ElGa-
mal encryption scheme with the randomness reuse technique [Kur02]. Paral-
lel to these works, various other researchers have also studied the design and
efficiency of the PEKS schemes including [BW06,FP07,Z107,BSS08, ABN10].
Crescenzo and Saraswat [DS07] have constructed the first PEKS scheme which
was not based on bilinear forms. Various other works [SVEG10,INHJ11,SR14]
have studied the application aspects of PEKS.

Boneh et al. [BDOP04] formalized the security precisely for the PEKS scheme
with IND-PEKS-CPA notion. Later Baek et al. [BSS08] combined PKE and
PEKS with a joint security notion. But as their idea covered only data pri-
vacy and not the keyword privacy, the notion lacks completeness. Zhang and
Imai [ZI07] first extended the security notion to achieve both data privacy and
keyword privacy. The security notion for data privacy is IND-PKE-CCA, which
is achieved in their scheme using a tag-based CCA-secure PKE scheme, and for
keyword privacy the notion is IND-PEKS-CPA, which they have achieved using a
CPA-secure PEKS scheme. Further their scheme achieves non-malleability with
respect to the PKE component only and not with respect to the PEKS compo-
nent. Hence their construction has IND-PKE-CCA security for data privacy but
only IND-PEKS-CPA security for keyword privacy. Also, the joint security of
their construction is built up on the key separation strategy, that is, using dif-
ferent keys for different cryptographic operations. Hence the construction suffers
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from double key size, which increases key-maintenance overheads unnecessarily
during the practical implementations. However, none of the works [BSS08,ZI107]
prove the joint security of a PKE+PEKS scheme in strongest notion, that is,
‘IND-PKE+PEKS-CCA security’. One reason for why they are unable to give an
IND-PEKS-CCA security for their schemes is that the adversary in their model is
not given access to a test oracle [ABN10]. In [ABN10], Abdalla et al. introduced a
new combined CCA-security notion on the standard model with a privilege to the
adversary to access both, decryption oracle and test oracle. To achieve the CCA
security for the PKE4+PEKS scheme, they have followed the idea of [DK05], and
combined two schemes, a tag-based CCA-secure PKE scheme and a tag-based
CCA-secure PEKS scheme, but this idea leads to increase the computational
overhead of the resulting PKE+PEKS scheme which is not appreciated at the
practical platform. Additionally, their construction also suffers from double key
size due to the adoption of key separation strategy. Recently, [CZLZ14] have
minimized the key size of their PKE+PEKS scheme using a single key pair for
both PKE and PEKS operations. They have defined data privacy and keyword
privacy for PKE+PEKS schemes separately and claimed that the PKE+PEKS
scheme is said to achieve the joint CCA-security if it attains keyword privacy
and data privacy simultaneously.

1.2 Our Contribution

We present a construction of an efficient integrated PKE+PEKS scheme with
short ciphertexts and prove its security in the standard model. We prove that
our scheme is IND-PKE-CCA secure, that is, provides message confidentiality
against an adaptive chosen ciphertext adversary, and also achieves IND-PEKS-
CCA security, that is, provides keyword privacy against an adaptive chosen
ciphertext adversary, under the SXDH assumption.

Up till now, although there have been lot of research on searchable encryp-
tion, the only fully secure schemes [ABN10,CZLZ14,BLSS15] are inefficient to
be practical enough to be used in implementation. We propose a state of art effi-
cient, computationally and bandwidth-wise, fully secure practical scheme which,
we believe, can be used in real applications.

At SeCrypt 2015, Buccafurri et al. [BLSS15] presented an integrated public-
key encryption (PKE) and public-key encryption with keyword search (PEKS)
scheme (PKE+PEKS) whose security relies on the SXDH assumption. Their
scheme is relatively efficient and our scheme improves upon it. Our scheme
has much shorter ciphertexts and uses fewer number of the pairings. Please see
Tables 1 and 2 for detailed comparison with [BLSS15] and other PEKS schemes.

Also, in comparison to the scheme in [CZLZ14], our construction has shorter
public keys, shorter secret keys, shorter ciphertexts and a much improved effi-
ciency in terms of computation. Further, we provide a unified proof of the overall
security of the whole system in a much tighter way. Also, our scheme uses one
unified framework for the full PKE4+PEKS scheme—the security of the scheme
relies on one single hardness assumption and we use the same bilinear pairing
map throughout the scheme, instead of using different groups/maps/structures
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at different stages of the scheme which makes the implementation of our scheme
much simpler both on hardware and on software.

We use the method of Paterson et al. [PSST11] of using bit prefix and a
one-time signature to enable us to use the same key-pair for our integrated
PKE+PEKS scheme and to obtain the joint security for our scheme. To obtain
the short size and efficiency, we use the short IBE and IBS schemes of [JR13]
which use asymmetric pairings to enable an extremely fast implementation useful
for practical applications.

1.3 Outline of the Paper

The rest of this paper is organized as follows. In Sect.2, we introduce some
related mathematical definitions, problems and assumptions. In Sect. 3, we for-
mally define an integrated public key encryption (PKE) and public key encryp-
tion with keyword search (PEKS) scheme (PKE+PEKS) and a unified security
model for it. Our proposed PKE+PEKS scheme is presented in Sect. 4. In Sect. 5,
we analyse the security of our scheme and in Sect.6, we do an efficiency com-
parison with the state-of-art. Finally, in Sect. 7, we conclude our work and point
a few improvements that can be made while implementing our scheme.

2 Preliminaries

In this section, we introduce some relevant definitions, mathematical prob-
lems and assumptions. Note that these definitions are standard and we repro-
duce these almost verbatim from [BLSS15] to maintain consistency and easier
comparison.

2.1 Notations

We denote by y < A(z) the operation of running a randomized or deterministic
algorithm A(z) and storing the output to the variable y. If X is a set, then

v < X denotes the operation of choosing an element v of X according to the
uniform random distribution on X. We say that a given function f : N — [0, 1]
is negligible in n if f(n) < 1/p(n) for any polynomial p for sufficiently large n.
For a group G and g € G, we write G = (g) if g is a generator of G.

2.2 Bilinear Maps

Let G1, G2 and G be multiplicative cyclic groups of the same prime order gq.
A map e : G1 x Gy — Gr is called a cryptographic bilinear map or a pairing if
it satisfies the following properties:

Bilinearity: For all (g1, 92) € G1 x G2 and for all a,b € Zqg, e(g¢, g5) = e(g1, g2)*°.
Non-Degeneracy: There exists (g1,g2) € G1 X G2 such that e(g1,g2) # 1, the
identity of G.



Short Integrated PKE+PEKS in Standard Model 231

Computability: There exists an efficient algorithm to compute e(g1,92) € Gr,
for all (gl,gg) € G1 x Ga.

A pairing e : G; x G2 — Gr is called a symmetric or a Type 1 pairing
if G1 = G2 otherwise it is called asymmetric. Asymmetric pairings are fur-
ther categorized into Type 2 and Type 3 pairings. If there exists an efficiently
computable isomorphism between G; and Go then the pairing is referred to as
Type 2, whereas if there is no efficiently computable isomorphism between G4
and (g, then the pairing is referred to as Type 3.

2.3 Symmetric eXternal Diffie-Hellman (SXDH) Assumption

Definition 1. Let G be a multiplicative cyclic group and g be its generator.
Let a,b,c € Z; be randomly chosen and kept secret. Given g,9% 9% 9¢ € G,
the decisional Diffie-Hellman problem (DDHP) in the group G is to decide if

gab — gc.

Definition 2. The DDH assumption holds in a group G if there is no efficient
polynomial time algorithm which can solve DDHP in G. Specifically, let A be a
DDH adversary for a group G which takes as input a generator g € GG, and three
elements g1 = g%, g2 = g°, g3 = ¢° of the group G, and outputs 1 if g3 = g
and 0 otherwise. Further, let the advantage of A be defined as

Adv 4 = |Pr[A(g, 9%, ¢°, g*°) = 1]| — |Pr[A(g, 9%, ¢, g°) = 1]|

where g S G*,a il Zy,b il Z; and c Ll Zy. We say that (t,¢)-DDH assump-
tion holds in the group G if any DDH adversary running in time t has an
advantage at most e.

Definition 3. Given two cyclic groups G; and G5, we say the Symmetric eXter-
nal Diffie-Hellman (SXDH) assumption holds if the DDH assumption is true in
both the groups G; and Gs.

3 Integrated PKE and PEKS Scheme (PKE+PEKS)

Here we reproduce almost verbatim from [BLSS15] the formal definition of an
integrated public-key encryption (PKE) and public-key encryption with keyword
search (PEKS) scheme (PKE+4PEKS).

In PEKS, three parties called sender, receiver and server are involved. The
sender is a party that creates and sends encrypted keywords, which we call PEKS
ciphertexts. The receiver is a party that creates trapdoors and sends them to the
server to find the data that it wants. The server is a party that receives PEKS
ciphertexts and performs search upon receiving trapdoors from the receiver.
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3.1 Formal Definition of PKE4+PEKS

A PKE+PEKS scheme comprises of six algorithms: Setup, KeyGen, Encrypt,
Decrypt, TokenGen and Test.

Params « Setup(1¥): This is the system initialization algorithm run by the
receiver which takes as input a security parameter 1¥ and outputs public
parameters Params. In all the algorithms from here onward, Params will be
considered as an implicit input.

(pkx,skx) « keyGen(X): This is the key generation algorithm run by a user
X which takes input Params and outputs a key pair (pkx,skx). For the
receiver X = R, the key pair is its (public key, private key) pair (pkgr, skg)
and for a sender X = S, the key pair is its (verification key, signing key) pair
(Uk’s, Sks).

U — Encrypt(pkr, m,w): This is a randomized algorithm run by the sender
and takes input Params, the receiver’s public key pkgr, a message m and a
keyword w, and outputs the joint PKE+PEKS ciphertext U.

m «— Decrypt(pkg,skr,U): This is a deterministic algorithm run by the
receiver and takes input Params, the receiver’s public key pkr and the secret
key skr and a ciphertext U, and outputs a message m or L.

ty, — TokenGen(pkr,skr,w): This is a randomized algorithm run by the
receiver and takes input Params, the receiver’s public key pkr and the secret
key skr and a keyword w, and outputs a token t,, which it gives to the server.

b — Test(pkp,ty,U): This is a deterministic algorithm run by the server and
takes input Params, the receiver’s public key pkg, a token t,, and a ciphertext
U, and outputs a bit b € {0,1} or L.

From now on, where the context is clear, the inputs Params and the keys will
be assumed to be implicit and we will not write them explicitly in the algorithms.

3.2 Security Model for PKE+PEKS

Joint data and keyword privacy for PKE4+PEKS schemes is defined via the
following experiment.

Setup: On input a security parameter 1*, the challenger C runs KeyGen(1*) to
generate the public parameter Params and the system key pair (pk, sk) and
gives the adversary A the public key pk.

Phase 1: A can adaptively make three types of queries:

— Decryption query (u): C responds with m « Decrypt(sk,u).
— Token query (w): C responds with t,, < TokenGen(sk,w).
— Test query (u,w): C responds with Test(u,t,, — TokenGen(sk,w)).

Challenge: A outputs two messages m(, and mj and two keywords w( and wj.
C picks a random bit b S {0,1} and sends u* «— Encrypt(pk, m}, w;) to A as
the challenge ciphertext.

Phase 2: A can adaptively make more queries as in Phase 1 subject to the
restrictions that it is not allowed to make
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— Decryption query (u*),
— Token queries (w§) and (w7), and
— Test queries (u*,w() and (u*, wy).
C responds the same way as in Phase 1.
Guess: A outputs its guess (b*) for (b).

Definition 4. The adversary succeeds in breaking the data privacy or the key-
word privacy if b* = b. We denote this event by Succ4 and define A’s advan-
tage as

Adv4(1F) < | Pr(Succ] — 1/2).

We say a PKE+PEKS scheme is IND-PKE+PEKS-CCA secure, that is, the
scheme achieves data privacy and keyword privacy simultaneously against an
adaptive chosen ciphertext adversary, if Adv4(1¥) is negligible. A PKE+PEKS
scheme is said to be (t, ¢, Gt, 94, €)-IND-PKE+PEKS-CCA secure, if for all ¢-
time adversaries making at most ¢, token queries, at most ¢; test queries, and
at most gg decryption queries have advantage at most e.

Definition 5 (Data Privacy). We may define a game for just data privacy, if
w§ = wi and the adversary has no restriction on Token queries and Test queries
in the above game. The adversary succeeds in breaking the data privacy if b* = b.
We denote this event by Succhp and define A’s advantage as

Adv dp 1) = def |P7“[Succ P1—1/2|.

A PKE+4+PEKS scheme is said to have (¢, gy, ¢, ¢4, €)-data privacy if for all ¢-
time adversaries making at most ¢, token queries, at most ¢; test queries, and
at most gg decryption queries have advantage at most € against its data privacy.
Informally, we say a PKE+PEKS scheme has data privacy if there is no PPT
adversary having non-negligible advantage in 1* in the above experiment.

Definition 6 (Keyword Privacy). We may define a game for just keyword
privacy, if m§ = mJ and the adversary has no restriction on Decryption queries
in the above game. The adversary succeeds in breaking the keyword privacy if
b* = b. We denote this event by Succff and define A’s advantage as

AdvkP(1%) €| PrSucc™?] — 1/2).

A PKE+PEKS scheme is said to have (t, ¢, gt, g4, €)-keyword privacy if for all ¢-
time adversaries making at most q,, token queries, at most g; test queries, and at
most gq decryption queries have advantage at most € against its keyword privacy.
Informally, we say a PKE4+PEKS scheme has keyword privacy if there is no PPT
adversary having non-negligible advantage in 1* in the above experiment.

Remark 1. Note that our joint CCA-security notion for PKE+PEKS embodies
both IND-PKE-CCA security and IND-PEKS-CCA security in the joint sense
and is relatively unified and standard than previous ones considered in [CZLZ14,
BLSS15].



234 V. Saraswat and R.A. Sahu

4 Proposed Scheme

We present here our efficient and CCA secure integrated PKE+PEKS scheme.
As described in Sect. 3, our scheme consists of the following algorithms: Setup,
KeyGen, Encrypt, Decrypt, TokenGen and Test.

Setup: A receiver R wishing to receive joint PKE4+PEKS messages uses a group
generation algorithm for which the SXDH assumption holds to generate the
public parameters of the system:

G := (q, Gl, Gg, GT, 6)
where GG1, G2, and G are cyclic groups of prime order ¢ and
e:G1 x Gy — Gp

is a Type 3 pairing. The receiver R then chooses two cryptographic collision
resistant hash functions

H:{0,1}* = Zy and J:{0,1}" — Gr.
Finally, R publishes the public parameters of the system as
Params = (G, H, J).

(These may be considered as part R’s public key, but for sake of clarity we
keep these separate.)
KeyGen: To generate the keys for the system, the receiver does the following:

e samples two random generators gy Ll Gy and go il G5

$
e samples b,c,d, e, u,l,m,n,p «— qu;
e computes

- fl :gzl)a

S = g%’—bl

- U :gl 9

- U2 :gf_bma

— vz =g¢¢7" and

k=e(g1,92)" "7,

e sets the public key pkr = (g1, f1,v1,v2,vs, k); and
e sets the master secret skr = (g2, f2,l,m,n,p,d, e, u).

Encrypt: To encrypt a message M € Gp with a keyword w € {0,1}* for the
receiver R, a sender S does the following;:
e samples two random generators ¢y Ll GY and gy il G5
e samples b,¢,d, €, 1,1, m, 71, p il Zy;
e computes
- f;l = gi:
- f2 = 957
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~ ~d—bl
— V1 =0 0
~ _ ~E—bm
- U2 _gl o
— 03 = g5 " and

e sets the verification key vks = (g1, f1, 01, g, U3, /~€), and
e sets the signing key sks = (g2, f2,l,m,n,p,d, €,0);
o sets v = J(vkg)

e picks x,y, 2, TAGy, TAGy S Zg;
e computes
iy = H(0||v) and iw = H(1]|w);
= Cywo=M-k%, Cy1 = giﬂ Cyv2 = f{', and Cy3 = vf 'U;Z\ 'UPTTAGMy

7 TAG
— Cwo =V kY, Cy1 =97, Cwa = f{, and Cy3 = vivd™v§ ",

~ h=H(Cu|Cw); )
- RO’ _: g27 f2a = ~u+Z(d+h€)7 Wol - g;P—Z(H‘hm)’ and WO’2 -
92"
e sets

- Cu= (CM()v CMlu Cuz, CMB? TAGM);
- w = (CWOa CWla CWQa CW?M TAGW);
- 0 = (ch Saa TO'7 Wola Wa?)?
e and finally declares the ciphertext U = (vkg, Cy, Cy, 0).
Decrypt: To decrypt the ciphertext U = (u1, us,us, uq), the receiver does the
following:
e obtains gl, fl, ’L~)1, f}g, 1~}3, ]‘% from Ui,
e obtains R,,S,,T,, W1, Wyo from uy;
e computes h = H(uz||lus);

~ 8 ~ 8 3
e chooses M « G, 8 < Z; , TAGy < Z;

computes
- CYS'IO = 1\7[ : ];55
- Cf,{l = in
- 0\712 = f7 B
Cysz = ﬂfﬁ§§ﬁ§TAG“'

e checks whether the PKE+PEKS ciphertext U is valid. That is, whether

Oﬂioe(cﬂl& R )
6(015117 SgAGﬁTa’)e(Cﬁl% Wal WTAGM)

M = (1)
If the above equality does not hold then outputs L.

Otherwise it obtains Cyg, Cyu1, Cuo, Cusz, TAGy from wusg;

computes v = J(uy);

sets iy = H(0||v);

computes a corresponding decryption key

SKZ\ = (RV7 SV7 TV7 WV17 WVQ);
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where
.. Zy,
- RV 2957
- SV = fga

T, = g;-{-r(d-‘,—ive)

- Wy = gfpfr(lJri\,m)7 and
W — g;rn7
e finally, 1t outputs
CMOQ(CML% RV) (2)
e(CMh S;F'AGMTV)G(CMZ, Wvl W\TQGM) .

Tokengen: To generate a token ty, for the keyword w to give to the server, the

M «—

. $
receiver chooses 1 < Z, computes

o iy = H(1]|w),

L4 RW = 957

* Sw=[3,

o Ty = 12L+r(d+iv\ e)

o Wy = gfp r(l+1“m) and
L WW2 - 92 )

and outputs the token:
tw = (Rw; SW» TW7 WW17 Ww2)- (3)

Test: To test whether the ciphertext U = (u1,ug, ug, uq4) includes the keyword
W or not using the token t,, the server does the following:

e obtains g1, f1, 01, V2, U3, k from uq;
e obtains R,,S,,T,, Ws1, Wyo from uy;
e computes h = H(uz|lus);

~ 8 ~ 8 3
e chooses M « G,5 < Z;, TAGy < Z;
e computes

~ g = - R,
- ClCIl = gjj
- CICIQ = f7

CMg = ﬁf,ﬁgéﬁg'l'/\(;ﬂ.
e checks whether the PKE+PEKS ciphertext U is valid. That is, whether
Cﬂioe(cﬂi?n R )

M = =
B(Cﬁlla SEAGMTO')B(CIVI27 W171WTA(JM)

(4)

e If the above equality does not hold then outputs 0.
e Otherwise it obtains Cyg, Cw1, Cwa, Cw3, TAGyw from us and checks if

Cwoe ( Cws s Rw)

J(U1) - e(CWIa S\};{%(;Wﬂv)e(cw% Wiyt WTA( v ) . (5)

e If yes then outputs 1, else outputs 0.
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Remark 2. Note that to maintain a “uniformity” we have used the Naor trans-
form of the IBE of [JR13] as a signature. We could have used the signature
scheme of [JR13] for a little more efficiency of our proposed PKE+PEKS. Again,
to maintain “uniformity” and comparability with the previous schemes, in the
Decrypt and Test algorithms, we have done a generic Naor transform verifica-
tion of the ciphertext validity; we can improve the efficiency by making it more
direct. Finally, in the Decrypt algorithm, the receiver can use its secret key skpr
to directly decrypt the ciphertext instead of generating the “secret key” corre-
sponding to iy to increase efficiency.

4.1 Correctness of the Proposed Scheme
Theorem 1. The proposed scheme is correct.

Proof. With the terms in the expressions below defined as in the algorithms
Setup, KeyGen, Encrypt, Decrypt, TokenGen, and Test defined in the pro-
posed scheme in Sect.4, we note that for a correctly generated ciphertext
U = (uy,uz,u3,uq),

- ul:UkS:(ghflaﬁlarDQaf}&k); )
._ ._ ._ o Tiy, TTAG .
—ug = Cy = (Cyo :=M- k%, Cy1 := g7, Cy2 := fT, Cuz := 0} vy Yvg , TAGy);
— — P Y  fY Y Yt YTAG .
—uz =Cy = (Owo = V'k‘y, Cw1 = gl,cwg = fl s Cys = V1 Vg " V3 v TAGW)7
and

_ U4:0':( QQ,S fg, :~u+z(d+he) W L= 2—p z(I4+-hin) W fzn).

c2=Js
Thus, the three pairings in the Eq. (2) can be simplified as follows.

xr X1 TTAG (e
e(Cyz, Ry) = e(vivy™ vz ™™, g3)

(
= e((gil bl) (gfibm)mi"(gifbn)mTAGM’gg)
= €(g(d_bl+ei”_bmi"""CTAGM—bnTAGw)I gT)
= 1 72
= e(gl 92)(d*lereiv7bmi\ercTAGM7lmTAGM)zr. (6)
(Cun, SPTY) = elgh, (£5) g5 )
= (g7, (g8)™ gy T
— e(gr gCTTAGM‘i"U«Jr’I‘(dJriVe))
- 1,92
= 6(91 gz)uw-i-(cTAGMJ,-dJ,-i\ve)wT. (7)
’ )

—p—r(l+iy — M
e(ff792 p—r(l+iym) (92 Tn)TA(,A )

_ (( ) —p r(l4+iym)— TTLTAG“)

G(CMQ; Wy W, IAC“)

((91792) brp— bmr(l+l\m+nTAG,\|)’ (8)
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Hence, the decryption Eq. (2) is correct since

Cmoe(CMS; Rv)
e(CMh S\q;AGM Tv)e(cm% Wvl ngcm)
(M . kz)(e(gl,gz)(dfbl+ez‘v7bmi\,+cTAGM7bnTAGM)xr)
(e(gl,gg)uz+(cTAGM+d—i—i\,e)rr)(e((g17 gz)—brp—bzr(l—l—i\,m—nTAG“))
(from Equations (6), (7) and (8))

= (M- k")e(gy, g2) " (u7P)

= (M- k7)k®

= M.

9)

Since the terms in the Egs. (1), (4) and (5) are generated similarly to those
in the Eq. (2), the correctness of the Test follows similarly as that of Decrypt.
Hence the proposed scheme is correct.

5 Security Proof

In this section, we analyse the security of our scheme. We prove that the pre-
sented scheme is secure under the SXDH assumption.

We follow the security proof of the IBE in [JR13] using the simulation tech-
nique of [Wat09] of using a sequence of games and adopting semi-functional
keys and semi-functional ciphertexrts. For the notion of construction of these
semi-functional-values, [CLL+12,JR13] can be referred. The advantage of an
adversary in winning the IND-PKE+4+PEKS-CCA game is then shown to be
bounded in terms of its advantage in distinguishing between successive games.

Remark 3. For the sake of brevity and page limitation, the parts of the proof
which are already available in literature, has been cited and presented here only
briefly.

Theorem 2. If the DDH assumption holds in both the groups G1 and G then
there is no IND-PKE+PEKS-CCA adversary A for the presented integrated
PKE+PEKS scheme.

Proof: Let A be a t-time IND-PKE+PEKS-CCA adversary making at most ¢,
token queries, at most gq; test queries and at most g4 decryption queries, and
with advantage €.

Let (mf,wg) and (m],w]) be the target message-keyword output by A at
the end of Phase 1. Let b <> {0,1}, b = 1 — b and w* = (u},ul,u},u})
Encrypt(pk, mj,w;) be the challenge ciphertext. Let b* be the guess output by
A at the end of Phase 2.

We prove that if the challenger C chooses a random message m S Gr

and a random keyword w S {0,1}* and gives a* = (af,us, a3, a}) <
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Encrypt(pk,m, ) instead of u* = (uf,us, u},u}) to the adversary A as the chal-
lenge ciphertext, the view of the adversary will remain computationally indistin-
guishable (in view of the SXDH assumption on G) and .4 will not be any wiser
and will keep playing the game without aborting.

Since @* is completely random and independent of the target message-
keyword pairs (mg, w§) and (m3,wy) in the view of the adversary A, the guess
output b* by A at the end of Phase 2 must also be completely random.

Hence the advantage Adv 4 of A in winning the IND-PKE+PEKS-CCA
game is then bounded in terms of its advantage in distinguishing between suc-
cessive games and hence must be negligible and the scheme must be IND-
PKE+PEKS-CCA secure.

We achieve this through a sequence of games where each successive game
differs from the preceding game in such a way that the two games are either
statistically indistinguishable or computationally indistinguishable in view of
the SXDH assumption on G defined as follows:

Game Gj: This is the actual IND-PKE+PEKS-CCA security game as defined
in Section 3.

Game G;: This game is similar to the previous game in all aspects except that
instead of actual ciphertexts, the challenger outputs partial semifunctional
ciphertexts as follows:

— Let U = (u1, u2, us, ug) be the actual ciphertext with

ugy = Cy = (OMO =M- km; Cu1 = gf, Cy2 = f1x,
Oz = vivs " vd™ TAGy) and
uz =Cy = (CVVO =v-kY, Cyr = 9%7 Cyo = f1ya

Yiw TAGw
Cys = v{od""vf " TAGy).

— The challenger picks z', 3/ S Zg and sets the corresponding partial semi-
functional components as:

/ ’ o uz’ o~ '
uy = Cy, = ( wo := Cuo - 6(91792) ;Cyp = Cu1 - g7, Cype := Cua,

;13 = Cy3 - g§d+6iv+CTAGM)w" TAGM)
= ( (40 =Mk 6(91792)1”/’ CI('[l =gy gf” C1(r12 =1,
;13 — vagivvgmc“ . gidJreiercTAcM)a;’7 TAGM)
and
ul3 = C\/N = ( \IVO = Cwo - 6(91;92)uy/ac\lzv1 = Cw1 '911//’0\/7\/2 = Cya2,
\/}V3 = Clys - g§d+ei\r+cTAGw)y,’ TAGW)
= (Clo =V kY (g1, 00)" , Chyy 1= g} - g¥ . Cly = [V,
\lv3 — U%Ugiw’l}gmcw .g§d+eiy+cTAGM)y’, TAGW).
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— Finally, the challenger outputs the (partial semifunctional) ciphertext
U = (uq,uhy, ul, uy)

as the ciphertext.
In view of the DDH assumption in the group Gi, the two pairs of tuples

({91, 9%, 9%, %), (91, 0%, 930, g7H"))

and

((gh 9[1)7 g114b7 g;l> <gla 91791 ) giﬁ_y >)
are indistinguishable to the adversary. Hence from the view of the adversary
A, the games Gy and G; are computationally indistinguishable.
We note here that the advantage gap between two consecutive games can be
proved by the reduction to the DDH assumption following the same proofs
given in [CLL+12,JR13]. From here onwards wherever we need to show this
reduction we mention it as ‘indistinguishable from the view of adversary’.
Game Go: This game is similar to the previous game in all aspects except that
instead of partial semifunctional ciphertexts, the challenger outputs semi-
functional ciphertexts as follows:

— Let U = (uq, ub, ul, ug) be the partial semifunctional ciphertext with

uy = vks = (g1, fr = G0, 01 = g7 00 = g7 B3 = g5,
k= e(gl,gg)ﬁ_gﬁ and
ug=0=(Ry = 33,8, = f£,T, = ~"+Z(d+he)

~—p—2z(l+h ~
Walzgzp =0+ m)7W2—92m>-

— The challenger sets the corresponding semifunctional components as:

up = vkl = (G1, fr =900 =Gy B =G, " 05 =G,
k= e(gl,gg)—f’; and
’U,il = O'/ = (R = 927 f2’ = ~u+z(d+he)7

Wy g—p G—2(I+d+h(m+&)) /b W 7§2—z<ﬁ+é)/6)
= o = .
— Finally, the challenger outputs the (semifunctional) ciphertext
U = (uy,uhy, ul, uy)
as the ciphertext.

Since I, m, 7t, p S Z;, from the view of the adversary A, the games G; and
Go are statistically indistinguishable.
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Game G3: This game is similar to the previous game in all aspects except
that instead of actual tokens, the challenger outputs partial semifunctional
keys/tokens as follows:

— Given a keyword w and the corresponding identity 4w = H(1||w), let the
corresponding public key and token be:

e—bm c—bn

Phw = (91, fr = g8, v1 = g1 " w2 = gf =" v = gi ",

k= 6(gl,g2)“7bp and
d+h
ty = (Ry = g3, Sy = f5, Ty = gy 7=+,
Wy = g;p_Z(l+hm)a Wyo = ggzn)~
— The challenger sets the corresponding partial semifunctional keys as:
pk\/}v = (gla fl = gllj7vl = g;l7v2 = g;mav3 = g;na
k=-e(g1,92)" P and
tgv = (Rw =g5,5 = f5,Tw = gg+z(

Wy = gQ—p—u—z(l—i—d—i—h(7n-i—e))/b7 Wy = QQ_Z(n+C)/b)-

d+he)
b

Since I, m,n,p S Z;, from the view of the adversary A, the games Go and
G3 are statistically indistinguishable.

Game G,: This is a sequence of several hybrid games, used to generate tokens
on various keywords. For j = 0, we define the game G4 to be the same as
G3. We define the j-th hybrid game G4 ; by changing the simulation of the
Jj-th token on the keyword w;, and outputs a semifunctional token instead of
the actual token as follows:

— Challenger randomly picks r;,7% and 77 and sets the token ty, for the
keyword w; as:

ra rjc—i-r'v r’v’+rj<(d+iwje)

Ry =gy, Sw = 9o 7y Tw = go’ )
[=p' =7 —r; (' +d+iw; (m'+e))]/b —r!—r;(n’+c)/b
Wy = 92 7 ! s Wwa = p) Y )

Observe that u has completely vanished from the j-th and earlier token
responses. In view of the DDH assumption in the group G, it can be
seen [JR13] that the view of the adversary A in game G4 ; is computationally
indistinguishable from the view of the adversary A in game Gy j_1.

Game Gs: This game is just the game G, , where ¢ is the total number of
secret key queries. Observe that in the game Gy, the only place where u
is used is in the ciphertext components Cyg = M - k% - e(gl,gg)“'”‘/ and
Cwo =V - kY -e(g, gg)“‘y,. Hence Cyp and Cyg are completely random and
independent of the target message-keyword pairs (mg, ws) and (m3,w]) in
the view of the adversary A in the game Gs. Note that w is non-zero with
high probability. Hence the SXDH assumption implies computational indis-
tinguishability from the chosen ciphertext adversary. That is, the scheme
achieves IND-PKE+PEKS-CCA security.
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6 Efficiency Analysis

In this section, we provide an efficiency comparison of various parameters in
existing PEKS schemes in Table1 and the efficiency comparison of existing
PKE+PEKS schemes in Table 2.

We compare various PEKS schemes with ours in the Table 1 based on the
following parameters:

— #pk — number of group elements in the public parameters

— #sk — number of group elements in the master secret

— Fct — number of group elements in the ciphertext

— (a,b,c,d) denotes a elements from Gi, b elements from G, ¢ elements from
Gr and d elements from Z, where ¢ = |G1].

Table 1. Comparison of various PEKS schemes

Scheme — [BSS06] [Z2107] [CZLZ14] [BLSS15] Our scheme

Pairing Type 1 Type 1 Type 1 Type 3 Type 3

Security IK-PKE-CCA IK-PKE-CCA IND-PKE+ IND-PKE+ | IND-PKE+
IND-PEKS-CKA | IND-PEKS-CKA | PEKS-CCA PEKS-CCA | PEKS-CCA

Security RO STD STD STD STD

model

Assumption | CDH DADHE ¢-ABDHE /SDH | SXDH SXDH

#pk (2,—,0,0) (3,—,2,0) (5,—,0,1) (8,0,1,0) (5,0,1,0)

F#sk (0,—,0,1) (0,—-,0,5) (0,—,0,1) (0,8,0,1) (0,2,0,7)

#ct (1,-,0,3)# (2,—,3,3)7 (6,—,4,1) (12,8,3,0) |(11,5,3,2)

1. * in [BDOPO4], ciphertext contains one element from G; and one element of
size log p, for more detail please refer [BDOP04].

2. # in [BSS06], ciphertext contains one element from G; and three elements
of maximum bitlength ~ I, where | = max(l1,[3,14); for more details please
Refer to [BSS06].

3. 1in [ZI07], ciphertext contains one MAC output and one element of the length
of the message which we have included in the integer count; for more detail
please refer [Z107].

4. RO — Random Oracle, STD — Standard Model.

5. In the row “Assumption”, the standard abbreviations like BDH — Bilinear
Diffie-Hellman, CDH — Computational Diffie-Hellman are used. For details of
assumptions please refer respective paper.

Finally, in Table2, we compare the efficiency of the proposed integrated
PKE+PEKS scheme with the existing PEKS and integrated PKE+PEKS
schemes [BSS06,BLSS15,CZLZ14,7107] and show that our scheme is more effi-
cient than these schemes. In each of the four phases: Encryption, Decryption,
Token Gen. and Test, we compare the total number of bilinear pairings (P),



Short Integrated PKE+PEKS in Standard Model 243

Table 2. Efficiency comparison

U

Operation Scheme
Encryption | [BSS06]
[Z2107]
[CZLZ14]
[BLSS15]
Our scheme
Decryption | [BSS06]
[Z2107]
[CZLZ14]
[BLSS15]
Our scheme
Token Gen [BSS06]
[Z2107]
[CZLZ14]
[BLSS15]
Our scheme
Test [BSS06]
[Z2107]
[CZLZ14]
[BLSS15]
Our scheme
Overall [BSS06]
comparison [Z107]
[CZLZ14]
[BLSS15]

Our scheme

E(Zy) | 1(Zy) | E(G1) | M(G1) | E(G2) | M(G2) | E(GT) | M(GT)
2
2
7
16

12

—
(928
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(SR
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WIN ||| | == O|C|C|C|CO|O|0|W|C|OC|H|F|U|N|~
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DWW O IN N W RO O|0OO0|0|OINNHIFIOINNNDRFIO

—
[ V)
—
w

—-
3
o
=~

20 8
29 8

o|lo|=|Oo|Oo|0|O|=|O|O0|O|0O|0|0|O|0O|O0|C0|O0|O|O|O|Oo|O|O
—
o

o|lo|lw|lo|lo|lo|o|o|o|lo|o|o|~|o|o|o|lo|r|Oo|o|o|o|~|O|O
ol Nk NN OO O|OR|R|IO|NM AN O|O|A~A|OIN|R|O
QW N|O|~R | F OIN|F|IO OO 0C|0|0O+H OO INO|W WU O

—
w
[\
ot
=
[=2]

exponentiations and inverse in Z, denoted as E(Z,) and I(Z,), exponentia-
tions and multiplications in Gy (resp. G2 and Gr) denoted as E(Gp) (resp.
E(G2) and E(Gr)) and M(G;) (resp. M(G3) and M(Gr)). Since [BLSS15] is
the only construction of PEKS other than ours with asymmetric pairing, that
is, Type 3 pairing (e : G; X G2 — Gr), for these schemes, we have consid-
ered operations in all the three different groups, that is, in G, G2 and G, and
since all the previous schemes use symmetric pairings, that is, Type 1 pairing
(e : G1 x G1 — Gr) [GPS08], we have counted operations in groups G and Go
only for these schemes, considering |G| = |G2|.

From the efficiency comparison Table 1, it is evident that the proposed inte-
grated PKE+PEKS scheme is (computationally) more efficient than the schemes
given in [BSS06,7107,CZLZ14,BLSS15]. Note that first two schemes [BSSO06,
Z107] provide only CPA security so they are naturally a bit more efficient. The
third scheme [CZLZ14] uses symmetric pairings and even though the numbers
in some cells of the table show smaller number of operations, the operations
are much more expensive in their case. Finally, in the fourth scheme [BLSS15]
the smaller numbers in some cells are adequately compensated by the smaller
number of pairings in our scheme.



244 V. Saraswat and R.A. Sahu

7 Conclusion

We have proposed an efficient and practical integrated PKE+PEKS scheme and
proved its security in the strongest security notion for PKE4+PEKS schemes.
The security of our scheme relies on SXDH assumption which is a much simpler
and more standard hardness assumption than the ones used in most of the
comparable schemes. Ours is the first fully secure integrated PKE4+PEKS scheme
using asymmetric pairings which enable an extremely fast implementation useful
for practical applications. Finally, providing a relative analysis of parameters,
assumptions, securities and efficiency, we have compared our scheme with the
existing similar schemes and shown that our scheme is more efficient than those
schemes.
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