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Abstract. Ciphertext-policy attribute-based encryption (CP-ABE) is
a promising public key encryption primitive enabling fine-grained access
control on shared data in public cloud. However, two quite challeng-
ing issues, the prevention of key escrow and key abuse, still exist in
CP-ABE system. In this paper, we propose a multi-authority CP-ABE
scheme without key escrow and key abuse. To prevent key escrow, mul-
tiple authorities are employed to perform the same procedure of key
generation for an attribute. Thus, no individual authority or colluded
authorities that manage no common attribute can decrypt any cipher-
text, and it can also resist collusion attack from curious authority with
the help of dishonest users. To prevent key abuse of dishonest users, user’s
global identifier along with a signature is embedded into the secret key.
Thus, any third party can learn the identity from a shared secret key
and publicly verify its validity. An advantage of simultaneously prevent-
ing key escrow and key abuse is that the proposed scheme can achieve
accountability, i.e. an auditor can publicly audit a user or authorities
abuse the secret key. At last, the proposed scheme is fully secure in the
random oracle model, and due to a key aggregate algorithm its efficiency
is comparable to the decentralizing CP-ABE scheme [18] on which it is
based.
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1 Introduction

With the rapid development of cloud computing and Internet, more and more
enterprises and individuals are willing to outsource data or applications to cloud
storage servers to enjoy scalable services on-demand. Although cloud storage
provides an ease of accessibility, it also raises concerns about data security and
access control.

Attribute-based encryption (ABE) is a promising one-to-many encryption
primitive with fine-grained access control. It usually has two classifications: key
policy attribute-based encryption (KP-ABE) and ciphertext policy attribute-
based encryption (CP-ABE). In CP-ABE, attributes of a user are specified in
the secret key and access policy defined over some attributes is assigned in the
ciphertext. In KP-ABE, the situation is reversed.

In CP-ABE access control system, a user can decrypt a ciphertext if and only
if his/her attributes satisfy the access policy specified by the ciphertext, and the
secret key is defined over a set of attributes that may be owned by multiple
users. No user-specific information is specified in secret keys and ciphertexts.
Thus, the secret keys are non-traceable, i.e. given a secret key it is hard to find
out its owner due to the fact that the secret key may belong to multiple users.
Consequently, a dishonest user dares to share its secret key among users without
any risk of being caught.

In a single authority ABE system, all the secret keys are issued by the author-
ity. The authority is able to generate and (re-)distribute secret keys associated
with arbitrary set of attributes to unauthorized users without being detected.
Even worse, the authority can illegally decrypt arbitrary ciphertext directly using
its master key.

Thus, there are two challenging issues: (1) illegal key sharing among users
and illegal key distribution by the authority (also called the key abuse problem)
(2) illegal ciphertext decryption by the authority (also called the key escrow
problem). To securely deploy an ABE access control system, both the misbehav-
ior of dishonest users and curious authority should be prevented.

1.1 Related Works

Sahai and Waters [1] introduced the notion of ABE, and since then many ABE
schemes [2-13] have been proposed aiming at better expressiveness, efficiency
or security. These schemes [2-13] are single authority ABE that assume there
is a central authority who issues secret keys for all users. However, in some
applications, data owner may want to share data according to a policy written
over attributes issued across different trust domains. A single-authority ABE
system will not be appropriate in this scenario.

Multi-authority ABE helps alleviate the extent of trust on authority. In a
single authority ABE system [1-13], the authority can directly decrypt all the
ciphertexts. In multi-authority ABE schemes [14,15], a central authority can
decrypt all ciphertexts. Schemes [16-18,20-24] do not require such a central
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authority, and no individual authority can decrypt all ciphertexts, but individ-
ual authority can decrypt ciphertexts that the associated access policy can be
satisfied by attributes that under its domain. To prevent individual authority
from decrypting any ciphertext, scheme [19] introduced multiple central author-
ities (CAs) besides multiple attribute authorities (AAs). However, in the scheme
[19] AA should register itself to the CAs which will need troublesome authenti-
cated interaction and it cannot resist collusion attack from dishonest user and
AA, i.e. with the help of a corrupted user AA can decrypt all cipher-texts that
the associated access policy can be satisfied by attributes under its domain. In
2015, Zhang et al. [25] proposed a two-authority ABE scheme without key escrow
where neither of the two authorities can decrypt the ciphertext even with the
help of corrupted users. However, one of the two authorities in [25] manages all
attributes, and so the scheme [25] is not suitable for applications across different
trust domains.

To prevent illegal key sharing among users, Li et al. [26] gave an accountable
ABE supporting AND gate with wildcards access policy. For a better expres-
siveness, Ning et al. [27] gave a white-box traceable CP-ABE supporting flexible
attributes. But scheme [27] can’t achieve accountability because nobody can
prove whether a leaked key is shared by a malicious user or illegally generated
by the authority. In 2015, Ning et al. [28] proposed an accountable ABE with
white-box traceability and public auditing. However, schemes [26,28] can’t resist
key escrow.

1.2 Our Technique

To solve the key escrow problem in CP-ABE system, multiple authorities are
employed to reduce the degree of trust. Concretely, different authorities that
have different master keys perform the same procedure of key generation for
an attribute. As illustrated in Fig.1, there are n authority sets in the system,
denoted by Aq, A, ..., A,,. Each authority A;; € A; manages a different domain
of attributes, and all the authorities A4;; in set A; manage the attribute uni-
verse U. Let 7; : U — A;,i = 1,...,n be maps from an attribute at € U to an

A, A, A,
4 | A, | Ay | Ay | A | A,
NN \g @
h K(x‘: gd.a gid.a\r K.:i;mdaz )
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Fig. 1. Process of key generation in MCP-AABE
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authority A; ; € A,;. Let 7, *(A;;) = {at € U : Ti(at) = A;;}, then there is
U 7, '(A4;;) = U. When a user with identity gid and attribute set S € U
AijEA;
jOi;lS the system, for each attribute at € S the user submits the identity gid
and attribute at to authorities 4; ; € A;,7 = 1,...,n, where T;(at) = A, ; (takes
A;1,i=1,..,n for example in Fig.1). For i = 1,...,n, A; 1 verifies the correct-
ness of gid, at, and generates the corresponding secret key K4, , gid,at,t = 1,...,n
for user.

To improve efficiency, each authority independently issue secret key for users
and no coordination between authorities is required. Secondly, to decrease the
size of secret key, a simple key aggregate algorithm is proposed and each user
can aggregate the received n secret keys from n different authorities into one
aggregate secret key.

1.3 Owur Contributions

This paper deals with both the key escrow and key abuse issues in CP-ABE
system, and we propose an accountable multi-authority CP-ABE without key
escrow and key abuse, denoted by MCP-AABE. The main features of the pro-
posed MCP-AABE scheme can be summarized as follows.

— High efficiency: Although there are n attribute authority sets, each author-
ity can independently issue secret keys for users, and no global coordination
other than the generation of an initial set of common reference parameters is
required. Due to a key aggregate algorithm, both the key/ciphertext size and
encryption/decryption cost of the proposed MCP-AABE scheme are compa-
rable to the decentralizing CP-ABE scheme [18].

— Without key escrow: The proposed MCP-AABE scheme can be proved to
prevent the misbehavior of authorities. No individual authority can decrypt
any ciphertext independently; no individual authority even with the help of
corrupted users can decrypt ciphertexts not intended for the corrupted users;
colluded authorities can’t decrypt any ciphertext if they have no common
attribute under their domains of attributes.

— Without key abuse: The identity gid, which is indispensable for decryption,
is regarded as an essential part of a secret key, and thus anybody can trace
the identity of an exposed secret key. In addition, the validity of identity can
be publicly verified by any third party because a short signature of identity
signed by n authorities is associated with secret key.

— Accountability: Due to the traceability and public verifiability of an exposed
secret key, the owner of a secret key can’t deny due to the effective resis-
tance of misbehavior of authority. Thus the proposed scheme can achieve
accountability.

1.4 Organization

In Sect. 2, we review the related preliminaries. In Sect. 3, we give the definition
and security models. In Sect. 4, we give a concrete construction. And then, we
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give the security analysis and property comparison with other works in Sect. 5.
Finally, the paper is concluded in Sect. 6.

2 Preliminaries

Let G, Gr denote two cyclic groups of order N = p1paps, where p1,pa, ps are
three distinct primes; for ¢ = 1,2, 3, let G,,, denote the subgroup of order p; in
G and g; denote a random generator of G,,.

Definition 1. A bilinear pairings e is a map such that: (1) Bilinearity: Vg, h €
G and a,b € Z,, we have e(g*, h®) = e(g, h)?®; (2) Non-degeneracy: 3g € G such
that e(g, g) has order N in Gr. (3) Computability: e can be efficiently computed.

The subgroups are orthogonal to each other under the bilinear pairings e,
i.e. for Vh; € Gy, h; € Gy, i # j, there is e(h;, h;) = 1, where 1 is the identity
element of Gr.

Definition 2. Given g € G, g%, where g € G,a €r Z}, the discrete logarithm
(DL) problem is to compute a.

Assumption 1. The advantage of an algorithm A in solving the DL problem is
defined to be Advpr(A) = Pr[A(g, g*) = a: g,9" «—r G|. We say that G satisfies
the DL assumption if Advpr(A) is a negligible function of security parameter X
for any polynomial algorithm A.

Definition 3. Given g, g%, g°, where g € G,a,b € Zy, the computational Diffie-
Hellman (CDH) problem is to compute g®.

Assumption 2. The advantage of an algorithm in solving the CDH problem is
defined to be Advcpr(A) = Pr[A(g,g% ¢°) = g*° : 9,9% ¢* «—r G]. We say
that G satisfies the CDH assumption if Advepp(A) is a negligible function of
security parameter \ for any polynomial algorithm A.

3 Definition and Security Model

3.1 Definition

An MCP-AABE scheme consists of seven polynomial time algorithms.

Global Setup()\) — GPP. The global setup algorithm takes the security para-
meter A\ as input, and outputs the global public parameters GPP.

Authority Setupg, ;gpp) — SKa, ;, PKa4, ;. For i = 1,...,n, each authority
A;; € A; takes GPP as input, and outputs its master secret key SK4, ; and
public key PKy4, ;.

Key Gen(GPP,at,gid,SKa, ;) — Ka, , gidat- For i = 1,...,n, each authority
A;; € A; takes GPP, a global identifier gid, an attribute at managed by A; ;,
master secret key SKAN, as input, and outputs a secret key KAi,j,gz'd,at-
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Key Agg(GPP,{K4, ,gid, at}ie[n]) — Dyiq,qt- The key aggregate algorithm
takes GPP, secret keys {KAi.j»gid:at}ie[n] as input, and outputs an aggregate
decryption key Dgiq.q: of attribute at and identity gid.

Encrypt(GPP, M, (W, p)) — CT. The encryption algorithm takes GPP, a mes-
sage M, an access structure (W, p) as input, and outputs a ciphertext CT.
Decrypt(GPP,CT,{Dgyiq,qt:at € Sgiq}) — M. The decryption algorithm takes
in GPP, a ciphertext CT, a set of aggregate decryption keys {Dgiq qt:at € Sgia},
and outputs a plaintext M if Sg;q satisfies the access policy; else, outputs a reject
symbol L.

Audit(GPP,{Dgiqat:at € Sgia}) — gidor L. The auditing algorithm takes
GPP and a set of aggregate decryption keys {Dg;q,q:0t € Sgiq} (or correspond-
ing secret keys {KAi,jxgid;at}ie[n] for each at € Sgid) as inputs, it outputs identity
gid or a reject symbol L.

3.2 Full Security Model

The adversary in full security model, called Type-I adversary, is allowed to cor-
rupt authorities, but it is naturally restricted that the corrupted authority can’t
directly decrypt the challenge ciphertext. The full security of MCP-AABE is
defined by the following game run between a challenger C and an adversary A.
Similarly with the security model in [18], we assume that .4 can corrupt author-
ities only statically, i.e. A should tell C the public keys of corrupted authorities
after receiving the global parameters.

Setup. C runs the Global Setup(A) algorithm and sends the global public para-
meters to A. For i = 1,...,n, A specifies sets S; C A; of corrupted authorities.
For non-corrupted authorities in A; — S;, C runs the Authority Setupa, ; (GPP)
algorithm to obtain master keys and gives public keys to A.

Query Phase 1. The adversary A is given access to the following oracles which
are simulated by the challenger C.

- KQ(gid, at) Query: A submits an identity gid, an attribute at belonging to
Aij € Ay —S; to C, C returns {K 4, ; gid,at ic[n) t0 A

- KA({KAi,j’gid’at}ie[n]) Query: A submits secret keys {Ka,  gid,at}icin of
attribute at to C, C returns aggregate decryption key Dg;qqa: of at.

Challenge. A submits two messages My, M7 of equal length, an access struc-
ture (W, p) to C. C flips a random coin b€r{0,1} and generates the challenge
ciphertext C'T. At last, C returns CT to A.

Query Phase 2. A further queries as in Query Phase 1.

Guess. A outputs a guess bit b'€r{0,1}.

For an identity gid, a set Wy,q is defined as Wiq = {at|KQ(gid, at) is made
by A}. A wins the game if b = b’ under the restriction that for ¢ = 1,...,n no
Wyia such that Wyq U |J 7,7 '(A;;) can satisfy the challenge access policy

A; ;ES;
(W, p). The advantage of A is defined to be Adv(A) = |Pr[t =b] — 1/2].

Definition 4. An MCP-AABE is full secure if all polynomial time adversaries
have at most a negligible advantage in above game.
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3.3 Key Escrow Security Model

Key escrow security concerns about the attack from the authorities, which can
be divided into two types, Type-II adversary and Type-III adversary.
Type-II adversary is defined as a dishonest authority, denoted by DA, collud-
ing with corrupted authorities. Let S; C A;,7 =1,...,n be corrupted authorities
sets. Such an adversary is allowed to ask for master keys of corrupted author-
ities. But it is restricted that these authorities have no common attribute, i.e.
’Tfl(Ai,j) = 0.

DA,AiijSi,’L':L-“ n

Type-11I adversary is defined as a dishonest authority colluding with dishonest
users. Such an adversary owns an authority’s master key, and is allowed to ask for
secret keys of dishonest users. But it is restricted that corrupted authorities and

dishonest users have no common attribute, i.e. N TN (A )N Wyia =

A; j€Si,i=1,-,n
0, where Wy,q = {at|KQ(gid, at) is made by A}.

The goal of an adversary in key escrow attack is to generate an illegal secret
key which is prevented by signatures signed by authorities. Thus, the key escrow
security of MCP-AABE can be defined by the following unforgeability game run
between a challenger C and an adversary .A.

Setup. C runs the Global Setup(A) algorithm and sends the global public para-
meters to A. For i = 1, ..., n, A specifies sets S; C A; of corrupted authorities. For
non-corrupted authorities, C runs the Authority Setupa, ;es,—s, (GPP) algo-
rithm to obtain the master keys and gives public keys to A.

Query Phase 1. The adversary A is given access to the following oracles which
are simulated by the challenger C.

- KQ(gid, at) Query: A submits an identity gid, an attribute at belonging to
Ai7j € A; — S; to C, C returns {KAi,j,gid,at}ie[n] to A.

- KA({KAiyjygid,at}ie[n]) Query: A submits secret keys {Ka,  gid,at}icin of
attribute at to C, C returns an aggregate decryption key Dgiq,q: of at.

Forge. A outputs a decryption key Dgq+ o1+ for some gid*,at*. A wins if
Dgy;q+ o= can pass the Audit algorithm and N T_l(Ai,j) N Wyig- #

i
A; ;€8;,i=1,--,n

at*, where Wy~ = {at|KQ(gid*,at) is made by A}. The advantage of A is
defined to be Adv(A) = PrlAwins].

Definition 5. An MCP-AABE is without key escrow if all polynomial time
adversaries have at most a negligible advantage in the above game.

3.4 Key Abuse Security Model

The key abuse of authority can be prevented if the CP-ABE scheme is without
key escrow. Thus, we only consider the key abuse of user. It is defined as a
dishonest user, denoted by DU, colluding with corrupted authorities. Let S; C
A;;i = 1,...,n be corrupted authorities sets. Such an adversary is allowed to
ask for master keys of corrupted authorities. But it is naturally restricted that
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they have no common attribute, i.e. N T, (A ;) NWpy = 0, where

A; ;€8;,i=1,n

Whpuy is the attributes belongs to DU.

The key abuse security for MCP-AABE can be defined through following
game between a challenger C and an adversary A.
Setup. C runs the Global Setup(\) algorithm and sends the global public para-
meters to A. For i = 1, ..., n, A specifies sets S; C A; of corrupted authorities. For
non-corrupted authorities in A; — S;, C runs Authority Setupa, ;ea,—s, (GPP)
algorithm to obtain the master keys and gives the public keys to A.
Query Phase 1. The adversary A is given access to the following oracles which
are simulated by the challenger C.

- KQ(gid, at) Query: A submits an identity gid, an attribute at belonging to
AiJ' € A; — S; to C, C returns {KAi‘j,gid,at}ie[n] to A.

- KA({KAi,j,gid,at}ie[n]) Query: A submits secret keys {Ka,  gid,at}icin of
attribute at, C returns an aggregate decryption key Dg;q 4+ of attribute at.

Forge. A outputs a decryption key Dgig q~ for some gid*,at*. A wins if
Dyia» a1+ can pass Audit algorithm and N T-_l(Ai,j) NWpy # at*,

T
A; j€Siyi=1,,n

where Wpy is the attributes belongs to dishonest user DU. The advantage of A
is defined as Adv(A) = Pr[Awins].

Definition 6. An MCP-AABE can resist key abuse of dishonest users if all
polynomial time adversaries have at most a negligible advantage in above game.

An MCP-AABE is accountable if it can both resist key abuse of dishonest
users and authorities.

4 Our Construction

Global Setup(\) — GPP : The algorithm runs the group generator with
security parameter A and obtains (G,Gr,e, N = pipsps3), where p1,ps, ps are
three distinct primes, G and G are two cyclic groups of order N, e : GXG — Gp
is a bilinear map. Let G,, be the subgroup of order p; in G, and g € G, be a
random generator of G, . Let U be the attribute universe, Ay, ..., A, be n sets of
authorities, and all the authorities in each set A; manage the attribute universe
U. Fori=1,...,n,let 7; : U — A; be a map from each attribute at € U to an
authority A; ; € A;, and let 7,7 (A; ;) = {at € U: T;(at) = A; ;}, where A; ; €
A;. Let F : U — G be a map from each attribute at € U to an element of G.
Let H : {0,1}* — G be a secure Hash function modeled as random oracles. The
global public parameters GPP = {N,G,Gr,e,g9,U, Ay, ..., A, Ty, ..., T, F, H}.

Authority Setupy, ;(GPP) — SKa, ,, PK a4, : Fori = 1,...,n, each authority
A;j € A; randomly chooses «; j, x; jERZYy, keeps SKa, , = {j, i } as its
master key, and publishes its public key PK 4, ; = (e(g,g)*"7,g").

Key Gen(GPP,at,gid, SKa, ;) — KA, gidat * The secret key Ka, ; gidat of
attribute at and identity gid, where 7;(at) = A, ;, can be generated as follows.
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— The user submits identity gid and attribute at to authority A;;, and the
authority A; ; verifies the correctness of gid, at;
— If attribute at belongs to gid, A;; chooses r; €r Zj randomly, and com-

putes K() Jgidat = g“wH(gzd)m"vﬂf(at)“,Kggjmd’at = ¢", and returns
(K,(Ai),j,gid,ath(%)J gid.at) tO user secretly.

Key Agg(GPPv {KAij gid, at} ) - Dgid at ¢ Receiving {I(Az j>gid, at}‘ €[n]

i€[n]
from A; j, for ¢ = 1,...,n, the user computes Dgld = H K A, ,,gvd b D;le at =
H K X gidsat’ Here, gid is indispensable to decryption process, and regarded as

part of secret key. At last, the aggregate decryption key Dg;q q+ for identity gid
®  p@

gid,at’ "~ gid, at)

Encrypt(GPP, M, (W, p)) — CT : Given message M, access structure (W, p),
where W is a [ x I’ matrix and p is a map from a row W; of W to an attribute
atyy. Fori=1,..,land j =1,...,n, let Tj(at,;)) = Aj pi)- Then the ciphertext
CT = (Co,{C1,i,C2,i,C3,4,Cy i }icpy) can be generated as follows.

with attribute at formats as Dgiq q¢ = (gid, D

— Chooses s, v, ..., V7, Wa, ..., wp Eg L3 randomly, and constructs two vectors:
6 = (87'02, ...,’Ul/),’w = (0,1112, ...,wl/).

— For i = 1,...,1, chooses t;€r Zyn randomly, computes
Xi =W, v and g; =W, -w, and computes: Co = M - e(g,9)%; Ci; =
e(g,9) I e(g, 9)™* 0" Coi = g'; Cay = [ g"edtight; Cuy

Jj=1 j=1

}—(atp(z) )ti

Decrypt(GPP,CT,{Dgidat : at € Sgia}) — M : If Sy;q satisfies the access
policy specified by (W, p), user gid with attribute set Sg;q can recover message
as follows.

— Computes {w; : i € I} such that > w,W; = (1,0,...,0), where I = {i :
il

aty) € Sgid}-

C1,ie(Cs,1,H(gid))e(Ca, s, D7y o ) v . _
~ Computes G D0 )g 20- = e(g,g)Ne(g, H(gid))":.
= i gid, “aty ()
Ai Wi r
— Computes [] (e(g,9)" e(g, H(gid))"") " = e(g,9)*.
el
— Recovers M = e(gcig)s.

Audit(GPP, gid,{Dgiq,q1:at € Sgia}) — gidor L : Given an aggregate decryp-
tion key (gid, { Dg;d,at:at € Sgiq}), any third party can publicly verify whether it
belongs to identity gid or not. If and only if Jat € Syiq such that e(Déu)i atr9) =

I1 PK}L‘”, I1 e(PKiij,H(gid))e(f(at) D2 ), where T;(at) = A;; for i =

gid,at
i=1 i=1
1,...,n, the algorithm output an identity gid, else output L.
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5 Security Analysis and Performance

The proposed MCP-AABE scheme can be proved fully secure based on the full
security of the multi-authority CP-ABE scheme [18] by Theorem 1, and can be
proved without key escrow based on the unforgeability of the short signature
scheme [30] in Theorem 2, and can be proved without key abuse based on the
unforgeability of signature schemes [29,30] by Theorem 3.

5.1 Confidentiality

Theorem 1. If there is an adversary A that can break full security of the pro-
posed MCP-AABE scheme with advantage €, there will be an adversary Ay, with
advantage € that can break the multi-authority CP-ABE scheme [18].

Proof. We will prove that an adversary A against the proposed MCP-AABE
scheme can be used to construct an adversary A; against the multi-authority
CP-ABE scheme [18] as follows.

Setup. Challenger C runs the Global Setup()) algorithm and sends the global
public parameters {N,G,Gr,e,g,U, Ay, ..., Ay, 71, ..., T, F, H} to A, and sends
{N,G,Gr,e,g9,U,} to A;. A and A; specifies corrupted authorities. C runs
the Authority Setupa, ;(GPP) algorlthm and gives public keys of uncorrupted

E ai,j Z Tij
authorities to A, computes (e(g, g)i=t ,g=t ) which implies the master key
n n

of uncorrupted authority is set to be a; = >, ,2; = > x;; and sends
t t
(eg, )= 95 ) to Av,

Query Phase 1. Given a KQ(gid, at) query from A4y, C generates an aggregate

W p ) of attribute at with r; = 0,4 = 1,...,n, and

decryption key (Dgid at» Dyid.at

n

>
Flat)i=t = g% H(gid)* to A;.

> ai > @i
sends Déu)i =91 H(gid)'i=1
Challenge. Given two messages My, M; and an access structure (W,p). C
generates a challenge ciphertext CT = (Cp,{Ch, 2,021,031,041}16[1]) for A.

C1 4, Cs ican be written as C1; = e(g, g) e(g, g) @, Cs; = H gFietighi =
j=1
g*etighi Thus, C sends (Co, {Ch,i, Ca,i, Cs,i }icpyy) to Ai.

From above simulation, C can indistinguishably simulate all the queries asked
from A;. Thus, if there is an adversary A that has advantage € to have a correct
guess b = b, similarly C has advantage € to break the multi-authority CP-ABE
scheme [18].

5.2 Security Analysis for Problem of Key Escrow

Theorem 2. Let Advpr(A) denote the advantage of adversary A in solving
the DL problem, and ¢1 denote the advantage of adversary A against the short
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signature scheme [30], then a Type II or Type III adversary A in the proposed
MCP-AABE scheme can generate a valid decryption key with advantage at most
AdUDL(.A) +é€1.

x

Proof. The short s1gnature in scheme [30] formats as H(m)®, where x is the

Tij

> @ > > > i
secret key. Déu)i w = 9=t H(gzd)l v " F(at)i=r = H(gid)i=t g’, can be

n
directly seen as a short signature [30] of identity signed by secret key > x; ;.
i=1
The short signature scheme [30] is proved to be unforgeable under the CDH
assumption. Then, we only need to reduce the key escrow security of our scheme
to the unforgeability of scheme [30]. There are two kinds of adversaries in key
escrow security model: Type II and Type III adversary.
Type-II adversary is defined as a dishonest authority colluding with corrupted
authorities. Let DA denote the dishonest authority and S; C A;,i = 1,...,n
be corrupted authorities sets. However, it is restricted that corrupted authori-

ties have no common attribute, i.e. N 7,71 (A;;) = 0. Without

DA,A; j€8;,i=1,n
loss of generality, we assume authority A;; denote the dishonest authority, and
authorities A4, ;,4 € [2,n],j € J, where J is an index set, are corrupted, and
assume at ¢ 7, '(A; 1) according to the restriction. Then, a Type-II adver-
n

sary knows ) x; ; and public key ¢”-*. Owing to the unforgeability of signa-
i=2
ture scheme [30] and the DL assumption, a Type-II adversary can’t generate

gidat = = H(gid)**H(gid)i=2 " ¢'.
Type-III adversary is defined as dishonest authorities colluding with dis-
honest users. It is naturally restricted that corrupted authorities and dishon-

est users have no common attribute, i.e. N TN (A ) N Wy = 0,

A, ;€8;,i=1,-n
where Wyia = {at|KQ(gid,at) is made by A}. We assume at ¢ T, *(A11),
. i Tij i Qi j i i
then a Type-IIT adversary can get H(gid)i=2 ~gi=2 "~ F(at)=2 from corrupted
authorities and dishonest users, and public key ¢*'. Owing to the unforge-
ability of scheme [30], a Type-IIT adversary cannot generate a valid secret key

pW i

7

DY), = H(gidy" H(gid) =" g

gid,at

5.3 Security Analysis for Problem of Key Abuse

Theorem 3. Let Advpr(A) denote the advantage of adversary A in solving the
DL problem, and €2 denote the advantage of adversary A against the signature
scheme [29], then a malicious user A in the proposed MCP-AABE scheme can
generate a forged decryption key with advantage at most Advpyr,(A) + e2.

Proof. The signature scheme in scheme [29] formats as g§F(at)", g", where

¥ @i
92€RG, rERZ}; and a is the secret key. The decryption key Déu)i =995
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n n

Flaty=", D) L

2. ai
gidat = 9'=' , where go = H(gid), g’ = g==! J, can be directly
9]

seen as a signature [29] of attribute at signed by secret key Z T

The signature scheme [29] is proved to be unforgeable under the CDH
assumption. Then, we will reduce the key abuse security of the proposed scheme
to the unforgeability of scheme [29]. The key abuse of authority can be prevented
because the CP-ABE scheme is without key escrow. Thus, we only consider the
key abuse of user.

The key abuse of user is defined as a dishonest user, denoted by DU, colluding
with corrupted authorities. It is restricted that they have no common attribute,

ie. N 7;_1(142‘,]‘) NWpy = 0, where Wpy is the attributes belongs
A; €S i=1,-
to dishonest user DU We assume at ¢ T, '(A; 1), then a Type-IIT adversary

> Y3 i, Z i
can get H(gid)i=2 ]f(at)i=2 gi=2 7 gi=2 " from corrupted authorities and

dishonest users, and the public key g**'. Thus, owing to the unforgeability
of signature scheme [29], a malicious user cannot generate a valid secret key

> Tig i T4 i T
1 ; 2. T 2 i
Dijyar =95 95" Flat)= ¢/, D} =g .
Furthermore from Theorem 2 and Theorem 3, the key abuse of both dishon-
est user and authority can be prevented, so it can achieve accountability.

5.4 Feature and Efficiency Comparisons

Table 1 shows comparisons of security properties between multi-authority ABE
schemes [18,19,25], traceable ABE schemes [26-28] and the MCP-AABE scheme,
where TR denotes traceability and PV denotes public verifiability. The proposed
MCP-AABE scheme is adaptively secure in the random oracle model, and is the
first multi-authority CP-ABE that is without key escrow and key abuse.

Table 1. Security property comparison with related works

Scheme Type I |Key Escrow Key Abuse
Type II | Type III | Type IV | TR | PV

[18] Full X X X VA

[19] Full v X v X | X

[25] Selective | v/ v X x| x

[26] Selective | v/ X X v Y

[27] Full X X X v X

(28] Full X X X v Vv
MCP-AABE | Full v v v v v

We also give a comparison of efficiency with the multi-authority CP-ABE
schemes [18,19]. Let |A| denote the number of attributes associated with a secret
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key, |W| denote the number of attributes related to an access structure, |D|
denote the number of attributes needed for decryption, |N| denote the number
of CAs in [19].

Table 2. Efficiency comparison with scheme [18]

Scheme Key Ciphertext | Encryption Decryption
Pairing | Exponential Pairing | Exponential
[18] |A] IWl+1 |1 5|W|+1 2|D| |D|+1
[19] 21A|+ 1| 2W|+1 |1 3|W|+|N|+1|3|D] |D|+1
MCP-AABE | 2|4]| 4wWi+1 |1 6|W|+1 3|D| |D|+1

As shown in Table 2, the efficiency of MCP-AABE is comparable to the CP-
ABE scheme [18,19]. Actually, if without considering the multiplication oper-
ation in group G, the efficiency (including the key and ciphertext size) of the
proposed MCP-AABE scheme can be decreased to the same as scheme [18] if we
let an attribute relate to a master key instead of a master key managing many
attributes, i.e. for i = 1,...,n,YA,; ; € Ay, [T, (A;j)|=1. Let r; = 0,i = 1,...,m,

then (D;ﬁ;at,Dﬁg a) = (g "J‘H(gid)’”f,g) is same as secret key in scheme [18]

with master key o; = Z Q5,5 = Z x; j. Furthermore, in scheme [19], AAs

should register itself to the CAs Wthh Wlll need troublesome authenticated inter-
action, and in MCP-AABE, each authority can independently issue secret keys
for users.

6 Conclusion

Key escrow and key abuse are two quite challenging issues in an ABE access
control system. We formalize the concept of MCP-AABE and propose a concrete
MCP-AABE scheme. In the proposed scheme, authorities who are from different
authority sets will independently distribute a secret key for an attribute, and
there is no requirement for any global coordination other than the creation of an
initial set of common reference parameters. In the proposed scheme, no individual
authority can decrypt any ciphertext. Even with the help of any corrupted user,
no individual authority can decrypt the ciphertext not intended for the corrupted
user. Furthermore, corrupted authorities can’t decrypt any ciphertext if they
have no common attribute in their domains of attributes. In addition, any third
party can publicly verify the identity of an exposed secret key. Thus, it can
achieve accountability. At last, the computation cost and communication cost of
our scheme is comparable to the decentralizing CP-ABE scheme [18].
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