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Abstract. Nowadays, cyber threats (e.g., intrusions) are distributed
across various networks with the dispersed networking resources. Intru-
sion detection systems (IDSs) have already become an essential solu-
tion to defend against a large amount of attacks. With the development
of cloud computing, a modern IDS is able to implement more compli-
cated detection algorithms by offloading the expensive operations such
as the process of signature matching to the cloud (i.e., utilizing com-
puting resources from the cloud). However, during the detection process,
no party wants to disclose their own data especially sensitive informa-
tion to others for privacy concerns, even to the cloud side. For this sake,
privacy-preserving technology has been applied to IDSs, while it still
lacks of proper solutions for a collaborative intrusion detection network
(CIDN) due to geographical distribution. A CIDN enables a set of dis-
persed IDS nodes to exchange required information. With the advent of
fog computing, in this paper, we propose a privacy-preserving framework
for collaborative networks based on fog devices. Our study shows that
the proposed framework can help reduce the workload on cloud’s side.

Keywords: Collaborate network · Privacy preserving · Intrusion
detection · Cloud environment · Fog computing

1 Introduction

Cyber threats (e.g., virus, denial-of-service (DoS) attack) are a big issue for
current computer networks. To defend against various cyber attacks, intrusion
detection systems (IDSs) have been widely deployed in organizations. Based on
the detection approaches, an IDS can be roughly classified as signature-based
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IDS and anomaly-based IDS [31]. The former (e.g., Snort [28]) detects an intru-
sion through comparing the packet payload with stored signatures (i.e., which
describes a known attack or exploit), while the latter uses a pre-defined threshold
and identifies an anomaly by comparing current profile with normal profile (i.e.,
which describes normal status of a network or system). Additionally, an IDS
can be categorized as network-based IDS (NIDS) and host-based IDS (HIDS) in
terms of the deployed locations.

With the increasing traffic volumes, it is hard for a traditional IDS to handle
large incoming traffic. For example, the processing burden of a signature-based
IDS is at least linear to the size of an input string [4]. With the development of
cloud environment, an IDS can reduce its burden by offloading expensive oper-
ations to such computing infrastructures. For instance, Alharkan and Martin [1]
proposed IDSaaS in Amazon EC2 cloud, which could monitor and record mali-
cious network behaviors between virtual machines and users within a Virtual
Private Cloud. Yassin et al. [33] proposed CBIDS, a Cloud-based Intrusion
Detection Service Framework (CBIDS) to monitor different layers’ traffic and
detect unexpected activities from different points of a network.

In practical usage, an IDS should upload its traffic to the cloud side for
inspection, which leads to threaten users’ privacy. For example, cloud service
provider may passively monitor users’ log information to improve some of their
services, but users may not want their log information to be monitored. As a
result, privacy-preserving technology is widely applied to current IDSs. As an
example, Park et al. [26] proposed PPIDS, a privacy preserving method for IDSs
by applying cryptographic approaches to log files without a trusted third party
(TTP). This system can encrypt the audit log file and identify intrusions over
encrypted data.

Motivations. However, current cloud-based IDS is not suitable for a distributed
IDS infrastructure due to its geographical distribution. Collaborative intrusion
detection networks (CIDNs) enable a set of IDS nodes to collect and exchange
information with each other [32]. If all data is uploaded to a cloud server for
computation, it would consume considerable communication and computing
resources, which makes a negative impact on the quality of service (QoS) (i.e.,
dealing with many redundant data). To further mitigate this issue, fog comput-
ing is a paradigm extending cloud computing and its services to the edge of the
network (i.e., proximity to end-users/nodes), which can support for mobility,
heterogeneity, interoperability and pre-processing.

Contributions. As fog computing can provide a computing and storage plat-
form physically closer to the end nodes and users, provisioning a new breed of
applications and services with the cloud layer, it well complements the appli-
cation of cloud computing. In this paper, we thus propose a privacy-preserving
framework for CIDNs based on fog devices. The contributions of our work can
be summarized as below:

– We introduce the background of collaborative intrusion detection environ-
ments including its major components and propose a privacy-preserving
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framework for CIDNs based on fog computing. The fog computing can pro-
vide storage, computing and networking services between an IDS and a cloud.
With the equipped resource, fog devices could loose the workload of a cloud
server.

– As a study, we apply Rabin fingerprint algorithm to our proposed framework,
and evaluate our approach in a simulated environment. The experimental
results show that our framework can help reduce the workload of a central
server on the cloud.

Organization. The rest of this paper is organized as follows. In Sect. 2, we
introduce the background of collaborative intrusion detection networks. Section 3
describes our proposed privacy-preserving framework and Sect. 4 shows a study
and performance results. Section 5 introduces related work and Sect. 6 concludes
our paper.

2 Background of CIDNs

This section briefly introduces the background of collaborative intrusion detec-
tion networks (CIDNs). As a CIDN is vulnerable to insider attacks, trust com-
putation and evaluation is essential within such network [18,20,25]. This section
takes challenge-based CIDNs as an example, describing its major components
and explaining how it works.

Major components. In addition to a detection engine, each node in a CIDN
usually contains several components including trust management component,
collaboration component and P2P communication.

– Trust management component. This component aims to evaluate the trust-
worthiness of other nodes. Regarding challenge-based CIDNs, the trustworthi-
ness of target nodes is mainly computed by evaluating the received feedback.
Each node can send out either normal requests or challenges for alert ranking
(consultation). To protect challenges, it is worth noting that challenges should
be sent out in a random manner and in a way that makes them difficult to
be distinguished from a normal alarm ranking request.

– Collaboration component. This component is mainly responsible for assisting a
node to evaluate the trustworthiness of others by sending out normal requests
or challenges, and receiving the relevant feedback. If a tested IDS node receives
a request or challenge, this component will help send back its feedback. As
shown in Fig. 1, if node A sends a request/challenge to node B, then node B
will send back relevant feedback.

– P2P communication. This component is responsible for connecting with other
IDS nodes and providing network organization, management and communi-
cation among IDS nodes.

Network Interactions. In a CIDN, each IDS node can choose its partners or
collaborators based on its own policies and experience. These IDS nodes can be
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Fig. 1. The high-level architecture of a typical challenge-based CIDN.

associated if they have a collaborative relationship. Each node can maintain a
list of their collaborated nodes, called partner list (or acquaintance list). Such
list is customizable and stores information of other nodes (e.g., public keys and
their current trust values). Before a node asks for joining the network, it has
to register to a trusted certificate authority (CA) and obtain its unique proof
of identity (e.g., a public key and a private key). As shown in Fig. 1, if node D
wants to join the network, it needs to send an application to a network node,
say node A. Then, node A makes a decision and sends back an initial partner
list, if node D is accepted.

CIDNs allow IDS nodes exchanging required messages in-between to enhance
their performance. There are two major types of messages for interactions.

– Challenges. A challenge contains a set of IDS alarms asking for labeling their
severity. A testing node can send a challenge to other tested nodes and obtain
the relevant feedback. As the testing node knows the severity of the alarms, it
can use the received feedback to derive a trust value (e.g., satisfaction level)
for the tested node.

– Normal requests. A normal request is sent by a node for alarm aggregation.
Other IDS nodes should send back alarm ranking information as their feed-
back. Alarm aggregation is an important feature for CIDNs, which can help
improve the detection performance, and it usually considers the feedback from
trusted nodes.
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3 Our Approach

This section introduces the concept of fog computing and details our proposed
privacy-preserving framework for collaborative intrusion detection.

3.1 Fog Computing

Fog computing is proposed by Cisco, which aims to help ease the burden of
the IoT server and safeguard the QoS [3]. As cloud computing does not need
the enterprise and the end user to know specification or many details, it bliss
becomes a problem for latency-sensitive applications, which require nodes in
the vicinity to meet their delay requirements. For this sake, fog computing is
proposed, which enables a new set of applications and services. There is a fruitful
interplay between the cloud layer and the fog layer, particularly in the aspects
of data management and analytic.

The main idea of fog computing is to provide storage, computing and vari-
ous networking services between the environmental devices and the cloud side.
For this sake, fog devices are often close to end devices, and provide a certain
amount of storage and computation resource. With these resources, fog devices
can process the collected data locally, in order to ease the burden of the cloud
side (e.g., a central server). For example, the fog devices can perform some spe-
cific operations on the received data and send the results to the central server.
In this case, the volume of data sent to the server could be reduced to a large
extend.

3.2 Our Proposed Framework

Due to the features of fog computing, it is suitable for distributed intrusion detec-
tion architectures. Figure 2 depicts our proposed privacy-preserving framework
for CIDNs based on fog devices. There are totally three layers:

– CIDN layer. This is the normal collaborative network layer, where different
IDS nodes can improve their detection performance by exchanging required
information with each other. Some expensive operations (e.g., signature
matching) and sensitive information (e.g., logs) could be offloaded to the
cloud side (cloud layer).

– Cloud layer. The cloud environment can provide sufficient computation
resources for the CIDN layer, so that data owners can ease the computa-
tional burden. However, cloud side cannot ensure an instant reply or return
of the computational results, depending on the geographical locations.

– Fog layer. The fog layer often embodies software modules and embedded
operating systems. This layer is able to analyze gathered data obtained from
the CIDN layer and thus make decisions locally. Local decision making is
an important way to reduce latency, and thus to provide quick responses to
unusual behaviors.
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Fig. 2. Our privacy-preserving framework for CIDNs using fog devices.

4 Study and Evaluation

In this section, we detail the threat model, present a study of applying Rabin
fingerprint algorithm to our framework, and illustrates performance results.

4.1 Threat Model

This work adopts the curious-but-honest model for a cloud provider [5]. That is,
the cloud provider is trustful to follow the agreed protocol and perform intru-
sion inspection (i.e., analyzing network traffic for an organization); however, the
cloud provider attempts to monitor, store, and learn the information about the
sensitive (or private) data from the examined traffic, or attempt to discover
anything they are interested in.

4.2 Fingerprint Computation for Signature-Based IDS

To facilitate comparison with [17], we conduct a study by applying Rabin fin-
gerprint algorithm [27] to our framework. Rabin fingerprints can be computed
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using polynomial modulus operations with fast XOR, shift and table look-up
operations. It has two merits: (1) one way; and (2) fast computation. For a
signature-based IDSs, these fingerprints can be applied to the process of signa-
ture matching for the real-time requirement. More formally, for a binary string,
given a sliding window and an irreducible polynomial p(x), the fingerprint of
each k-bit gram can be computed as below:

f(x) = mk + mk−1x + mk−2x
2 + ... + m1x

k−1mod p(x) (1)

Based on Eq. (1), we can generate fingerprints for both IDS signatures and
transmitted network packets, and the cloud side can raise an alarm if any packet
fingerprint matches the signature fingerprints. However, our previous work [17]
indicated that the above straightforward approach has a privacy concern if there
is a match between two fingerprints from signatures and packet payloads. For
example, the cloud provider can still learn some useful information (i.e., which
part of a signature did match), as the signatures may be known.

To resolve this issue, we can perturb fingerprints before sending them to the
cloud provider. Note that for the exact matching, it is hard to completely prevent
the cloud provider from successfully launching brute-force attacks, but we can
still reduce the possibility of cracking.

As a study, we employ a simple approach; that is, the data owner can select a
secret s with a length of ls and use this secret to perturb the original fingerprints.
This approach enables the data owner to decide the length of ls so that the
cloud provider still needs to guess the secret and its length. The equation can
be presented as below:

f ′(x) = f(x) ⊕ s (0 < ls < |f(x)|) (2)

4.3 Performance Results

To investigate the performance, we simulated a cloud environment based on
iCanCloud1, which can simulate instance types provided by Amazon. The sim-
ulated CIDN consists of 10 nodes. The implementation of Rabin fingerprint is
based on cyclic redundancy code and all grams are in 8-byte. The fingerprints
are in 128-bit with 129-bit irreducible polynomials, and we set the length (ls) of
the secret s to 64-bit (half length of the fingerprints).

Fog devices can help perform signature matching for the transmitted traffic
from the CIDN layer to the cloud layer, and send the alarms/records to the cloud
side. The reduced workload of the central server on cloud’s side is shown in Fig. 3.
It is observed that with more traffic processed by fog devices, the workload of
the central server (in the cloud environment) can be greatly reduced. It is worth
noting that the central server still needs to aggregate IDS alarms and correlate
information. Overall, our results demonstrate that our proposed framework can
help reduce the burden of the central server on cloud’s side.

1 http://icancloudsim.org/Home.html.

http://icancloudsim.org/Home.html
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Fig. 3. Performance result of reduced workload vs. processed traffic on fog devices.

Security discussion. In current IDS scenario, we consider signatures are sensi-
tive as well, and we can use Eq. (2) to perturb the fingerprints. According to [17],
assume that there are matches between signature fingerprints and payload finger-
prints. Given the secret length ls (assuming that the length of ls is random with
uniformly distribution) and the fingerprint length lp, thus, the cloud provider
has no more than 1

2ls×2lp
(0 < ls < lp) probability of inferring the sensitive

information. If there is no match, then the cloud provider should brute force to
reverse the Rabin fingerprinting calculation. This brute-force attack is difficult
for a polynomial-time adversary [27].

5 Related Work

This section introduces related work about distributed intrusion detection sys-
tems, challenge-based CIDNs and privacy-preserving IDSs.

Distributed trust-based intrusion detection. Collaborative intrusion detec-
tion networks (CIDNs) [32] can enable an IDS node to achieve better detection
performance by collecting and communicating information with other IDS nodes.

Li et al. [11] identified that most distributed intrusion detection systems
(DIDS) might rely on centralized fusion, or distributed fusion with unscalable
communication mechanisms. Based on this, they proposed a DIDS according
to the emerging decentralized location and routing infrastructure. Their app-
roach assumes that all peers are trusted which is vulnerable to insider attacks
(i.e., betrayal attacks where some nodes suddenly become malicious). To detect
insider attacks, Duma et al. [6] proposed a P2P-based overlay for intrusion
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detection (Overlay IDS) that mitigated the insider threat by using a trust-
aware engine for correlating alerts and an adaptive scheme for managing trust.
The trust-aware correlation engine is capable of filtering out warnings sent by
untrusted or low quality peers, while the adaptive trust management scheme
uses past experiences of peers to predict their trustworthiness.

Similarly, Shaikh et al. [30] proposed a Group-based Trust Management
Scheme (GTMS), which evaluated the trust of a group of Sensor Nodes for two
topologies: intragroup topology and intergroup topology. Guo et al. [9] described
a trust management framework to generate trust values based on Grey theory
and Fuzzy sets. They computed trust values by using relation factors and weights
of neighbor nodes, not just by simply taking an average value.

Challenge-based intrusion detection. Challenge-based mechanism is a spe-
cial way of computing trust for IDSs, where the trustworthiness of a node
depends on the received answers to the challenges. Fung et al. [7] proposed
a HIDS collaboration framework that enables each HIDS to evaluate the trust-
worthiness of others based on its own experience by means of a forgetting factor.
The forgetting factor can give more emphasis on the recent experience of the
peer. Then, they improved their trust management model by using a Dirichlet-
based model to measure the level of trustworthiness among IDS nodes according
to their mutual experience [8]. This model had strong scalability properties and
was robust against common insider threats. Experimental results demonstrated
that the new model could improve robustness and efficiency.

To further enhance the performance of CIDNs, Li et al. [12] identified that
different IDSs may have distinct levels of sensitivity in detecting particular types
of threats based on their own signatures and profiles. They thus defined a con-
cept of intrusion sensitivity and explored its feasibility on evaluating the trust
of an IDS node. They further designed a trust management model based on
intrusion sensitivity to improve the robustness of CIDNs [13], and proposed a
machine learning-based approach in automatically allocating the values of intru-
sion sensitivity [16].

On the other hand, Li et al. [14] proposed a novel type of collusion attack,
called passive message fingerprint attack (PMFA), which can collect messages
and identify normal requests in a passive way. In the evaluation, their results
demonstrated that under PMFA, malicious nodes can send malicious responses
to normal requests while maintaining their trust values. A special On-Off attack
(called SOOA) was also developed by them, which could keep responding nor-
mally to one node while acting abnormally to another node [15]. As a result,
there is still a need to enhance the security of CIDN frameworks [24], i.e., con-
sidering behavior profile [29]. Other related studies on improving IDSs can be
referred to alert reduction [19], alert verification [22,23] and EFM [21].

IDS and privacy-preserving techniques. A number of privacy-preserving
schemes are developed for protecting data privacy during data sharing and
intrusion detection. For example, Park et al. [26] proposed PPIDS, a privacy
preserving approach for an IDS through applying cryptographic methods to log
files without a trusted third party (TTP). Thanks to the use of cryptographic
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methods, PPIDS could prevent users’ log information from being monitored and
misused. In addition, their approach could provide anonymity (encryption of ID),
pseudonymity (encryption of quasi-identifier such as IP address), confidentiality
of data, and unobservability. One major issue is that PPIDS could lower the
performance due to encryptions when log information was stored in SQL table
and it could not provide perfect unlinkability.

Regarding the integration of a trusted third party, Benali et al. [2] iden-
tified and discussed some privacy issues. For example, when several organiza-
tions decided to collaborate in identifying intrusive activities, every organization
resource manager was requested to send the events log to a central unit. As a
result, such central unit was supposed to act as a trusted entity. Indeed, when
the analyzer received the event from the participant, a large amount of private
information regarding resources and IP addresses would be communicated. In
addition, it could be embarrassing for a participant to be pointed out by the
third party as a particular weak participant.

Zhou et al. [35] proposed a framework to detect Sybil attacks, while pre-
serving the privacy of users in vehicular ad hoc networks. The framework could
distribute the responsibility of detecting Sybil attacks to semi-trusted third par-
ties. Kerschbaum and Oertel [10] presented a provably secure pattern matching
algorithm that could be used for distributed anomaly detection. Their algorithm
implemented pattern matching that could be used as the building block for anom-
aly detection. The experiments indicated that their algorithm was acceptable in
RFID anti-counterfeiting. Later, Zhang et al. [34] designed a ‘semi-centralized’
architecture, which used secure multiparty computation (SMC) protocol to con-
duct a privacy-preserving Principal Component Analysis (PCA), and maintain
its scalability and accuracy for anomaly detection. In the evaluation, they showed
that none of the participant could learn the private information of other partic-
ipants during the computation progress.

6 Conclusion

Intrusion detection systems are an important solution to defend against cyber
attacks. With the help of cloud computing, a modern IDS is able to deploy
advanced detection algorithms by offloading the expensive operations like the
process of signature matching to the cloud side. However, during the detection,
no party wants to disclose their own data especially sensitive data to others. For
this sake, privacy-preserving intrusion detection technology has received much
attention, while most current approaches are not suitable for collaborative intru-
sion detection networks (CIDNs) due to its geographical distribution. With the
advent of fog computing, in this paper, we propose a privacy-preserving frame-
work for CIDNs based on fog devices. In our study, we apply Rabin fingerprint
algorithm to our framework, and found that our approach can greatly reduce
the workload of the central server on cloud’s side.

This is an early study in this direction, and there are many topics for our
future work. One is to apply our proposed framework to a real network environ-
ment and investigate the detection performance. It is also an interesting topic



A Privacy-Preserving Framework for CIDNs Through Fog Computing 277

to analyze accuracy, privacy and efficiency of the proposed framework for an
anomaly-based IDS.
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