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Abstract. Societal security has been receiving unprecedented atten-
tion over the past decade because of the ubiquity of online public data
sources. Much research effort has been taken to detect relevant soci-
etal issues. However, forecasting them is more challenging but greatly
beneficial to the entire society. In this paper, we present a forecast-
ing system named Carbon to predict civil unrest events, e.g., protests
and strikes. Two predictive models are implemented and scheduled to
make predictions periodically. One model forecasts through the analysis
of historical civil unrest events reported by news portals, while the other
functions by detecting and integrating early clues from social media con-
tents. With our web UI and visualisation, users can easily explore the
predicted events and their spatiotemporal distribution. The demonstra-
tion will exemplify that Carbon can greatly benefit the society such that
the general public can be alerted in advance to avoid potential dangers
and that the authorities can take proactive actions to alleviate tensions
and reduce possible damage to the society.
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1 Introduction

Societal security has great impact on daily lives of the public and the stabil-
ity of a society. Great attention has been paid to security incidents thanks to
instant news reports and the widespread use of social media. Nowadays, people
can read “hot-off-the-press” emergency reports instantly via online news portals,
while social media users can even smell the emergence of incidents earlier before
their occurrences. Much effort has been invested in detecting events or generating
summaries from social media data [4-6,8]. Compared with detecting, however,
forecasting them could be much more desirable, as it allows the public to be
alerted prior to dangers and enables the authorities to take proactive actions to
alleviate tensions and minimise disruption. Some researchers tried to make fore-
casts with public data to predict crowd behavior [3]. Researchers from Virginia
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Tech has built EMBERS to forecast civil unrest events such as protests in 10
Latin American countries [1,7]. As an intelligence project supported by IARPA!,
other than the published papers, however, plenty of details of EMBERS are still
unclear and kept confidential, and the system is not accessible by external users.
Besides, it focuses on forecasting only for Latin American countries.

In this paper, we have built a system named Carbon to forecast civil unrest
events for Australia and some other Asia-Pacific countries by monitoring and
analysing news and social media. To process millions of civil unrest related doc-
uments each day, Carbon has been built on Apache Spark? to provide real-time
and scalable data processing, analysing and event forecasting. Note that civil
unrest forecasting is more challenging for Asia-Pacific countries, esp. Australia,
where such events are often less frequent and on smaller scales. To tackle the
challenges, we propose a novel and effective time-series model and improve the
planed protest model in EMBERS for fine-grained predictions.

Carbon ingests open source data, mainly news articles and Twitter /Facebook
streams, to capture precursory clues for civil unrest events. Our news analysts
search through popular news portals every day and take down reported civil
unrest events as Gold Standard Records (GSRs), which are then used as the
ground truth to build and evaluate our models. Each GSR represents a reported
event, e.g., a protest, with attributes such as the event date, reported date, loca-
tion, predefined event type (e.g., political or economic issues), predefined popu-
lation group (e.g., education, labor) and description. We also purchase Twitter
data from GNIP? continuously to avoid the Twitter API rate limits and to col-
lect as much civil unrest related data as possible to enhance the predictiveness of
our system. Carbon is currently aimed at Australia and nearby countries. How-
ever, with our generic system design and solutions, it can be easily extended to
other regions.

To predict civil unrest events, we propose a GSR based model which utilises
underlying patterns of historical GSRs, and another model which leverages civil
unrest indicators extracted from social media streams. These models are designed
to work complementarily. That is, the GSR based model makes use of evolution-
ary features of different types of historical events, and the other model analyses
social media precursory clues. We notice that, although some events can be pre-
dicted by both models, most of them are captured by one model only, indicating
that the two models can complement each other to provide a greater coverage.

Since predictions are made to forecast future events, the evaluation of the
predictions cannot be conducted until GSRs are collected for the correspond-
ing predicted time period. A background job is scheduled weekly in Carbon to
evaluate the precision and recall of those predictions. A prediction is consid-
ered correct only if all its attributes (mainly the date or time range, location,
event type and population group) match the corresponding attributes of some
GSR within the examined time period. In addition, we compute a lead time for
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each true prediction, i.e., how many days in advance the prediction is produced
before the corresponding event is reported on news portals. The quantitative
experimental results are summarised in Table 1.

The targeted audience includes both the public and authorities, who will have
a deeper understanding of the importance of a civil unrest forecasting system to
the maintenance of the security and stability of a society. We will demonstrate
how to explore the predictions through a web UI with three views, i.e., the
Predictions List showing recent predictions with details such as model name,
generation/predicted event date, location, probability, supporting evidence, etc.,
and the Predictions Map and Timeline which visualise the geographical and
temporal distribution of the predictions respectively.

Our major contributions include: (1) we have built a system which forecasts
rather than detects civil unrest events for countries where civil unrest events
are less frequent; (2) we have introduced two predictive models which make
use of different types of knowledge (i.e., evolutionary trends and social media
precursory clues of civil unrest events respectively) and work complementarily;
(3) the predictions are of great value for the benefit of both the general public
and the authorities.

2 System Architecture

As is shown in Fig. 1, the architecture of Carbon consists of three major com-
ponents — the data storage, the data processing and modelling, and the Carbon
Ul The data processing and modelling component in the middle is the core of
Carbon. Spark jobs are scheduled and submitted periodically to perform day-to-
day operations, such as continual ingestion of open source data, data enrichment
and feature extraction (including the inference of Twitter /Facebook users’ loca-
tions based on their profiles and check-ins, the conversion of a relative day, e.g.,
next Monday, to an absolute date, etc.), inverted index building and so on.

Carbon Ul :
ions List 1
1
1
1

Table 1. Experimental results
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Fig. 1. Architecture of Carbon
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The predictive models which are designed to work complementarily are submit-
ted to run at regular intervals by a scheduler. The output predictions are stored
in the database and presented in the web UI, and will be scheduled later for
evaluation when GSRs are gleaned for the predicted time period.

3 Predictive Models

3.1 Time-Series Model

The time-series model predicts the future by leveraging both historical evolu-
tionary patterns and recent trends of events. It first sorts the GSR events ranging
from tgpqrt tO teng in chronological order, and divides them into equally sized
(e.g., one week long) windows wy, wa, ..., w, such that each window contains
events falling in the corresponding time range. With the n windows, our aim
is to predict whether certain events will happen in window w, 11 by exploring
historical events based on a group of base patterns. A base pattern is produced
by examining GSR events in a few, say 3, recent windows to capture the latest
trends of a certain type of events. For instance, if a series of protests was about
immigration officers calling for higher salary and it happened in windows w,, o
and w,, but not w,_1, we can derive a time-series base pattern (1,0, 1), where 1
indicates the occurrence of a protest in corresponding windows and 0 otherwise,
to capture recent trend of this type of protests. To make predictions, we need
to generate all possible base patterns in recent windows. Once having the base
patterns ready, we then scan GSR events window by window to figure out the
number of occurrences of the same patterns in history. For each base pattern bp,
we obtain the numbers of cases that the same type of events happened or did
not happen respectively in the subsequent window when there are consecutive
windows matching bp in history, and then estimate the probability of the corre-
sponding event to happen in window w,+1. We have adopted the idea of higher
order Markov chains in this model, meaning the prediction of w,+; depends on
multiple precedent windows wy,, w,_1, ... instead of only the most recent window
wy, because the occurrence of an event in the future is likely to be triggered by
similar events that happened in multiple previous windows.

To enhance the sensitivity of the model, we further extend the 0/1 base
pattern matching approach to an approximate matching approach. We repre-
sent a base pattern using the frequency of a certain type of events, (1,0,4) for
instance, to match against the frequencies of the n windows of GSR events of
the same type. We support approximate frequency matching by allowing base
pattern (1,0,4) to be matched with some sub-history (i.e., a subsequence of the
GSR history), say (...,2,0,5,...), as long as the sum of corresponding absolute
frequency differences, i.e., |2—1|4|0—0|+|5—4|, is less than a distance thresh-
old. Besides, we also support approximate matching in the timeline dimension
by allowing (1,0,4) to be matched with some sub-history of a different length,
say (...,2,0,0,5,...). A combined difference is computed and compared with the
threshold to take into account the differences in both the frequency and timeline
dimensions, which provides a fine-grained comparison between a base pattern
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and sub-histories by matching their signal strengths and durations with cer-
tain tolerance.

As shown in Table 1, the experimental study has verified that the approxi-
mate matching approach can significantly improve the average recall. As a trade-
off, if we gradually expand the prediction time window from one week to one
month, the average precision will continuously increase to 0.8 while the average
recall slightly drops to 0.52.

3.2 Two-Phase Planed Protest Model

Although most types of events occur from time to time, there are still certain
types which never appeared before or cannot be modelled by the GSR based
model. As such, we have also introduced a two-phase planned protest model
(PPM) which clusters social media textual data to generate predictions with
strong evidence. Our PPM is an extension of the planned protest model in [7] to
overcome the difficulty in distinguishing different predictions generated for the
same location and event date.

PPM applies two clustering phases over the indicators, which are the enriched
data containing the original contents (e.g., Tweets) and inferred phrase lists. A
list often contains seed keywords and related lemmas (e.g., “good” is the lemma
of “better”), inferred future dates and locations. The indicators are filtered to
English only, and binned into date and location groups. In the first phase, we
extract cleaned (i.e., with unicode symbols, RT blocks, quotes, etc. removed)
textual Tweet features first and maintain them using a token/count vectoriser.
Next, we estimate an epsilon density measure using a nearest neighbour max
absolute distance and apply it in DBSCAN [2] to cluster Tweet based indicators
whose textual contents are similar. In the second phase, we add new data sources
(e.g., Facebook URLs) to existing Tweet clusters based on the URLs contained
in the Tweets, and merge related Tweet clusters together if they all reference the
same URL (e.g., a news article). In the end, these clustered indicators are output
as predictions if they cross over a configurable threshold. The performance of
PPM can be found in the last row of Table 1.

4 Demonstration

In the demonstration, we will exhibit Carbon, our civil unrest forecasting system,
which has been producing predictions since June 2016. We will elaborate the
system design, predictive models and predictions, such that users can obtain an
in-depth understanding of how the system effectively generates predictions and
why the predictions it produces can greatly benefit the society.

We will also introduce the system interface, where we provide user admin
functions to grant proper privileges to a new user. Users can log in to see the
main interface (cf. external snapshots*), where on the left panel users can click

4 https:/ /www.dropbox.com/s/7pwinj97r46abmo/carbonULpdf?d1=0.
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i i i Adelaide, SA, Australia
Time Series Model, Version 2.0 Tuesday, 4th of Apy 2017

& Event Details

« Location: Adelaide, Sa, Australia
« Event Date: 04/04/2017

o Tweet(s): 5

% Prediction Details

Event ID: 3998803
Probability: 52%

First Issued: 29/03/2017
Last Updated: 29/03/2017
Population Group: Labour

Details « Source: ppm-2.2

» We have detected that an event will occur on « Event ID: 4121780

LRIEIIGNY Adelaide, SA, Australia « First Issued: 02/04/2017

« It has an event type of [[\[UYHELIGELS « Updated: 05/04/2017

« It has an population group type of EE[oII3 & Key Terms

« This event was generated by RUNIESEEEAI) .

Support #Adelalde TWU 24 24-hour sresns

This prediction is made based on historical GSR with the same LOCATION ca | |ed P lanned e Tuesd ayIS
and POPULATION GROUP. .

30 relevant GSR records are used to make this prediction. State NEWSROOM: reaChEd deal Strl ke
The predicted event is likely to happen between 2017-03-22 and 2017-04-18. Gov hour bus SHARE <
(a) Prediction issued by Time-series Model (b) Prediction issued by PPM

Fig. 2. Example predictions

on one of the three views, i.e., the Predictions List, Map and Timeline, while on
the right details of the selected view will be presented. At the top of each view
is a section where users can specify a time range and choose one or both of the
models to explore the predicted events.

The Predictions List displays the detailed predictions which are likely to
happen in the coming few weeks in chronological order. As an example, Fig.2
shows two predictions, issued by the time-series and PPM models respectively,
regarding the same bus drivers strike planned for 4 April 2017 in Adelaide. It
was reported on 1 April that up to 50,000 commuters would face great chaos
after bus drivers voted for a 24-hour strike, which could halt a third of Adelaide
Metro bus services®. The time-series model issued the prediction on 29 March,
6 days before the planned strike, based on 30 historical GSRs, and predicted
“labour” as its population group which referred to the bus drivers. Meanwhile,
the PPM model also predicted the same event on 2 April based on 5 Tweets,
from which keywords were extracted and visualised in word cloud. Although the
strike was called off owing to an in-principle agreement between the bus service
operator and the workers union right before it was about to take place, similar
events are not always avoidable. Had the strike happened, great chaos could hit
the city, let alone the possibility that it might have triggered conflicts and other
violent events. Therefore, forecasting strikes and other civil unrest events can
be vital and greatly beneficial to the public and authorities for them to take
proactive actions to avoid possible loss and disruption.

Different from the List view, the Predictions Map and Timeline views inte-
grate multiple predictions and visualise their spatiotemporal distributions over
a map and a histogram timeline. By hovering the mouse over a circle on the
map or a bar in the timeline, users will see integrated information about a

5 http://www.adelaidenow.com.au/news/south-australia/09a3a63b361a785fabc94982
8148025e.
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location/date, including the number of predictions, their corresponding models
and probabilities. Users can gain insight into safety condition of different places
by observing the distribution of reported and predicted civil unrest events. The
observations could serve as guidance for travel planning.
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