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Abstract. Voting is an important part of electronic participation whenever it
comes to finding a common opinion among the many participants. The impact of
the voting result on the outcome of the e-participation process might differ a lot as
voting can relate to approving, polling or co-decision making. The greater the
impact of the electronic voting on the outcomes of the e-participation process, the
more important become the regulations and technologies that stipulate the voting
system and its procedures. People need to have trust in the voting system in order
to accept the outcomes. Hence, it is important to use thoroughly trustworthy,
auditable and secure voting systems in e-participation; especially whenever the
voting within the e-participation process is likely to have a significant impact on
the outcome. This paper analyses the verdict of the Austrian Constitutional Court
in relation to the repeal of the Elections to the Austrian Federation of Students in
2009 where electronic voting was piloted as additional remote channel for casting
a ballot. The court states its perspectives on elections and electronic voting which
serve as sources for the derivation of legal requirements for electronic voting in
this paper, namely requirements for accountability and trust by the electoral
committee. Then, possible solutions for the requirements based on scholarly
literature are described. The paper does not intend to explicitly provide e-voting
solutions for elections, but instead proposes to serve as a basis for discussion of
electronic voting in different e-participation scenarios.

Keywords: E-participation * E-voting + Electoral committee + Accountability *
Trust

1 Introduction

Electronic participation is characterized by the participation of citizens in political
decision-making processes with tools based on modern information and communication
technologies (ICTs). Procedures for the participation of citizens in the decision-making
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process are possible at all administrative levels, from the municipality to the European
Union, but can also be integrated in other contexts such as private organisations. The
implementation of electronic participation has the potential to reduce hurdles for par-
ticipation and to lower the costs of these processes in the long-term [1].

E-participation can be used for various purposes and in different forms, hence, the
processes and platforms are often tailor-made for specific contexts. Models that
describe e-participation usually divide elements of participation according to the degree
of impact each has on the final decision [2]. While low levels of participation, such as
accessing information or commenting on ideas, do usually not require strong regula-
tions and high technical security standards, forms of participation with high impact on
decision-making outcomes require the implementation of higher standards. As soon as
selections and votes are part of the participation process, technical security and detailed
regulations are required in order to establish trust in the outcomes of the participatory
actions. The greater the impact of the participatory process on the final result, the
higher the demands for proper regulations, implementation and secure systems [3].

E-voting in its legally binding context of official elections is the form of
e-participation with the most direct impact on the actual decision. Consequently, it is
relevant to look closely at e-voting requirements for use in secure voting processes in
e-participation.

1.1 Background: The Elections to the Austrian Federation of Students

The elections to the Austrian Federation of Students in 2009 have been the first and
only instance of electronic voting in Austria up until now. As the level of participation
is traditionally low in the elections to the Austrian Federation of Students [4], e-voting
was seen as a means with the potential to increase engagement and to test new tech-
nology within a young target group. The implementation of an e-voting pilot as
additional remote channel to cast a vote along side the paper ballot in these elections
was accompanied by a controversial discussion among students and in the public.

The update of the Regulation of the Elections to the Austrian Federation of Stu-
dents from 2005' came into effect on 3 October 2008 and expired on 13 January 2012.
The regulation was challenged by individuals in the Austrian Constitutional Court,
which repealed the regulation on e-voting as it was not in alignment with the corre-
sponding Federation of Students law. Consequently, the election was considered
invalid. Major issues influencing the verdict of the Constitutional Court pertained to
regulations related to the electoral committee and a lack of clear definitions concerning
the processes of the verification within the entire voting system. For a comprehensive
analysis, see the works of Krimmer, Ehringfeld and Traxl [5, 6].

" In German: “Hochschiilerinnen- und Hochschiilerschaftswahlordnung 2005”. Available at: https:/
www.ris.bka.gv.at/Dokument.wxe?Abfrage=Bundesnormen&Dokumentnummer=NOR30006701.
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1.2 Relevance for the Electoral Committees and Accountability

The Austrian Constitutional Court dealt extensively with the Austrian Federation of
Students elections in 2009, and the relevant judgements can provide guidelines for the
implementation of secure e-voting in any context. This paper aims, therefore, to pro-
vide a basis for the discussion of possible solutions to legal and technical issues
encountered during the adoption of an e-voting system based on the demands made by
the Constitutional Court.

In the framework of electronic participation, participatory decision making is
usually not legally binding. E-voting regulations for officially binding elections hence
address the highest standards of security, audibility and reliability, and are of relevance
within the context of co-decision making in e-participation.

One must bear in mind that voting regulations and suffrage differ among countries,
and even differ within countries depending on the purpose and context of the voting
process. While the requirements formulated in this document may not be directly
applicable to different electronic voting contexts they do indeed serve as a base for the
creation of tailor-made solutions.

1.3 Structure of the Paper

In order to provide a robust analysis of e-voting as a participatory mechanism, and to
present an informed account of the legal concepts and technical solutions underpinning
the requirements for secure electronic voting in Austria, this research paper is struc-
tured as follows. First, the chapter entitled Methodology presents an account of the
research design and methodological tools employed by the authors within the context
of this research project. The next chapter, Requirements based on Literature, examines
the selected legal requirements as embedded case studies supported by evidence based
in scholarly and practitioner literature. The penultimate chapter, Discussion, offers an
informed concluding analysis of e-voting and its potential as a tool for greater public
engagement; locating the process within the broader conceptual framework of
e-participation in Europe. The paper closes with the final chapter, Acknowledgements.

2 Methodology

This paper takes into account the legal considerations of the Austrian Constitutional
Court ruling regarding the implementation of e-voting in the Elections of the Austrian
Federation of Students of 2009 in order to reflect the requirements for secure voting
systems that enable the electronic participation of citizens. For this purpose, legal
requirements for electronic voting were derived from the verdicts passed by the Aus-
trian Constitutional Court. Possible solutions for these requirements were then
extracted in a literature analysis of international scientific works. While the original
study takes into consideration all requirements derived from the judgements of the
Austrian Constitutional Court, this paper focuses on those that consider the require-
ments for the electoral committee and those that pertain to system accountability as
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these can potentially be transferred to other scenarios and contexts of voting as a form
of e-participation.

2.1 Deduction of Requirements

Sentences of the Austrian Constitutional Court were analysed for references to e-voting
in the Elections of the Austrian Student. Not all judgements with such references
included relevant information, for some appeals were rejected as they were not con-
sidered lawful or valid. The source of the sentences was the website of the Legal
Information System of the Republic of Austria.” The following pronouncements of the
Constitutional Court were analysed, and they are listed below according to date of
sentence and reference number:

— 25 June 2009, V28/09, V29/09 ua

— 10 December 2009, G165/09, V39/09

— 23 February 2010, V89/09

— 9 March 2011, G287/09

— 02 December 2011, WI-1/11, V85/11ua, B1214/10, B1149/10, B898/10
— 5 March 2012, WI-2/11

— 22 August 2014, WI 2/2014

Once all possible legal requirements were extracted from the original texts they
were clustered and filtered. These requirements were then further simplified for the
purpose of better handling, and redundant requirements were merged with others or
deleted. The categories for the clustering were thereafter derived from the content of all
requirements and not prior based on literature. In this paper the authors only discuss the
requirements that are part of the categories electoral committee and accountability.

2.2 Literature Research for Solutions

This section consists of a description of the research strategy adopted by the authors
whilst conducting a review of existing literature for legal concepts and technological
solutions relevant to the research project. To search for literature pertaining to elec-
tronic voting in general and to the derived legal requirements in particular, this project
made use of one database of peer-reviewed literature (Scopus), one specialist search
engine (Google Scholar), and one database of full-text books (Google Books).

The Scopus Database was queried specifically for peer-reviewed, scholarly liter-
ature. In order to optimally utilize the resource, a systematic conventional query string
was constructed to conduct the search within the ‘title’, ‘abstract’ and ‘keywords’ fields
of the publications indexed by this database. Searches were also filtered by scholarly
discipline in order to narrow down search results and to identify highly relevant
material. This research project also made use of the Google Scholar search engine to
recover full-text sources of material previously discovered using Scopus, to identify
clusters of publications authored by the same person, and to obtain new citations

2 https://www.ris.bka.gv.at/defaultEn.aspx.
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through a conventional key word search. The Google Books database was also queried
exhaustively in order to access material from both single-author books and chapters
within edited volumes. Here, books identified from earlier literature searches were first
looked up, either by publication name or by author/editor name or a combination of the
two. A conventional keyword search was also pursued.

3 Requirements Based on Literature

This chapter outlines and analyses the legal requirements for the implementation of
secure e-voting in Austria derived from the rulings of the Austrian Constitutional
Court. In particular, it discusses in some detail an extensive collection of legal concepts
and technical solutions extracted through a systematic literature analysis of interna-
tional scientific works that are considered relevant to the two sets of legal requirements
selected as the embedded case studies for this research paper.

The research findings presented are organised in the following manner: first, the
chapter comprises of three sections. The first section presents the derivation of the
requirements based on judgements passed in Austria by the Constitutional Court, and
introduces the embedded case studies. The second section is then concerned with
derived legal requirements for the electoral committee, and the third with derived legal
requirements pertaining to electoral accountability. Each stipulated legal requirement is
listed individually, and is followed immediately by a discussion that touches upon how
existing scholarly literature informs the legal condition conceptually and/or where
developments in technology further reflect or advance key fundamental legal concepts.

As this paper does not seek to provide concrete solutions for electronic distance
voting, but guidelines for voting at different stages within e-participation processes,
literature about remote electronic voting and electronic voting machines was consid-
ered for the scholarly discussion below.

3.1 Legal Requirements at a Glance: The Embedded Case Studies

The analysis of the verdicts passed by the Austrian Constitutional Court yielded at total
of 28 legal requirements, grouped by these researchers within 5 categories. Of these 5
categories, two — electoral committee and accountability — were selected as embedded
case studies for this research paper.

Out of the 28 requirements identified, 5 relate to the category electoral committee.
The derived requirements for the category electoral committee include that: the elec-
toral committee must be able to carry out all its statutory tasks; the electoral committee
must accept/receive the ballot; the electoral committee must examine the electoral
authority/eligibility of the elector; the verification of the identity of the person entitled
to vote must take place before the transmission of the electoral form; and, a certification
of the e-voting system by experts cannot replace the state guarantee of the electoral
principles observed by electoral committees.

Another 5 derived requirements may be clustered around the category account-
ability. These include: the electoral committee must be able to determine the election
results and their validity; the verification of the validity of the ballot papers must be
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ensured by the electoral committee; the electoral committee and the judicial authorities
of public law must be able to carry out a verification of the electoral principles and
results after the election; the essential steps of the electoral process must be reliably
verified by the electoral committee (without the assistance of experts) and the judicial
authorities of public law; and, the essential steps of the determination of results must be
reliably verified by the electoral committee (without the participation of experts).

3.2 Requirements for Trust by Electoral Committees

This section discusses the legal concepts and technical solutions pertaining to the
requirements for trust by electoral committees as identified in the scholarly and prac-
titioner literature.

The electoral committee must be able to carry out all its statutory tasks. Today, a
large percentage of electoral management bodies (EMBs) use information and com-
munications technologies with the aim of improving administrative procedures asso-
ciated with the electoral process [7]. Technologies deployed range from the use of basic
office automation tools such as word processing and spreadsheets to the application of
more sophisticated data processing tools including data base management systems,
optical scanning, and geographic information systems [8].

According to Caarls (2010), for an EMB to successfully carry out all its statutory
tasks, therefore, it is important that a two-pronged approach be adopted [9]. On the
one hand, the tasks and responsibilities of the EMB need to be defined clearly in
legislation [10]. The extent to which the EMB is involved with the electoral process has
direct bearing on the type and nature of the technological solution it deploys. On the
other, it is also vital that personnel within the EMB possess the necessary technical
expertise to effectively manage the process of electronic voting [11]. Only when both
pre-conditions are fulfilled will the administering electoral body be able to successfully
adopt and implement technology solutions to effectively perform and enhance its
functions. For technical solutions see also (amongst others) Prosser et al. (2004) [12].

The electoral committee must accept/receive the ballot. Remote electronic voting
refers to the election process whereby electors can opt to cast their votes over the
Internet, most usually via a Web browser from home, or from possibly any other
location where they have Internet access [13]. Whilst many different aspects of this sort
of election warrant closer accountability, the focus of this recommendation is on
security.

Voting in the traditional way, according to Chiang (2009), with physical ballots
submitted at a true polling station, is usually done with confidence because the
tangible safeguards put in place ensure a tangible return to the electoral management
authority [14]. Technology-enabled elections are viewed with suspicion as votes might
be intercepted and tampered with at the time of transmission to the electoral authority
servers [15].

Just as the revamped election system needs to be seen as both reliable and trust-
worthy by electors [16], so must the system be considered impenetrable to external
malicious attacks or intent by the administering authority says Pieters (2006). In
recognising this, Andreu Riera Jorba and Jordi Castella Roca have developed and
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patented under United States law a secure electronic voting system that employs
interrelated cryptographic processes and protocols to provide reliability to vote casting,
ballot recounts, and verification of vote or poll results [17].

The electoral committee must examine the electoral authority/eligibility of the
elector. Within the European Union, Ikonomopoulos et al. (2002) have determined
that the process of examining the electoral authority/eligibility of the elector is a
two-fold procedure. First, the process of determining electors is performed, a step
essential for the current voting process, wherein all persons above a certain age have
either the right or the obligation to participate in the democratic process [18]. This stage
is realised by the state employees working for the electoral authority who determine,
according to the national census, each individual’s age and legal status. Second, the
requirement of providing a means of authentication to each elector then needs to be
fulfilled. This is achieved when state employees create a means of identification for
every elector, and when these are subsequently received by voters from the state.

Therefore, for an electronic voting system to be at once secure, legitimate and
complete, Tkonomopoulos et al. (2002) hold that it is important for the electoral
committee be able to determine and establish the electoral authority/eligibility of the
elector from a (1) legal, (2) functional, and (3) security systems-requirement per-
spective. The legal framework for the traditional model of voting advanced above
provides us with a basis for the e-voting system requirements specification. In terms of
functional requirements, the starting point of any of interaction with the information
system is thus the provision of access to system functions that each actor is authorised
to perform [18]. Building on this, Ibrahim et al. (2003) have proposed a secure e-voting
systems architecture that applies security mechanisms in order to meet the legal
security requirements needed for any election process. According to the proposed
system, as individuals register themselves with the administrator of e-voting to be
counted amongst eligible voters, a validator is made responsible for the verification of
elector authority/eligibility and for the production of a ballot ID [19].

The verification of the identity of the person entitled to vote must take place before
the transmission of the electoral form. In traditional voting/balloting, the authenti-
cation of an elector is generally performed prior to the act of electing, when the elector
appears in person to vote at the election centre where they are registered [18]. Iko-
nomopoulos et al. (2002) outline the process in some detail; wherein the voter arrives at
the polling station, presents to the on-duty member of staff his or her identity papers,
has them verified by the staffer in question, and is then presented with the current
electoral ballot paper. This process is performed to ensure that the elector themselves
votes, and consists of an interaction between the elector and the electoral authority as
represented by the personnel at the election centre [18].

For Internet voting to be secure, according to Regenscheid et al. (2011), a similar
procedural requirement has often to be met: that the identity of the eligible elector
needs to be verified prior to the electronic transmission of the electoral form. In the
United States of America, for instance, state and local jurisdictions are given the option
to employ systems to authenticate Uniformed and Overseas Citizen Absentee Voting
Act (UOCAVA) voters before serving them electoral forms, when permitted under
state law [20]. However, if voter identification data is indeed used to establish trust that
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a given ballot was completed and returned by an eligible elector, it is carried out on the
premise that the electronic authentication of the person entitled to vote was done prior
to any transmission of the electronic ballot form [20].

A certification of the e-voting system by experts cannot replace the state guarantee
of the electoral principles observed by electoral committees. Richter (2010) states
that “...all forms of voting, including Internet voting have been criticized for not
fulfilling the Principle of the Public Nature of the Election which was declared as a
constitutional principle in the Voting-Machine-Judgement of the German Federal
Constitutional Court (BVerfG09) and which requires verifiability of the election for
every citizen without technical knowledge” [21].

According to Gritzalis (2002), electronic voting should be considered only as a
complementary means to traditional election processes [22]. He argues that while
e-voting can be a cost-effective way to conduct the electoral process and a means of
attracting specific groups of people to participate, the continued prevalence of (1) the
digital divide within adopting societies, (2) an inherent distrust in the e-voting pro-
cedure across populations, and (3) inadequate mechanisms to protect information
systems against security risks make it only a supplement to, and not a replacement of,
existing paper-based voting systems.

Building on this argument, Caarls (2010) attempts to highlight the issues of trust
and confidence as necessary pre-conditions for the uptake of e-voting systems [9].
Here, Caarls argues that an e-voting system cannot be successfully adopted unless
citizens trust their current (paper-based) political and administrative systems. Further,
she maintains, the introduction of an e-voting system must not result in the exclusion of
certain groups within a given population. Security is also paramount, with time needing
to be set aside for research into the development of robust and secure system before the
eventual roll-out of the project. This is also tightly connected with the topic of veri-
fiability, which will be deal with in the next section.

3.3 Requirements for Accountability

This section considers the legal concepts and technical solutions pertinent to the
derived legal requirements for accountability as obtained from the scholarly and
practitioner literature.

The electoral committee must be able to determine the election results and their
validity. As part of the electoral process, the election authority needs to be able to
verify the validity of every ballot cast, and that the tallying of the valid ballots has been
correct.

In the electronic voting literature, the term verifiability is closely related to the
accountability requirement of the integrity of the election result [23]. Gritzalis (2002)
contends, therefore, that an e-voting system should allow for its verification by both
individual voters (individual verifiability), and also by election officials, parties, and
individual observers (institutional or universal verifiability) — despite being in conflict
with principles of transparency [22]. Systems providing both types of verification are
known as end-to-end (E2E) verifiablility [24]. However, the ability of currently existing
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electronic voting systems to enable the election authority to verify the integrity of the
election result has been criticised as being flawed by recent scholarship [25].

This is because, as maintained by Gharadaghy and Volkamer (2010), universal
verifiability is usually more complex to achieve than individual verifiability for, in
order to attain this condition, the election authority needs to ensure that all encrypted
votes cast and stored on the database are decrypted appropriately and properly tallied
whilst preserving ballot secrecy [24]. Gharadaghy and Volkamer go on to propose two
main cryptographic techniques to meet and overcome this challenge: either (1) the
application of homomorphic encryption schemes, such as the Helios 2.0 protocol [26],
that allow the encrypted sum of all encrypted votes to be computed without compro-
mising the secrecy of the ballot; or (2) the use of MIX networks to anonymize encrypted
votes prior to their decryption and eventual tallying [24]. Further, for a discussion of
organisational issues see also Krimmer (2016) [27].

The verification of the validity of the ballot papers must be ensured by the elec-
toral committee. It is the task of the electoral committee to ensure the validity of the
each of the ballot papers counted towards the final election result.

The need for reliability of the e-voting process, according to Gritzalis (2002), is
derived from the democratic need to ensure that the outcome of the election correctly
reflects the voters will [22]. In other words, a reliable system should ensure that the
outcome of the voting process accurately corresponds to the votes cast. It should be
impossible from a systems architecture point of view to exclude from the tally a valid
vote and to include an invalid one [28].

Khaki (2014) proposes both basic and advanced security protocols that may be
applied by an electoral management body to successfully verify the validity of the
submitted ballot papers [29]. Basic security measures advanced by this author include
either the use of Message Authentication Code (MAC) keys shared between the voter
and the server, or server digital signatures that constitute keys stored on the server. In
both cases, the server is able to generate for verification purposes the MAC or digital
signature of any vote.

Further, according to Khaki, vote integrity and authenticity can be assured through
the use of advanced security measures in the form of voter digital signatures [28],
wherein votes are digitally signed by the voter after they have been encrypted in such a
manner that the recipient server can validate and verify the signature as authentic but
cannot manipulate it. For an early technical proposal see [30].

The electoral committee and the judicial authorities of public law must be able to
carry out a verification of the electoral principles and results after the election. In
the post-election period, Caarls (2010) recommends that an audit trail be established for
all aspects of the systems used in the elections so that “...all changes and decisions can
be explained and defended” [9]. Following from this, therefore, audits may be carried
out by all the parties involved in the electoral process and can serve many purposes. To
paraphrase Norden et al. (2007), such an audit can fulfil the following goals: (1) create
public confidence in the election results, (2) deter election fraud, (3) detect and provide
information about large-scale systemic errors, (4) provide feedback towards the
improvement of voting technology and election administration, (5) set benchmarks and
provide additional incentives for election staff to achieve higher standards of accuracy,
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and (6) confirm, to a high degree of confidence, that a complete manual recount would
not affect the election outcome [31].

There exist in the practitioner literature three noteworthy e-voting protocols that
overtly permit the electoral management body to carry out such a post-election veri-
fication of electoral principles and results [32-34].

A. Punchscan: Fisher et al. (2006) in their seminal paper put forward Punchscan, a
hybrid paper/electronic voting system based on a concept delineated by David Chaum in
December 2005 [32]. In improving upon the earlier idea, the Punchscan system
advanced by Fisher et al. employs a two-layer ballot and receipt system in combination
with a sophisticated cryptographic vote-tabulation mechanism called a “Punchboard”
that can be used to facilitate the running of an electronic election. During the
post-election phase, once the results of the ballot are posted online, auditors may con-
duct a post-election audit by choosing an area of the Punchboard’s decrypt table [32].
Any significant corruption of the Punchboard as a consequence of election malpractice
is almost certainly detectable.

B. Helios: Adida (2008) discusses the advantages of Helios, a web-based
open-audit voting system [33]. Designed to be deliberately simpler than most com-
plete cryptographic voting protocols, Helios focuses on the central precept of “public
auditability” — any group can outsource its election to Helios, and the integrity of that
election can be verified even if Helios itself is corrupted. To achieve this, the Helios
protocol provides users with the option of two verification programmes written in
Python: one for verifying a single encrypted vote produced by the ballot preparation
system with the “audit” option selected, and another for verifying the shuffling,
decryption, and tallying of an entire election [33].

C. Scantegrity: Chaum et al. (2008) propose Scantegrity, a security enhancement
for optical scan voting systems [34]. The Scantegrity voting system combines E2E
cryptographic ideas with a widely used vote-counting system to provide the end-user
with the strong security guarantees of an E2E set-up whilst not interfering with existing
procedural requirements such as a paper audit trail or a manual recount. Scantegrity is
furthermore universally verifiable, whereby, using special software of their choice,
anyone can verify online that the tally was computed correctly from official data [35].
This makes it particularly useful for those electoral management bodies wishing to
carry out a post-electoral audit.

The essential steps of the electoral process must be reliably verified by the elec-
toral committee (without the assistance of experts) and the judicial authorities of
public law. From general perspective, in cases where an e-voting system has been
deployed, Caarls (2010) advocates that every part of the process be audited
post-election; including, the electoral voter register and its compilation, together with
the processes of voting, counting, archiving, and the destruction of votes [9]. One part
of the audit process could be to verify that the systems used for the election were in fact
based on source code certified for use prior to the election. Other parts of the audit
process might include the review of other documentation, including the functional and
technical system design [9].
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In more particular terms of system functionality, and to paraphrase Prandini and
Ramilli (2012), e-voting systems are generally evaluated in terms of their security,
auditability, usability, efficiency, cost, accessibility, and reliability [36]. The principle
of auditability, most especially, refers to the necessary pre-condition of there being
reliable and demonstrably authentic election records [37] against which due process
can be accounted for. Software independence is one form of system auditability,
enabling the detection and possible correction of election outcome errors caused by
malicious software or software bugs [38]. The concept has been defined by Rivest
(2008) as follows: “A voting system is software independent if an (undetected) change
or error in its software cannot cause an undetectable change or error in an election
outcome” [39].

In other words, the principle of software independence addresses directly the diffi-
culty of assuring oneself that cast ballots will be recorded accurately in adherence to
prevailing election principles and standards by complex and often difficult-to-test soft-
ware in the case of an all-electronic voting system [39]. For users of software-independent
voting systems, therefore, verification of the correctness of the election result is possible
without there being any lingering concern that the election result was affected or even
determined by a software bug or malicious piece of code [38].

The essential steps of the determination of results must be reliably verified by the
electoral committee (without the participation of experts). Similar to the legal
principle of the “public nature of elections” in Germany [40], which prescribes that all
the essential steps of an election are subject to the possibility of open accountability by
general public, it is argued here that (when applied to the use of electronic voting
machines in Austria) both legal and technical provision needs be made for the electoral
management body to be able to verify independently and reliably the essential steps of
voting and the ascertainment of the result post-election without its personnel possessing
any prior specialist knowledge.

Considered in terms of e-voting in general, the holding makes the security objective
of election or end-to-end verifiability mandatory [41]. This is because, in contrast to
conventional paper-based elections, electronics-based ballots are still much less
transparent [42]. It may not be possible to observe all the electronic operations per-
formed on data, programming errors are usually difficult to detect, and attacks on a
system by malicious code might go unnoticed [26].

Remote electronic voting systems have to, therefore, also be considered from the
perspective of their usability [43]. The term ‘usability’, according to Winkler et al.
(2009), is often used to describe the perceived ease of use and usefulness of an
information technology system [43]. Several studies point out the importance of
undertaking a usability evaluation when validating a new e-voting system [44]. Within
the context of the discussion, it may be inferred that a verifiable system should be
user-friendly to ensure that its users are able to carry out verification processes with
relative ease and speed and independent of external specialists.
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4 Discussion

It has been a declared target by the Europe Ministers responsible for e-government to
empower citizens through information and communication technologies [45]. Citizens
shall receive better and more transparent access to information that shall serve as the
basis for stronger involvement in the policy process. Hence, information and com-
munication technologies shall enhance citizen participation. New political movements
and ideas all across Europe support the surge of an increasingly connected society
towards having a stronger say in political processes. Traditional parties seek to open up
to outside opinions, at least during election campaigns. These changes in the political
landscape must be supported with the necessary tools.

Citizens’ participation in general is a complex field with numerous different
approaches being adopted to achieve similar aims. It has become evident that there is
no single possible solution to resolve the various obstacles in the path of optimal citizen
participation, but it has also become obvious that digital technologies, the internet and
its networking connectivity can support the management of citizen participation at most
stages of engagement.

This research paper focuses on the voting process as an integral part of electronic
participation. Votes are used to assess the opinions of participants on comments or
proposals which might not necessarily need highly regulated and secure technological
systems. Voting can also be used to make the final decision in an e-participation
process that might have direct impact on actual implementations in reality or legal
regulations. In the latter example, observing regulations and ensuring system security
are essential for successful and satisfactory participation.

This paper describes the legal requirements for e-voting as stipulated by the
Austrian Constitutional Court in the context of the Austrian Federation of Students
Election of 2009. While the derived requirements are only valid for this specific
context, they can be a good indication for the way forward in other scenarios.

Large-scale e-participation will involve electronic voting at some point in the
process, and this must be manged and implemented in an appropriate manner. Public
authorities need to be ready to answer citizens’ questions, and to have in place a
strategy to help citizens understand the system and its underlying technology.
Trust-building is a vital component of the engineering of participatory processes.

The introduction of e-participation should be considered as means of promoting
social inclusion, and care must be taken to ensure that its proliferation does not result in
the privileging of certain groups within society (those who can afford regular Internet
access, for instance) over others. In theory, the use of technology in citizens’
engagement widens access to the democratic process by reaching out to and inviting a
greater number of people to participate. However, in practice existing digital and social
divides circumscribe who actually participates and, if not deployed sensibly, technol-
ogy could actually worsen prevailing democratic deficits.
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