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Abstract. Since the introduction of verifiability in the online govern-
ment elections of Norway in 2011, different governments have followed
similar steps and have implemented these properties in their voting sys-
tems. However, not all the systems have adopted the same levels of veri-
fiability nor the same range of cryptographic mechanisms. For instance,
Estonia (2013) and New South Wales (Australia, 2015) started by adopt-
ing individual verifiability to their systems. Switzerland updated its reg-
ulation in 2014 to include individual and universal verifiability in order
to by-pass the previous limitation of voting online up to 30% of the elec-
torate. Geneva and Swiss Post voting systems are adapting their systems
to this regulation and currently provide individual verifiability (and uni-
versal in the case of Swiss Post). In this exploratory paper, we study the
different approaches followed by the election organizers that offer online
voting, their current status and derived future tendencies.
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1 Introduction

Whenever an election process is carried out using traditional or electronic means,
transparency and auditability are the basis to ensure the accuracy of the results.
In traditional elections, audit processes can be easily implemented since they are
based on physical tangible elements: paper ballots, physical ballot boxes, manual
recount, etc. These items can be supervised by both, voters and external auditors
or international election observers (see, amongst others, [7]).

However, in electronic environments, the same elements are not tangible and
most of the processes are performed through computers and communication
networks, making human audits almost impossible [35]. While security mea-
sures such as vote encryption or digital signatures can protect the secrecy and
integrity of votes, it is also important to verify that these mechanisms are behav-
ing properly: i.e., they are certainly encrypting, decrypting and digitally signing
the selection made by the voter. Some governments publish the source code of
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their voting systems to ensure that these security mechanisms have been cor-
rectly implemented (for a discussion of its relevance see [19]), like Norway in 2011
(fully disclosure), Estonia in 2013 (partial disclosure) or Geneva (Switzerland)
in 2017 (partial disclosure). Nevertheless, while this measure provides certain
transparency as it allows to auditing the implementation of the system, it does
not provide any proof of accuracy in the election process. For instance, it does
not avoid an undiscovered bug in the source code to be exploited during the
election, neither it guarantees that the source code used in the voting system is
the one published. For this reason, it is essential to provide means to audit the
proper behavior of the systems during the election, regardless of the correctness
of the software source code neither its proper execution. Apart from the evalua-
tion and certification (for a discussion see [13]) the solution suggested would be
the implementation of mechanisms that allow both voters and external auditors
to verify the proper behavior of the voting system: verifiable voting.

1.1 Verifiability Concepts

Verifiable voting systems are those that implement mechanisms, based either on
physical means (e.g., paper trails [36]) or cryptographic ones (e.g., cryptographic
proofs [21]), that can be used to audit the proper execution of computer-based
electronic processes. Generally, these mechanisms are classified in the electronic
voting literature [5,10,23] in two types, based on who performs the verification:
individual verifiability and universal verifiability.

– Individual verifiability: It is related to the verification mechanisms that
can be used by the voter during the voting process. These can be subdivided in
two complementary mechanisms [23]: cast-as-intended and recorded-as cast
verifiability. Cast-as-intended verifiability enables the voter to verify if the
electronic vote registered in the system really contains the selections made.
In other words, it allows the voter to detect if any error or attack manipulated
the vote contents when it was recorded (i.e., encrypted) by the voting system.
Recorded-as-cast enables the voter to verify that her verified vote has been
successfully stored in the electronic Ballot Box that will be used in the tallying
phase. Like in any audit process, the number of verified votes is important
to have a more accurate audit. So, the larger amount of voters able to verify
their votes, the higher is the probability to detect even small inconsistencies.
For instance, in an election with 10.000 votes, if there is a manipulation of 100
votes (1%) the verification of 1% of the voters (100 votes) has a probability
of 64% of being detected (see General Recount Formula in [39]). Whether the
manipulation is larger the chances are closer to 100% (e.g., a manipulation
of 200 votes will be detected with a probability of 87% by the same amount
of verifier voters). Therefore, it is important that these mechanisms facilitate
the participation of the voters in the verification process.

– Universal verifiability: It refers to the verification mechanisms [23] that can
be performed by anyone regardless of the level of privileges of the actor of the
system (i.e., a voter or election manager of the voting system). In this sense,
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universal verification does not include cast-as-intended and recorded-as-cast
verifiability mechanisms because they are processes that can be only used
by voters. However, it includes the so called counted-as-recorded verifiability
mechanisms, whose purpose is allowing anyone the verification of accurate
results in both vote opening (decryption) and counting.

In both cases, individual and universal verifiability should not compromise any
of the other security requirements of an election, specially voter privacy. When
individual and universal verifiability are given, it is said that systems provide
end-to-end verifiability.

Another significant aspect related to verifiability is to prove that the verifiable
mechanism implements this property in a sound way. Therefore, it is possible to
discern if the verification mechanism is weak or strong against attackers, or even
if it just a fake claim. To this end, provable security [14] is used to make a for-
mal statement of the security properties of the verification mechanism (security
proof) and the assumptions under which these properties must be evaluated, so
the academic community or experts can validate the correctness or robustness of
the verifiability claims. Security proofs can be complemented with formal proofs
(i.e., formal languages) to facilitate the security proof automatic validation.

1.2 Methodology

To date, verifiability is an understudied phenomenon in electronic voting, and
elections in general. Hence there is a need for an empirical study within its real-
life context, ideally by means of a case study [44]. The present topic at hand is
ideal for an exploration of the matter in deep. For this study, election systems
in countries, where verifiability has been introduced in a recent legally-binding
election on regional or federal level, are analyzed.

1.3 Government Adoption

Since the first government experiences in early 2000 [33], the security of internet
voting systems has improved notably. One of the main enhancements was the
adoption of audit processes based on verifiability mechanisms, which provided
more transparency to electronic voting elections. The relevancy of verifiability
in elections was already present in the first version of the e-voting standards
of the Council of Europe [6]. Being this concept further developed in the new
revision of these standards [5] and related implementation guidelines [4]. Fol-
lowing the recommendations of the Council of Europe, verifiability mechanisms
were initially introduced by the Norwegian government in 2011 [8], and later by
Estonia (2013) [9], Switzerland (2015) [11] and Australia (2015). However, the
approach followed in each of the four contexts differs on the verifiability scope
(individual and/or universal) and the verifiability mechanism implemented.
Despite there are other well-known government online voting experiences, such
as Canada or other Swiss voting systems, they are not considered because they
have not adopted yet any type of verifiability (e.g., Zurich that currently lost its
authorization).
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Scope: Norway adopted in 2011 individual and universal verifiability, with the
particularity that universal verifiability was only publicly accessible on demand
(i.e., auditors needed to apply for an audit). Estonia adopted in 2013 individ-
ual verifiability, and it is planing to include universal verifiability in the near
future. Switzerland changed in 2014 its Federal regulation to request individual
and universal verifiability in their voting systems. In addition to it, Swiss regu-
lation has a particular interpretation of universal verifiability as the publication
of information is not required for verification. Neuchâtel and Geneva adopted
individual verifiability in 2015. Finally, Australia adopted individual verifiability
in 2015 but without universal verifiability like the Estonian case.

Mechanism: Both Norway and Switzerland follow the approach based on Return
Codes as the way voters can verify the content of their vote (see Sect. 2). The
main difference within both countries is that while Norway allowed voters to vote
multiple times and therefore, in case of discrepancy, voters could vote again, in
Switzerland, voters are only allowed to cast one vote. In this scenario then, voters
need to introduce a Confirmation Code to confirm or reject the vote after verifi-
cation. On the other hand, Estonia and Australia use the approach of decrypting
votes after casting them. In Estonia verification requires the installation of an
application to the mobile phone and the verification period is only possible dur-
ing a limited period after casting the vote (between 30 min and 1 h). In Australia
(New South Wales State), the verification is done by contacting a specific call
center that decrypts the vote and describes the content to the voter. In this case,
the verification process was open until the end of the election.

This paper is focused on the verifiable internet voting systems implemented
by different governments in the last years, their advances regarding verifiability
and future plans. Section 2 includes an explanation of the individual verification
mechanisms introduced by the governments who are or have been providing
internet voting. Section 3 is focused on universal verification mechanisms, while
in Sect. 4 there is a comparative analysis together with some conclusions.

2 Individual Verifiability in Government Implementations

There are multiple proposals in academia of cryptographic protocols implement-
ing individual verifiability and more concretely cast-as-intended verifiability.
However, current government implementations can be classified in two main
groups:

– Return Codes mechanisms: In this case, voters cast their votes and receive
from the voting system a set of numeric codes that are calculated over the
encrypted vote (e.g., four numbers sent though SMS or shown in the same
screen). By using a Voting Card sent during the election setup, voters can
check whether the received codes are related to their selected voting options.
The main references of this mechanism are the Norwegian [37] and Neuchâtel
(Switzerland) [22] voting systems. Geneva implements Return Codes over
unencrypted votes.



252 J. Puiggaĺı et al.

– Cast and decrypt: In this approach, voters cast their votes, latterly, they have
the option of recovering and decrypting them to see the contents. Recovery
can be done through a trusted device (e.g., mobile phone) or a trusted third
party (e.g., a verification server). Reference implementations are Estonia [28]
and Australia [16].

Despite that one of the most well known open source voting system is
Helios, none of the government voting systems implement its “cast or verify”
method [12]. That is why it is not considered for this analysis.

In addition to cast-as-intended, the recorded-as-cast verifiability is also imple-
mented by some government electronic voting solutions. The most common app-
roach consists in providing the voter with a Receipt that can be used to check
whether the vote was recorded (stored) in the Ballot Box. The Receipt contains
a fingerprint of the encrypted vote and whenever the vote is cast and recorded
into the Ballot Box, a fingerprint of this encrypted vote is published in a Bul-
letin Board. A Bulletin Board is an append-only public repository (e.g., website)
accessible to voters for them to search for the fingerprint contained within their
Receipts. The presence of the fingerprint ensures voters that their votes are
stored in the Ballot Box. The fingerprints in the Bulletin Board can also be
used by auditors to crosscheck them with the actual votes, guaranteeing this
way the integrity of the Ballot Box and adding the universal verifiability value
to the process. The main reference of this mechanism is the Norwegian voting
system [37].

Finally, some of the individual verifiable propososals also included a vote
correctness property [15]. Vote correctness allows the voting systems to check
if the encrypted votes contain a valid vote without decryption. Hence, in case
of a potential mistake or attack in the client side that could invalidate the vote
casting, it will be detected in the server before storing the vote in the Ballot
Box. This way, the voter can be notified and can try to cast the vote again. For
instance, the system will detect whether the content of an encrypted vote has
either an invalid option or an invalid combination of options without learning
the vote contents (i.e., repeated candidates or an invalid combination of them).
It is not a specific requirement for individual verifiability but a property used in
Norway and Switzerland inherit from their verification mechanism.

2.1 Individual Verifiability in Norway

Norway introduced individual verifiability in the voting system requirements
of the public process started in 2009 [29]. Among different proposals, the gov-
ernment finally chose a solution based on using Return Codes for individual
verifiability. The voting system was used by 10 municipalities during the 2011
Municipal Elections, and 13 municipalities during the 2013 General Elections.
After 2013 elections, there was a change of government and the new winning
party (contrary to internet voting) stopped using the voting system [31]. How-
ever, online voting is currently still in use in Norway by municipalities, especially
for referendums and consultations.
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Fig. 1. Norwegian voting system

The Norwegian voting system (Fig. 1) is based on Return Codes, i.e. genera-
tion of specific Voting Cards for voters containing 4 digits code for each possible
voting option. The 4 digits codes of each Voting Card are different for each voter,
so it is not possible to deduce the Return Code without having the Voting Card.
When the voter casts a vote, this is encrypted and digitally signed in the voter
device, and it is also sent to the voting servers. One first server (Vote Collector
Server) performs a cryptographic operation over the encrypted vote and sends
the result of this operation to a second server (Return Code Generator). The
Return Code Generator performs a second cryptographic operation, uses the
result of this operation to obtain the 4 digits of the Return Code and sends
it to the voter through SMS. Using their voting card, voters can verify if the
received Return Code corresponds to their selection, ensuring that the encrypted
vote received by the server contains the correct selections. If the contents of the
encrypted vote are different, the operation will not return the correct Return
Code. However, as the Norwegian voting system permits multiple voting, the
voter can cast another vote if does not agree with the previous one. This cast-
as-intended mechanism is responsible of the individual verifiability of the system,
but does not include recorded-as-cast verification. For a detailed description of
this voting system the following references are recommended [30,37].

In the 2013 National Elections, the Norwegian voting system included
recorded-as-cast to individual verifiability by means of Voting Receipts. The
Voting Receipt was provided to the voter once the vote was accepted and stored
in the Ballot Box. This receipt contains a fingerprint of the encrypted and digi-
tally signed vote cast by the voter.

In addition to the receipt, the fingerprints of all the votes stored in the Ballot
Box were also published, so voters were able to check the presence of their votes
by searching the fingerprint of the Voting Receipt in a public Bulletin Board.
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The individual verifiability properties of the voting system were security
proven using a security proof of the cryptographic protocol [24]. As an addi-
tional property, the system allowed to check the correctness of the votes in the
server without decrypting them (vote correctness) applying some rules to the
Return Codes generated. For instance, it detects if one Return Code appears
multiple times (i.e., the same option is encrypted more than once in the vote) or
if the Return Code is the expected one for the selection (e.g., if the Return Code
of the selected Candidate is related to the Return Code of the selected Party).

One of the main concerns of the individual verifiability is the percentage of
voters that verified their votes. The limitation of this system is that it cannot
monitor the number of voters that performed the verification, since verifica-
tion does not require interaction with the server after sending Return Codes.
However, during some small-scale test elections (referendums) done before the
2011 municipal elections, the Ministry conducted a voter survey that shown
that almost 90% of the voters admitted the Return Codes verification [40]. Fur-
thermore, during these elections an error in the printing process made 1% of the
voters of some municipalities to receive a wrong Voting Card. Based on the num-
ber of calls received from voters claiming that the Return Code was incorrect,
the election manager was able to infer the percentage of voters that verified
the votes. The verification was carried out by more than 70% of the affected
voters. However, this number cannot be considered representative of the whole
participants since in both cases was obtained from an small sample of voters
(hundreds).

Finally, the source code of the voting system was also made publicly available
before the election [30].

2.2 Individual Verifiability in Estonia

The Estonia voting system individual verifiability was introduced in 2013 Munic-
ipal Elections [28]. The individual verifiability cast-as-intended mechanism is
based on using a mobile phone application for the voter verification process. In
the Estonian example (Fig. 2), the votes are encrypted and digitally signed in
the voting terminal (computer) and sent to the server. If the vote is accepted,
the voting terminal displays a 2D barcode containing the ballot identity and the
secret padding used for encrypting the vote. By using this application, voters
can scan the 2D barcode, obtain the ballot identifier and used it to download the
encrypted vote from the voting server. Once the encrypted vote is downloaded,
the mobile application uses the secret padding to recover the contents of the
encrypted vote and present it to the voter. Since the Estonian voting system
allows multiple voting, voters can cast another vote if they do not agree with
the contents shown in the mobile phone application. To avoid coercion or vote
buying, the voter has a predefined limited verification period (between 30 min
and 1 h). More details about the voting systems can be found in the following
reference [28].
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Fig. 2. Estonian voting system

Since the voter downloads the encrypted vote from the voting system, it can
be assumed that the verification process also involves recorded-as-cast verifia-
bility. However, the limitation of verification time does not ensure that the vote
remains in the Ballot Box or reaches the counting process.

This system allows monitoring the number of voters that performs the veri-
fication process, since voters need to be connected to the server to download the
ballot. Current verification percentage is about 4% of the voters [27].

Regarding provable security, there is no proof yet published that demon-
strates the security of the individual verifiable protocol properties of the sys-
tem. Additionally, it does not support server vote correctness verification of the
encrypted vote. In 2013, the Estonia government published the source code of
the system, but just the server and mobile application part [3]. The source code
of the voting client was not published to avoid the creation of fake voting clients.

2.3 Individual Verifiability in Switzerland

Switzerland updated its Internet Voting regulation in 2014 including both indi-
vidual and universal verifiability [18]. The main aim was to authorize Swiss
Cantons to increase up to 50% and 100% the percentage of the electorate that
could use online voting (Originally, authorization was restricted to 30% of the
Canton electorate). In order to authorize to increase the electorate up to 50%,
systems needed to include individual verifiability and must be certified by an
entity accredited by the Federal Chancellery. The certification process includes
the provision of security and formal proofs of the individual verifiability protocol,
as well as passing a Common Criteria certification with assurance level 2. Geneva
[2] and Neuchâtel [22] cantons updated their voting systems to achieve individ-
ual verifiability in 2015, but they did not start the 50% electorate authorization



256 J. Puiggaĺı et al.

process. In 2016 Swiss Post implemented a voting system [41] with individual
verifiability (based on the same technology used in Neuchâtel) and started the
authorization process to achieve the 50% electorate regulation requirements. In
the meantime, Geneva announced plans to redesign its voting system to achieve
100% electorate authorization in the future [25].

Geneva and Swiss Post voting systems (Neuchâtel is currently using Swiss
Post one), provide individual verifiability based on Return Codes (Fig. 3). How-
ever, the approach differs on how the Return Codes are generated. In the Swiss
Post voting system, the protocol is an evolution of the one used in Norway but
without the need of using two servers for the Return Codes. In this implemen-
tation, the encrypted and digitally signed vote is concatenated with verification
information obtained by performing a second cryptographic operation over each
voting option (known as partial Return Codes). The encrypted and digitally
signed vote together with the verification information is sent to the voting server.
This server validates the received information and performs a second operation
over the verification information, obtaining the information that allows to recover
the 4-digit Return Code of the selected voting options. These Return Codes are
sent back to the voter and displayed in the same voting device. If the voter
agrees, then a Confirmation Code is sent, which is required for the acceptance of
the vote in the counting process and the update of the voting status in the elec-
toral roll. If the voter disagrees, the vote remains unconfirmed and the Internet
voting channel cannot be used again, but the voter can still use another voting
channel for contingency (postal or pollsite) because her vote casting status in

Fig. 3. Swiss voting systems
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the electoral roll has not been updated. More detailed information of the voting
system can be found in [41,42].

In the Geneva voting system, the cast vote is not encrypted in the voter
device but sent though an encrypted communication channel (SSL) to the voting
server. The voting server can see the selected voting options, calculates the 4-digit
Return Codes and sends the codes back to the voter. The vote is then encrypted
by the server and stored waiting for voter confirmation. Voter confirmation is also
based on a Confirmation Code that must be sent by the voter after verification.
Without confirmation, the vote will not be used in the counting phase. Detailed
information about the voting system can be found in [2].

Both voting systems provide cast-as-intended verifiability, nevertheless
Geneva checking the presence of the vote in the counting phase (recorded-as-
cast) is not possible in the Genevan model. Only in the case of Swiss Post voting
system a Voting Receipt is provided together with a fingerprint of the encrypted
and digitally signed vote (as in Norway). Apart from that, the list of the finger-
prints of the votes present in the Ballot Box is published after the voting period
ends. Both voting systems provide vote correctness properties as in Norway,
but only the Swiss Post model has security and formal proofs of the individual
verifiability protocol. Geneva published in 2017 the source code of its voting
system, but only the administration offline components [1]. In none of the cases,
there are numbers of the percentage of voters that verified their votes, since the
verification is offline.

2.4 Individual Verifiability in Australia

Australia introduced individual verifiability in 2015 through the New South
Wales (NSW) State election [16]. The year before, the State of Victoria imple-
mented a pollsite voting system that provided also individual verifiability (vVote
[17]). However, this voting system was designed to be deployed in local and
remote polling stations (e.g., consulates), so it has not been considered as an
online voting system for this study.

The individual verifiability mechanism implemented by the NSW voting sys-
tem (Fig. 4), known as iVote, was based on phone calls that voters had to make
to verify the content of their cast votes (i.e., cast-and-decrypt approach). During
the voting process, votes were encrypted and digitally signed in the voter device
and after casting, the voter received a Receipt with a unique Receipt Number.
Votes were encrypted with a double encryption mechanism, to allow both the
decryption by the Electoral Board and the decryption by a Verification Server
with the help of the voter (using the Receipt Number). The voter was able then
to call before the voting period expired to validate her vote. When calling, the
voter needed to introduce her voting credentials and the voter Receipt Number.
The Verification Server used the voter credentials to retrieve the encrypted vote,
and used its private key and Receipt Number to decrypt it. Through the phone,
the voter was able to listen the vote contents. To make the phone voting process
more user friendly, the voter credentials and Receipt Number were numerical.
In case voters did not agree with the voting options, they had to contact the
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Fig. 4. New South Wales voting system

election authorities. Multiple voting was not allowed, but election officers were
able to cancel the vote and provide new credentials to the voter when necessary.

The NSW individual verification approach, provided cast-as-intended and
recorded-as-cast verifiability, since the validation process allowed to check that
the vote was present in the Ballot Box until the voting period ended. Since
the verification required to be connect to a server, it was possible to monitor
the number of voters that verified their votes. In this case the verification ratio
was 1,7% in 2015 election [16]. Regarding the availability of the source code
and security proofs, the source code is not available and no security proofs of
the voting protocol were generated. The verification mechanism did not provide
vote correctness either.

3 Universal Verifiability in Government Implementations

Currently, universal verifiability is only implemented the Norwegian and the
Swiss Post voting systems. In both cases, this is mainly achieved by means of a
universal verifiable mixnet and decryption components.

In the case of Norway, in 2011 a universal verifiable mixnet designed by Scytl
[38] was used, while in 2013 the Verificatum Mixnet [43] was also used. In both
cases, instead of publishing the verification data, the Norwegian government
made a public call for participating in the universal verification of the results.
However, the source code of the system was made publicly available.
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In Switzerland, the Swiss Post voting system has been using a verifiable
Mixnet since 2015 (Geneva only implements a standard Mixnet without verifia-
bility). However, the Federal Chancellery regulation requires a specific universal
verifiability approach to certify a voting system and achieve the 100% electorate
authorization process [18]. This model requires that the universal and individ-
ual verification processes use specific and independent trusted components for
the audit proofs generation, known as Control Components. According to the
regulation [18], these Control Components can be implemented in two different
ways: (i) as two Hardware Security Modules (HSM) from two different vendors,
or (ii) as 4 standard computers using different operating systems. These Con-
trol Components should be deployed completely isolated one from the other
and operated by different teams. With these conditions, the Federal Chancellery
considers that universal verifiability can be implemented without publishing the
verification information.

Swiss Post and Geneva are working on adapting their voting system architec-
ture to achieve these requirements (Geneva announced in 2016 a new redesign
of the voting protocol to accomplish these requirements).

Estonia does not implement universal verifiability (it does not implement any
Mixing process), but announced plans to incorporate it in a short-mid term [26].
In Australia, the NSW voting system does not implement any Mixing process
and it has not announced any plans for universal verifiability yet. However, it
implements a mechanism to match the decrypted votes with the ones present in
the Verification Server (performing a reencryption of the decrypted votes).

4 Comparison

Table 1 summarizes the different verifiability properties compiled from the infor-
mation of the online voting systems studied in this paper.

Despite the Norwegian voting system was the first in introducing verifiability
to online voting systems, it can be still considered one of the most complete ones
in the sector.

Switzerland (and more concretely the Swiss Post voting system) has a similar
level of verifiability, which is explained by the fact the Chancellery used the
Norwegian government experience as a reference for its regulation.

The other voting systems (except for Australia) have already started incor-
porating individual verifiability and have even announced plans to incorporate
universal verifiability in a near future. Therefore, it is clear that verifiability is
becoming essential for any online voting system.

Regarding the percentage of voters that participate in the verification
process, it is easier to monitor it on the systems that perform vote decryp-
tion for verification (i.e. Cast and decrypt). Numbers in these cases seem to be
low, but they are a good reference to calculate the probability in issues detec-
tion. In the case of Return Codes, the only reference comes from Norway and
it seems extraordinarily high. However, further analysis should be done in this
mechanism because numbers are based on small samples.
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Table 1. Properties of evaluated systems

Norway Estonia Switzerland
(Swiss Post)

Switzerland
(Geneva)

Australia
(NSW)

Cast-as-intended Return
codes

Decryption
in device

Return
codes

Return
codes

Decryption
in server

Recorded-as-cast At any time
with receipts

Up to 1 h After
counting
with receipts

None N

Counted-as-recorded Verifiable
mixnet

None Verifiable
mixnet

None Yes, through
vote re-
encryption

Voter verification 90–70%
(small
sample)

4% (large
sample)

No data No data 1% (large
sample)

Public source code All the
system

Only server
side

None Only
counting
side

None

Vote correctness Yes None Yes Yes None

Provable security Yes
(Individual
and
Universal)

None Yes
(Individual
and
Universal)

None None

Regarding the publication of the source code, only Norway had a full disclo-
sure. The other voting systems that published the source code did it partially.
This can be in part justified based on the fact that these other voting systems
do not provide end-to-end verifiability and therefore, the risk of an undetected
attack is higher. In any case, Estonia and Geneva announced plans of full dis-
closure in the future, which indicates a general tendency among online voting
systems. In the meantime, the Swiss Federal Chancellery is not demanding source
code disclosure yet for systems that are under the 100% electorate authorization.

Vote correctness was present in the Norwegian voting system and latterly
adopted by the Swiss voting system as well. It is still uncertain whether other
voting systems will also adopt this trend, which was initially provided by homo-
morphic tally voting systems [20] and currently by those using Return Codes.

Finally, from the point of view of provable security, only Norway and
Switzerland used security proofs to demonstrate the security properties of their
verification mechanisms. In fact, Switzerland is even more exigent as also formal
proofs for authorization of the voting systems are required. Proving the security
of the voting systems using cryptographic and formal proofs is a recommended
practice that it is expected to be extended, since it allows security experts to
verify whether the claimed verifiability properties are certainly present in the
voting system and whether they are robust (i.e., under which assumptions these
properties are present). This way the governments can certify the verifiability of
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the voting systems and discard those that are not providding these guarantees
or are poorly implemented.

As a general conclusion, the assumption is that verifiability in elections will
be implemented in the future, in particular due to transparency needs and to the
inherent general distrust in not visible or tangible processes. Still, none approach
can be identified as “best-practice”. However, Norway and Switzerland can be
identified as the ones that have made so far more efforts towards verifiability
implementation. It can be certainly stated that election operators start imple-
menting individual verifiability before the universal one due to the mentioned
additional advantage for the individual voter. Nevertheless, while universal ver-
ifiability brings a significant security gain, its implementation is less frequent
mainly due to trusted arguments defended by governments (audit environments
considered secure because they are under the control of election authorities) and
due to its mathematical complexity hard to understand for most.
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