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Abstract. This paper revisits the issue of obtaining KGC (Key Gen-
erator Center) trust level 3 in certificateless cryptography. The AP (Al-
Riyami-Paterson) binding technique can modularly construct the certifi-
cateless encryption/signature scheme with trust level 3 from that with
trust level 2. However, its security proof has been an open problem. Yang
and Tan improved the AP framework by adding extra cryptographic
tools: random oracles for security proof in the random oracle model or
trapdoor hash functions for security proof in the standard model. This
paper aims to prove secure the original AP binding technique. The basic
technique for achieving this security proof depends on the improved secu-
rity model for certificateless encryption (or signature) schemes. As an
application example, one key dependent certificateless encryption scheme
with both authority trust level 3 and provable security in the standard
model is modularly constructed by applying the AP binding framework
to one conventional certificateless encryption scheme.

Keywords: Certificateless cryptography · Provable security · Trust
level

1 Introduction

Certificateless cryptography (CLC) proposed by Al-Riyami and Paterson [1] lies
between identity based cryptography (IBC) and conventional public key cryp-
tography (PKC) based on PKI. It tries to solve both the key escrow issue in IBC
and the certificate management issue in PKC. In CLC, the entity’s full private
key fsk is computed from the partial private key ppk generated by Key Gen-
eration Centre (KGC) and the user self-generated secret key usk (also known
as secret value) which corresponds to the user’s public key upk. The cipher-
text is generated based on the identity and the entity public key. There exists
no certificate to authenticate the entity public key in CL-PKC. As a result, an
adversary in CLC can use any public key of its choice to replace the original pub-
lic key and certificateless cryptosystems should be secure against such an attack.
Attackers for CLC are usually divided into two types in the security model [1].
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The attacker of Type I is used to capture an ordinary adversary that can replace
the user public keys. The attacker of Type II is used to capture an honest-but-
curious KGC that knows the master secret key but never replaces public keys.
In fact, the KGC can impersonate any user once if it can arbitrarily change the
public key. Since the notion of certificateless cryptography was proposed, there
are some important improvements in the security models. In [10], to prevent the
Denial-of-Decryption attacks, the concept of self-generated-certificate public key
cryptography was proposed. The attack model called the malicious-but-passive
KGC in certificateless cryptosystems was developed by Au et al. [2], and further
studied in [8,15]. In [7], Hu et al. formalized the KGC trust level 3 security. In
[14], for reaching KGC trust level 3, the notion of the key dependent certificate-
less encryption/signature schemes was developed and the generic construction
for key dependent CLE and CLS schemes was presented.

Next, we focus on the issue of KGC trust level 3. The trust hierarchy for
public key cryptography is divided into 3 levels by Girault [6]. (1) For level 1, as
in identity-based cryptography [3], the trusted authority knows the private key
of any user; (2) For level 2, as in conventional certificateless cryptography, the
authority cannot figure out the secret key, but can first generate false guarantees
and then impersonate the user. (3) For level 3, as in public key cryptography
based on PKI, the authority cannot figure out the secret key, and it has to face
the proof for generating false guarantees of the user once if it does such fraud. To
address the KGC trust level problem in CLC, Yang and Tan [14] developed the
concept called Key Dependent Certificateless encryption/signature (KD-CLE
and KD-CLS) which naturally obtain the KGC trust level and proposed the
way for transforming any conventional certificateless cryptosystem into its key
dependent counterparts. In fact, as early as in the first paper on certificate-
less cryptography, the authors had noticed the issue of KGC trust level and
introduced the AP (Al-Riyami-Paterson) binding technique which can lift the
authority trust level of any certificateless encryption/signature scheme from 2
to 3. However, they did not provide the formal security proof. This AP binding
technique looks very reasonable and has been informally showed secure. How-
ever, whether it can be formally prove secure has been an open problem [14].
Yang and Tan [14] explained why the security proof for the AP binding method
can not be obtained, then bypassed the security proof for the original AP bind-
ing technique, and turned to expand the AP binding technique by involving
extra cryptographic tools: random oracles for obtaining security proof in the
random oracle model or trapdoor hash functions for obtaining security proof in
the standard model.

Our Work. Following Yang and Tan’s work [14], this paper tries to solve the
above open problem. As the starting point, we improve the security model of
conventional certificateless encryption and key dependent certificateless encryp-
tion. In fact, the improved points in our new security model focus on replaced
public keys. In previous security models such as those in [1,14], for the replaced
public key, the relative secret key (also known as secret value in [1,14]) is thought
to be known by the attacker and unknown by the challenger. In contrast, we find
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some contrary cases where the secret key relative to the replaced public key is
unknown by the attacker and known by the challenger. In other words, in our
improved security model, “being replaced” for public keys will not be used as
the criterion for “being known” for the secret key as before. With this discovery,
we improve the security model for conventional/key dependent certificateless
encryption. With this improved security model, the AP binding technique is for-
mally proved to be one secure generic framework which can generate one secure
KD-CLE scheme if the underlying CLE is assumed to be secure. As an appli-
cation example, one key dependent certificateless encryption scheme with both
authority trust level 3 and provable security in the standard model is modularly
constructed from the existing conventional certificateless encryption scheme due
to Dent et al. [4] through the AP binding framework. We also show that our
results can also be naturally extended to other certificateless cryptosystems such
as certificateless signatures.

Paper Organization. In Sect. 2, we present the improved security model for
conventional CLE and key dependent CLE and review the AP binding technique.
In Sect. 3, we show that the AP binding technique is provably secure in our
improved security model. In Sect. 4, one key dependent certificateless encryption
scheme is modularly constructed by applying the AP binding technique. Some
observations on our result are presented in Sect. 5. The conclusion is in Sect. 6.

2 Preliminaries

2.1 Syntax Definitions for CLE and KD-CLE

Following previous works [1,5], we present the syntax definition as follows.

Definition 1. A (“Key Dependent” or “Conventional”) certificateless encryp-
tion scheme has the following seven algorithms. Here note that conventional CLE
and KD-CLE are defined in one syntax framework with the differences pointed
out by the notation [·]KD.

– Setup(1k) → (mpk,msk), run by the KGC, takes as input the security para-
meter 1k, and then returns a master public/secret key pair (mpk,msk).

– GenUSK(mpk) → usk, run by the user, takes mpk as inputs, and returns a
user secret key usk. In some previous works, the “user secret key” is also
called “secret value”.

– GenUPK(mpk, usk) → upk, run by the user, takes as input the master public
key mpk and the user secret key usk and then returns a user public key upk.

– GenPPK(msk, ID, [upk]KD) → ppk, run by KGC, takes as input the master
secret key msk, the optional user public key upk and the entity identity ID,
and then returns the partial private key ppk for the user.

Remark 1: The notation [·]KD means that: (1) upk is not taken as input for
“conventional” certificateless encryption schemes, but taken as input for “key
dependent” certificateless encryption schemes (KD-CLE).
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– GenFPK(mpk, usk, ppk) → fpk, run by the entity, takes as input the master
public key mpk, the entity secret key usk, and the partial private key ppk,
and then returns the full private key fpk.

– Encrypt(mpk, ID, upk,m) → c, run by the sender, takes as input the master
public key mpk, the identity ID, the public key upk and one message m, and
then outputs the ciphertext c.

– Decrypt(mpk, fpk, c) → m, run by the receiver, takes the master public key
mpk, the full private key fpk, and a ciphertext c as input, and then outputs
the plaintext m.

2.2 Security Models for CLE and KD-CLE

The following steps constitute the common game framework to define CCA (Cho-
sen Ciphertext Attack) security of certificateless encryption schemes (CLE or
KD-CLE) for the attacker A being of Type I or II. After this game, respectively
for Type I and Type II attackers, the oracle sets and the oracle query restrictions
will be further described in details.

1. (mpk,msk) ← Setup(1k).
The setup algorithm Setup(1k) is run the challenger.

2. (ID∗, upk∗
ID∗ ,m0,m1) ← AO(mpk).

With the master public key and the oracle access to all oracles in the set
O, the attacker A finally sends the target identity with the public key and
message pair (ID∗, upk∗

ID∗ ,m0,m1) to the challenger. Different instantiation
of the oracle set O, being OI or OII , defines the attack type being of Type
I or II. The set of oracles (OI and OII) will be further described after this
game.

3. c∗ ← Encrypt(mpk, ID∗, upk∗
ID∗ ,mb), where b

R←− {0, 1}.
The challenger chooses a random bit b ∈ {0, 1} and sends ciphertext c∗ ←
Encrypt(mpk, ID∗, upk∗

ID∗ ,mb) to the attacker. Here note that upk∗
ID∗ refers

to ID∗’s current public key.
4. b′ ← AO(c∗).

Given the challenged ciphertext c∗, with access to the oracle set O restrictively
as will be described below, the attacker finally returns a guessed bit b′ for b.

The adversary advantage for winning the game is defined to be

AdvCCA
CLE,A = |Pr[b = b′] − 1/2|.

A certificateless encryption scheme is said to be CCA (chosen ciphertext attack)
secure, if AdvCCA

CLE,A(k) is negligible in the parameter k for both cases: (1)A is
of Type I, denoted by AI ; (2) A is of type II, denoted by AII . According to the
oracle sets and oracle query restrictions, AII and AI are determined as follows.
Oracle set O, instantiated with OI for type I attackers or OII for Type II attack-
ers, consists of some oracles as below:
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– OMSK(mpk) presents the master secret key msk corresponding to the mas-
ter public key. In previous security models [1], the presence of msk of the
challenger to the adversary is directly expressed. For expression convenience
and without essential difference, here the presence of msk is formalized by
this specific oracle.

– OUPK(ID) returns ID’s original public key upkID. The set of all original
public keys provided by the challenger for the adversary is denoted by OPK.

– ORPK(ID, upk) changes ID’s public key into the value upk. Without loss of
generality, for the input ID, the oracle query OUPK(ID) is assumed to be
made previously.

– OPPK(ID, [upk]KD) outputs the partial private key ppkID for the identity
ID. Just as before mentioned in the syntax definition, only for KD-CLE
schemes, the optional parameter of public key upk should be included.

– OFPK(ID, upk) outputs the user’s full private key fpkID for the identity ID
and the public key upk. Without loss of generality, upk is assumed to be the
current public key of the input identity ID. We also assume that this oracle
OFPK will first make the oracle query ORPK(ID, upk) to set upk as ID’s
user public key, if ID’s current public key is not upk.

– ODEC(ID, upk, c) outputs the decryption of c for the identity ID and the
current public key upk. This oracle ODEC is assumed to first make the oracle
query ORPK(ID, upk) to set upk as ID’s user public key, if ID’s current
public key is not upk.

Remark 2. For the two oracles of OFPK and ODEC , in previous works [1,14],
the current public key upk is usually not explicitly included as input. For conve-
nience of expression and without essential difference, here upk is explicitly taken
as input.

For Type I adversaries, the oracle set O is instantiated with

OI = {OPPK , OFPK , OUPK , ORPK , ODEC}

under the following restrictions:

I.1 A cannot make the full private key query OFPK(ID, upk) for upk /∈ OPK,
since there is no way for the challenger to know the corresponding indispens-
able secret key.

I.2 A cannot make the full private key query OFPK(ID∗, upk∗
ID∗), since this

will help A to trivially succeed.
I.3 A cannot make the decryption query ODEC(ID∗, upk∗

ID∗ , c∗), since this will
help A to trivially succeed.

I.4 A can not make the query for the partial private key OPPK(ID∗, upk∗
ID∗)

for upk∗
ID∗ /∈ OPK, since this will help A to know the partial private key

and the secret key together, and then trivially succeed.
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For Type II adversaries, the oracle set O is instantiated with

OII = {OMSK , OFPK , OUPK , ORPK , ODEC}

under the following restrictions:

II.1, II.2, II.3 are the same to the above restriction rules I.1, I.2, I.3 respec-
tively.
II.4 upk∗

ID∗ ∈ OPK. Otherwise, the Type II adversary, which is able to
compute the partial private key by itself, can further get known the target
user secret key, and hence can trivially succeed in computing the target full
private key.

Remark 3. In the above restriction I.1, for one identity ID and its “current”
public key upk, the condition upk /∈ OPK means that the current user secret key
usk is known by the adversary and not known by the challenger. In contrast, in
previous works [1], the corresponding restriction usually requires that, A is not
allowed to query the full private key of any identity if the corresponding public
key has ever been replaced. Similar analysis works for the condition upk∗

ID∗ /∈
OPK in the restriction I.4 and upk∗

ID∗ ∈ OPK in the restriction II.4.

2.3 Al-Riyami-Paterson Binding Technique

Al-Riyami-Paterson binding method is as follows: for a traditional certificateless
encryption scheme CLE = (Setup, GenUSK, GenUPK, GenPPK, GenFPK, Encrypt,
Decrypt), construct a key dependent CLE scheme KD-CLE = (Setup’, GenUSK’,
GenUPK’, GenPPK’, GenFPK’, Encrypt’, Decrypt’) as follows:

– (Setup’, GenUSK’, GenPPK’, GenFPK’, Decrypt’) are same as (Setup, GenUSK,
GenUPK, GenFPK, Decrypt) respectively.

– GenPPK’(msk, ID, upk): let ID′ = ID||upk, run usk ← GenPPK(msk, ID′)
and return usk.

– Encrypt’(mpk, ID, upk,m): let ID′ = ID||upk, run c ← Encrypt(mpk, ID′,
upk,m) and return c.

In [14], Yang and Tan analyzed difficulties in developing a generic proof for
the above AP binding technique. To get provable security, they proposed two
modified versions of the AP binding technique: in stead of using the original AP
binding ID′ = ID||upk, they used (1) ID′ = H(ID||upk) for provable security
in random oracle model, where H(·) is a cryptographic hash function taken as
one random oracle; or (2) ID′ = Hpk(ID||upk) in the standard model, where
Hpk(·) is a trapdoor hash function. At the end, they proposed the open problem
that, whether the Al-Riyami-Paterson binding technique can be proved to be
secure as a generic transformation.
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3 Security Proof for AP Binding Technique

Theorem 1. If the conventional certificateless encryption scheme CLE is CCA
secure against PPT adversaries of type I, then the corresponding key depen-
dent certificateless encryption scheme KD-CLE is also CCA secure against PPT
adversaries of type I.

Proof. We prove it by contradiction. We assume that there is an adversary A
(against KD-CLE) who wins a non-negligible advantage. We try to construct
one adversary B (against CLE) whose advantage is non-negligible. B simulates
the game for A. B first passes mpk to A and answers A’s queries as below. Here
note that, without loss of generality, each oracle for A against KD-CLE and its
counterpart oracle for B against CLE use the same notation. For example, the
decryption oracle for KD-CLE and the decryption oracle for CLE both use the
notation ODEC(·).

– OUPK(ID): If the user ID has ever been queried by A, then the corre-
sponding original public key is returned according to the below recording list
Lopk. Otherwise, B selects a random valid CLE identity string ID′′, makes
a OUPK(ID′′) query to its own oracle, and returns the original public key
upkID′′ of ID′′ as the answer for OUPK(ID). To record the case that ID and
ID′′ has the same original public key, adds (ID, ID′′) to the initially empty
list Lopk.

– ORPK(ID, upk): For ID′ = ID||upk, B makes a query ORPK(ID′, upk) to
its own challenger. After this oracle query, ID for KD-CLE and ID′ for CLE
have the same current public key and full private key.

– OPPK(ID, upk): For ID′ = ID||upk, B makes a query OPPK(ID′) to its
own challenger, and transfers the answer to A.

– OFPK(ID, upk): For ID′ = ID||upk, B first makes a public key replacing
oracle query ORPK(ID′, upk) to ensure that the current public key of ID′ is
upk, and then issues a query OFPK(ID′, upk) to the challenger of itself, and
transfers the answer to A.

– ODEC(ID, upk, c): For ID′ = ID||upk, B first makes a public key replacing
oracle query ORPK(ID′, upk) to ensure that the current public key of ID′ is
upk, and then makes a ODEC(ID′, upk, c) query to its own challenger, and
transfers the answer to A.

During these oracle queries, when A outputs (ID∗, upk∗
ID∗ ,m0,m1) as the

challenge, B first makes a public key replacing oracle query ORPK(ID∗′, upk∗
ID∗)

to ensure that the current public key of ID∗′ is upk∗
ID∗ , and then transfers (ID∗′,

upk∗
ID∗ ,m0,m1) to its own challenger for ID∗′ = ID∗||upk∗

ID∗ . After the target
ciphertext c∗ is returned from the challenger, B then transfers c∗ to A as the
challenging ciphertext. Then B answers the oracle queries as before. At the end,
when A gives a bit b′ to B, B transfers b′ to its own challenger.

Next, we analyze the restrictions on oracle access.
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I.1 For A’s full private query OFPK(ID, upk), according to the restriction, upk
should be an original public key of one certain identity generated by its chal-
lenger (simulated by B). However, B never generates any public key by itself.
Hence upk must be ever gotten from B’s challenger and then transferred to
A. Hence B also never violate restriction I.1.

I.2 According to B’s simulation of OFPK , since A don’t violates this restric-
tion to make the query OFPK(ID∗, pk∗

ID∗), B will not make the query
OFPK(ID∗′, pk∗

ID∗) = OFPK(ID∗ ||pk∗
ID∗ , pk∗

ID∗). Hence, B will not vio-
lates this rule.

I.3 According to B’s simulation of ODEC , since A don’t violates this rule to make
the query ODEC(ID∗, pk∗

ID∗ , c∗), B will not make the query ODEC(ID∗′,
pk∗

ID∗ , c∗) = ODEC(ID∗ ||pk∗
ID∗ , pk∗

ID∗ , c∗). Hence, B will not violates this
rule.

I.4 According to B’s simulation of OPPK , since A don’t violates this rule to
make a partial private key query OPPK(ID∗, upk∗

ID∗) for upk∗
ID∗ /∈ OPK

(This means upk∗
ID∗ is generated by A) and B never generates any public

key by itself. Hence, B will not violates this rule.

Based on the above description, it can be seen that B makes the successful
simulation for A without violating any restriction and wins the game only if A
succeeds. Additionally, B’s running time is equal to that of A without considering
some trivial differences. Now, the proof is completed.

Theorem 2. If the conventional certificateless encryption scheme CLE is CCA
secure against PPT adversaries of type II, then the corresponding key dependent
certificateless encryption scheme KD-CLE is CCA secure against PPT adver-
saries of type II.

Proof. We prove it by contradiction. Assume we have a Type II adversary A
(against KD-CLE) whose advantage is non-negligible, we try to construct one
Type II adversary B (against CLE) whose advantage is also non-negligible. B
simulates the game for A. B first passes mpk to A and answers A’s queries as
below.

– OMSK(mpk): B makes the query OMSK(mpk) to its own challenger, and
transfer the answer to A.

– OUPK(ID), ORPK(ID, upk), OFPK(ID, upk), ODEC(ID, upk, c): B simu-
lates these oracle queries just as in the proof for Theorem 1.

During these oracle queries, when A outputs (ID∗, upk∗
ID∗ ,m0,m1) as the

target, B sends (ID∗′, upk∗
ID∗ ,m0,m1) to its challenger for ID∗′ = ID∗||upk∗

ID∗ .
After the target ciphertext c∗ is received from the challenger, B transfers c∗ to
A as the target ciphertext. B then answers the oracle queries as before. At the
end, when A provides a bit b′ to B, B transfers b′ to its own challenger.

Just as analyzed in the proof for Theorem1, B will not violates the restriction
rules II.1, II.2, II.3. According to the restriction rule II.4, upk∗

ID∗ should be
generated by A’s challenger (here simulated by B). However during the whole
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simulation process, B never generated any public key by itself. Hence upk∗
ID∗ is

not generated by A or B, but be generated by B’s challenger and then given to
B. Hence B does not violates the restriction rule II.4.

Based on the above description, it can be seen that B makes the successful
simulation for A without violating any restriction and wins the game only if A
succeeds. Additionally, B’s running time is same to that of A without considering
some trivial differences. Now, the proof is completed.

4 KD-CLE Scheme Secure in the Standard Model

When the AP binding technique is applied to the Dent-Libert-Paterson conven-
tional CLE scheme, the following KD-CLE scheme is constructed. The KD-CLE
scheme works as follows.

First, we present bilinear pairing which is used for our KD-CLE construction.
Let G,GT be the prime q-order groups and let g be G’s generator, where G and
GT are multiplicatively represented. A map e : G × G → GT is called a bilinear
pairing, if the below conditions all hold: (1) e is bilinear: e(ga, gb) = e(g, g)ab

where a, b ∈ Z
∗
q ; (2) e is non-degenerate: e(g, g) �= 1, where 1 is GT ’s identity;

(3) e can be efficiently computed.

– Setup(1k): Let (G,GT ) be bilinear pairing groups of order q > 2k and let
g a generator of G. Set g1 = gγ , where γ is randomly chosen from Z

∗
p, and

randomly pick g2, u
′, u1, u2, . . . , un, v′, v1, v2, . . . , vn ∈ G. For i = i1i2 . . . in

and w = w1w2 . . . wn, the two functions are as below.

Fu(i) = u′
n∏

j=1

u
ij
j and Fv(w) = v′

n∏

j=1

v
wj

j

The hash function H : {0, 1}∗ ← {0, 1}n is collision resistant (here note, H
will not be assumed as the random oracle in the security proof). Let the
master public key be

mpk ← (g, g1, g2, u
′, u1, . . . , un, v′, v1, . . . , vn)

and the master secret key be msk ← gγ
2 .

– GenUSK(mpk): Return the user secret key xID which is randomly chosen
from Z

∗
p.

– GenUPK(xID,mpk): Return upkID = (X,Y ) = (gxID , gxID
1 ).

– GenPPK(mpk, γ, ID, upkID): Pick r ← Z
∗
p and return dID = (d1, d2) = (gγ

2 ·
Fu(i)r, gr), where i = H(ID||upkID).

– GenFPK(xID, dID,mpk): Randomly choose r′ from Z
∗
q and set the private

key as

skID = (s1, s2) = (dxID
1 · Fu(i)r′

, dxID
2 · gr′

) = (gγxID

2 · Fu(i)t, gt)

where i = H(ID||upkID), t = rxID + r′.
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– Encrypt(m,upkID, ID,mpk): If upkID is correctly shaped, randomly chooses
s from Z

∗
q and then computes

C = (C0, C1, C2, C3) = (m · e(Y, g2)s, gs, Fu(i)s, Fv(w)s),

where i = H(ID||upkID), w ← H(C0, C1, C2, ID, pkID).
– Decrypt(C, skID,mpk): If

e(C1, Fu(i) · Fv(w)) = e(g, C2 · C3),where i = H(ID||upkID),

then return m ← C0 · e(C2,s2)
e(C1,s1)

.

Lemma 1. The Dent-Libert-Paterson conventional CLE scheme [4] is CCA
secure in our improved security model, if the 3-DDH assumption holds in the
group G.

Proof. In [4], for Type I attackers and Type II attackers, Theorems 2 and 3
respectively described the CCA provable security of the Dent-Libert-Paterson
conventional CLE scheme in their security model. Now, we show that their secu-
rity proof can be modified into the security proof in our new security model. First,
revisit Remark 3 which explains the differences between our security model and
that in [4]: with the same purpose to formally capture the case that the secret key
of one identity ID is unknown by the adversary (or known by the challenger),
we require that the public key should be the original one of ANY identity (ID
or ID′ �= ID), while the public key should be the original (never replaced) one
of ONLY ID in the security model of [4]. In other words, as said in Remark 3,
for the case that the current secret key is known by the challenger, the previous
security model ignored the subcase that the current public key of ID is not the
original public key of itself, but is the original public key of the other identity
ID′. Following this observation on security model differences, during checking
and modifying the original security proof in [4], we only need to focus on the
steps where the security proof aims to use the case that the challenger (or adver-
sary) knows (or does not know) the secret key for the current public key, but
uses the criterion whether the public key is the replaced one. We modifies these
places by using the new criterion whether the public key has been original one
of any identity, to decide whether the challenger (or adversary) knows (or does
not know) the secret key for the current public key. In fact, at these places in the
security proof, the relative logic is based on not how to ensure that the challenger
(or adversary) knows (or unknows) the current secret key, but the ultimate result
that the challenger (or adversary) knows (or unknows) the current secret key.
For example, the case cmode = 1 in Game 9 in the security proof of Theorem
2 in [4] only associates with whether the secret key is unknown by adversary
(or known by the challenger). Hence, these modifications do not affect the logics
of the original security proof in [4], but use the more reasonable criterion to fit
the logics of the security proof. By this analysis, the security proof in [4] can be
directly used as that for the above lemma with a few trivial modifications. Here
we omit the detailed the proof.
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Following Theorems 1, 2 and Lemma 1, the following corollary can be directly
obtained.

Theorem 3. The above KD-CLE scheme is CCA secure if the 3-DDH problem
is assumed to be intractable in the group G.

5 Further Discussions

Now we point out the following observations. Firstly, many existing CLE
schemes, provably secure in their “old” security model, can remain provably
secure in our new security model. For example, as shown in Lemma 1, the Dent-
Libert-Paterson conventional CLE scheme [4] remains provably secure in our
new security model, by slightly or even trivially modifying the previous proof
in the “old” security model. In the security proof of Lemma1, the reasons why
these modifications work has been concretely explained.

Secondly, many efficient KD-CLE schemes can be modularly constructed
from existing conventional CLE schemes. In fact, the security proof in our new
security model helps to “revive” the “perfect” and “old” generic transforming
method from conventional CLE to KD-CLE due to Al-Rayami and Paterson.
“Perfect” means that, unlike the results in [14], the AP transformation can
construct KD-CLE from conventional CLE with almost no cost.

Thirdly, similar results for key-dependent certificateless signatures can be
obviously obtained [11,14], following the results on modularly transforming con-
ventional CLE into KD-CLE. Since this further extension is trivial, we omitted
these detailed descriptions for KD-CLS. Additionally, following the results for
key dependent encryption and signatures, other certificateless primitives, such
as signcryption and authentication [13] in the key dependent sense can also be
trivially obtained.

At last, our improved security model is more comprehensive and may be
technically significant in basic theory for certificateless cryptography. In fact,
there are many works on improving the security model for certificateless primi-
tives [2,5,9,10,12,14,16]. However, to capture “whether the current secret key is
unknown by the adversary” (simultaneously known by the challenger), all previ-
ous security models use the standard “whether the public key has been replaced”
while our security model uses the standard “whether the public key has been
generated by the challenger (denoted by upk ∈ OPK)”.

6 Conclusion

We positively answered the open problem whether the AP binding technique
[1,14] is provably secure. This result means that any provably secure conventional
CLE/CLS scheme with KGC trust level 2 can be almost directly transformed
into the corresponding provably secure key dependent CLE/CLS scheme with
KGC trust level 3. As a example, we modularly constructed one key dependent
CLE scheme with KGC trust level 3 and provable security in the stand model.
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Although the improved CLE security is proposed for proving security for the
AP binding technique, it may have independent significance in certificateless
cryptography.
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