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Abstract. The content of pay-TV services is encrypted and each sub-
scriber has a security module that holds a decryption key. When sub-
scribers want to receive the same pay-TV services that they receive at
home outside their homes, they have to bring the security module with
them. However, it is not easy to take the module out of the TV set. To
enrich current and conventional pay-TV services and to make it easier for
subscribers to obtain pay-TV services outside their homes, we propose
a key management system using a temporary key, an attribute-based
encryption (ABE) scheme, and a mobile terminal. The temporary key is
not a conventional key, but has a backward compatibility. The ABE is
used to restrict the time and location when and where the temporary key
can be used. The mobile terminal has a role to take secret data related
to the temporary key and ABE. In this system, a certain decryption key
sk is stored in the mobile terminal. sk; is used to decrypt a content
key. Since sk; is stored in a mobile terminal, it is vulnerable to being
leaked. To protect services from such key leakage, we add a function to
control when and where sk; can be used. To introduce such a restriction,
we employ an ABE scheme. The system uses ABE to exchange certain
secret data between broadcasters and subscribers through communica-
tion networks. This key management system is secure against key leakage
and enables subscribers obtain pay-TV services their homes.

Keywords: Pay-TV services + Functional encryption * Attribute - Valid
period - Mobile terminal

1 Introduction

1.1 Background

Broadcasting and cable TV services encrypt their content before distributing it
to subscribers for the purpose of copyright protection. Each subscriber needs a
decoder with a security module for decrypting the content. In Japan, a smart
card is used as a security module in broadcasting, and a decryption key is gen-
erated in the card [27]. Pay-TV services use the card to control the subscriber’s
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access to their content. In particular, the card holds the subscriber’s contract
information, and decryption keys are generated from the information in the card.

If the card can be taken out of the TV receiver or set-top box, in principle,
subscribers can get services outside the home. However, it is not easy to take
the card out of receiver; in fact, breakage of cards is a concern.

On the other hand, if the decryption key(s) could be stored in mobile devices
such as mobile phones and tablet PCs, subscribers would not need to take the
card out or bring it with them. In this way, quality of service would be improved.

Nowadays, people can use hybrid systems, such as youview [32], HbbTV [30],
Hulu [31], and Hybridcast [29], to obtain both broadcasting services through the
air and network services through the Internet. In these systems, TV receivers
and mobile terminals cooperate. This means that it becomes easy to transmit
data from a receiver to a mobile terminal. However, when a third party can use
the data transmitted into the mobile terminal, illegal use becomes a potential
problem; particularly, copyrights may be infringed. Hence, when the data can
be transmitted into the mobile terminal, countermeasures against illegal use of
that data should be taken. Ogawa, Hanaoka, and Imai (OHIO7) [20] proposed
a method in which a decryption key is updated periodically and a temporary
decryption key can be carried outside in order to enrich the current and con-
ventional services. That is, the subscriber can obtain the same service outside
as he or she would receive at home only during a limited period. Thus, even if
the decryption key is leaked, the damage it causes would not extend beyond the
valid period of the key.

1.2 Contributions

OHIO7 controls a time during which a decryption key can be used. We extend
this control and propose a key management system that can control when and
where the key can be used. OHIO7 cannot control the location of use and it is
difficult to add a control function to it for this purpose.

First, we consider a situation in which a subscriber carries decryption keys
and obtains the same services outside that they receive at home, e.g., someone
travelling on business or sightseeing. In such a situation, where the subscriber
stays during the period is likely decided before leaving home. Here, let us sup-
pose that the subscriber would want to obtain services while staying at a hotel.
Furthermore, the time during which the subscriber obtains the services at the
hotel is limited. Then, generating a decryption key that can be used at the hotel
and at the time and storing the key in the mobile terminal electronically makes
it possible to obtain the expected services at the time and location the subscriber
wants.

In the proposed system, we introduce a temporary work key k,,, and a func-
tional encryption scheme (FE) [1,3,7,18,21], and use a mobile terminal. Partic-
ularly, FE is an efficient tool to restrict the time and location. More concretely,
we use an attribute-based encryption scheme (ABE) [4,6,12,15] that is a kind
of FE and that can control each subscriber’s access to content (data) according
to the subscriber’s attribute.
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We will use the following travel situation as an example:

— travel destination (hotel location): XYZ hotel in Oslo, Norway
— travel duration: 9/11-15.

These data are used as attributes in the ABE scheme. However, it is impos-
sible to substitute the current encryption schemes with the ABE scheme, since
there are a lot of subscribers who have receivers that only work the current
encryption scheme. To have backward compatibility, we need to add functions
to the current systems. That is, the new system should not supersede the current
system. It should use ABE to encrypt certain personal data of the subscriber.
Hence, the ABE-encrypted data should not be transmitted through the air,
because the capacity of broadcasting channels is not so large. Here, we introduce
a temporary work key k,,,, which plays a similar role as the current work key &,
and which has a valid period. A function to encrypt a content key ks by using
kw, is added to the current system. k, is encrypted by using k,, and k,,, simulta-
neously, and two versions of the ciphertext of ks are transmitted simultaneously.

A function to encrypt k,, by using ABE is added to the current system.
Before a subscriber gets k,,,, the decryption key sk; of ABE is generated under
conditions of the above attributes. The subscriber obtains it through the com-
munication networks, stores sk; in the mobile terminal, and brings it to the
travel destination. The data stored in the mobile terminal is sk;, not a cipher-
text of k,,, because the broadcasters mind that the k,, is extracted from the
ciphertext and sk; does not include any information on k,,. A ciphertext of k.,
is necessary at the hotel; in this case, it is transmitted through communication
networks to the mobile terminal just before it receives the services. The capacity
of the broadcasting channel is not large, and using the communication networks
enables the real-time property to be kept.

The proposed system uses two time and location data: data collected when
the subscriber is at home and data when the subscriber measures at the hotel.
Naturally, there are errors in these data, and then, we chose an ABE scheme
that can specify the range of attributes carefully among a lot of ABE schemes.

By these techniques, the subscriber uses sk; and the ciphertext of k,, to
enjoy the enriched services.

1.3 Related Work

Our key management system uses time and location data as attributes of the key
to control the access to the content. As far as we know, there has not been any
related proposal except for OHIO7 regarding access control to Pay-TV services
and OHIO7 cannot control the location where the decryption key is used.
However, a position based cryptography scheme (PBC) [9,11,14,23],
which controls the decryption of a ciphertext according to the location the mes-
sage sender specifies, and time released encryption scheme (TRE) [5,13,16,17,
19,22,26], which controls the decryption of a ciphertext according to the time
the message sender specifies, can be used for the same purpose. That is, by
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considering position data as an attribute, PBC can be viewed as a kind of ABE,
and because the time data be considered an attribute, TRE can also be viewed
as a kind of ABE.

For PBC, a correct and unmodified position should be used, or else the secu-
rity of the ciphertext cannot be guaranteed. For this reason, position authen-
tication has been studied [9,23]. The basic idea involves a measurement of the
response. That is, the speed of the response depends on the distance between
the sender and receiver, and hence, the measurement of the response speed is
an effective method against spoofing of the position. The concept was first pro-
posed by Brands and Chaum [8]. Chandran et al. used a query challenge for this
measurement [10]. Dziembowski and Zdanowicz’s scheme [14] assumes a noisy
measurement channel. Chandran et al. later proposed a scheme using a bounded
storage model [11].

By considering position data as an attribute, PBC can be viewed as a kind
of ABE. Although studies on PBC schemes are on the decline for this reason,
a lot of protocols that control something using position data, including ones for
RFIDs, car security, applications using GPS, etc., have been developed.

May proposed the first TRE [19]. Hwang et al. scheme [16] decrypts the
ciphertext before the appointed time by using an additional release key. Baek,
Safavi-Naini, and Susilo proposed a scheme [5] that generates a decryption key
by using a token published periodically by a trusted third party (TTP). Yoshida
et al. [26] improved Baek et al.’s scheme; their scheme can generate a decryption
key at a later time than the appointed one. Dent and Tang [13] revised the
security model of Hwang et al.’s scheme and proposed a new approach using
KEM-DEM frameworks. Paterson and Quaglia’ scheme can specify a certain
time range [22]. Kasamatsu et al. proposed a scheme [17] whose computational
cost and data sizes are small and that has forward security.

Because the time data can be considered an attribute, TRE can also be
viewed as a kind of ABE. Currently, the studies are included in that on ABE.

A combination of PBC and TRE can realize the access control to the content,
which allows the subscribers obtain outside the home identical services to those
inside the home. However, two distinct encryption schemes would have to be
used in both encryption and decryption, and this is inefficient.

2 Preliminaries

2.1 Current Broadcasting System

There are a lot of pay-TV services in North America, Europe, and Asia. The sys-
tems in North America and Europe are various from broadcaster to broadcaster,
and their details are not disclosed. Although the Common Descrambling Sys-
tem of Digital Video Broadcasting (DVB-CSA) [28] is standardized in Europe,
non-disclosure agreement is necessary to see its details, and naturally, the details
cannot be disclosed. On the other hand, Japanese broadcasting system is dis-
closed. Figure 1 shows the current broadcasting system used in Japan [27].
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Fig. 1. Current broadcasting system: ks is a content (scramble) key, k., is a work key,
and kn, is a master key.

The broadcaster encrypts the content M by using a scramble key k. It
broadcasts the encrypted content Cys = Enc(ks, M). Enc(k, M) denotes that
the plaintext M is encrypted by using a key k. ks is encrypted by using a work key
k., and the broadcaster generates an encrypted scramble key Cy,. = Enc(kqy, ks).
In addition, k. is encrypted by using a master key k,,, and the broadcaster
generates an encrypted work key Ci, = Enc(km,kw). Cym, Ch,, and Cy,, are
multiplexed and transmitted to the subscribers.

There are multiple symmetric encryption schemes in the Japanese system.
That is, the scrambling scheme used for content encryption is different from the
encryption scheme used for ks and k,, encryption. This difference does not affect
the proposed system. Hence, we use the same notation Enc(-,-) as in symmetric
encryption.

Each receiver needs a smart card as a security module that holds a k,,. It
should be noted that each smart card has a distinct k,,, and the broadcasters can
transmit private contract information to each subscriber (receiver) by using this
km. Cwm, Cy,, and Cy,, , which are transmitted through the air, are demultiplexed
in the receiver. k,, is decrypted by using k,, in the smart card as follows: k,, =
Dec(ky,, Cy,, ). Dec(k,C) denotes that a ciphertext C' is decrypted by using a
key k. ks is decrypted by using k,,: ks = Dec(ky,, Ck,). ks is sent to the receiver,
and M is decrypted (descrambled) by using ks: M = Dec(ks, Cpr) in the receiver.

Since all the encryption schemes are symmetric, their encryption and decryp-
tion keys are identical. Regarding decryption, the descrambling scheme used for
content decryption is different from that of k,, and ks decryption in the actual
Japanese broadcasting system, but this difference does not affect the proposed
system. Hence, we use the same notation Dec(-, ).
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2.2 Functional Encryption (Attribute-Based Encryption)

FEs [4,6,12,15] are public key encryption schemes that have advanced function-
alities. ABEs are included in the FEs and can prescribe the logic of encryption
or decryption by embedding attributes or conditions of attributes into a cipher-
text or a decryption key. Arbitrary functions, described as combinations of AND
gates, OR gates, NOT gates, and threshold gates, are possible conditions.

Ciphertext-policy ABE is a kind of ABE that embeds attribute data into a
decryption key and a policy (condition), such as Boolean formula, into a cipher-
text. It consists of the following four algorithms (ABE_Setup, ABE_Gen, ABE _Enc,
ABE_Dec).

— ABE_Setup(1*) — (msk, pk): The set-up algorithm takes a security parameter
1* as an input and outputs a master key msk and a public key pk.

— ABE_Gen(msk, S) — sk: The decryption key generation algorithm takes msk
and attributes of a decryption key S as inputs and outputs a decryption
key sk.

— ABE_Enc(pk, 8, M) — C'": The encryption algorithm takes pk, attributes and
its condition (3, such as a Boolean function, and a message M as inputs and
outputs a ciphertext C.

— ABE_Dec(sk,C,3) — M: The decryption algorithm takes sk, C, and § as
inputs and outputs M.

The proposed system uses the above ciphertext-policy ABE, more specifically,
one in [4] that can assign an attribute with a range. The range is included in §.

3 Proposal: Key Management System

There are two kinds of broadcasting service: through the air (via the broadcasting
satellite, communication satellite, or terrestrial station) and through communi-
cation cable networks. The ones through the air provide the same services to
subscribers in a wide area, while the ones through cables provide services in a
limited area.

In this paper, we consider a situation in which a subscriber travels to a certain
destination and wants to obtain services there that are identical to ones he or she
receives at home. That means wider service area is preferable. Hence, we will
focus on services through the air. In addition, we assume that the subscriber
signed a contract with a certain broadcaster and can obtain services at home. In
the proposed system, this services are extended and the subscribers can obtain
services outside the home.

Below, we explain how to apply the system to the Japanese broadcasting
system as an example.

3.1 Discussion: Bringing Current Keys

The simplest way to obtain the same services outside the home is to bring a
security module from the home to the destination. However, it is difficult to
dismount the security module even if it is a smart card.
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Let us consider the way to take out the keys, ks, k., and k,,, used in the
current system. If the subscriber takes them out from the security module elec-
tronically, stores it in his/her mobile terminal, and transmits the key from the
mobile terminal to the receiver at the hotel electronically, he or she can easily
obtain the desired services outside the home.

ks is updated every two seconds and it is not practical to bring all k4’s used
during travel, as the number of keys would be enormous.

k.,’s update period varies from channel to channel and broadcaster to broad-
caster, but the key is not updated as frequently as the change of on-air programs.
That is, an update of k,, leads to an update of the subscriber’s contract, and
from the viewpoint of the service continuity, it is impossible for the contract to
change as frequently as an on-air program. If the subscriber has a long-term con-
tract, such as several months, with a broadcaster, it is easy for the broadcaster
to continue to use the same k., for several months. However, such long-term use
leads to risk of key exposure and is not preferable from the viewpoint of secu-
rity. Even if there is a long-term contract, k,, should be updated periodically;
in practice, it is updated almost every month. Although it is possible to take
out k,, and this might be practical in the sense that the number of keys that
the subscriber should carry is small, its valid period is too long considering the
potential damage caused by its exposure. Broadcasters would thus prefer shorter
term keys.

kp, is used only when contract between a broadcaster and a subscriber is
changed or updated or when k,, is updated. Hence, it is not appropriate to take
out k,, to obtain services outside the home without any contract change.

From the above discussion, there is no adequate key among the three that
can be taken out. Instead, what is required is a key that acts as a work key and
that has a moderately long valid time.

3.2 Discussion: Key Transmission Through the Air

In the previous section, k4 should not be taken outside from the viewpoint of the
number of keys and k,, should not be taken outside from the viewpoint of the
valid term of keys. In this section, we show that an encrypted ks or k,, should
not be transmitted through the air for the private use of this extended service,
either.

When the encrypted ks is transmitted, a distinct encryption key must be
used for each subscriber. When the number of subscribers is small, the broad-
caster can transmit the encrypted ks’s through the air, but when the number
is large, the limited transmission capacity of broadcasting makes this difficult.
That is, the amount of additional transmitted data increases in proportion to
the number of subscribers, since every encrypted kg is different from that for
the other subscribers. For example, it would take about one hour for the data to
be sent to every security module in Japan. Although the number of people who
spend time outside the home during the golden week, silver week, summer, and
New Years holidays in Japan is smaller than the number of all security modules,
it is still a huge number. Assuming that almost all vacationers would want to use
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the proposed system, it would take too long a time to transmit the encrypted
ks’s; ks changes every two seconds, so it would be impossible to transmit all
encrypted k; in real-time. As one of the strong points of broadcasting is that
it provides identical services simultaneously to all subscribers, but the loss of
the real-time property would eliminate it. Hence, it is not practical to transmit
encrypted k,’s through the air.

Now let us consider transmitting an encrypted k,, through the air for the
private use of the extended service. k,, is a long-term key, and it is not necessary
to transmit an encrypted k, or decrypt it in real-time. That is, although the
subscriber has to wait until the encrypted k,, to be transmitted for the service
to start, after it is decrypted, he or she can seamlessly obtain services in real-
time. In this sense, k,, is more adequate than k,. However, k,, is common for all
subscribers. That is, once k., is decrypted, it can be used at any time (sometimes
for several months) and at any location even when and where the subscribers
assigned before the travel. The damage caused by the leakage of k,, would thus
be unacceptably large from the viewpoint of content copyright protection. Finer
control of the time and location is required.

3.3 Discussion: Use of Mobile Terminal and Attribute-Based
Encryption Scheme

If the mobile terminal of a subscriber stores a key, there is a risk that the key may
be leaked unintentionally or intentionally. The leaked data can be easily copied,
and a broadcaster cannot use a system that does not have any countermeasure
against such leakage. It is difficult to sweep the anxious away, but it is important
to take a measure not to extend the damage caused by the key leakage.

We need finer control of the key. In Sect.3.1, we described that it is not
preferable to take out kg, k., and k,, because of their roles, importance to
maintaining security, and number. The discussion in Sect. 3.2 indicates that it
is not preferable to transmit ks and k,, through the air for the private extended
service to the subscriber because of the lack of transmission capacity and security.
In addition, it was pointed out that keys that act together a work key and
that have a moderately long valid time and fine control of when and where the
subscriber receives services are required. We thus introduce a temporary work
key k., and the ABE scheme. In the following, we discuss how k,,, can be used
to realize a secure key management system.

The system we propose minimizes the damage caused by leak of data stored
in the mobile terminal and can control when and where the data can be used.
We employ an FE, especially an ABE. We use the location of the hotel, and
the travel date as attributes of ABE. The attributes make it possible to control
when and where a leaked key can be used and to lessen the value of the key to
other people.

The easy way to use ABE is that a broadcaster encrypts k,, by using ABE
and transmits the encrypted k. In this case, a subscriber carries a decryption
key and decrypts k, at the hotel. However, as described in Sect. 3.1, it is not
preferable to have subscribers bring k,, with them, so this issue remains even if
ABE is used.
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To deal with this issue, we use a temporary work key k,, that has a valid
period and is updated frequently. k,, is used to encrypt kg, and k,,, is used for
the same purpose. However, the update period of k,, is shorter than that of k,,.
The shorter update period makes finer control of the key possible. In this paper,
we set the update period to one day. k,, is changed every day, so the damage
caused by a leak of k,, is limited to one day.

If k., cannot be used except for the assigned time period, security level of
the system holds high. We thus need a way how for the subscriber to carry k,,
securely and efficiently outside the home.

If the plaintext of k,, is stored in the mobile terminal, it is vulnerable, and
thus, copyright of the content may be violated. While it is possible to encrypt
kw, by using k,, it is impossible to control the location at which k,, is used.
ABE can be used to control the time and location, but as mentioned in Sect. 3.2,
it takes time until k,,, is obtained, and this threatens the real-time property. To
deal with this problem, we modify the system that has real-time property. The
modified system uses both communication networks and broadcasting channels,
so that broadcasters can respond to each subscriber’s request almost in real-time.
Such real-time service cannot be realized without communication networks.

In addition, mobile terminals work effectively to respond each subscriber’s
request. People merely lend their mobile terminal and the terminal can be used
for the owner’s authentication.

There are three key management methods for ABE schemes. The first is
that the subscriber carries both an ABE-encrypted temporary work key C,, =
ABE_Enc(pk, 8, ky, ) and sk; stored in the mobile terminal. The second is that
the subscriber carries only Cy,, in the mobile terminal. The third is that the
subscriber carries only sk; in the mobile terminal.

In the first method, the subscriber has both a ciphertext and its correspond-
ing decryption key, and he/she can decrypt the ciphertext and obtain k,,, when
desired. Hence, the method is as same as one in which the subscriber carries a
plaintext k,,; that means it is vulnerable to key leakage. In the second method,
the data the subscriber gets before its travel is deeply related to k,,,. Compared
with the third method, it has more chance of k,,, being extracted from the data
of the subscriber. That is, broadcasters would find the third method preferable
to the second.

In addition, the operation related to k., should be the same as that of k.,
since the broadcaster does not want any special operation. Hence, the broad-
caster can generate k,,, whenever it wants. If the broadcaster generates k,,, just
before k,,, becomes valid, the subscriber may not obtain k,, before beginning
the journey. That is, considering the timing at which the broadcaster generates
kw,, the third method is preferable, because the subscriber carries only sk; in
the mobile terminal. In the following, we will assume that only sk; is stored in
the mobile terminal.

We show more details. The subscriber needs to obtain a decryption key sk; =
ABE_Gen(msk, S) before beginning to travel, where S is the set of attributes and
it includes the location data of the hotel (latitude, longitude) = (ppy, ppy) and
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travel period t,. To obtain sk;, the subscriber sends (pps,ppy) and ¢, to the
key issuance center through communication networks. The key issuance center
generates sk; and returns it to the subscriber. The subscriber gets sk;, stores it
in the mobile terminal, and takes it with him/her.

For the subscriber to obtain services at the hotel, the key issuance center has
to generate an ABE-encrypted k,,, by using the subscriber’s current location and
current time. That is, when the mobile terminal requests &, to the key issuance
center, it sends its GPS data. This GPS data contains the current location data
(Pews Pey) and the current time .. The key issuance center generates an ABE-
encrypted temporary work key Cy,, = ABE_Enc(pk, 3, ky, ) by using the data
as attributes and the policy 8. Errors are naturally contained in the GPS data.
In addition, there would be differences between (ppsz,ppy) and (pes,pey) and
between ¢, and t. in principle. For this reason, we chose the ABE scheme, which
can specify a range of attributes [4]. Concretely, the policy of ABE is as follows:
/6 = (pp:v c {pc:rlvpczu}) A (ppy € {pcylvpcyu}) A (tp = tC)? where Pcxl = Pex — €z,
Dezu = Pex + €xy Peyl = Pey — €ys Peyu = Pey + €y, Where €., €, are acceptable error
values with regard to latitude and longitude, and where A denotes an AND gate.

At the hotel, the subscriber obtains an ABE-encrypted temporary work key
Ck,, from Key issuance center through communication networks, decrypts a
temporary work key k,, = ABE_Dec(sk;,C,,) by using sk; brought from the
home, and obtains services at the hotel.

There is a limit to the transmission capacity if Ck,,, and sk; are sent through
the air, and the subscribers may have to wait a half an hour or more. However,
in the above method, the subscriber can get services without having to wait a
long time. That is, he or she can get k., at the desired time, and the quality of
services improves.

The key point of this key management system is the use of a temporary work
key ku,. kw,’s role is different from that of k,,, so the new functions associated
with k,, should be added to the conventional system. New data signal(s) must
be transmitted from the broadcasting station. In particular, the operation of k.,
should be the same as that of k,,; hence, the broadcaster encrypts ks by using k,,
and k,, simultaneously, generates Cis = Enc(ky, ks) and Cis, = Enc(kqy,, ks),
and transmits Cys and Cps, simultaneously to all subscribers through the air.
After receiving the signal, receivers at home decrypt Cs by using k,, and gen-
erate ks = Dec(ky, Cks). On the other hand, the receivers at the hotels decrypt
Cis, by using k,, and generate ks = Dec(k,,,, Cks,). Subsequently, receivers at
both locations obtain the same services.

The roles of valid time of k,, and the time attribute of ABE are slightly
different. The valid time of k,,, is a countermeasure against work key leakage and
meets the requirements of broadcasters. On the other hand, the time attribute
of ABE is a restriction on the decryption time.

3.4 Proposed System

Figure 2 illustrates the system on which the above service is offered. The entities
in the system are as follows:
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Fig. 2. Proposed system: Enc. and Dec. denote encryption and decryption blocks,
respectively.

Mobile terminal: A subscriber that has a contract with a broadcaster.
— Broadcaster: It encrypts content and transmits it to all subscribers.
Key issuance center: It generates the keys regarding to ABE.

— Outside receiver: Receiver at a hotel.

New functions associated with k,,, have to be added to each entity. In partic-
ular, the broadcaster has to have a new function to generate k,, and a function
to encrypt ks by using k., . The similar function is standardized as an extension
of the system (Part 3, Chap.3 in [27]) and the impact on the broadcaster is
light. The mobile terminal is a new entity, which is not used in conventional
broadcasting services. It collaborates with receivers, which receive k,,, from it,
and decrypts ks by using k,,. Here, we assume that the outside receivers do
not have any contract with broadcasters, and hence, that the outside receivers
cannot get any k,,. However, in reality, some outside receivers may actually have
contracts, so a function to select one among k,, and k,,, and a function to select
one among Cis and Cys, are necessary. The functions required by each entity
are as follows.

The key issuance center is a new entity. It has, at least, the following four
functions: (1) a function to obtain k,, from the broadcaster, (2) a function to
set up an ABE scheme, (3) a function to generate a decryption key sk, and (4)
a function to encrypt k,, and generate Cy,, = ABE_Enc(pk, 3, k., ).

wy
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The mobile terminals need at least three functions: (1) a function to store
sk securely, (2) a function to obtain Cf,, ~from the key issuance center, and (3)
a function to decrypt k., = ABE_Dec(sk:, Cy,,, )-

Two new functions are added to the receivers: (1) a function to select k,
not k,, and (2) a function to select Cgss not Cis.

The broadcasters have a new function: (1) a function that encrypts ks by
using k.

These additional functions make it possible for subscribers to obtain the same
services that they receive at home outside their homes.

3.5 Key Management Procedure

Figure 3 shows the key management procedure in the system.

To prepare the services, the key issuance center performs ABE_Setup(1*) and
generates master and public keys of ABE (msk, pk).

As Fig. 2 shows, two versions of an encrypted scramble key Cs = Enc(ky, ks)
and Cys, = Enc(ky,,ks) are transmitted by the broadcaster, and the outside
receiver selects one version. Precisely, the security module in the receiver selects
one version. Generally, the hotel does not have a contract for pay-TV services,
and it does not have any k,, of the pay-TV services. When the subscriber brings

Key issuance center Broadcaster Outside receiver Mobile terminal

|
[ ABE setup ]

(msk,pk)=ABE_Setup()

Uid, Attribute ay(locatipn of hotel, time period) Request

Obtain a, Decryption key sk,

Generate sk,
sk=ABE_Gen(msk,a,)

. | | Generate
[ Obain k,q temporary work key K, ]

Obtain a,

l Obtain sk,

Attribute a, (current location and time) r Request
|_Encrypted Ky (Ciw)

Generate

Policy B
Encrypt K, 1 Chon

Ciw=ABE_Enc(pk B.k.) J

[ oromc

Obtain Cy

Decrypt ky,
k.« =ABE_Dec(ski,Cyy)

[ Generate kg ] [ ObtamkM
|

Encryptk,
[ Cks=Enc(kw:ks) ]—b[ Obtain Cyg ]

Decrypt kg
k=Dec(k,, Cks)
EncryptM
[ CumEnc(ke,M) ]—b[ Obtain Cy

DecryptM
M=Dec(ks,Cy)

—

Fig. 3. Key management procedure of the system
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the key k,, in its mobile terminal, k,, is transmitted to the outside receiver.
The receiver selects Cys, and decrypts it by using k,,, . If the subscriber does not
bring the key k,,, he or she cannot obtain the services.

In addition, when and where the subscriber uses the services must be specified
before travel. If the actual time or location is different from the specified time
or location, he or she cannot obtain the service. These two controls are enabled
by the following procedure.

When the key issuance center generates a decryption key sk, the attributes
of the subscriber are sent to the key issuance center and the sk; associated with
the attributes is generated. When the key issuance center generates an encrypted
kw,, a ciphertext Cj,,, associated with the policy regarding the attributes and
their error range is generated. When the mobile terminal decrypts k., , kv, can
be decrypted if the set of attributes of sk; matches the policy of Cy,, .

kw, is decrypted in the mobile terminal and is transmitted to the secu-
rity module in the outside receiver after communication between the mobile
terminal and the outside receiver is established. k,, is then used to decrypt
ks = Dec(ky,,Crs) by using Cis = Enc(ky,,ks), and finally, content M is
decrypted M = Dec(ks, Cpr) by using ks and Cpy = Enc(ks, M). The details of
the procedure are as follows:

(1) The key issuance center performs ABE_Setup(a®) to prepare the services
and generates (msk, pk).

(2) A subscriber sends its identifier (Uid) and its attributes (time when staying
at the hotel and location of the hotel o) = ((ppz,Ppy),tp)) to the key
issuance center by using his/her mobile terminal.

(3) The key issuance center checks the Uid and the subscriber’s contract, gen-
erates a decryption key sk, = ABE_Gen(msk,a,) and returns sk; to the
subscriber.

(4) The subscriber stores sk; in the mobile terminal.

(5) A broadcaster generates a temporary work key k,,, and sends it to the key
issuance center.

(6) The subscriber obtains his/her current location (pes, pey) by using the GPS
function of the mobile terminal.

(7) The subscriber sends a decryption key request including the subscriber’s
attributes o := ((Pea, Pey), te) to the key issuance center.

(8) The key issuance center extracts p. = (pcz,pcy) from «., and calculates
the range of attributes pesi ~ Pewu Peyt ~ Peyu, Where (e, €,) are errors of
latitude and longitude and they are decided previously, and where p.,; =
Dex — €xy Peau = Pex + €y Peyl = Pey — €y Peyu = Pey + € are upper and
lower bounds of latitude and longitude.

(9) The key issuance center generates an encrypted temporary work key Crt =
ABE_Enc(pk, 8, kw,) by using a public key pk and a policy 8 = (pps €
{Peat, Peau}) N (Ppy € {Peyis Peyu}) N (tp = tc) and transmits Chrye to the
mobile terminal through communication networks.

(10) The mobile terminal decrypts the temporary work key k,,, = ABE_Dec(sk;,
Crwt) from an encrypted temporary work key C,: transmitted through
communication networks.
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(11) The subscriber establishes a link between his/her mobile terminal and the
receiver at the outside receiver (at the hotel) and sends &, from the mobile
terminal to the outside receiver.

(12) The outside receiver decrypts the scramble key ks = Dec(ky,,Ck.) by

using k., -
(13) Finally, the outside receiver decrypts content M = Dec(ks,Cpr) by
using k.
The acceptable error range (e, €,) between location data p, = (Ppz,Dpy)

obtained from the hotel’s address and the location data p. = (peg, Pey) Obtained
by using the GPS function of mobile terminal should be adequately determined
according to the services to be provided.

4 Conclusion

We proposed a key management system that allows subscribers enjoy versatile
broadcasting services. The subscribers can obtain services identical to those they
normally receive at home outside their homes. The system uses a temporary key
that has compatibility with the conventional key, an ABE scheme that can assign
a range of attributes [4], and a mobile terminal. Although the system needs a
key issuance center, it does not impact the conventional broadcasting system in
a big way and has backward compatibility.

The current location data comes from the GPS function of a mobile termi-
nal. The terminal is the subscriber’s and there are a lot of reports on modifying
GPS data. If the mobile terminal has a secure memory and can store a signing
key in the memory, and if the mobile terminal has a high-performance CPU,
the terminal can sign its GPS data electronically and the signature would be
an effective countermeasure against modification attacks on GPS data. If the
terminal does not have a high-performance CPU, the nearest mobile station or
edge router should be used as a TTP, and the TTP should issue the current
location and time instead of the mobile terminal. However, mobile stations and
edge routers are not densely allocated, and in many cases, the nearest station
or router would be far away from, say, the hotel where the subscriber is stay-
ing, and the distance between the mobile terminal and the nearest station or
router depends on the station or router allocation plan of the communications
provider. Subsequently, such stations and routers are impractical. Recently, a lot
of researches has gone into mobile edge computing (MEC) [2,24,25,33] and edge
computers on the mobile networks handling loads instead of mobile terminals.
An edge computer could be used as a TTP, but it has yet to be decided where
and how many computers are to be assigned.

An actual system must be trustworthy. A digital signature scheme or TTP
should be considered for this purpose. Efficiency is also important in practice.
The ABE schemes used in our system have a heavier load than that of conven-
tional encryption schemes, such as RSA, but the number of processes involving
them in the mobile terminal during travel is only one and the load only lasts
a number of seconds. Therefore, a subscriber would not likely find the load of
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the ABE process to be unacceptable. On the other hand, the load of the key
issuance center would be much heavier, especially if the number of subscribers
is large. That means we have to construct a system with a lighter load.

Acknowledgment. A part of this work is supported by JST CREST grant number
JPMJCR1688.
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