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6.1	 �Introduction

Tumor-induced immune suppression has been 
extensively investigated in the last decade. 
Indeed, escape of tumors from the host immune 
system has been considered a major barrier for 
successful immunotherapy of cancer [1]. Recent 
unprecedented tumor control that can be 
achieved by targeting immune checkpoint inhib-
itors (ICIs) clearly emphasizes the importance of 
the restoration of anti-tumor immune activity in 
patients with cancer by the use of antagonistic 
antibodies to CTLA-4, PD-1, PD-L1 or other 
ICIs [2]. Used alone or in combination with each 
other and with conventional therapies, check 
point inhibition can unleash the power of the 
immune system in many cancer patients whose 
anti-tumor responses are compromised. While 
highly promising, ICIs efficiency in restoring 
anti-tumor responses varies broadly among 
patients with cancer [3]. It is not clear why some 
patients respond to ICIs and others do not, but 
limitations in responses could be explained by 

the acknowledged existence of multiple ICI 
pathways in cancer, only some of which are 
responsive to ICIs being used for therapy. Based 
on what is known about various immunosup-
pressive mechanisms operating in the tumor-
microenvironment, some general rules can be 
formulated as follows: (a) these mechanisms are 
tumor-induced; (b) they involve one or more cel-
lular and molecular pathways that may differ in 
primary vs. metastatic tumors, are selectively 
utilized by different tumor types and vary among 
patients, even those with the same malignancy; 
and (c) they are not restricted to the tumor micro-
environment (TME) but mediate systemic effects 
leading to the partial or complete inhibition of 
anti-tumor immune responses in the entire body.

Among many tumor-derived factors or signals 
that modulate anti-tumor immunity, exosomes, 
specifically tumor-derived exosomes or TEX, are 
emerging as a new and so far not widely appreci-
ated mechanism of immune suppression. This 
chapter will describe how and why exosomes, 
which are ubiquitously present in all body fluids 
of patients with cancer, are currently viewed as 
conveyors of tumor-derived suppression to the 
immune cells responsible for surveillance and 
cancer control.
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6.2	 �What Are Exosomes?

Exosomes are membrane-bound vesicles which 
are virus size, are produced by all cells and are 
released by cells under physiological and patho-
logical conditions. They are the smallest of extra-
cellular vesicles (EVs) released by cells, varying 
in size from 30 to 150 nm, found in supernatants 
of cultured cells as well as in all body fluids [4]. 
Although the nomenclature of EVs is still unclear 
[5], exosomes are a distinct type of vesicles 
which differ from larger EVs, such microvesicles 
(MVs, 200–1000 nm) or apoptotic bodies (1000–
5000 nm) not only by their size but also by cel-
lular mechanisms used for their secretion, the 
molecular content and functional properties [6]. 
MVs are formed by “blebbing” or “pinching off” 
from the cellular membrane of the parent cell and 
contain parts of the cytosol more or less ran-
domly enclosed in vesicular “blebs.” Apoptotic 
bodies are remnants of dead parental cells. The 
biogenesis of exosomes is unique: they originate 
from the endocytic compartment and their molec-
ular content reflects, at least in part, that of the 
parental cell. As tumor cells produce and release 
masses of exosomes, tumor-derived exosomes 
(TEX) are ubiquitously present in body fluids of 
patients with cancer. The ratios of TEX/normal 
cell-derived exosomes in the plasma of cancer 
patients varies, but generally TEX represent a 
substantial proportion of total exosomes recov-
ered from plasma, especially in patients with 
advanced malignancies [7].

The TEX molecular signature distinguishes 
them from exosomes derived from normal cells. 
Further, TEX released by different types of tumor 
cells have distinct molecular signatures [8]. 
Exosomes serve as information transfer vehicles, 
and TEX carry messages from the parent tumor 
cell to other normal or malignant cells [9]. Upon 
contacting targeted recipient cells, TEX carrying 
a cargo consisting of multiple molecular species, 
including mRNA, miRNA, and DNA, deliver 
their content to recipient cells and modify func-
tions of these cells [10]. The mechanisms respon-
sible for TEX delivery and processing of their 
cargo in recipient cells are not entirely under-
stood, but may include the initial ligand-receptor 

type of binding on the cell surface followed by 
endocytosis or phagocytosis [11]. Because the 
TEX cargo is enriched in immunoinhibitory mol-
ecules, similar to those present in parental tumor 
cells, TEX targeting immune cells tend to induce 
down-stream activation of the inhibitory molecu-
lar pathways [12]. It has been shown that TEX 
isolated from supernatants of cultured tumor 
cells, which contain only TEX and no other exo-
somes, effectively mediate suppression of 
immune cells in ex vivo assays and in vivo in 
experimental animals. Thus, immunosuppressive 
TEX are considered to be able to promote tumor 
growth and to facilitate tumor escape from the 
host immune system.

6.3	 �The Immunosuppressive 
Cargo of TEX

TEX, which originate from the late endosomal 
compartment of parent tumor cells, acquire their 
molecular components through the well-defined 
series of coordinated inward membrane invagi-
nations taking place in late exosomes and multi-
vesicular bodies (MVBs) [13, 14]. Upon fusion 
of MVBs with the parent cell surface membrane, 
TEX are released into the extracellular space. 
TEX formed by this biogenesis process contain 
elements derived from endosomes (e.g., TSG101, 
ALIX) as well as from the cell surface membrane 
and cytosol of a parent cell [6, 15]. Sorting and 
packaging of TEX for release from the parent cell 
is executed by the exosomal sorting complex 
responsible for transport (ESCRT), which might 
be parent-cell-specific, directing TEX to a pre-
defined cellular address.

Upon their release from parental cells, TEX 
carry a broad variety of molecular species, 
including membrane-associated proteins, glyco-
proteins, lipids, and glycolipids as well as a rich 
vesicular content (reviewed in [10]). The surface 
membrane of TEX is a lipid-protein bilayer that 
contains cholesterol, ceramides, sphingomyelins, 
and phospholipids as well as numerous biologi-
cally active proteins such as the major histocom-
patibility complex (MHC) molecules; TAAs; 
inhibitory ligands such as FasL, TRAIL, PD-L1, 
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TGF-β/LAP; adhesion molecules, notably 
ICAM, EPCAM, CD44, integrins; proteases such 
as MMPS and CD26; ectonucleotidases engaged 
in adenosine production, CD39/CD73; trans-
membrane receptors such as CXCR4 and c-Met; 
heat shock proteins (HSPs); and numerous tet-
raspanins frequently used as “exosome markers.” 
In the TEX lumen are nucleic acids, including 
DNA, mRNA, and miRNA; cytosolic proteins 
including various enzymes; soluble factors, such 
as PGE2; cytokines; histones; transport proteins 
such as ALIX, Rabs, dynamin, LAMPs; cyto-
skeletal proteins, including actin, tubulin, vimen-
tin, and others; oncoproteins; and a variety of 
signaling molecules, including MAPK, ERK1/2, 
Rho, catenin, Wnt, and many others. The TEX 
molecular and genetic content recapitulates that 
of the parent cell. However, it is unclear how 
much of the parent cell content is passed on to 
exosomes, and the estimates vary widely from 5 
to 50%. Nevertheless, It has been convincingly 
shown that TEX are enriched in some of the key 
molecules characteristic of the parent cell and 
thus can serve, at least in part, as surrogates of the 
parent tumor cells [16].

One intriguing aspect of the cargo TEX carry 
is that, in addition to a plethora of immunoinhibi-
tory molecules, they also carry tumor-associated 
antigens (TAA), costimulatory molecules, MHC 
class I and class II molecules, and intraluminal 
growth-promoting cytokines [10, 17]. This sug-
gests that TEX are capable of stimulating immune 
cell responses and that TEX have the dual func-
tional potential. This has led to a controversy 
regarding TEX and their biological role in can-
cer, with many investigators viewing TEX as 
vaccination-promoting vehicles capable of 
inducing effective anti-tumor immunity [18, 19]. 
It appears, however, that in the TME, where 
tumor cells are actively engaged in suppression 
of anti-tumor immunity and activities of immune 
cells are blocked, TEX are primarily utilized as 
an effective mechanism designed to promote 
tumor progression. It is reasonable to expect that 
the vesicle-based communication system driven 
by the tumor is operating to benefit tumor pro-
gression and to impair anti-tumor immune 
responses.

6.4	 �Communication of TEX 
with Their Cell Targets

TEX produced by parent cells and released in the 
extracellular space can interact with local and 
distant cellular targets. It is unknown whether 
TEX “carry an address.” But their ubiquitous 
presence in all body fluids suggests that TEX are 
freely distributed throughout the body and can 
interact with any recipient cell ready to commit 
itself and accept the vesicles. In fact, exosomes 
are admirably equipped to serve as communica-
tion vehicles. Their surface is decorated by the 
parent cell-derived signaling molecules. Their 
intra-vesicular content of genetic materials, 
enzymes, and soluble factors, all biologically 
active and capable of executing functional 
responses in target cells, is protected by a mem-
brane from potential degradation by extracellular 
enzymes during transport. Thus, exosome con-
tent can be safely delivered to recipient cells and 
upon exosome up-take can lead to the cell re-
programing [14]. Exosomes can interact with tar-
get cells utilizing one or more of the following 
mechanisms: (a) direct signaling via surface mol-
ecules to activate intracellular signaling path-
ways; (b) fusion with the target cell membrane 
followed by transfer of proteins or genes the cell 
lumen; (c) phagocytosis of opsonized exosomes 
and their internalization; (d) receptor-mediated 
endocytosis [11]. The cargo delivered by exo-
somes to recipient cells and taken up by phagocy-
tosis or endocytosis may be either directed to the 
lysosomes for degradation and clearance or 
directly incorporated into the cellular machinery 
to initiate functional re-programming of the 
recipient cells.

The mechanisms through which TEX alter 
functions of recipient cells are only partly under-
stood and are being intensively investigated. It 
appears that some of these mechanisms involve 
the receptor/ligand type signaling and others 
require up-take and internalization of TEX [11, 
20]. In some cases, TEX fusion with the mem-
brane of a recipient cell may be sufficient to gen-
erate signals that induce cellular re-programming 
[11, 20]. It may be that the recipient cell deter-
mines the mode of TEX up-take, which in turn 
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activates downstream molecular/genetic events, 
culminating in the change of functions. Immune 
cells differ in their ability to internalize and pro-
cess TEX.  T cells interact with TEX via the 
receptor/ligand signaling, while other lympho-
cytes (B cells, NK cells) and monocytes internal-
ize TEX [21]. TEX deliver receptor-mediated 
signals to T cells that initiate sustained Ca2+ flux 
[20] resulting in subsequent activation of the rel-
evant downstream pathways, alterations in the 
recipient cell transcriptome and ultimately trans-
late into modified functional responses [21]. 
Interestingly, TEX deliver negative signals to 
effector T cells and activating signals to regula-
tory T cell (Treg) and MDSC, as discussed 
below.

6.5	 �Mechanisms Used by TEX 
to Alter Function 
of Recipient Cells

All types of immune cells are sensitive to TEX-
mediated interference. However, T lymphocytes 
seem to be especially vulnerable to negative mes-
sages delivered by TEX. The two key receptors 
on T cells are the T-cell receptor (TcR) and inter-
leukin 2 receptor (IL-2R). We and others have 
reported that TEX negatively regulate functions 
of these receptors [22, 23]. Specifically, TEX-
mediated down-regulation of the TcR zeta chain 
is consistently seen in T cells co-incubated with 
TEX [24]. TEX also reduced JAK expression and 
phosphorylation in activated T cells [22], and 
since the integrity of the JAK pathway is essen-
tial for functions of IL-2, IL-7 and IL-15, the 
cytokines sharing the y chain of the IL-2R, down-
regulation of JAK activity by TEX is detrimental 
to T-cell proliferation [25]. TEX were shown to 
inhibit proliferation of CD8+ T cells but promote 
expansion of CD4+ T cells, specifically of Treg, 
while exosomes released by normal cells pro-
moted proliferation of all T cells [22]. Consistent 
with these data, TEX were found to increase 
STAT5 phosphorylation in activated CD4+ T 
cells and to inhibit STAT5 phosphorylation in 
activated CD8+ T cells [25]. These data suggest 
that TEX modulate functions of transcription fac-

tors such as STATs in recipient T cells. In addi-
tion, TEX preferentially inhibited proliferation of 
human melanoma-specific CD8+ T cells gener-
ated in cultures of T cells with melanoma peptide-
pulsed DC [22] suggesting that TEX can inhibit 
antigen-specific T-cell responses. There is solid 
evidence in support of the ability of TEX carry-
ing a membrane form of FasL or PD-L1 to alter 
functions of immune cells [22, 26]. TEX-
mediated signals leading to apoptosis of activated 
CD8+ T cells were associated with early mem-
brane changes (i.e., Annexin V binding) in recip-
ient cells, caspase3 cleavage, cytochrome C 
release from mitochondria, loss of mitochondrial 
membrane potential (MMP) and DNA fragmen-
tation [27]. These data suggest that TEX induce 
apoptosis in activated CD8+ T cells by engaging 
extrinsic as well as intrinsic apoptotic cascades. 
Further, the PI3K/AKT pathway is the key target 
for TEX in activated CD8+ T cells: dramatic, 
time-dependent AKT dephosphorylation and 
concomitant decreases in expression levels of 
BCL-2, BCL-xL and MCL-1 accompanied by an 
increase in levels of pro-apoptotic BAX were 
observed in these cells during co-incubation with 
TEX [27].

In a recent study, we co-incubated TEX with 
subsets of human CD4+, CD8+ and CD4+ CD39+ 
Treg cells isolated from peripheral blood of nor-
mal donors [21]. The objective was to study 
mechanisms used by recipient T cells to translate 
TEX-delivered signals into transcriptional activ-
ity and functional changes. The qRTPCR was 
used to monitor expression levels of 24 immuno-
regulatory genes [21]. Interestingly, massive 
changes in expression levels of multiple immu-
noinhibitory and immunostimulatory genes in T 
cells were observed following co-incubation with 
TEX. We found that the only factors that signifi-
cantly regulated TEX-induced transcriptional 
activity in T cells, including changes in expres-
sion levels of genes mediating immune suppres-
sion or immune activation, were: (a) the presence 
or absence of exosomes; (b) recipient cell type 
(CD4+, CD8+ or Treg); and (c) the activation 
status of the recipient cells. The observed mas-
sive changes in mRNA expression levels were 
equally induced by co-incubation with TEX or 
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DEX (exosomes produced by human monocyte-
derived cultured DC and used as control for 
TEX). However, TEX and DEX modulated dif-
ferent immunoregulatory genes, and some of the 
genes were modulated differently in Treg than in 
CD4+ or CD8+ cells. To show that TEX-
mediated signals translated into relevant func-
tions, we concomitantly measured CD69 (an 
activation marker) expression levels in CD4+ T 
effector cells by flow cytometry. TEX signifi-
cantly decreased expression levels of CD69 on 
the surface of CD4+ T cells, which was consis-
tent with TEX immunosuppressive functions 
[21]. Also, Treg co-incubated with TEX, which 
carry both CD39 and CD73 ectonucleotidases 
[28], significantly up-regulated production of 
immunosuppressive adenosine in a concentra-
tion- and time-dependent manner [21]. This set 
of data, together with the demonstration that T 
cells do not readily internalize TEX [20], pro-
vided evidence for the hypothesis that TEX sig-
nal by engaging surface receptors on recipient T 
cells and that this signaling negatively modulates 
T-cell responses.

Our studies of TEX-immune cell interactions 
have indicated that TEX may exert direct or indi-
rect effects on human immune cells. Directly, 
TEX induce apoptosis of activated anti-tumor 
effector T cells [22, 29]; TEX inhibit functions 
necessary for sustaining anti-tumor responses 
such as activation, proliferation, and cytotoxicity 
[22]; TEX interfere with normal differentiation 
of immune cells [30, 31]; TEX polarize immune 
cells to tumor-promoting phenotypes and regu-
late mobilization of immune cells to the tumor 
[23, 32]. Indirectly, TEX expand proliferation of 
Treg and myeloid-derived suppressor cells 
(MDSC) and up-regulate suppressor activity of 
these cells thus contributing to tumor-induced 
immune suppression and the tumor immune 
escape [33, 34]. In addition, TEX can interfere 
with immune therapies. Antibody-based cancer 
therapies could be made less effective by TEX 
carrying TAAs which are targeted by therapeutic 
antibodies: TEX, ubiquitous in all body fluids, 
can “soak” therapeutic antibodies diminishing 
their anti-tumor effects [35]. Adoptively trans-
ferred activated T or NK cells may be especially 

vulnerable to TEX carrying multiple inhibitory 
ligands [30]. Further, following the delivery of 
anti-tumor vaccines, newly minted, activated T 
cells may be highly sensitive to apoptosis by 
TEX carrying, e.g., FasL among other inhibitory 
ligands [29]. Emerging evidence clearly points to 
TEX as a major barrier to successful immuno-
therapy with antibodies, vaccines or adoptively 
transferred immune cells in patients with cancer.

6.6	 �TEX Interactions with Other 
Immune Cells

T lymphocytes are not the only immune cells tar-
geted by TEX. Activities of human NK cells, B 
cells, and monocytes are impaired by co-
incubation in the presence of TEX. In NK cells, 
down-regulation in expression of the activating 
receptors, especially NKG2D, is induced by TEX 
carrying MICA and MICB ligands [36]. NK-cell 
activation and cytotoxicity is inhibited by TGF-β, 
which is prominently displayed on TEX as trans-
forming growth factor-latency associated protein 
(TGF-LAP), the form necessary for TGF-β acti-
vation upon binding to integrins, e.g., α6βV, on 
the surface of recipient cells [36, 37]. TEX, 
which are able to make adenosine from ATP by 
virtue of carrying CD39 and CD73 [28] are 
implicated in inducing suppressive activity in 
activated B cells, because adenosine can convert 
activated B cells into regulatory B cells [38]. 
TEX have been reported to inhibit normal differ-
entiation of monocytes and to convert monocytes 
into TGF-β-expressing DCs, which secreted 
prostaglandin E2 (PGE2) and interfered with the 
generation of cytolytic T cells [34, 39]. In addi-
tion, TEX skewed differentiation of myeloid pre-
cursor cells toward developing into highly 
suppressive MDSCs. This function of TEX was 
dependent on MyD88 signaling in monocytes 
and the presence of TGF-β and PGE2 in the TEX 
cargo [40]. In aggregate, TEX emerge as biologi-
cally active vesicles capable of negatively influ-
encing functions of different types of immune 
cells by mechanisms engaging one or more than 
one molecular pathway responsible for func-
tional changes in recipient cells.
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6.7	 �Genetic Information Transfer 
by TEX

Nucleic acids present in the TEX lumen, includ-
ing DNA, mRNA, and miRNA, play a major role 
in TEX-mediated delivery of genetic information 
to recipient cells. To date, relatively little infor-
mation is available about DNA transfer by TEX 
[41]. On the other hand, exosomes are known to 
contain more than 10,000 distinct mRNA spe-
cies, many of which are known to modulate 
immune regulation [42]. By far the greatest atten-
tion has been directed at miRNA carried by exo-
somes. MicroRNAs (miRNAs) are small (19–25 
nucleotides) non-coding RNAs that suppress the 
translation of target mRNAs by binding to their 
3′ untranslated region. MicroRNAs act as critical 
regulators of cellular processes such as prolifera-
tion, differentiation, apoptosis, and development 
[43]. MicroRNAs are a prominent component of 
the TEX cargo [44]. Upon TEX internalization 
by recipient cells, tumor-derived miRNAs alter 
gene expression by either repressing protein 
translation or degradation of multiple targeted 
mRNA species [45]. TEX are often called 
“oncomirs,” and miRNAs derived from the tumor 
and transported to recipient cells have been 
extensively studied because of their potential role 
as cancer biomarkers and as a mechanism respon-
sible for transcriptional regulation [46]. 
Numerous studies have shown that expression of 
individual miRNAs or specific miRNA signa-
tures can be linked to the diagnosis and prognosis 
of many cancer types [47]. Many tumor-
associated miRNAs, such as miR-21, miR-155, 
miR-146a, or miR-568, which are frequently rec-
ognized as components of the TEX cargos, are 
known to negatively regulate functions of 
immune cells or induce apoptosis [45, 48]. 
Current literature is replete with reports of exo-
somal transfer of miRNA from tumor to recipient 
immune cells leading to altered expression levels 
of complementary mRNA and subsequently to 
alterations in the transcriptional profile of recipi-
ent cells.

6.8	 �Plasma-Derived Exosomes 
Vs. TEX

While supernatants of cultured tumor cell lines 
have been widely used as a source of pure TEX, 
plasma of patients with cancer contains mixtures 
of exosomes derived from tumor and normal 
cells. Thus, plasma-derived exosomes are a het-
erogeneous mix of vesicles. Immune cells are 
also a rich source of exosomes and, therefore, 
miRNA or protein signatures of exosomes iso-
lated from plasma of cancer patients probably 
reflect those of immune cells as well as the tumor 
and other tissue cells. It follows that to be able to 
truly understand how TEX modulate functions of 
immune cells and to define miRNA or protein 
signatures of TEX, it will be essential to develop 
methodologies for separation of TEX from 
immune cell- and other cell-derived exosomes 
present in patients’ plasma. To this end, we and 
others are experimenting with methods for cap-
ture of TEX from patients’ plasma and their sepa-
ration from total plasma exosomes [49]. 
Meanwhile, total plasma exosome fractions are 
being used to link the total protein content and 
molecular as well as genetic exosome profiles to 
immune dysregulation in patents’ with cancer. 
Remarkably, these studies appear to confirm the 
enrichment of exosomes bearing the immunosup-
pressive cargo in plasma of patients with cancer 
relative to normal donors [26]. Further, these 
studies confirm the correlations between the exo-
some immunosuppressive cargo and disease 
stage, activity and outcome [50].

6.9	 �Conclusions

Tumor-derived exosomes (TEX) carrying and 
delivering various inhibitory ligands to recipient 
immune cells in the TME are emerging as yet 
another category of CPIs. The available data sup-
port the critical role of exosomes in mediating 
tumor escape. Further, TEX appear to be impli-
cated in down-regulation of effects of immune 
therapies in cancer. Rapid progress is being made 
in finding strategies for silencing of their sup-
pressive cargo to protect immune cells from 
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inhibitory signals TEX deliver and to restore 
anti-tumor responses. The potential role of TEX 
as non-invasive biomarkers of cancer diagnosis, 
progression and outcome is being explored. The 
future development of TEX as “liquid biopsies” 
together with measures of TEX impact on func-
tions of immune cells in patients with cancer 
promises to significantly improve diagnosis and 
prognosis of human malignancies.
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