
Chapter 17
A Method for Emerging Technology Evaluation.
Application to Blockchain and Smart Data
Discovery

Jacky Akoka and Isabelle Comyn-Wattiau

Abstract Emerging technologies represent a major innovation that offers signifi-
cant advances to both private and public organizations. Examples of these technolo-
gies are the “Blockchain technology” which combines cryptographic mechanisms
and peer-to-peer (P2P) architecture and “Smart Data Discovery” combining artifi-
cial intelligence and analytics. The importance of these emerging technologies re-
quires the use of evalua-tion methods in order to understand their contribution and
the associat-ed risks. The objective of this article is to propose a method support-
ing the evaluation of emerging technologies. A guidance approach is pro-posed. It
is based on the recognition that emerging technologies are complex systems. Our
approach combines three conceptual frame-works: the underlying theory of com-
plex information systems, systems theory, and the ISO 25001 standard devoted to
software quality. We propose a multi-criteria hierarchy which serves as the basis
for the eval-uation. To illustrate this approach, we apply it to the particular cases of
“Blockchain” technology and “Smart Data Discovery”.

17.1 Introduction

According to [4], emerging technologies (ET) represent an innovation that has the
potential to transform an existing industry and / or create new ones. [14] summarize
different definitions into five main characteristics: (i) radical innovation, (ii) rapid
growth, (iii) coherence, (iv) significant impact, and (v) uncertainty and ambigui-ty.
[18] define four stages in the evolution of ET: techno-logical change, implantation
of technologies, application of innovation, and innovation through the integration of
technologies.
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There are many examples of ET notably: (i) nanotechnologies that have cre-
ative potential in many domains [9]; (ii) fire-fighting information systems including
digital maps, dedicated drones, land ro-bots, emergency information systems and
intelligent protective clothing [15]; (iii) technologies implemented in the cloud and
more particularly Cloud Mobile Learning [1]; (iv) energy storage technologies in-
cluding “smart grids” [20]. One of the main characteristics of these ET is complexity
[8]. Beyond being complex systems, they are more gener-ally complex information
systems (IS).

An important issue is the ability of organizations to assess the contribu-tion of
these ET and the associated risks. The main objective of this arti-cle is precisely to
propose an approach to the evaluation of emerging technologies taking into account
the complexity that characterizes them. We illustrate this approach by evaluating the
Blockchain and the Smart Data Discovery technologies, which are today among the
most important disruptive innovations. We propose a guidance approach to evaluate
emerging technologies. This approach is based on a multi-criteria hierar-chy capi-
talizing on knowledge. The rest of the article is organized as follows. The second
paragraph is devoted to a brief state of the art on complexity, complex systems, and
methods of evaluating emerging technologies as complex systems. Our approach is
presented in Section 3. The following section is devoted to the application of this
approach to the emerging technologies of block-chain and smart data discovery. We
conclude in the last section and pre-sent some future avenues of research.

17.2 State of the Art

There are several definitions of complexity that reflect the different sys-tems in-
volved and their contexts. [10] presents some thirty definitions of complexity as
well as the associated measures. [2] considers that complexity has two dimensions:
organizational and technological. [6] characterize complexity by three dimen-sions:
trust, fact and interaction. The theory of complex systems consid-ers these systems
to be characterized by their degree of self-organization, by their emergence prop-
erty, their innovative character, and their ability to learn and by their adaptability
[17]. Research in this field focuses on notions such as the emergence of collec-
tive properties, chaotic behavior, self-organization, redundancy, recursion, etc. [7].
Some authors consider that interde-pendence and size have a significant effect on
complexity. Others place greater emphasis on uncertainty [13].

We consider emerging technologies to be complex systems because they have all
the characteristics and attributes described above. More generally, we classify them
as complex information systems that must respond rapidly to changes in sociotech-
nical dimensions and to non-functional requirements. They must also take into ac-
count changes in user requirements, organizational needs (business processes and
man-agement rules), and increased interdependence between individuals, organiza-
tions and technologies. They must also incorporate changes in the environment of
these systems such as those of markets, regulators, competition, threats and opportu-
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nities. Finally, they must be able to cope with the changes generated by proprietary
solutions, open source software and the emergence of new applications and proto-
cols. More generally, they must solve the problems arising from rapid changes in in-
formation technology, which are an important dimension of complex in-formation
systems.

There are several approaches to complexity management, such as the theory of
adaptive complex systems [7], reductionist theory [5], and systems theory [16]. We
con-sider that systems theory is the most appropriate for facilitating the management
of complexity. Indeed, the complexity of the system is linked to its structure, its
behavior and its relation to the environment. These three elements are precisely the
main characteristics of systems theory [17].

[12] describe many measures of complexity and their limi-tations. The metrics
generally used are based on the size of the system considered, its entropy, the in-
formation, the hierarchy of costs and the organization. Other metrics are proposed,
including those based on Shannon’s contributions. Examples of evaluation of com-
plex systems are presented by [12].

There are many methods for evaluating technologies. [19] propose a taxonomy
of these methods. Another family of meth-ods falls under the impact assessment
(Delphi and SBAM) [3]. Technology-based risk assessment is an approach that at-
tempts to measure “negative synergies” and has resulted in the de-velopment of the
ITRACS methodology [21].

Unlike the approaches described above, our approach to evaluating emerging
technologies integrates three conceptual frameworks: com-plex information sys-
tems, systems theory, and the ISO 25000 (SQuaRE) standard for software quality.

17.3 Our Approach

Our objective is to define a guiding approach for the evaluation of an in-formation
system based on emerging technologies. In the first section, we present the multi-
criteria hierarchy that we have defined to organize the evaluation. In the second part,
we describe the proposed approach.

Understanding emerging technology as a complex information system requires
analysis of the different characteristics of this system. A system obeys a goal. It
has a structure, which can be static or dynamic or which can include a static part
and a dynamic part. The system interacts with its environment. it evolves over time.
Thus, an emerging technology can be evaluated as a system that has a structure, an
environment and an evo-lution. We propose to organize our hierarchy according to
these three characteristics.

The theory of complex information systems is based on the socio-technical per-
spective of information systems, which makes it possible to distinguish social fac-
tors from technical factors. The social adjective en-compasses both the organiza-
tional dimension and the human dimen-sion, as well as the economic and financial
dimension. Similarly, the technical factor covers all aspects of emerging technology,
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both hard-ware and software, for example. Thus our second level of organization of
the hierarchy consists in understanding the system, its environment and its evolu-
tion, on the one hand on the social level and on the other hand on the technological
level.

The ISO standardization organization has developed a standard called SQuaRE
(Software QUAlity Requirements and Evaluation) for software evaluation. This
standard is based on an eight-dimensional quality model that is mainly techni-
cal (six) and functional (two). Based on the McCall model [11], they represent
the three types of factors (opera-tion, scalability, maintainability) recommended by
this model. In this way, they are also in alignment with the dimensions previously
consid-ered for the description of the complex information system.

Thus, considering successively emerging technology as a system, then as a socio-
technical system, then as a software, we obtain a hierarchy in three main levels
which can then be refined (Figure 17.1). The eight dimen-sions of the SQuaRE stan-
dard (functional relevance, usability, reliability, security, portability, maintainability,
performance, compatibility) are then subdivided into about thirty sub-characteristics
that have been in-tegrated into the hierarchy.

By a mapping and merging process, for the sake of completeness, the hierarchy
was then aligned with those proposed in [8]. Without pretending to completeness,
we pre-sent the hierarchy (Figure 17.1).

17.3.1 The Guiding Method

Faced with emerging technology, the decision-maker must find the rele-vant infor-
mation to understand the issues, the components, the oppor-tunities and the associ-
ated risks. It must then organize this information in order to understand and, where
appropriate, be assisted by experts for evaluation. He/she can then synthesize this in-
formation. The pro-posed process thus comprises five steps described below (Figure
17.2).

17.3.1.1 Hierarchy Feeding

The first step is a parsing process. It consists of gathering documentation on emerg-
ing technology, whether it is professional press, white papers, technical or organiza-
tional research articles. All data and information col-lected from these sources and
deemed relevant are transferred to the nodes of the hierarchy. This process is carried
out until saturation i.e. as long as there is any untracked documentation and / or new
elements are still discovered. The purpose is to gather and structure decision-making
information.
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Fig. 17.1 The evaluation hierarchy.

Fig. 17.2 The evaluation process.

17.3.1.2 Hierarchy-based Evaluation

Depending on its level of expertise, the user can use the hierarchy to evaluate the
emerging technology considered. Using the information provided on each aspect the
technology, he/she can thus evaluate it. He/she can perform a more detailed analysis
enabling the enrichment of the hierarchy for all the aspects considered to be more
relevant.

17.3.1.3 Search for Additional Information

In the absence of information, some leaves or even branches of the hierarchy may
not be fed, making it difficult to evaluate the technology concerned. These leaves or
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branches are highlighted for a search for additional information. The expert char-
acterizes the information needed and searches it. This process, for the time being
manual, can be automated by using an automatic information search using general-
ist or specialized search engines. He/she e can then complete the missing elements,
performing if necessary experts’ inquiries.

17.3.1.4 Editing the Evaluation Report

After the pruning and refinement of the tree structure, a structured re-port can be
edited.

17.3.1.5 Knowledge Capitalization

The hierarchy itself can be enriched with the new branches obtained during its use,
thus enabling a capitalization of the new evaluation fac-tors proposed by the experts.

The hierarchical model and the guidance method were used to evaluate the
blockchain and the smart data discovery technologies, in order to show the fea-
sibility and the usefulness of the approach. For space rea-sons, we describe very
briefly each technology and present only a partial result of its application (step 2 of
the method). Some conclusions are drawn by comparing the two case studies.

17.4 Application to Blockchain and Smart Data Discovery

17.4.1 The case of Blockchain (BC)

We present below a summary of different sources describing the BC technology.
The concept and the technology of BC is the result of the combination of cryp-

tographic mechanisms and peer-to-peer (P2P) architecture. BC is seen as a disrup-
tive innovation that has the potential to redefine many sectors of the economy. BC
functions as a public database or open ledg-er where the details of each bitcoins
exchange are recorded. The princi-ple of the BC lies in the fact that each operation
is inscribed in thousands of large account books, each subject to the scrutiny of a
different ob-server. This system is reliable because it is based on cryptography. It is
also resilient thanks to the P2P architecture. The concept of BC is ex-tended to sec-
tors requiring the recording of transactions or contracts. The US Federal Securities
and Exchange Commission has approved the use of the BC as a share ownership
registry. There are also smart con-tracts applications based on the Internet of ob-
jects. The BC generates data using distributed algorithms. It stores these data using
encrypted chained blocks. The architecture of the BC model is composed of seven
layers (similar to ISO layers). Three major players can be impacted by the BC:
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trusted third parties, state institutions and all organizations seeking new forms of
financing to manage their capital shares. The main risk is that of security and es-
pecially the existence of vulnerabilities that could be exploited by hackers. Another
risk is related to the use of different technological approaches. It is the social, legal
and financial challenges that this technology will bring to light that could prove to
be the most difficult problems to solve.

Applying our guiding method and the multi-criteria hierarchy, we obtain the fol-
lowing results (Figure 17.3). Five types of judgments can be issued: 1) the node
does not contain information: this situation may reflect a lack of information on this
criterion or the irrelevance of the criterion for this technology, 2) the node contains
factual information (gray) with descrip-tive value), 3) the node reflects a positive
judgment, an opportunity provided by the technology (green), 4) the node repre-
sents an alert (or-ange), informing the decision-maker about an aspect requiring
special monitoring, 5) the node represents a risk ), which calls for a strength-ened
evaluation.

The blockchain technology impacts highly the security of the IS, positive-ly since
its mechanism really improves both integrity and non-repudiation levels. However,
in terms of confidentiality, there is no basic guarantee. The two main points of vigi-
lance are maturity and compliance with certifications. Many other leaves of the tree
could not be feeded, which means that additional information has to be found be-
fore con-cluding. For example, there is no information on the performance of the
blockchain. Moreover, the adaptability may be questioned.

17.4.2 The case of Smart Data Discovery

Smart Data Discovery (SDD) corresponds to the application of artificial in-telligence
to Business Intelligence. Unlike the conventional means used to produce conclu-
sions based on data, SDD provides users with the abil-ity to understand the patterns
hidden in the data. It can provide quick insights and advanced data visualization
tools offering levels of granulari-ty analysis in a single interface. It enables users
to perform self-service analysis including data preparation, native language queries
and auto-matic creation of visualizers. It is an encapsulation of predictive analyt-ics,
interactive data visualization, pattern matching, and machine learn-ing to assist au-
tomated decision support. Using semantic technologies (4), SDD methods improve
the effectiveness of BI analytics. Semantic graph databases, which store data as a
graph, allow end users to relate to their questions while concentrating on relevance.
The architecture of a typical SDD system comprises several modules: data prepara-
tion, in-sight generation, data discovery, recommendation engine, and insights de-
livery. SDD is characterized by an ease of use, a real degree of agility and flexibil-
ity, and by an optimal time-to-results. However, it suffers from a limited depth of
data exploration and a low complexity of analy-sis. SDD exploits machine learning
to automate the analytics workflow. Banks, retailers, and insurance companies are
among the main users of SDD. Many tools exist such as DataRPM, run directly on
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Fig. 17.3 Evaluating blockchain through the hierarchy.
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Hadoop/Spark as a data source. They offer a natural-language query interface and
interac-tive. They also offer visual-based data discovery. Other SDD tools, such as
Ayasdi and DataRPM, exploit graph analysis to identify meaningful re-lationships.
Finally, the Smart BI software developed by Yseop write in-telligent reports in-
stantly and leverage on the company’s best practices to explain what actions to take
and why.

Application of our guiding method leads to the following result (Figure 17.4).

Fig. 17.4 Evaluation Smart Data Discovery through the hierarchy.
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Information on this technology is limited. Is it a niche phenomenon or too emer-
gent technology? Moreover, it appears that no threat or nega-tive impact is men-
tioned. The assessment comes down to a set of main-ly functional opportunities for
easy access to unsophisticated users.

17.4.3 Hierarchies’ Comparison

By comparing the two resultant hierarchies, we find that all the dimen-sions are
not informed. Moreover, the BC hierarchy is more complete than the SDD one. We
argue that the more a hierarchy is complete, the more the underlying technology is
disruptive. On the contrary, if the hi-erarchy is incomplete, then the technology can
be perceived as a mar-keting phenomenon. In this case, the technology cannot be
considered as disruptive. In our case, BC appears to be more disruptive than SDD.
in any case, it is important to look for the missing information before de-ciding on
the disruptive nature of an emerging technology.

17.5 Conclusions and Future Work

In this chapter, we present an approach to evaluating emerging technol-ogies com-
bining three conceptual frameworks: the theory underlying complex information
systems, systems theory and the ISO 25000 stand-ard devoted to software quality.
The evaluation process is structured us-ing a multi-criteria hierarchy. We took into
account the social and tech-nical dimensions for each component of the system to be
assessed, in-cluding the system itself, its environment and its evolution. To illustrate
this approach, we have applied it to the cases of âĂIJBlockchainâĂİ and “Smart
Data Discovery”, which today constitute emerging technologies with many fields of
applications. The approach makes it possible to evaluate an emerging technology, to
identify the domains where the information is missing and requires complementary
expertise, to enrich, and to evolve the hierarchy with each application.

We plan, in terms of future research, to extend the evaluation by asso-ciating met-
rics to the criteria. It should be noted that the weights of the evaluation dimensions
and the criteria are not the same according to the sectors of activity or the fields
concerned. Thus, in some cases, spatial adaptability (scalability or scale-up) can be
significant. In other cases, regulatory compliance is paramount, while depending on
the areas con-cerned. Another line of research concerns an approach that would use
the same hierarchical model in reverse engineering, as a framework en-abling or-
ganizations to determine the most important factors and best suited to their needs
when developing emerging technologies. Finally, another avenue of research is to
integrate natural language analysis techniques to automate the analysis phase of the
documentation.
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