Chapter 15

Handling the Evolution of Information Systems:
An Overview of Challenges and Prospective
Solutions

Michel Léonard and Jolita Ralyté

Abstract Evolution is characteristic to all enterprise information systems (IS) be-
cause of continuing changes in its environment. It is also a necessary condition for
guaranteeing IS fitness to the organizational needs and requirements. Nonetheless,
each IS evolution presents several risks towards their sustainability and requires an
accountable steering. In this chapter we consider two major challenges related to the
IS evolution: the way to design and implement legacy IS evolution and the why to
govern it. We look for responses to those challenges in existing literature and we re-
view our previous and on-going work. In particular, we promote the use of service-
oriented paradigm to deal with the complexity, interoperability and evo-lution of
legacy IS, and we propose the concepts of information service and in-formation
services system (ISS) as well as different ways to design an ISS. Con-cerning the
second challenge, we propose a framework for IS evolution steering that aims to
guide the actors responsible for this complex task by providing the in-formation
necessary to realise IS evolution activities and to simulate their impact.

15.1 Introduction

Business and information technology innovation are two important evolution drivers
in today’s organizations. They lead them to take new forms, to reengineer their busi-
ness processes and update technologies, and they also imply the creation of new
types of inter-organizational and networked information systems (IS) and to offer
online services. These changes are necessary and permanent at all enterprise lev-
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els: strategic development, business management and operation, and information
systems.

In this paper we consider enterprise IS sustainability as one of the major issues
in enterprise evolution. It is clear that it is not possible to replace existing IS by new
ones for each enterprise business and/or organizational change — legacy IS have to
evolve together with enterprise changes. IS evolution can take different forms: the
integration of new components from the market or custom-made, the development
of services on top of the existing IS, the establishment of interoperability between
two or more IS, etc. An inappropriate way to do that would lead to the IS fragmen-
tation, and therefore to the redundancy between different IS parts. IS redundancy
entails a need for permanent validation of the consistency of data, processes and
rules.

In this context, service-oriented approaches emerge as prospective ones to deal
with IS fragmentation, interoperability and evolution situations [6, 15, 32], and as
a support for inter-organizational IS development [24, 25, 31]. However, the shift
from a conventional IS architecture to a service-oriented one is not an easy task
despite of the various service design approaches proposed in the literature. In section
2 of this chapter we discuss the notion of information service as a fundamental
concept for designing service-oriented IS that we call Information Services Systems
(ISS). Then, we review three different approaches to design an ISS from scratch or
by reuse of legacy IS.

IS evolution is a necessary condition for guaranteeing IS fitness to the enter-prise
business needs and requirements. However, each IS evolution presents several risks
towards its sustainability and further changes. Therefore, another im-portant issue
in IS evolution is the impact and the responsibility of its steering.

Every change in enterprise organization, business activity, or regulation in-
evitably entails a chain of evolutions of its IS and information services. Actors,
responsible for IS evolution steering, have to take important decisions those impact
on the enterprise business and legacy IS can be devastating. To be able to make these
decisions, they must have a thorough knowledge of the situation. In our work, we
claim that this information can be extracted from enterprise IS. In section 3 we dis-
cuss different issues related to the IS evolution steering and overview some related
works. Then, in section 4 we outline our work in this domain and, in particular, we
describe our proposal for a framework supporting IS evolution steering.

15.2 A Service-Oriented Perspective to IS

Today, service orientation is considered as a new design paradigm for increasingly
complex IS engineering which promises to improve their flexibility and changeabil-
ity. The literature review demonstrates the advent of proposals to redesign conven-
tional IS architectures into the service-oriented ones [6, 15, 24, 31]. Recently we
have introduced the notions of information service [9, 10] and information ser-
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vices system [33] and proposed several approaches applying the service paradigm
to support IS evolution [10, 33].

In order to fit the IS context, an information service has to support inter-
organizational and/or intra-organizational business activities through a collaborative
creation, transformation and transmission of information. An ISS, on its turn, aims
to ensure the consistency of enterprise information by supporting its creation, man-
agement and sharing through the use of information services. At the same time, it
improves the modularity, agility and interoperability of IS architecture. Below, we
summarize these two notions and overview three approaches to design ISS.

15.2.1 Information Service

The notion of information service [9, 10] is built upon the concept of IS compo-
nent [42], and is defined as "a component of an information system representing a
well defined business unit that offers capabilities to realize business activities and
owns resources (data, rules, roles) to realize these capabilities". In other words, it
is de-fined over classes, methods, integrity rules, processes, roles and events that
constitute a semantic unit where several actors aim to achieve a common goal. Con-
sequently, an information system can be seen as built of a collection of interoperable
information services.

The particularity of the information service definition (in comparison to the web-
service definition) consists in requirement for the service to be transparent. In the
IS context it is not sufficient to consider services as black boxes with only inter-face
part available for their selection and composition purposes. It is essential to make ex-
plicit the information concerning service structure, processes, rules and roles, and to
be able to identify what is shared with other services. Fig. 15.1 shows the simplified
metamodel of the information service where only the main concepts are represented
(see [9] for the detailed version). As shown in this figure, the information service
definition is composed of four interrelated information spaces: static, dynamic, rules
and roles.

The static space of the service defines its data structure in terms of classes, re-
lationships between classes and attributes. The notion of hyperclass (introduced in
[41] to specify IS components) is used to represent complex domain concepts by
putting together the corresponding set of classes. Classes are linked only via exis-
tential dependencies and specialization relationships. An existential dependency is
materialized via an attribute with mandatory and permanent constraints.

The dynamic space defines service capabilities in terms of actions and their ef-
fects on service classes. An action is triggered by an event that occurs in the service
information space and is described by a process to be executed by one or several ac-
tors having the responsibility on this action. An action produces one or more effects
on the static space trough primitive methods (e.g. create an object of a class, modify
an attribute). The notion of effect is used to characterize the result of the action and
allows to evaluate the impact of the action on the static space.
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The rule space deals with service regulation policies that are formalized as in-
tegrity rules validating service data, and pre-, post-conditions controlling service
actions (not shown in Fig. 15.1). An integrity rule is associated to a context and to
a set of risks that represent all the methods of different service actions that could
transgress the rule.

Finally, the role space describes the roles the actors have on service actions,
depending on the responsibilities they assume in the organization. Altogether, the
four spaces compose a consistent and complete view of an in-formation service and
establish a foundation for different information service and information services
systems engineering approaches.
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Fig. 15.1 Simplified metamodel of the information service

15.2.2 Information Services System

We define an Information Services System (ISS) [33] as a collection of interoper-
able information services as presented above. This definition takes inspiration from
works by Spohrer et al. [38, 39] in the domain of Service Science. They define a
service system as “a value-coproduction configuration of people, technology, other
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internal and external service systems, and shared information (such as language,
processes, metrics, prices, policies, and laws)" with the aim to create a mutual value.

The notion of value coproduction is also key in the domain of information ser-
vices systems. An ISS aims to provide services that allow actors to co-execute busi-
ness activities by means of service actions and to coproduce shared information.
The scope of actors’ behavior inside an ISS depends on the responsibilities assigned
to them. It is explicitly described by means of roles that allow to en-act service
actions in compliance with the rules embedded in the corresponding services. The
main challenge of ISS consists in transforming an integrated and rather rigid IS ar-
chitecture into a more flexible, modular and sustainable one providing facilities to
easily modify existing services and/or integrate the new ones.

15.2.3 Designing Information Services Systems

Shifting from conventional IS to the service-oriented ISS is not an obvious task,
especially then various legacy IS are at stake. Such transition needs to be carefully
designed and governed. It has to take into consideration not only technical imple-
mentation but also conceptual design and business strategic issues.

The review of related literature reveals that the number of approaches for service-
oriented IS engineering is growing, however many of them consider only technical
integration or migration of legacy IS to the service-oriented technology [6, 17, 21,
441, and propose to reuse legacy code to provide web services [27, 37]. Neverthe-
less, at design level, a few conceptual frameworks have been proposed including
the framework for designing service-oriented inter-organizational IS [24] and the
one for service modeling in a network of service systems [25]. A model-driven
approach for service oriented IS development introduced in [19] mainly focuses
on mapping rules from BPMN models to SOAML diagrams. The goal modeling
technique i*, adapted to the service-oriented business modeling, is underpinning in
the reference catalogue approach to design an SOA system [28]; it guides the se-
lection of reference business models from the catalogue and their adaptation to the
particular case. Finally, at business strategic level, the adoption of service-oriented
paradigm also turns to be a real challenge. A few publications discuss how to assess
legacy IS for the evolution towards service-oriented architectures [35, 36] and ana-
lyze the impact of SOA on enterprise systems [13]. In order to determine whether
the introduction of SOA justifies the effort, [40] propose a value-driven approach
to design service-oriented IS based on business process modeling and cost/benefit
analysis. Other research works define critical success factors of service orientation
in IS engineering [5], discuss strategies for service-oriented IS design [4] and how
service-oriented design should be applied in an organization in order to adopt SOA
for IS engineering [15].

In our research group, we have explored three generic approaches guiding the
design of information services systems while taking into consideration the evolution
of enterprise legacy IS [33]. Each approach deals with a particular organizational
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context and ISS design situation, as well as legacy IS reuse. We summarize them
below.

15.2.3.1 Services upon Legacy IS

This approach, originally introduced in [23], guides the definition of new informa-
tion services upon various existing legacy IS by reusing their data, processes, rules,
and roles. It aims to bring some flexibility and modularity to the rather monolithic
and fragmented legacy enterprise IS without inflicting to them any major trans-
formation. The approach consists in identifying for each new service the existing
resources that are potentially scattered in different IS and to guarantee that the exe-
cution of the service will keep these legacy IS in a consistent state, i.e. will ensure
data consistency and will not violate their rules and responsibilities. The key step of
this approach (sketched in Fig. 15.2) consists in defining a common base on top of a
set of existing IS. The role of this common base consists in (1) specifying the over-
lapping information available in different IS, (2) offering each service the access to
the precise and consistent information distributed in those IS, and (3) guaranteeing
service compliance with a particular organizational context and with the enterprise
legal frame, which is a composition of laws and regulation policies that govern en-
terprise activities.

Legal Frame
Organizational Organizational Organizational
Context 1 Context 2 Context 3

— N/

New | Service X | [ Service ¥ | [ Service Z
Services

Existing 1S I — I
g [_L L_J

Fig. 15.2 An overview of the approach "Service upon Legacy 1S"

15.2.3.2 Fully Service-Oriented ISS

This approach, developed in [10, 32], in the contrary, considers an information
system as a composition of information services, where each service provides a
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sup-port for a particular business or administration activity. Therefore, it requires
a preliminary ?decomposition? (at least at conceptual level) of the existing IS into
a collection of information services, and defining the overlap (common data, ac-
tivities, roles, rules) between them. Information overlap management represents the
biggest challenge when including new services into an existing ISS. In fact, the over-
lap between information services can exist in the four information spaces (static,
dynamic, rule and role), and the integration of each new service creates new over-
lap situations (see the idea in Fig. 15.3). Therefore, this approach is based on the
analysis and resolution of overlap inconsistencies between legacy and new services.

Fig. 15.3 An overview of the approach "Fully Service-Oriented ISS"

15.2.3.3 Information Kernel-Based ISS

This approach proposes an architecture based on a core IS and information services
as its extensions. The core IS captures the kernel information — the most stable
data, processes and rules — while information services offer capabilities for business
activities that are subject to change. In this type of architecture the main challenges
consist in (1) defining the information kernel, which is formalized as a collection of
kernel services, and (2) preserving this kernel when adding new services to the ISS.

The approach argues that the information kernel can be obtained from the en-
terprise legal frame that includes laws and other regulation policies governing en-
terprise activities. Such documents generally define concepts, rules and constraints
related to the institutional activities, and represent a rich source of knowledge for
the ontological information extraction and the information kernel conceptualization.
Therefore, this approach consists in constructing the ontological level model based
on the analysis of different legal sources, and then, mapping this model into the
conceptual model representing the kernel ISS (see the overview in Fig. 15.4). The
extension of the kernel ISS with new services can then follow the Fully Service-
Oriented ISS engineering approach. More details about this approach can be found
in [33], while some examples of the ontological model construction from the legal
frame are given in [22].
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Fig. 15.4 An overview of the approach "Information Kernel-Based ISS"

15.3 IS Evolution Steering

As said in the introduction, evolution is inherent to every IS. Even more, evolving
is its permanent condition because of its ever-changing environment where con-
tingencies may arise from various dimensions such as: enterprise structure (e.g.
reorganization of business units, merger or buyout of companies) business activ-
ity (e.g. establishment of new business processes), technology (e.g. introduction of
new hard or soft technology), or regulation (e.g. law abrogation, modification or
creation, adoption of new industrial standards). In order to ensure IS sustainability,
its evolution must be understood and supported, i.e. steered.

The main challenge of the IS evolution steering is to cope with the prolifera-
tion and complexity of enterprise IS as well as with the uncertainty of the impact
of their changes on the organization itself. The proliferation and overlap of IS are
generally due to the inconsistent management of their evolution. IS complexity, in
the contrary, is a characteristic by definition caused by the entanglement of multi-
ple dimensions such as regulation (laws and rules governing enterprise activities),
responsibility (organizational units and roles), information (its structure and pro-
visioning), activity (business processes and collaborations), and the underpinning
technology. While IS evolution is necessary, it also presents several risks related to
the enterprise business. For example, if not all significant information is available
during a particular IS change, the evolution can fail to fit business activities or to
comply with the enterprise regulatory framework.

In our research, we assume that in every organization several IS are potentially
at stake during IS evolution steering. Either wholly (or partly) dependent or in-
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dependent from each other, they support activities of the organization at different
organizational levels (i.e. strategic, tactic, operational). Some of them have been
developed and evolved in silos, and therefore testify to the consequences of the or-
ganizational restructuring, changes of the organization activities, or the involvement
of the organization into new collaborations. This situation causes important issues
regarding IS interoperability at the information, technical and organizational levels,
and is particularly critical when the organization aims to adopt a service-oriented
paradigm.

The responsibility of the IS steering officer is to ensure IS sustainability at each
step of its evolution which can be more or less complex. This challenging task needs
a methodological and tool support providing the necessary and precise in-formation
and the means to simulate IS change and to evaluate its impact before its actual
realization. In our work we consider that such information is available in the enter-
prise IS, and we define a framework for IS evolution steering that allows to obtain
this information from enterprise IS and to handle the IS evolution. Concerning the
state of the art in the domain, there is no consensus on the definition, goals, models
and methods of IS evolution steering. This domain is at the crossroads of several
IS research areas such as: Enterprise Architecture (EA) and Enterprise Modeling,
Business/IT alignment, IS Governance and Risk Management.

Today, the domain of Enterprise Architecture is rich in EA frameworks (e.g. TO-
GAF [2], GERAM [12], etc.) and dedicated modeling languages (e.g. DEMO [18],
ArchiMate [1], MEMO [20]). Most of those frameworks acknowledge the need for
multiple views (e.g. business, function, information, infrastructure) in or-der to man-
age enterprise complexity, to separate concerns and to address different life spans of
EA elements [8]. These frameworks expose best practices and generic principles,
and propose modeling notations, but fail to offer a formal steering method. Quite
abundant literature is available in the domain of Business/IT alignment proposing
various approaches to measure the fitness between enterprise business and its sup-
porting IT, their respective strategies, infrastructures and processes. A systematic
review of Business/IT alignment is presented in [43].

Finally, in the domains of IS Governance and Risk Management, risks are gener-
ally considered from the perspective of IS security (e.g. [36]) or from the perspective
of software development and software project management (e.g. [11]). A literature
review and comparison of risk management approaches is proposed in [7]. There is
also a large amount of literature dealing with software change impact analysis (see
areview in [26]) but rather from software maintenance point of view — the impact
of IS change on the organization and its business is not considered. For several au-
thors (e.g. [7, 11, 16]) risk is related to uncertainty. In our on-going work [30], we
attempt to provide a holistic approach for IS evolution steering that would allow not
only to deal with IS changes but also to measure the impact of the-se changes on
the enterprise ant its business. The main objective of this framework is to reduce the
uncertainty that IS evolution steering actors are facing at each step of IS change. We
present this work in the next section.
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15.4 A Framework for IS Evolution Steering

In IS and software engineering the evolution techniques are mostly based on mod-
els (e.g. [14, 3]). These works mainly address the problem of structural evolution
(e.g. changing a class hierarchy, adding a new class). Their intention is to support the
change propagation in order to allow the automation of data migration, to evaluate
the impact of metamodel changes on models, to support forward-, reverse-, and re-
engineering techniques or to record the model history. However, these models are
not designed for IS evolution steering purposes and are not considered as means
to support decision making in IS evolution, which is the purpose of our framework
for IS evolution steering [30]. The construction of this frame-work is based on the
following assumptions:

» the IS evolution steering requires understanding the underpinning IS domain,
and vice versa, enterprise IS contain an accurate information about enterprise
structure, activities, information and regulation,

 the impact of IS evolution is difficult to predict, so the simulation could help to
take evolution-related decisions, and

* the guidance for IS evolution steering is almost non-existent, and therefore needs
to be developed.

Conceptual Level

IS Steering
Metamodel 4#
Evolution Metamodel IS-SM uses
Structural | | Lifecycle Ispace/Rspace
View View <uses> ) N k
I& Evolution Steering cuses>
Method

Implementation Level

Fig. 15.5 An overview of the framework for IS evolution steering

Therefore, we propose a framework for IS evolution steering based on several
models as shown in Fig. 15.5. The aim of this framework is to provide the founda-
tion for the development of a Computer-Aided Information Steering Environment
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(CAISE). This decision supporting tool uses existing enterprise information sys-
tems as source of information and guides the IS evolution steering actors in the IS
change process by providing evolution simulation and impact identification facili-
ties. At the conceptual level, the main element of the framework is the metamodel
for IS evolution steering (IS-SM) which homogeneously integrates enterprise activ-
ity, regulation and information dimensions. It is complemented with the evolution
models and the evolution steering method that provides guidelines for extracting the
necessary information and simulating the evolution.

15.4.1 1S-SM

The IS Steering Metamdel (IS-SM) represents an information kernel, generic to any
organization, and supporting the evolution steering of several IS in the organization.
As show in Fig. 15.6, it consists of three models: activity, regulation and informa-
tion. The Activity Model reflects enterprise business structure: business units, posi-
tions, activities, rules, roles and responsibilities that different persons hold when are
assigned to a particular position. The Regulatory Model reflects how the enterprise
complies with different laws, policies and other regulations by modeling their struc-
ture and relationship with different elements form activity and information models.
Finally, the Information Model is composed of three sub-models: the Generic IS
Model, IS Model and Service Model each of them representing the corresponding
information level. The Generic IS Model represents an integrated view of the IS
level which can consist of several IS. It allows inter-relating the Information model
with the Activity and Regulatory models and defines the generic concepts such as
class, role, operation, and integrity rule. The IS Model defines the information el-
ements relating to the composition of the enterprise IS — which IS supports which
activity in the organization. Finally, the Service Model defines how information ser-
vices are implemented through the existing IS, knowing that a service can be based
on one or several IS.

Regulato
| Activity Model P—Diﬂ Generic IS Model K“ }—> %odefy

Existential Dependencies
between elements of models

| IS Model |
1

’ Service Model ‘

Existential
Dependency

Specialisation

Leged Information Model

Fig. 15.6 A general structure of IS-SM
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15.4.2 Evolution Metamodel

The Evolution Metamodel has two views, named structural and lifecycle, that are
designed to support respectively the decomposition of a complex IS evolution and
to guide the evolution process. In particular, the Structural View allows to capture
the complexity of an evolution — to define the schema of an evolution that can be
composed of several parts each of them being an evolution too. The Lifecycle View
represents different possible states of an evolution (e.g.: ready, triggered, succeeded,
failed) together with the conditions (transactions) allowing the evolution to pass
from one state to another. In case of a failure, it allows to identify its cause.

15.4.3 Ispace/Rspace

Each IS evolution has an impact on the IS actors, more exactly on their information
space (Ispace) and their regulatory space (Rspace), that can be extended or reduced.
The Ispace and Rspace are based on the notion of responsibility that is a key con-
cept for the impact analysis of an evolution. The responsibility is defined here as a
set of information entities that represent the accountabilities and the capabilities of
an actor (or group of actors) to perform a task. Therefore, the Ispace of an IS actor
represents her responsibility over information elements, i.e. objects, operations, and
integrity rules implemented in the IS that she can read/create/modify/delete. The
Rspace represents her responsibility over regulatory elements, i.e. laws and regula-
tion policies governing her activities in the organization supported by the IS. The
Ispace and Rspace are defined as parts of IS-SM (see [34] for details). They allow
to obtain sub-sets of information that inform the IS steering actor about the changes
caused by an evolution affecting the responsibility of IS users. Together they allow
to simulate the impact of IS evolutions on different IS actors responsibility and to
identify potential risks.

15.4.4 Evolution Steering Method

Any change in the enterprise IS implies a shift from a known to an expected, but
at the same time unknown, situation. Actors, responsible for IS evolution steering,
are accountable for the decision making under a certain level of uncertainty, be-
cause the information, necessary to assess the evolution situation, can be incomplete
or, in the contrary, overloaded. Consequently, IS steering actors need guidance for
obtaining all relevant information, identifying risks, taking decisions about their
handling and finally handling them.

Any IS evolution may fail due to its complexity. Guidance for IS evolution steer-
ing is essential for understanding and taking into account the various and interre-
lated components that constitute the complexity of the evolution situations. There-
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fore, the last, but not least, component of the framework is the Evolution Steering
Method that aims to provide guidelines on how to use the aforementioned models
in an efficient way and to support the mission of the actors in charge of IS evolution
steering.

15.5 Conclusions

In this chapter we consider IS evolution as an ordinary situation in every modern
organization. Furthermore, any change in the enterprise IS has impact not only on
their own sustainability but also on the enterprise business activity and governance.
In this context, we identify risks and challenges related to the enterprise IS evolution
and we overview our and related work on this topic.

First, we discuss the adoption of service-oriented paradigm in IS engineering and
demonstrate how IS-specific service-oriented architectures can be elaborated to deal
with legacy IS evolution towards service-oriented IS that we call ISS. The notion of
information service is defined as underpinning building block in the ISS construc-
tion. In particular, we briefly overview three ISS construction approaches, namely
Services upon Legacy IS, Fully Service-Oriented ISS and Information Kernel-Based
ISS. Each of them is dedicated to cope with a particular situation of ISS construction
and can be combined with the other two approaches.

In the second part of the paper, we discuss the challenges related to the IS evolu-
tion steering and we introduce a framework dedicated to help the actors responsible
for IS evolution steering to take critical decisions. The framework aims to ad-dress
IS sustainability issues and to reduce the uncertainty by proving clear and complete
information allowing to simulate IS changes and to assess their impact. The frame-
work is composed of several models each of them representing a particular IS evo-
lution perspective such as: the related information structure, the evolution lifecycle,
the impact on the organization and its IS, and the responsibility. Besides, it provides
guidance to use these models. In our future work we aim to ex-tend this framework
with the technology dimension and with the support to the potential security risk
analysis caused by an evolution.

Finally, it is important to note that all these works, like many others, relating to
important subjects in the development of information systems and now services, are
based on conceptual models. They were discovered, and established by the work of
a few pioneers who established such solid and durable bedrock. Antoni Olivé is one
of these pioneers as evidenced by his masterful article [29].
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