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Abstract This chapter describes a suite of metrics for measuring enterprise-wide
cybersecurity risk based on a model of multi-step attack vulnerability (attack
graphs). The attack graphs are computed through topological vulnerability analysis,
which considers the interactions of network topology, firewall effects, and host
vulnerabilities. Our metrics are normalized so that metric values can be compared
meaningfully across enterprises. To support evaluations at higher levels of abstrac-
tion, we define family groups of related metrics, combining individual scores into
family scores, and combining family scores into an overall enterprise network score.
The Victimization metrics family measures key attributes of inherent risk (existence,
exploitability, and impact) over all network vulnerabilities. The Size family is an
indication of the relative size of the vulnerability attack graph. The Containment
family measures risk in terms of minimizing vulnerability exposure across security
protection boundaries. The Topology family measures risk through graph theoretic
properties (connectivity, cycles, and depth) of the attack graph. We display these
metrics (at the individual, family, and overall levels) in interactive visualizations,
showing multiple metrics trends over time.

1 Introduction

Modeling and analysis of network attack graphs has reached a fair level of maturity.
A variety of tools are able to merge network data from various sources to build
graphs of attack vulnerability through networks [1-7]. Such vulnerability-based
attack graphs provide a rich framework for new kinds of metrics for network attack
risk. There is a critical need for such metrics, to summarize operational status at a
glance, to compare security options, and to understand network health over time.
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This chapter describes a suite of metrics for measuring overall network security
risk, based on a comprehensive model of multi-step attack vulnerability. Our metrics
span different complementary dimensions of enterprise security. These metrics
are grouped into families, which are combined into an overall risk metric for the
network at a point in time, based on vulnerabilities and policies.

Section 2 describes system architecture for computing our suite of attack graph
metrics. In Sect. 3, we describe these metrics in detail. Section 4 shows how we
portray our metrics as they evolve over time, through interactive visualizations.
Section 5 examines our metrics suite through a case study that tracks the metrics
over time as they are applied to a network that is progressively hardened. Section 6
describes related work in this area, and Sect. 7 summarizes our results and concludes
this chapter.

2 System Architecture

Figure 1 depicts our system for computing security metrics from vulnerability-based
network attack graphs. This system imports data from sources that are commonly
deployed within enterprise networks, such as vulnerability scanners and firewall
configuration files. The system then maps all the exposed vulnerabilities between
pairs of hosts, which it organizes as an attack graph.

In this architecture, one option for computing such vulnerability-based attack
graphs is the Cauldron tool [6]. Cauldron applies Topological Vulnerability Analysis
(TVA) [8], analyzing network attack vulnerability from scan tools and other data
sources. It correlates cyber vulnerabilities and environmental metadata, and applies
network access policy (firewall) rules.
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Fig. 2 Structure of attack graph model

By considering all source and destination host pairs, and testing reachability to
other host vulnerabilities through the network topology and firewall rules, Cauldron
finds each exposed host-to-host vulnerability vector, which it combines into an
overall vulnerability attack graph. Vulnerability-based attack graphs computed in
this way have quadratic complexity, i.e., O(n?) for n network hosts. For scaling to
larger networks, we can apply the CyGraph tool [1, 2], which leverages big-data
architecture.

In the architecture of Fig. 1, the attack graph engine (e.g., Cauldron or CyGraph)
produces an attack graph representing attack reachability at a given time. Each
attack graph instance is logged as input to the metrics computational engine, for
the analysis of the metrics values over time.

Figure 2 shows the structure of an attack graph passed to the metrics engine. An
attack graph is composed of a set of security protection domains, which contain host
machines and exploits.

In the TVA attack graph model, protection domains are sets of machines that
implicitly have reachability to each other’s vulnerabilities. Optionally, machines
(and exploits between them) can exist outside of protection domains. There other
model elements for visual attributes (e.g., marking intrusion alerts). Figure 2 shows
the model attributes for machines, including flags for attack start/goal, priority, and
hardening state, as well as attributes for exploits, e.g., attacker and victim machines
and indication of being within a protection domain (versus across domains).

Figure 3 shows the structure of the log produced by the metrics engine and
consumed by the metrics dashboard. A metrics log begins with a definition of each



144 S. Noel and S. Jajodia

Name Type

— m T

N i z Nm 3x:?:km -

Weight weight - W wel;h! =
This icse = Description g st =
Description ss:shing g Sl =

|Date |#s:date | me
Time stime & |Name |xs:token L] NownskzecValie  |scale =
AttackGraphFile xs:nommalizedSting w Actualaslue e decimal =

Fig. 3 Structure of attack graph metrics over time

metrics family, along with a definition of each metric within a family. The log
then contains a sequence of time slices. Each time slice is the full set of metrics
(family and individual) for a single point in time, derived from an attack graph of
vulnerability paths through a network at that time.

Figure 3 includes the model attributes for a metrics family definition, including
family name, relative weight (across families), threshold, and description. It also
includes the attributes for an individual metric within a family, including metric
name, relative weight (within the family), and description. The attributes for a
metrics time slice include date/time and the corresponding attack graph file. For
a metric family at a time slice, the attribute is the family name. The attributes for an
individual metric are metric name and the normalized and actual metric values.

3 Attack Graph Metrics

The metrics engine computes individual metrics that each capture different aspects
of overall security. We group related metrics into families, as shown in Fig. 4.

We combine individual metrics into family scores, and then combine those into
an overall network score. The metrics are mapped to a common scale of zero to
ten (least risk to most risk), as for the Common Vulnerability Scoring System
(CVSS) [9].

We treat the individual metrics asindependent (orthogonal) components of a
multi-dimensional vector. We then compute the Euclidean norm (magnitude) of the
k-vector as the combined effect of k metrics (either individual or family).

The following subsections describe each of our metrics families and the individ-
ual metrics within them, i.e., the Victimization family (Sect. 3.1), the Size family
(Sect. 3.2), the Containment family (Sect. 3.3) and the Topology family (Sect. 3.4).
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3.1 Victimization Family

Individual vulnerabilities and exposed services each have elements of risk, inde-
pendent of network topology and firewall access policy. These are risk dimensions
inherent to the vulnerabilities themselves, in the sense of how they can be victimized
by attackers. The Victimization metric family scores the entire enterprise network,
as a summary of all vulnerabilities across these victimization dimensions.

The following subsections describe each of the individual metrics within the
Victimization family, i.e., Existence (Sect. 3.1.1), and the two CVSS-based metrics
(Exploitability and Impact) in Sect. 3.1.2. In Sect. 3.1.3, we describe how we
combine these individual metrics into an overall metric score for the Victimization
family.

3.1.1 Existence Metric

The Victimization family includes a direct measurement of the relative number
of vulnerable network services. In particular, the Existence metric is the relative
number of network services that are vulnerable, on the standard scale of [0,10]. In
particular, for s, vulnerable and s, non-vulnerable services across the network, the
Existence metric Mexistence 1S Simply the number of vulnerable network services (that
have one or more vulnerabilities), relative to the total number of services:

10s,

Sy + Sq

Mexistence =

3.1.2 CVSS-Based Metrics

The Victimization family also includes average scores (over all network vulnera-
bilities) of the two major components of CVSS Base Metrics—Exploitability and
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Fig. 5 Components of CVSS (Version 2) base metric

Impact. These components account for the two elements of risk, i.e., likelihood and
impact. Figure 5 shows the components and sub-components of the CVSS Base
Metric (for CVSS Version 2).

The following subsections these two CVSS-based metrics in more detail, i.e.,
Exploitability (Sect. 3.1.2.1) and Impact (Sect. 3.1.2.2).

Exploitability Metric

CVSS Exploitability measures the relative difficulty of exploiting a vulnerability. It
includes the Access Vector (network, adjacent network, local, or physical) required
for exploitation, Access Complexity (high or low) indicating level of attacker effort
required, and Authentication (none, single, multiple) for the number of times the
attacker must authenticate to a target. Our enterprise-wide Exploitability metric
is the average value of the CVSS Exploitability score, averaged over all host
vulnerabilities, on the scale of [0,10]. Given a vulnerability u;, we denote its CVSS
Exploitability as CVSSgxploiwbitity(#;). Then, for |U| total vulnerabilities over all
hosts in the network, the Exploitability metric mexpioitabilicy fOr the entire network is

ZlUl CVSSExploitability (ul)
|U|

Mexploitability —

Impact Metric

The Impact component of CVSS measures the severity of impact upon exploitation
of a vulnerability. It includes impact on data confidentiality, system integrity, and
system availability, with each type denoted either complete, partial, or no impact.
Our enterprise-wide Impact metric is the average value of the CVSS Impact
score, taken over all vulnerabilities over all hosts, on the scale of [0,10]. Given a
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vulnerability u;, we denote its CVSS Impact as CVSSimpaci(#;). Then, for |U| total
vulnerabilities over all hosts in the network, the Impact metric mjmpac for the entire
network is

S 1 CVS S pact (147)
|U|

Mimpact =

3.1.3 Victimization Family Metric

Finally, we compute the metric #yictimization fOT the entire Victimization family as the
weighted Euclidean norm of the Victimization components:

2 2 2
(Wexistence Mexistence)” + (Wexploitability mexploi[ability) + (Wimpact mimpacl)
Myictimization= > > > .
\ Wexistence + Wexploitabilily + Wimpact

This treats the three individual Victimization metrics as components of a three-
dimensional Euclidean space. The overall Victimization metric is then the norm
(magnitude) of the vector with weighted Victimization components. Here, the
weights Wiexistence exploitability,impacy) are (optional) user-defined weights for assigning
relative strengths of the Victimization family components.

3.2 Size Family

The size of an attack graph is a prime indication of risk. Intuitively, the larger the
graph, the more ways you can be compromised (in the sense of attack surface [10]).
The Size metric family measures enterprise network risk in terms of the attack graph
size.

The following subsections describe each of the individual metrics within the Size
family, i.e., Attack Vectors (Sect. 3.2.1) and Reachable Machines (Sect. 3.2.2). In
in Sect. 3.2.3, we describe how we combine these individual metrics into an overall
metric score for the Size family.

3.2.1 Attack Vectors Metric

Within the Size family, we define the Attack Vectors metric as the number of single-
step attack vectors, relative to the total possible number for the network, on the
scale of [0,10]. As shown in Fig. 6, we must consider two kinds of attack vectors:
implicit (within protection domains) and explicit (across domains). Here, as defined
in TVA, a protection domain (shaded box in the figure) is a set of network machines
that have unrestricted access to one another’s vulnerabilities. The total number of
attack vectors is the sum of the implicit and explicit attack vectors. That is, for
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Fig. 6 Counting the single-step attack vectors

m; vulnerable machines in protection domain i, v; vulnerabilities on machine j, v;;
vulnerable (explicit) vectors domain i to domain j, and d domains, the total number
of attack vectors v, is

Vg = Zij (mi — 1) Z;ﬂivj + ijvi‘j.

To map this raw number of attack vectors to the scale [0,10], we must normalize
by the total possible number of attack vectors, i.e., in terms of all network services
(both vulnerable and not vulnerable) across all machines. So, given m machines and
s; services on machine i, the total possible number of attack vectors v, is then

v, = (m—1) Z;ns,-.

The Attack Vectors metric, mapped to the scale [0,10] is then

Va
Vattack Vectors — 10 /—.
Up

Here, we apply the square root as a nonlinear compression that reduces dynamic
range of the typically large difference between the number of possible and actual
attack vectors.

3.2.2 Reachable Machines Metric

Also in the Size family is the Reachable Machines metric. This is the number of
machines in the attack graph, relative to the total number of machines in the network,
on the scale of [0,10]. As shown in Fig. 7, we must consider the machines that are in
the attack graph (reachable by an attacker through some number of attack steps) as
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Fig. 7 Counting the number of attacker reachable machines

well as machines that are in the network but not in the attack graph. For r; reachable
machines in protection domain i, with d domains, the total number of reachable
machines is

d
r = E i
i

For n; non-reachable machines (i.e., in the network but not in the attack graph), the
total number n of non-reachable machines is

d
n = E RUD
i

The Reachable Machines metric #yeychableMachines, Mapped to the scale [0,10] is then

,
r+n

MyeachableMachines = 10

3.2.3 Metric for Size Family

The overall metric for the Size family myj,. is then the weighted Euclidean norm of
the Size metric components:

2 2
et = \/ (WattackVectors MattackVectors)” 1 (WreachableMachines MreachableMachines)
size = .

2 2
WattackVectors + WieachableMachines
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This treats the two individual Size metrics as components of a two-dimensional
Euclidean space, with the overall Size metric as the norm (magnitude) of this
vector. The weights WiattackVectors reachableMachines] are (optional) user-defined weights
for relative strengths of the Size family components.

3.3 Containment Family

Networks are generally administered in pieces (subnets, domains, etc.). Risk
mitigation should aim to reduce attacks across such boundaries, to contain attacks.
The Containment family measures risk in terms of the degree to which the attack
graph contains attacks across security protection domains.

The following subsections describe each of the individual metrics within the
Containment family, i.e., Vectors Containment (Sect. 3.3.1), Machines Containment
(Sect. 3.3.2), and Vulnerability Types Containment (Sect. 3.3.3). In Sect. 3.3.4, we
describe how we combine these individual metrics into an overall metric score for
the Containment family.

3.3.1 Vectors Containment Metric

The Vectors Containment metric is the number of attack vectors across protection
domains, relative to the total number of attack vectors, on the scale of [0,10]. As
shown in Fig. 6, the attack vectors across domains are explicit, and are simply
counted across all domain pairs. The attack vectors within protection domains are
implicit, i.e., all machine vulnerabilities are directly reachable within the domain.
That is, the number of attack vectors across domains v, is

d
Ve = E Vi
LJ

The total number of attack vectors v,, both across and (implicit) within domains is

Vg = Zld (m; — 1) Z?vi + ZZ”"J'

The Vectors Containment metric myecsc i then

Ve
Myecsc = 10- —.
Vg

3.3.2 Machines Containment Metric
Next, the Machines Containment metric is the number of machines in the attack

graph that are victims of attacks from other domains, relative to the total number
of attack graph machines, on the scale of [0,10]. As shown in Fig. 8, the victim
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Fig. 8 Counting the number of attack graph victim machines

machines across domains are those machines that have no incoming incident edge
in the domain-to-domain attack graph. The remaining machines are within-domain
victims only. That is, the total number of across-domain victim machines m,, is

ma= 3" (mim,m) € V.

The total number of within-domain victim machines m,, is

m, = Zld {m; |(m,m;) ¢ V}.

The Machines Containment metric 7 machsc 1S then

mg
Mmachsc = 10+ .
my + m,,

3.3.3 Vulnerability Types Metric

The Vulnerability Types metric is the number of unique vulnerability types in the
attack graph that are victims of attacks from other domains, relative to the total
number of vulnerability types across the entire attack graph, on the scale of [0,10].
As shown in Fig. 9, the across-domain vulnerability types are on hosts victimized
across domains. The remaining vulnerability types are victimized within domains
only. The idea is that multiple instances of the same vulnerability type are less costly
to mitigate compared to the same number of instances of differing vulnerability
types.That is, the total number of across-domain victim machines ¢, is



S. Noel and S. Jajodia

152
g %]
m ZE2E
= x40 xcAl10?  xxADATE
S Sepiots  Jepets  Jeplts
b LI |
A2 a0y xS Y

e R P S P
xx 221

1'?_“’.-.‘-— ‘Ii
ST~ =
xx 40078 )
2 wiplots. : xx 20,100
/ A d i EE
Vulnerability Types o 5 4 f;;‘ i

within domain only Vulnerability types
()t (e v 41t m )<

Fig. 9 Counting the number of attack graph vulnerability types

d
t, = Zi {t; (my) |(m, t; (m;)) € V}.
The total number of within-domain victim machines ¢,, is
d
ty = Zi {t; (my) |(m, t; (m;)) € V}.

The Vulnerability Types metric myypesc is then

1q
to 4+t

MiypesC = 10

3.3.4 Metric for Containment Family

The overall metric for the Containment family miconainment 1S then the weighted
Euclidean norm of the Containment metric components:

2
(ercs CMyecs C)2 + (Wmachs CMmachs C)2 + (Wtypes CMiypes C)

Mcontainment = > > >
Wyecs C + Whachs C + Wtypes C

This treats the three Containment metrics as components of a Euclidean space,
with the overall Containment metric as the norm (magnitude) of this vector. The
Weights WiyecsCmachsC,iypesc) are (optional) user-defined weights for relative strengths

of the Containment family components.
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3.4 Topology Family

Certain graph theoretic properties (i.e., connectivity, cycles, and depth) of an attack
graph reflect how graph relationships enable network penetration. The Topology
family measures enterprise network risk in terms of these properties, at the level of
security protection domains.

The following subsections describe each of the individual metrics within the
Topology family, i.e., Connectivity (Sect. 3.4.1), Cycles (Sect. 3.4.2), and Depth
(Sect. 3.4.3). In Sect. 3.4.4, we describe how we combine these individual metrics
into an overall metric score for the Topology family.

3.4.1 Connectivity Metric

The Connectivity metric is the number of weakly connected components in the
domain-level attack graph, relative to the best (most secure) and worst (least secure)
cases possible, on the scale of [0,10]. As shown in Fig. 10, the intuition is that it is
better to have an attack graph that is disconnected parts versus a connected whole.

To map the Connectivity metric to the standard [0,10] scale, we need the
largest and smallest possible values for weak connectivity (at the protection domain
level). This is shown in Fig. 11. The worst case (least secure) is a single weakly
connected component. The best case (most secure) is completely disconnected, i.e.,
d weakly connected components for d domains. These ranges of possible numbers
of components need to be mapped to the [0,10] scale, consistent with the definition
of zero as best case (most secure) and ten as best case (least secure).

As suggested by Fig. 12, to map to the [0,10] scale, we need to define a function
that linearly maps the best case (d components) to the number zero (most secure),
and the worst case (one component) to the number ten (least secure). This function
is the following sequence of linear transformations:

One Two Three
Component Components Components
\>
_— t
— >;\ e / e
Less Secure More Secure

Fig. 10 Motivation for Connectivity metric
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1. Subtract the number of (weakly) connected components wye,x by unity, shifting

them to the left by one
. Divide by the range d — 1, normalizing the values to [0,1] (worst to best)
. Multiply by negative unity, reversing the order to [-1,0] (best to worst)
. Add unity, shifting to the right by one to [0,1] (best to worst)
. Multiply by 10, yielding the scale [0,10] (best to worst)

W AW

The resulting transformation maps the best case (d components) to zero and the
worst case (one component) to 10. This yields the Connectivity metric mconnectivity:

Meonnectivity = 10(

l_Wweak_1
d—1

).

Figure 13 shows an example computation of the Connectivity metric. In this
example, there are three attack graphs, shown at the protection-domain level. Each
attack graph has the same set of domains, but different sets of domain-to-domain
edges, resulting in different numbers of weakly connected components.
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Fig. 14 Motivation for
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As shown in this example, an attack graph comprised of a single weakly con-
nected component has the highest (riskiest) Connectivity score. The Connectivity
score decreases (is less risky) as the number of weakly connected components
increases.

3.4.2 Cycles Metric

The Cycles metric is the number of strongly connected components in the domain-
level attack graph, relative to the best (most secure) and worst (least secure) cases
possible, on the scale of [0,10]. As shown in Fig. 14, the intuition is that for a
(weakly) connected attack graph, it is better to avoid cycles within it (i.e., strongly
connected components).

Comparing the two attack graphs in Fig. 14, they both have the same number
of domains and domain-to-domain edges, and each graph has a single weakly
connected component. However, the upper graph is more secure in the sense that
all edges generally flow from left to right, so that attacker reachability is limited to
that directional flow. On the other hand, the lower graph is less secure because the
flow is cyclic. In fact, each domain is reachable from all other domains (i.e., cycle
connecting all domains).

To map the Cycles metric to the [0,10] scale, we need the largest and smallest
possible values for strong connectivity (at the protection domain level). The
extremes for strong connectivity are the same as for weak connectivity in Fig. 11.
That is, the worst case is a single strongly connected component, and the best case is
d strongly connected components for d domains. As before, these ranges of possible
numbers of components need to be mapped to the [0,10] scale, consistent with the
definition of zero as best case (most secure) and 10 as best case (least secure). Thus,
for computing the Cycles metric, we apply the same formulas as for computing the
Connectivity metric Mconnectivity- The difference is that we count strongly connected
components Wyrong (attack sub-graphs that are all reachable from each other), versus
weakly connected components Wyeak as for mconneciiviy- We thus have the Cycles

MELTIC Meycles:
Wstrong — 1
Mcycles = 10 (1 - ﬁ) .
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Fig. 16 Motivation for Depth metric

Figure 15 shows an example computation of the Cycles metric. In this example,
there are three attack graphs, shown at the protection domain level. Each attack
graph has the same set of domains, but different sets of domain-to-domain edges,
resulting in different numbers of strongly connected components. As shown in the
example, an attack graph with fewer components (cyclic reachability within each
component) has higher (riskier) Cycles score. The Cycles score decreases (is less
risky) as the number of strongly connected components increases.

3.4.3 Depth Metric

The Depth metric is the length of the maximum shortest path in the domain-
level attack graph, relative to the best (most secure) and worst (least secure) cases
possible, on the scale of [0,10]. In particular, this is the maximum shortest path over
all possible attack graph vertex pairs, also known as the graph diameter. As shown
in Fig. 16, the intuition is that it is better to have attack graph that is deeper versus
shallower, i.e., requiring more attack steps to penetrate the entire network.
Comparing the attack graphs in Fig. 16, they all have the same number of
protection domains (graph nodes). In addition, each graph has a single weakly
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Fig. 17 Worst and best cases Worst case
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connected component, and the maximum possible number of strongly connected
components. However, the graph on the left side is less secure, in the sense that all
domains are reachable in one attack step. On the other hand, the other graphs are
more secure in the sense that more attack steps are needed before all domains are
reached.

To map the Depth metric to the [0,10] scale, we need the largest and smallest
possible values for the attack graph diameter (at the protection-domain level). This
is shown in Fig. 17. The worst case (least secure) is a diameter (maximum shortest
path) of one. The best case (most secure) is a diameter that is one less than the
number of domains d. These ranges of possible diameters need to be mapped to the
[0,10] scale, consistent with the definition of zero as best case (most secure) and ten
as best case (least secure).

As shown in Fig. 18, the Depth metric needs to consider the potential impact of
connectivity on graph diameter. In particular, if a graph is not (weakly) connected,
then the graph diameter applies to each (weakly) connected component separately.

For example, the upper attack graph in Fig. 18 has a single connected component,
while the lower attack graph has two connected components. In each case, the graph
diameter is one. However, a diameter of one is a different relative score compared
to the maximum possible of five (upper graph) versus three (lower graph). We
must compute diameter for each connected component, map to standard scale, then
combine scores for each component according to relative component size.

As suggested by Fig. 19, we need a function that linearly maps the best case
(diameter of one less than the full size ¢ of the domain-level component) to the
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Fig. 20 Example Depth metric scores

number zero (most secure), and the worst case (diameter of one) to the number ten
(least secure). This linear transformation does the following:

1. Shift the diameter s to the left by one (subtract unity)

2. Divide by the range ¢, normalizing the values to [0,1] (worst to best)
3. Multiply by negative unity, reversing the order to [-1,0] (best to worst)
4. Add unity, shifting to the right by one to [0,1] (best to worst)

5. Multiply by 10, yielding the scale [0,10] (best to worst)

The resulting transformation maps the best case (diameter ¢ — 1 for component size
¢) to zero and the worst case (diameter one) to ten. This needs to be done for all
n connected components of the domain-level attack graph, for d domains, with the
diameter s; for component i having size c;. This yields the Depth metric mgepq,:

10 n S; — 1
Mdepth = ﬁzz Ci (1 - o ) .

Figure 20 shows an example computation of the Depth metric. In this example,
there are three attack graphs, shown at the protection domain level. As shown
in the example, an attack graph with larger diameter(s) relative to its connected
component(s) has a lower (less risky) Depth score.

3.44 Maetric for Topology Family

The overall metric for the Topology family mpology 1S then the weighted Euclidean
norm of the Topology metric components:
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2 2 2
m (Wconnectivity mconneclivily) + (chcles mcycles) + (Wdepth mdeplh)

topology = 2 2 2 :
Wconnectivity + chcles + Wdepth

This treats the three Topology metrics as components of a Euclidean space, with
the overall Topology metric as the norm (magnitude) of this vector. The weights
Wiconnectivity,cycles,depth] ar€ (optional) user-defined weights for relative strengths of the
Topology family components.

4 Metrics Visualization

We visualize our enterprise network security risk metrics in a dashboard for tracking
and analyzing metrics values over time. The dashboard design presents the overall
enterprise risk metric as the primary view, with drilldown into the details of the
component metrics families.

Figure 21 shows the initial screen for the metrics dashboard visualization. In
this view, the quick look for Overall is pressed; this causes the overall metric to be
highlighted in the timeline (the individual families are diminished). The dashboard
shows the initial and most recent date/time for the selected timeline. The overall
and family quick looks show current (most recent) values, and changes with respect
to the initial values. The quick looks also show how the current values compare to
the threshold acceptable value. They also show the relative weights for each metrics
family.

L Hetrics Dashboard - bigData - actualakses.xml

OVERALL WEIGHTING ~ METRIC FAMILIES ce
I Overall ¢ l «j Size 1 Topology @ C 1 2 |

| =

|08 =] |e=: 150 - 030 169 ¢
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PLAYING ATTACK GRAPH METRICS FOR S/ 52013 111 A

Metric families over time m BARS frore | Overall | Size | Topslogy | Containment | | +

The Overal score i calulated based on the score of
each meinc family.
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Fig. 21 Overall timeline for metrics dashboard
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Fig. 22 Dashboard details for selected metrics family (Containment)

In Fig. 21, clicking on a magnifying glass on one of the family quick looks causes
the display to show the details for the selected family. This is shown in Fig. 22, for
the Containment family. The quick looks and timeline now show the overall family
metric, as well as the individual metrics within the family. The selected time range
persists in its current setting across overall to family view changes. The dashboard
supports different thresholds for each family (and the overall), so that the threshold
line changes accordingly.

The metrics dashboard also supports customization of certain settings, including
metrics acceptability thresholds and relative weights. This is shown in Fig. 23.
Thresholds and weights (for computing overall metric) can be selected for each
family.

The dashboard allows the selection of time scale, as shown in Fig. 24. The slider
along the bottom allows selection of starting and ending time to be displayed in
the timeline. The time slider can also be panned backward and forward in time to
display metrics values for a sliding time window. As shown in the figure, one can
also hover over the timeline to display all the metrics values for a single point in
time.

The dashboard also includes bar chart displays that summarize metrics trends.
This is shown in Fig. 25. A bar chart is a binning of a corresponding sequence of
metrics over time. In this way, an arbitrarily long history of metrics is displayed in
a fixed number of bins (bars). The plus sign over each bar allows drilldown to the
underlying metrics for that bar.
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Fig. 24 Dashboard selection of time scale

5 Case Study

As a case study of our enterprise network security risk metrics, we consider a
sequence of attack graphs representing the exposed vulnerabilities for a network,
for a sequence of network hardening operations (software patches and firewall rule
changes). We apply our metrics to track changes in enterprise risk over time.
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Fig. 25 Dashboard summary (binned) bar charts

In Sect. 5.1, we describe the network, hardening steps, and resulting attack graphs
in our case study. Section 5.2 then computes our metrics for each of these attack
graphs, and examines how these metrics quantify security risk.

5.1 Attack Graphs

Figure 26 shows a network topology for our case study, in which we generate
attack graph metrics for different network configurations. This network contains
eight security protection domains, with a multitude of machines within each domain.
The enterprise to be protected has three internal domains and a DMZ domain. The
enterprise DMZ is protected by a firewall. There is also an internal firewall, which
protects the internal domains.

The enterprise allows some access from a partner organization, which has four
domains. The primary defensive goal is to protect the internal domains against
vulnerable exposures from either the partner domains or the DMZ.

In this case study, a Cauldron attack graph is generated for a baseline network
configuration. The attack graph analysis identifies the critical exposures of vulnera-
ble machines across domains. Mapping of vulnerable exposures to corresponding
firewall rules leads to tightened policy based on mission requirements, which
eliminate many of the vulnerable exposures.

Subsequent analysis indicates that the remaining exposed vulnerabilities are all
among the internal enterprise domains. In that case, software patches are applied to
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Fig. 26 Network topology for case study

remove the vulnerabilities, so that additional firewall blocking within the internal
network is not needed to reduce risk.

Figure 27 shows the attack graph for the baseline network configuration, before
any firewall rule changes or software patches have been applied. This attack graph
shows that there are exposed vulnerabilities from the partner protection domains
into the internal network, i.e., to the Inside 3 domain. There are also exposed
vulnerabilities from Partner 4 to DMZ, and from DMZ to Inside 3.

An examination of the firewalls for rules permitting access into Inside 3 reveals
that there is a rule in both firewalls that allow access to all ports of certain machines.
These machines are web servers that need to be accessed by the partners. However,
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Partner 4

Fig. 27 Attack graph for baseline network

the vulnerabilities are actually on ports other than the HTTP port (80) needed by the
mission. We therefore change the firewalls to allow access to port 80 only on these
Inside 3 machines. Figure 28 shows the resulting attack graph.

Figure 28 shows that there are still exposed vulnerabilities from Partner 4 to
DMZ. Examining the rules on the outside firewall for rules permitting access into
DMZ, we see that there is a rule that allows access to all ports of the web servers
in the DMZ. Again, the vulnerabilities are actually on ports other than the HTTP
port (80) needed by the mission. We therefore change the outside firewall to allow
access to port 80 only on these DMZ machines. No rule change is needed for the
inside firewall, since it does not filter traffic from Partner 4 to DMZ. Figure 29 shows
the resulting attack graph.
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Fig. 28 Attack graph for restricting access to port 80 only from partners to Inside 3

Figure 29 shows there are still exposed vulnerabilities from DMZ to Inside 3.
Examining the rules on the inside firewall, we see that there is a rule that allows
access to all ports of web servers in Inside 3. Yet again, the vulnerabilities are on
ports other than the HTTP port (80) needed by the mission. We therefore change the
inside firewall to allow access to port 80 only on these Inside 3 machines. No rule
change is needed for the outside firewall, since it does not filter traffic from DMZ to
Inside 3. Figure 30 shows the resulting attack graph.

Figure 30 shows that there are still exposed vulnerabilities among the inside
protection domains. Under the assumption that further restriction of access within
the inside domains will affect the mission, we consider the possibility of applying
software patches.

Figure 31 shows the network vulnerabilities ranked (in Cauldron) by frequency
of across-domain exposure for the attack graph in Fig. 30. This shows that
two vulnerabilities are actually responsible for a large portion of the exposure
instances. Figure 32 shows the resulting attack graph after all instances of those
two vulnerabilities are patched.
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Partner 4 |

Fig. 30 Attack graph for restricting access to port 80 only from DMZ to Inside 3

In the next section, we compute metrics for each of these attack graph instances
(Figs. 27, 28, 29, 30, and 31). Each attack graph represents the vulnerability
exposures across the network at a given point in time, as steps were taken to
incrementally reduce security risk (Fig. 33).
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Fig. 32 Attack graph for the patching of two frequently exposed vulnerabilities

5.2 Security Risk Metrics

We now compute security risk metrics for the attack graphs in our case study
(described in the previous section). By tracking these metrics over time, we assess
the effectiveness of the network hardening measures taken at each step. For each
attack graph representing the state of network security risk at time #;, we compute the
full suite of metrics (overall risk metric, four family-level metrics, and 11 individual
metrics) for time 7;. We then plot these metrics values over time, at user-selected
levels of detail. All metrics are calibrated from zero (least risk) to ten (most risk).
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Fig. 33 Overall and family metrics for the case study (attack graphs at times ¢, through #s)

In the next section (Sect. 5.2.1), we compute our metric for overall network
risk for each instance in time (attack graph) in our case study. Section 5.2.2 then
examines each of the family-level metrics in more detail.

5.2.1 Maetric for Overall Network Risk

Figure 33 shows the initial metrics dashboard view for this case study. Because of
the relatively small number of time values (five), the dashboard shows a bar chart
rather than a line chart. The top row of the display is a quick view showing the
current (most recent) values for the overall metric score and each of the four family-
level scores. The left side of the main display shows scores for the overall network
risk metric (for times f; through f5). To the right are the scores (¢, through f5) for
each of the metric families.
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The overall risk score generally gets lower (at one point very slightly increasing),
from an initial value of about 7.5 down to a final value of 4.87 (on the [0,10] scale).
The family-level metrics follow this general trend, though with some differences.

The Victimization family metric is unchanged as a result of the firewall rule
changes (times #; — t4), decreasing only when vulnerability patches are applied
at time #s. This is consistent with the fact that the Victimization metrics depend
on the state of endpoint hosts and their services/vulnerabilities, independent of
attack reachability from other hosts. In that sense, the Victimization metrics are
not actually based on attack graph analysis. Instead, they are summary statistics that
one might find in more traditional vulnerability analysis (rather than TVA).

The metric for the Size family progressively decreases for each change in the
network attack graph. The changes are relatively small for times #; — #4, then there
is a strong decrease for time #s. The application of vulnerability patches at time s
causes the relatively large reduction in attack graph size, e.g., through the reduction
of within-domain implicit attack vectors.

There is a similar pattern for the Containment metric, i.e., the number of
vulnerabilities exposed across protection domains is significantly reduced (versus
earlier network changes that do disconnect the attack graph, but only through
relatively few across-domain vulnerabilities). On the other hand, the sharp drop in
the Topology metric between #; and f, reflects the greater degree of topological
changes (e.g., number of components increasing from one to four) between those
times.

5.2.2 Family-Level Metrics

This section examines the metrics families for the five attack graphs in this case
study. This includes the Victimization family (Sect. 5.2.2.1), the Size family (Sect.
5.2.2.2), the Containment family (Sect. 5.2.2.3), and the Topology family (Sect.
5.2.2.4). We show the individual metrics scores in each family, and how they
combine into an overall metric for the family itself.

Victimization Family

Figure 34 shows the metrics within the Victimization family for the times #; — #5.
In this dashboard view, a user-defined threshold line of acceptable metric value (of
2.5 out of 10) is visible. The Existence metric is nearly constant just above the
acceptable threshold for times #; — #4, and then drops to nearly zero for time #;. This
reflects the number of vulnerable ports dropping to a relatively negligible number.
In Fig. 34, the Impact metric is low for times #; — #4, then increases significantly
for the last attack graph at 5. This indicates that the patched vulnerabilities
have relatively low impact (i.e., the remaining ones have higher impact). The
Exploitability metric has the opposite trend; it is high for times #; — #1, and then
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drops for ts. This indicates that the patched vulnerabilities have relatively high
exploitability (i.e., the remaining ones have lower exploitability).

The overall Victimization family metric changes little for these attack graphs.
This is a result of the opposing trends for Impact versus Exploitability and
Existence.
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Size Family

Figure 35 shows the Size family for the times #; — #5. The Attack Vectors metric
decreases slightly for #; — t4, and then sharply decreases to nearly zero for time #s.
This is consistent with the decrease from tens of thousands of across-domainattack
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vectors (Fig. 30) to a few hundred (Fig. 32) in the attack graphs. The number of
attacker reachable machines is unchanged, until patches are applied that remove

some of them.

Containment Family

Figure 36 shows the Containment family for the times #; — #5. The Victims Across
metric decreases slightly for the times #; — #4, and then sharply decreases for time #s.
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This measures victim machines across domains, versus the Reachable Machines
metric (Size family), which measures all reachable in the attack graph.

Similarly, the Vectors Across metric measures relative numbers of attack vectors
across protection domains, versus the Attack Vectors (Size family), which measures
all attack vectors (within and across domains). The Vulnerability Types Across
measures distinct vulnerability types that are exposed across domains. In this case,
it only changes for the last attack graph, since applied patches removed some
vulnerability types.

Topology Family

Figure 37 shows the Topology family for the times #; — #5. The Connectivity metric
decreases from the highest possible risk (10) to nearly the threshold of acceptance
(2.5). This reflects the subsequent decomposition of the attack graph into isolated
components as hardening measures are applied.

The Cycles metric is relatively low, but remains unchanged except for the last
attack graph at time #5. This indicates that there are relatively few cycles in the
attack graph, i.e., it has generally unidirectional flow.

The Depth metric is high for the baseline network at time ¢, then decreases to
the threshold value for the first hardened attack graph at time #,. This is because
the direct access from Partner 4 to Inside 3 is removed, increasing the attack graph
depth. In subsequent attack graphs (times), the Depth metric decreases as the attack
graph has fewer steps.

6 Related Work

Cybersecurity metrics have been proposed based on a wide range of criteria,
including intrusion detection, security policy, security incidents, game theory,
dependability theory, and statistical methods [11-13]. There are many similarities
between measuring cyber risk, cyber resilience [14-16], and cyber situational
awareness [17]; particularly relevant current research at The MITRE Corporation
seeks to measure the expected effectiveness of cyber resiliency.

Security metrics standardization efforts such as CVSS [9] and the NIST guide-
lines for security metrics [18] consider the relative severity of individual vulnerabil-
ities in isolation, and do not consider the overall impact of combined vulnerabilities.

A number of proposed security metrics employ attack graph models, including
those based on statistical properties of graph paths [19, 20], distances between attack
graphs [21], percentage of compromised hosts [22], the weakest adversary required
to compromise a network [23], attack success likelihood [24, 25], resilience to zero-
day attacks [26], and scores along the dimensions of vulnerability, exploitability,
and attackability [27]. Attack graph metrics have been applied for intrusion alert
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correlation [28] and prioritization [29]. Aspects of our attack graph metrics are
previously described [30, 31].
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7 Summary and Conclusions

This chapter describes a suite of metrics for measuring enterprise cybersecurity
risk. These metrics measure risk based on a comprehensive network-wide model of
multi-step attack vulnerability. Our metrics span different complementary dimen-
sions of enterprise security, including elements of the CVSS standard. We provide
rich interactive visualizations of multiple metrics, including timelines over multiple
temporal scales, to understand how network security evolves over time.

We group our metrics into families, and combine individual scores into overall
metric scores at the family level. We then combine family metric scores into an
overall metric score for the network. We display these metrics (at the individual,
family, and overall levels) in interactive visualizations, showing multiple metrics
trends over time at user-selected temporal resolutions.

Our attack graph metrics suite has a number of distinct advantages. It incorpo-
rates a straightforward model with clear semantics, which helps lower barriers for
acceptance. The grouping of metrics into families and an overall score helps reduce
the cognitive burden of dealing with multiple scores. Experimental results suggest
that our metrics are consistent with intuitive notions of attack risk across a network.
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