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Abstract This chapter examines both academic and grey literature on the transi-
tions and developments in e-government towards notions of open government and 
open governance. This is viewed through the prism of European level strategies, the 
EU’s research and innovation programmes, as well as common strategies like the 
European E-Government Action Plan agreed to by all EU Member States. The three 
strands of the proposed European open governance setting, consisting of open data, 
open service and open process, are examined, as is the conceptualization of govern-
ment as an open source service platform as well as a broader platform for collabora-
tion between all societal actors. The purpose is to support societal-wide innovation 
for tackling pressing societal challenges where the role of ICT is seen more broadly 
than has traditionally been the case, i.e. as a general purpose technology. In this 
context, the chapter also examines emerging technologies likely to impact govern-
ment in the short as well as longer-term, such as big data, artificial intelligence, 
drones and blockchain.

 Introduction and Context

 From Electronic Government to Open Government: Responding 
to Market Changes

This chapter derives from both the academic and grey literature of e-government 
and similar developments by examining the main conceptual paradigms which have 
had real impact on how Information and Communication Technology (ICT) is used 
by, and impacts, government over the last 20 years in Europe. Drawing on a review 
by Millard (2015), the notion of electronic (e)-government, starting in the late 
1990s, was explicitly linked to the ‘New Public Management’ philosophy which 
emphasised inter alia how ICT could make the public sector much more efficient by 
adopting private sector management disciplines which had already shown how to 
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maximise efficiency (Hood 1991).1 This typically meant focusing on measurement, 
target setting and the outsourcing of some government functions to the private sec-
tor which was deemed to be more efficient in fulfilling them. In the 2000s, critics of 
this approach included Dunleavy and Margetts (2006) as well as Stoker (2006) in 
his proposals for Public Value Management2 which linked the changes seen or 
required in the public sector to networked government and the need for open sys-
tems to ensure that ICT was not only used to improve efficiency but also the effec-
tiveness and reach of public services.

Other literature extended and nuanced these debates, notably work on the role of 
strategic management in government (Moore 1995) and on the embeddedness of 
public sector innovation in the politico-administrative system (Niehaves 2007). A 
focus on public value in the context of ICT enabled public sector reforms started to 
emerge (for example as crystalised by Cordella and Bonina 2012), and was seen as 
contributing to making government processes, not only more efficient and effective 
but also more transparent and accountable through transformational (t)-government 
and business process reengineering (Weerakkody and Dhillon 2008; Van Veenstra 
and Janssen 2012). Since the financial crisis of 2007–2008, the focus has shifted 
again towards lean (l)-government, doing “more for less” and platform-based gov-
ernance which is seen as a new wave emphaising the orchestration role of govern-
ment where innovation, experimentation and user requirements are key factors 
(Janssen and Estevez 2013).

In the last few years there has also been a new attempt to bring these threads 
together through the lens of open (o)-government. For example, McDermott (2012) 
looked at President Obama’s ‘Open Government Directive’ in early 20093 and the 
launch of the global Open Government Partnership4 aimed to establish a system of 
transparency, public participation and collaboration, whilst Lee and Kwak (2012) 
proposed a five-level open government maturity model for social media-based pub-
lic engagement in response to Obama’s directive. Harrison et al. (2012) examined 
the concept of open government from an ecosystem perspective as interdependent 
social systems of actors, organisations, material infrastructures and symbolic 
resources, and suggested that policy makers need to engage in such strategic ecosys-
tem thinking. More recently, Gascó-Hernández (2014) edited a wide-ranging col-
lection of papers on open government and the opportunities and challenges for 

1 The terms ‘public sector’ and ‘government’ are in practice used interchangeably in this paper as 
in many others. The term ‘governance’ refers to public governance as “the role of governments, 
working alongside other actors, in building, facilitating and overseeing political, social and eco-
nomic development. Irrespective of any intrinsic value it might have, public governance is there-
fore a crucial means to desired development outcomes.” (Bevir 2013)
2 There are many established definitions of ‘public value’, for example “public value refers to the 
value created by government through services, laws, regulation and other actions” (Kelly et al. 
2002). For the present purpose it can be also thought of as similar to the older notions of ‘public 
goods’ and ‘good governance’.
3 https://www.whitehouse.gov/the_press_office/TransparencyandOpenGovernment/ (accessed 10 
May 2015).
4 http://www.opengovpartnership.org (accessed 10 May 2015).
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public governance. These included papers proposing open government models, 
their contextual and cultural underpinnings, the development and dynamics of open 
data and big data for public governance, open government collaboration, and how 
open government is developing in different countries and in smart cities. Millard 
(2015) attempted to summarise and bring many of these strands together through an 
overarching concept of open governance systems – see also below.

In a nutshell, it might be argued that these successive developments reflect 
changing perceptions and uses of ICT by government. Whereas e-government sim-
ply took ICT, largely from the private sector, into an existing system making it more 
efficient but without much change to its structures and modus operandi, the subse-
quent notion of t-government stressed how ICT could be used alongside other driv-
ers to transform these characteristics of government so that it became not only more 
efficient but also more effective. In turn, l-government has been a dramatic response 
to the financial and economic crisis in the aftermath of 2007–2008, whilst today 
o-government is starting to form a cohesive conceptual framework, body of evi-
dence and policy programme to return the attention of government to the burgeon-
ing long-term global challenges the world is facing in close collaboration with 
non-public actors. Indeed, some of these challenges have resulted directly from the 
financial crisis itself and many governments’ immediate response to it.

 From Open Government to Open Governance: Responding 
to Global Challenges

Some clear conclusions emerge from the development of o-government. The opera-
tions of the public sector, public policy and public services are seen as needing to 
become more open and innovative as well as efficient and effective. Indeed it is 
argued in this chapter that these attributes are complementary, especially if seen 
over the medium to longer term, but also that the public sector cannot successfully 
tackle the global challenges on its own. The chapter goes further and argues that an 
understanding of open government within an open governance system cannot sim-
ply look at what is taking place inside the public sector, but must also examine 
wider developments in society and the manner in which other societal actors are 
changing their roles and ways of operating. Government, as an actor, needs to col-
laborate, and a powerful tool in this context is ICT. This is the basic message of this 
chapter which examines a new approach to public sector innovation based around 
the notion of ‘open governance systems’, and which attempts to unpick its main 
components as we can presently see them (Millard 2013, 2015).

The global financial crisis of 2007–2008 tended to mask the fact that there are 
longer term and deeper rooted global societal challenges which preceded it, many 
of which have since become even more acute. These include climate change, 
increasing inequalities within countries, poverty, corruption, energy and job short-
ages, health and education under pressure, rapidly changing demographics (ageing, 
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migration, urbanisation), and governance deficits at all levels. As a result public 
services are under severe strain and trust is being lost in governments’ ability to col-
lect taxes and provide good regulation. Indeed, Klein (2014) argues that the finan-
cial crisis was both caused by underlying societal system failures alongside these 
other global challenges but that it is also itself a cause of exacerbating them. Many 
of the proposed solutions to these challenges are today being influenced by new 
bottom-up forms of open innovation and new open business models (Chesbrough 
2003). They focus on societal goals and societal as well as technological means in 
which new actors directly participate, especially the direct beneficiaries of such 
innovations themselves. In Europe as elsewhere, these new trends are today often 
termed ‘social innovation’ defined “as new approaches to addressing social needs. 
They are social in their means and in their ends. They engage and mobilise the ben-
eficiaries and help to transform social relations by improving beneficiaries’ access 
to power and resources.” (Tepsie 2014). Critical to such approaches is the need for 
innovations to actually meet real social needs and to do so in a way that involves the 
whole value chain, and specifically the beneficiaries of the innovation. This pro-
vides both challenges and opportunities for the public sector in its traditional role in 
addressing societal needs, as well as how it relates to other societal actors in meet-
ing these. It is this issue that this chapter addresses, and in particular looks at the 
critical role played by ICT.

 The Need for a Societal Level Perspective and a New Open 
Governance Framework

As sketched above, the discourse and most literature to date have focused on 
responses to the crisis which envisage the public sector, enabled and perhaps driven 
by ICT, as becoming transformed, for example through business process reengi-
neering, as well as shrinking in size and becoming ‘lean’ in order to “do more with 
less”. As also noted, these trends are well documented by Janssen and Estevez 
(2013). The present chapter argues that the next step, and certainly a complemen-
tary perspective, is a notion of open government which is itself embedded in broader 
open governance systems encompassing all of society’s actors. In this context, the 
public sector needs to adapt its roles and relationships with these others actors. But, 
according to Millard (2015) these adaptations do not insist that the public sector 
necessarily reduces in size or becomes ‘lean’, although indeed that may happen in 
some manifestations of the open governance system. Downsizing the public sector 
is not a given nor is it always efficacious, but where it happens it is a politico- 
economic response to specific situations and may not always be relevant, although 
of course it can be so. Assuming that a smaller leaner government is always the 
answer to every challenge or context is a very fundamentalist approach.

The open governance system, just as in lean government, orchestrates networks 
of actors to tackle society’s needs, but unlike in lean government, the public sector 

J. Millard



5

does not thereby always need to become smaller. Instead it leverages and coordi-
nates unrealised and untapped assets and resources which otherwise lie dormant or 
need catalysing and are thus in effect ‘wasted’. The public sector does this both 
internally and across society, so it may need to remain the same size or in some 
instances even grow larger depending on the context and the challenge. The public 
sector might flexibly decrease or increase or otherwise transform in size, influence 
and role in different sectors and localities at different times for different purposes in 
a constant ‘dance’ with other actors to maximise public as well as private value 
across the whole of society. Becoming a lean government is just one option along 
this continuum, even though the driving features of lean as efficiency and productiv-
ity always remain important. Instead, such features need to be seen as interlinked 
between actors across the whole of society and not just confined to the government. 
Thus, efficiencies and productivity improvements are conceptualised at the societal 
level over at least the medium-term where trade-offs and interactions are present 
between actors, not only at the individual actor level.

According to Millard (2015), this is a very important observation. A lean govern-
ment might indeed save some money in a narrow context over the short-term, but 
this could lead to overall loss of public value and thus additional costs on society, 
especially in the longer term, if other actors or actor configurations are not able to 
produce the value needed in the context of a shrunken public sector. Examples 
include environmental degradation, social and economic inequalities and in main-
stream services like health, care and education, and these would be false economies 
indeed.5 As shown below, such a flexible response to address the global challenges 
is now possible in the context of ICT, although of course political, governance and 
other issues are also critical. This is not an argument against lean government which 
may often be relevant, but an argument for flexibility in the context of open gover-
nance systems made possible for the first time by ICT.

The current, but admittedly still tentative, move from ‘l-government’ to 
‘o- government’ is illustrated in Fig. 1, whilst emphasising that the four waves are 
not mutually exclusive but instead complementary even though a clear progression 
is envisaged. Open government (o-government) is the sine qua non for ICT-enabled 
public sector innovation which is today one of the main policy agendas in Europe 
and elsewhere (for example European Commission 2013a and 2013b, deriving from 
European Commission 2010, and European Commission 2016, as well as the 
OECD6).

5 A recent example is the Danish tax system which has for many years been driven by an NPM 
approach leading to downsizing, outsourcing and seeing hastily developed IT systems as a pana-
cea. In 2016, it became clear that this has strongly contributed to losses amounting to billions of 
Euros of tax revenue, both internationally and domestically. In August 2016, the tax minister 
announced a reversal of these policies with massive re-investment in the tax system, the re-employ-
ment of dismissed tax personnel, and employment of thousands of new personnel, and in much 
better IT. This is a clear example where political decisions leading to cutting and blind over-opti-
mistic faith in untested IT can lead to massive inefficiencies and losses.
6 See the OECD’s Observatory of Public Sector Innovation: https://www.oecd.org/governance/
observatory-public-sector-innovation/events/
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Open government (o-government) is the sine qua non for ICT-enabled public 
sector innovation which is today one of the main policy agendas in Europe and 
elsewhere (for example European Commission 2013a and 2013b, deriving from 
European Commission 2010, and European Commission 2016, as well as the 
OECD7).

 European Policy and Research

Although in a European Union context, the 28 Member States have full powers over 
their own policies and strategies for the public sector and electronic government, 
they have for many years participated in different types of mutually beneficial col-
laboration around the latter in particular. Since the early 2000s, one of the main 
frameworks for this has been the regular five-yearly eGovernment Action Plans, 
which, by the end of the eGovernment Action Plan 2011–2015, have assisted 
Member States in putting many eGovernment enablers in place, both technical and 
non-technical.

The rationale for the new 2016–2020 European eGovernment Action Plan 
(European Commission 2016) is to promote efficient and effective digital public 
services as important components of the EU’s Digital Single Market,8 and which 
together enable cross-border public services. To achieve this, the underlying vision 
is threefold:

• By 2020, public administrations and public institutions in the European Union 
should be open, efficient and inclusive, providing borderless, personalised, user- 
friendly, end-to-end digital public services to all citizens and businesses in the EU.

7 See the OECD’s Observatory of Public Sector Innovation: https://www.oecd.org/governance/
observatory-public-sector-innovation/events/
8 http://ec.europa.eu/priorities/digital-single-market_en

Fig. 1 Four waves of e-government evolution (Source: Millard (2015), adapted from Janssen and 
Estevez (2013))
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• Innovative approaches should be used to design and deliver better services in line 
with the needs and demands of citizens and businesses.

• Public administrations should use the opportunities offered by the new digital 
environment to facilitate their interactions with stakeholders.

The 2016–2020 Action Plan further stipulates that the following underlying prin-
ciples should be observed:

• Digital by default
• Once only principle
• Administrative burden reduction
• Inclusiveness and accessibility
• Openness and transparency
• Cross-border by default
• Interoperability by default
• Trustworthiness and Security

The policy framework for the Action Plan rests on the goal of opening up the 
public sector between public administrations, across Member States and between 
public administrations and other stakeholders. Three policy priorities make up the 
framework of pillars:

• Pillar 1: Modernising public administration with ICT, using key digital enablers
• Pillar 2: Enabling cross-border mobility with interoperable digital public 

services
• Pillar 3: Facilitating digital interaction between administrations and citizens/

businesses for high-quality public services, for example which are modular for 
re-use, user-friendly and personalised, as well as for better policies based on 
opening up.

The 2016–2020 Action Plan contains some new features compared with previous 
plans.9 In order to remain relevant, up-to-date and to reflect as closely as possible an 
evolving Europe, flexibility is being built-in to accommodate adjustments over the 
next 5 years. The Action Plan is thus seen as a platform and catalyst where new 
ideas, both for actions in the Action Plan itself as well as elsewhere, can be pro-
posed by Member States or other actors. A monitoring framework is being intro-
duced to track progress both on individual actions as well as overall using an 
appropriate mix of indicators. In support of the dynamic nature of the Action Plan, 
a stakeholder engagement plan is also being put in place, one aim of which is to 
engage citizen and business interest groups through visits by the European 
Commission to Member States. It relies on the use of multipliers, for example the 
support of other Directorates General through inter-service collaboration and the 
Regional and Structural Funds.

9 Parts of this text are derived from the author’s participation in an Expert Consultation Workshop 
on eGovernment in the Horizon 2020 Work Programme for 2018–2020, held on 27 April 2016 in 
Brussels.
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To back-up the eGovernment Action Plan, research and innovation funding 
provides complementary support designed to involve a wide range of actors from 
the public, private and civil sectors, as well as from academia. The main vehicle 
for this is the Horizon 2020 Research and Innovation Programme, 2014–2020,10 
with a rolling schedule of work programmes, which up to 2017 have been 
designed around the conceptualisation of an ‘open governance framework’, as 
illustrated in Fig.  2. This is made up of three components which are open by 
default, i.e. open data, open service and open process, at the confluence of which 
is ‘joined-up government’. The focus of the Public Services Unit in the European 
Commission, which supports these activities, is on modelling the public adminis-
tration in the context of the impact of ICT and other emerging technologies. The 
unit does not itself develop new technology but has a strong interest in emerging 
technologies including those developed in other areas that can be used in the 
public sector.

 New European Strategies for 2020 and Beyond

In a European context, on-going strategies to 2020 and beyond require continuing 
focus and effort on back-office arrangements and on enablers in order to meet and 
support on-going European and national policies. However, these should be seen as 
a means to the ends of societal impact and the overall European strategic goals, so 
there is need to shift emphasis more towards digital services, front-office arrange-
ments and impacts on society, in order to meet the goals of the Europe 2020 Strategy 
(European Commission 2010) in tackling its major societal challenges. The innova-
tive use of ICT, and particularly the emerging technologies underpinned by ICT, 
constitute important game changers in addressing these challenges. Indeed this is 
inherent in the ‘open governance framework’ depicted in Fig. 2 which continues to 
be the overarching conceptual and operational approach of European policy, but re- 
orientated to take account of new challenges, perspectives and technologies to 2020 
and beyond.

Taking account of this, three areas and strands of development are proposed by 
the European Commission.11 First, the further development of the open governance 
setting; second, the concept of government as a platform deriving from this; and 
third in this context, the potential transformational implications of new and emerg-
ing technologies.

10 https://ec.europa.eu/programmes/horizon2020/en/what-horizon-2020
11 Expert Consultation Workshop on eGovernment in the Horizon 2020 Work Programme for 
2018–2020, held on 27 April 2016 in Brussels.
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 Open Governance Setting

As depicted in Fig. 2, the open government setting examines open data, open 
service and open process, within an overarching open governance framework, 
where each of these three components is open by default. It recognises that, 
given that government cannot address societal problems on its own, it needs to 
collaborate openly, transparently and participatively using ICT, both within and 
across the public sector and with all legitimate external actors. We need greater 
understanding of how shared services (across government and with non-govern-
ment actors) can be developed through co-creation, and rolled out in order to 
improve take-up, personalisation and impact. Standards are required for this, 
open by default, not only in technical terms such as semantic interoperability, 
but also to support quality of service standards to ensure universality and cross-
border applicability where appropriate, for example through procurement, plan-
ning and decision-making. It is not immediately clear how these objectives can 
be achieved and what specific roles the government should play as compared to 
the other actors, particularly in the digital context. How to ensure that privacy 
and security issues are adequately taken into account also needs careful 
consideration.

Fig. 2 Open governance framework (“Open, Innovative and Collaborative Government: towards 
a new action plan”, 1 July 2015: https://joinup.ec.europa.eu/sites/default/files/open_and_collab-
orative_government.pdf)
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 Open Data

Open data is seen as essential for facilitating collaboration, co-creation and policy 
making, but the barrier is that for many users this is a blackbox requiring new capac-
ities, skills and incentives, so government needs to provide much more support and 
many more incentives. Some countries are starting to make much of their data avail-
able publically as so-called open government data (OGD). To date there is still only 
a limited number of governments which have substantially embarked down this 
path, and even fewer local and regional governments where the benefits are likely to 
be greater. In order to maximise the benefits of OGD, it normally needs to be suit-
ably aggregated so individual persons or organisations cannot be identified, and to 
make this available in machine readable linked datasets which can also be searched, 
analysed and mashed with other data. Standards for data, quality, licensing, struc-
turing, linking, searching, etc., need to be developed as well as standard tool mod-
ules for compiling, analysing and visualisation. Appropriate cloud and other systems 
to provide the underlying infrastructure and services both across government and 
between different actors are also necessary.

Apart from OGD made available by the public sector, citizens also collectively 
generate an enormous amount of economically valuable data through interactions 
with companies and government. Such data is a public sector asset, but the value 
created does not always go to the benefit of the individual, particularly when third 
parties (whether governments, businesses or civil organisations) collect and keep it 
closed. Smart disclosure is a tool that helps provide people with greater access to the 
information they need to make their own informed choices, for example in health 
care, education, employment, etc. In comparison, traditional OGD focuses on trans-
parency, accountability and decreasing corruption in government.

The smart disclosure approach is a step on from this and starts from the premise that 
people, when given access to data and useful decision tools built for example by govern-
ments, can use both their own personal data disclosed by them together with other 
appropriate data. Smart disclosure could be a useful way forward so needs much greater 
emphasis as it strives to enable the user to mash their own personal and private data 
together with those of one or more service providers, including commercial services 
from the private sector. This is starting to be an important feature in both the USA and 
UK, for example in the utilities sector, such as energy, water and gas, as well as mobile 
phone usage. In both countries, the government provides an appropriate regulatory 
framework and works with the service providers (which can be other parts of govern-
ment) to make it as easy as possible for users to see their own consumption patterns, for 
example via a personal dashboard, and thereby adjust future consumption. The aim is to 
assist users in reducing waste or over-use and to take account of often highly complex 
tariffs and service charges from typically multiple potential providers. Users need as 
much support and advice as possible, but although most examples are still only pilots, 
they seem to hold much potential for users to take more control of their service use. In 
this context, however, there are serious issues around transparency in terms of who is 
seeing and using whose data and whether or not the data owners can correct it? For 
example, can technical solutions be developed which incorporate privacy by design?
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 Open Service

An important strategy should be to focus strongly on accelerating the development 
of highly personalised services rather than one-size-fits-all common services. The 
use of alerts, invitations, prompts, as well as typical life events, user profiles and 
locations, are all steps towards full personalisation. New forms of interaction need 
to be devised which draw the user into a co-creative and collaborative relationship, 
for example in specially designed public spaces and hubs, as well as by deploying 
living labs methods. Personalisation means departing from the average, so it must 
be accompanied by minimum, but still high, quality standards. Many services also 
need to be universally available to all in the target group, given that government 
cannot say no to a legitimate user, unlike a commercial service provider. This may 
cause problems when services are outsourced to commercial and other non-public 
providers, so marketization and who pays also become issues (Millard 2011).

The challenges of open service are however immense, technically, organisation-
ally and legally. For example, shared services will only fully work with semantic 
interoperability across silos, between levels, cross-border and between service pro-
viders whether or not from the public sector. What is the extent to which state-of- 
the-art solutions from elsewhere should be used, how much should be developed 
and tailored in-house (which can be much more expensive), and how can govern-
ments at the same time prepare for the impact of emerging technologies? As with 
open data, there is also a demand-side weakness challenging open services with 
their generally low or weak take-up, so again incentives, user-friendliness and high 
impact need to be prioritised.

Another main driver of open service is the incorporation of behavioural 
approaches and design thinking into creating, delivering and using both traditional 
and e-services by using a holistic approach that attempts to understand the ‘full 
architecture of a problem’ from end-to-end. It is an evolving and experiential prac-
tice pushing the boundaries, learning, experimenting and applying successful 
approaches as it develops. A number of practitioners see design thinking as a para-
digm shift away from traditional top-down, expert- and often technology-driven 
service design traditions. Instead it deploys a growing repertoire of techniques, 
including those borrowed from the ethnographic and anthropological traditions, 
observation, contextual dialogue and creative ideation processes (Bason 2010). 
Related to these developments is the so-called ‘nudge’ approach which recognises 
that, although traditional attempts to change behaviour by regulation are of course 
important, they just as often fail and may even provoke opposite responses (Thaler 
and Sunstein 2008). Nudge theory focuses on changing peoples’ behaviour without 
binding regulation or legislation, for example using the insight that a very powerful 
influence on an individual’s behaviour is linking this to what other people are doing 
through social networks and social norms in behavior patterns.

European Strategies for e-Governance to 2020 and Beyond
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 Open Process

Open process is an important component of the open governance framework in 
which all legitimate actors are able to participate in the policies, decisions and 
arrangements of the public sector as long as this participation is itself open and 
enhances public value. Open process goes much further than traditional 
e- participation of enhancing the democratic process using ICT, but although this is 
a very important element, on its own it is a restrictive view of involving people in 
government. Experiments in e-participation have so far provided mixed and mainly 
disappointing results overall given original expectations. This has tended to lead to 
reduced interest in e-participation at the very time that technology advances in areas 
like social media and mobile have started to overcome the obstacles which enable a 
much wider vision of open process. Apart from e-participation in public decision 
making, it can increasingly encompass inputs to the processes, workings and 
arrangements of the public sector and public governance more widely; planning and 
development issues (for example through participative budgeting and where scarce 
resources are allocated); dispute and conflict resolution; and in managing societal 
assets, including data, land and buildings.

Given that open process, especially as enabled by ICT, is a relatively new con-
cept, a good approach for the public sector is to undertake many small experiments 
with existing tools. This is likely to be much more successful than focusing on a 
small number of ‘big-bang’ initiatives which experience shows are prone to high 
failure rates leading to a waste of resources and reduced motivation. A bottom-up, 
user-driven engagement process is more likely to succeed which takes account of 
the drivers and incentives for citizens to engage in open process. At present, as with 
open data and open service, there is a demand side deficit that needs to be addressed 
by incentives, simplification and personalisation. There are also issues of the sus-
tainability and adaptability of open processes and economies of scale and scope to 
ensure that it is efficient as well as effective. Involving all citizens in determining 
public spending, for example through participatory budgeting, is often a useful 
approach.

Another main driver of open service is the incorporation of behavioural 
approaches and design thinking into creating, delivering and using both traditional 
and e-services, as a holistic approach that attempts to understand the ‘full architec-
ture of a problem’ from end-to-end. It is an evolving and experiential practice push-
ing the boundaries, learning, experimenting and applying successful approaches as 
it develops. A number of practitioners see design thinking as a paradigm shift away 
from traditional top-down, expert- and often technology-driven service design tradi-
tions, and instead deploying a growing repertoire of techniques is evolving and 
being applied in practice, including those borrowed from the ethnographic and 
anthropological traditions, observation, contextual dialogue and creative ideation 
processes (Bason, 2010). Related to these developments is the so-called ‘nudge’ 
approach which recognises that, although traditional attempts to change behaviour 
by regulation are of course important, they just as often fail and may even provoke 
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opposite responses (Thaler and Sunstein 2008). Nudge theory focuses on changing 
peoples’ behaviour without binding regulation or legislation, for example using the 
insight that a very powerful influence on an individual’s behaviour is linking this to 
what other people are doing through social networks and social norms in behavior 
patterns.

 Government as a Platform

Conceiving of government as a platform arises directly out of the open governance 
approach. In one manifestation, this might be an open source service platform in the 
cloud providing government services, data and enablers as building blocks which 
promise significant increases in both efficiency and effectiveness. There is a need to 
examine both digital and non-digital platforms, as well as their inter-relationships, 
to support the creation of public value through co-creation with other actors, so bet-
ter understanding is needed as to how government can adapt its roles as facilitator 
and orchestrator, to provide appropriate tools and supports including big open and 
linked data, to better manage assets, and to ensure sustainability and balanced pub-
lic value. Experience has shown that it is often at city level that governments are 
successfully experimenting with these new roles especially enabled by ICT, so bet-
ter understanding is required of how such practices can become more widespread at 
a variety of governance levels and across different national, political and cultural 
contexts.

Government as a platform can support a range of actors to collaborate with each 
other, as well as with government itself, to generate public value. Using ICT, citi-
zens, communities, civil groups, as well as businesses, are no longer simply passive 
consumers of data and knowledge but increasingly become active producers. For 
example, citizens share more and more with each other on social media platforms 
and tend to consult other citizens, rather than the government for advice  – they 
increasingly use the ‘social signal’ and ‘social search’ to organise and improve their 
lives. A similar trend is now also being seen in the physical world, where the rapidly 
growing ‘makers movement’ sees people exchanging, adapting and personalising 
digital designs for the fabrication of physical objects, often as unique bespoke prod-
ucts for highly specialised purposes, using 3D–printers and related equipment 
(Anderson 2012). Government thus needs to recognise the value of collaboration 
and crowdsourcing which citizens and others can contribute as ‘co-creators’. 
Although government should mobilise its own resources and talent better, there is 
always more relevant talent outside any organisation (including government) than 
inside.

The public sector as a platform facilitating public value creation in the most effi-
cient and effective way possible will support an ecosystem of actors with changing 
roles and relationships. There are already numerous examples, including where 
other actors have ‘usurped’ the erstwhile role of government using ICT. For exam-
ple, noise measurement around Amsterdam Airport in the Netherlands undertaken 
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by residents in the flight path12; Microsoft’s ‘health vault’ storing citizens’ health 
records in the cloud13; ‘Fix-My-Street’ in the UK developed by the civil society 
organisation MySociety not by government14; and the website ‘Patients know best’ 
which is a service provided by a social enterprise enabling patients to control their 
own medical data when negotiating with public health authorities about their treat-
ment.15 An example from the ‘makers’ world uses digital technologies to open new 
perspectives for locally manufactured and very cheap products for people who oth-
erwise have no chance of being helped. For example, in the health sector, using the 
Internet to send algorithms for 3D printed prosthetic limbs designed for war victims 
in developing countries for local production and use.16 These are examples where 
ordinary citizens, civil organisations and many other actors have seen holes in what 
government is doing and stepped in without always being invited to do so.

For the ‘government as a platform’ approach to succeed, Millard (2015) pro-
poses that at least four types of role and relationship changes are needed, and some 
are already starting to be seen, as outlined below.

 Government as Facilitator and Orchestrator

When government sets up collaboration platforms at many levels, its role changes 
to become coordinator, facilitator and enabler, as well as regulator and arbiter for 
the activities others undertake in delivering public value. Government’s role is to 
ensure that public value is created by the most appropriate means in terms of what 
works best in a given context and for given needs. As described earlier, this could 
involve government having either a minor or major role in creating public value, but 
even in the latter case government needs to be a facilitator and orchestrator to ensure 
that it does.

 Government as Provider of Tools, Guidance and Incentives 
for Co-creation

The second new role for government is to provide tools, guidance and incentives for 
collaboration. Although, the bottom-up, participatory co-creation of services can 
lead to more effective and personalised experiences, doing so can increase the bur-
den placed on citizens and other actors to participate. The adoption of e-government 

12 http://www.sensornet.nl/english
13 https://www.healthvault.com
14 https://www.fixmystreet.com
15 https://www.patientsknowbest.com
16 http://3dprintingindustry.com/2014/12/08/3d-life-print-3d-printing-prosthetics/
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services often results in government outsourcing some of the work it has previously 
done itself to the user. Co-created, or even fully user created, services take this step 
much further. Developing more cost-effective and efficient public services should 
mean more than assuming citizens will contribute time and other resources to create 
their own services. To counter this, governments should provide structured guidance 
within which service co-creation with service users can take place. ‘Guided’ sup-
port for co-creation should also be designed to reduce the burden on service users of 
participating in this way, whilst optimising benefits for both public administrations 
and citizens. In addition, governments should provide incentives by highlighting the 
benefits service users can derive from the co-creation process, giving them more 
power to make decisions about their services in adapting them to their own needs, 
and supporting them with relevant data and other resources.

 Government as Manager of Societal Assets

Third, government has an increasing role in managing the assets society has. 
Especially in the context of Europe’s pressing global challenges, there is a need to 
identify and deploy all society’s available assets and resources but which are often 
under-used or not at all. These available assets, including government’s own, for 
example, could encompass people’s time and expertise, finance, organisational 
structures and competences, data, knowledge, content, networks, capacity, infra-
structures, service building blocks, things, places, buildings, spaces, vehicles, etc. 
The role of government in using the power of ICT, particularly in collaboration with 
other actors, is to identify, match, orchestrate, broker and coordinate assets which 
can be shared and converted into public value impacts, instead of, if unused, going 
to waste. Already many non-government actors are launching typically bottom-up 
and small scale examples of ICT-based platforms that have such a role, for example 
as part of the so-called sharing and collaborative economies, such as for example 
the civil society organisation Shareable based in the USA17 (Gansky 2010). 
Government has in many cases, however, greater power and scope to do this by link-
ing between actors as well as sharing its own assets internally, and this is both a 
growing challenge as well as a huge opportunity. This would involve widening the 
scope of ICT-based content management systems to become asset management 
systems.

17 www.shareable.net
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 Government as Guarantor of Public Value over the Longer Term

Fourth, as outlined above, seeing the public sector as a platform ensures that public 
value is appropriately created and deployed. It is important to recognise, however, 
that even when government collaborates with other actors in producing public 
value, this does not necessarily imply that government becomes just one actor 
amongst many, given that it still needs to fulfil roles that other actors normally can-
not. Such roles include being responsible for overall quality standards and mecha-
nisms for asset sharing, quality and legal frameworks, even in situations when these 
are formally delegated to other actors. Accountability for services and performance, 
and responsibility especially if things go wrong, is a critical issue. Other such roles 
include data protection and security.

It is important to recognise that innovation and change in the public sector is not 
the same as in the private sector. Government cannot pick and choose its customers 
and government services cannot afford to ‘fail’ in the same way as in the private 
sector. Because government is the only institution democratically accountable to 
society as a whole, only it can ensure sustainable and balanced public value where 
all parts of society derive benefit and where trade-offs are seen as proportionate and 
fair. This shows how the overall sustainability of the governance system is impor-
tant. Governments provide longer term stability and continuity which other actors 
are not able to do, and this is needed so that people and communities are able to live 
stable lives, as well as so the market can have confidence that unpredictable gover-
nance changes will not upset their investment and innovation strategies. Governance 
systems with short-term horizons encourage short-termism in business and an 
unstable society. Instead of always the sole actor, the public sector is becoming one 
player amongst many, albeit with unique responsibilities in new forms of open and 
collaborative governance.

 The Role of the Citizen and the Reconfiguration 
of Transparency, Participation and Collaboration

As described and exemplified above, open governance gives critical roles to the 
whole range of non-government actors, and especially citizens. At the same time 
that government is changing and needs to change much more, citizens are also 
increasing their awareness and leverage on government but it is not yet clear whether 
their future partnership with government will be a positive one. Although they need 
strong support from a pro-active government as examined above, citizens should be 
ready take more responsibility and become more constructively critical and produc-
tive in their own right, but this is in many ways the biggest challenge of all. Members 
of the upcoming ‘net generation’ are already acting in this way in their private and 
working lives enabled by digital technology, and are starting to demand that their 
relationships and dealings with the public sector should take place on the same basis 
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(Tapscott 2009). The challenge is whether government can and will respond to these 
demands, and this depends a lot on the adoption of appropriate policies, structures 
and mindsets, as well as the education and incentives for citizens to support this. 
Critically, it depends on government changing its roles in the ways described above.

Since President Obama launched the open government movement in early 2009 
with his focus on transparency, participation and collaboration, making the USA the 
first country to explicitly do so, there have been clear developments in how these 
three pillars are perceived and are playing out in practice, particularly vis à vis citi-
zens. First, transparency has increasingly become the sine qua non of the successful 
development of open governance systems but is also becoming better understood. It 
is clear that total transparency is not the goal given that citizens, public employees 
and politicians all have areas of legitimate privacy, the former in terms of the protec-
tion of their personal data and the latter two as they need confidential spaces for 
dialogue and brainstorming as long as decisions themselves, as well as the evidence 
and rationales for them, are transparent. Limits to transparency also need to be set 
by legitimate interests, the potential for the misuse of information, slander, dis- 
respect, etc., but the nature of such limits and their definitions need to be clear and 
open to debate. However, robust transparency is clearly necessary as this is the basis 
for accountability and for tackling corruption in government as well as in the rest of 
society (European Commission 2014; OECD 2014).

Second, the understanding of participation in open governance is moving towards 
a broader notion of engagement in open process. The latter sees citizens and other 
actors being invited to engage in all legitimate aspects of public sector activities, not 
just decision making which, in Europe at least, has tended to be the focus of 
e- participation. In some ways therefore, participation perceived like this only 
requires a re-active citizen, whilst engagement is more mixed and can—through 
transparency and accountability—imply that citizens are more pro-active and take 
into their own hands activities which traditionally have been purely public sector 
responsibilities.

Third, collaboration is starting to be exemplified through co-creation and innova-
tion, as discussed above, and especially in the context of new forms of open, social 
and inclusive innovation. The current governance and market systems are becoming 
extremely good at ‘sweating’ assets on the supply side, so that both pubic ad private 
producers become incentivized to squeeze their financial, human and other assets to 
the maximum extent, and thereby increase their performance and productivity. 
However, on the demand and consumption side, there is often massive asset waste, 
resulting from the widespread practice of exclusive asset ownership. This has started 
to be challenged in the last decade by a new sharing economy growing from a small 
base, in which organisations, companies and individuals share with each other an 
increasing range of their assets. These include skills, competences, time, spaces, 
vehicles, tools, buildings, facilities of all types, organisational capacities and even 
financial resources. Much of this sharing is enabled by ICT developments like 
crowdsourcing and crowdfunding.

The sharing economy is starting to supplement exclusive asset ownership with 
new forms of common, collective and collaborative ownership. The sharing 
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 movement started as mainly non-profit activities but is now spreading to the entre-
preneurial and profit sector with examples like ZipCar, Uber and Airbnb for renting 
out shared cars and accommodation space respectively, and which have since grown 
into global market leaders. In turn, this is threatening incumbent market and public 
actors, current legal and regulatory systems as well as the frameworks of trust and 
ethics we wish to maintain and build. In addition to the sharing of existing under- 
used assets, a new important trend is their use for the collaborative creation, innova-
tion and production of new products, services and other assets. This collaborative 
economy is already underway starting with ‘pro-sumers’ (individuals who are both 
producers and consumers) mainly in the digital sector, but is now rapidly expanding 
into the collaborative innovation of physical goods and services, as discussed above. 
(See also Rifkin 2014).

An important underpinning of both the sharing and collaboration economy is the 
trend towards co-creation, originally conceived as a business strategy for identify-
ing new forms of customer engagement, it is being increasingly applied in other 
environments including in the public sector and by non-profits and citizen groups. 
Co-creation is understood as the active flow and exchange of ideas, information, 
components and products across society which allows for a better understanding of, 
as well as participation, engagement and empowerment in, policy development, cre-
ating and improving services and tackling societal challenges. Co-creation encom-
passes co-innovation, co-configuration, and co-production of products, services and 
content through modularisation and digitisation, the role of social entrepreneurs in 
these new processes, and creating platforms for creative organisations, for example 
around ‘standard toolboxes’ for niche needs or markets.

 Emerging Technologies Likely to Impact Government

As noted earlier in this chapter, government is typically one of the largest single 
users of ICT and other new technologies, but also is often the most hesitant. There 
are arguably understandable explanations for this, but it is also clear that, sooner or 
later, governments will wish or need to avail of new and emerging technologies. 
This is not least in order to save resources and become more efficient, but also 
because the demands on governments for new and better services of all types is 
growing, including from the Internet generation.

However, it is also important to recognise that ICT has become a general purpose 
technology (Perez 2009) underpinning most if not all technological innovation and 
development. This means that examining ‘digital’ government purely in the tradi-
tional arrow sense, of back-office and process re-engineering and front-office online 
services, no longer makes much sense. Many of the main emerging technologies 
which are having, and are likely to have in the future, significant impacts on the way 
governments are organised and operated, as well as on how governments are per-
ceived and used, are arising out of the so-called Fourth Industrial Revolution (World 
Economic Forum 2016): “The First Industrial Revolution used water and steam 
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power to mechanize production. The Second used electric power to create mass 
production. The Third used electronics and information technology to automate 
production. Now a Fourth Industrial Revolution is building on the Third, the digital 
revolution that has been occurring since the middle of the last century. It is charac-
terized by a fusion of technologies that is blurring the lines between the physical, 
digital, and biological spheres”.

Many of these emerging technologies have potentially profound implications for 
the way governance for both the near and longer-term future is configured and expe-
rienced, as outlined in the following.

 Big Data and the Internet of Things

The value and role of big data, and specifically big open linked data (BOLD), has, 
as noted above, rapidly become as essential asset for developing and delivering both 
commercial ad public services, as well as helping to determine and design public 
policy. For example, for public sector resource planning and real time management 
based on real time and archived data, for use by the police, hospitals, fire services, 
the selection of politicians, staff recruitment by algorithm, etc. Big data is increas-
ingly derived, not only from archived information, but from real time sources 
through the Internet of Things (IoT) as the network of physical objects and devices, 
vehicles, buildings and other items that are embedded with electronics, software, 
sensors, and network connectivity enabling them to collect and exchange data and 
thereby also to interoperate. The IoT can optimise the use of physical objects, con-
structs and systems, such as buildings, electricity grids and utility systems, ensuring 
efficient performance and reducing the carbon footprint through environmental 
monitoring, disaster forecasting and management. IoT can enable the public sector 
to better control and deploy its assets in real-time, such as vehicle fleets, buildings, 
supplies and equipment, as well as for example manage and direct traffic flows and 
other unfolding situations. In addition, geo-enabled service delivery and geo-related 
information, for example on ownership, activities, functions and history, can be 
used for tourism, cultural and business development.

 Artificial Intelligence

Artificial intelligence (AI) and machine learning is the intelligence exhibited by a 
machine as a flexible rational agent that perceives its environment and takes action 
to maximize its chance of success in achieving a specific goal. Big data is typically 
a major input mediated by advanced algorithms. According to the Work Economic 
Forum, WEF (2016), AI systems are now able to make many decisions, both routine 
and complex, which should improve the efficiency and quality of decisions in the 
public sector, but thereby also threaten middle management and even senior jobs. 
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For example, Benedikt Frey and Osborne (2013) estimate that 47% of US jobs will 
be at risk from automation, whilst the WEF (2016) suggest that by 2025, “robots 
could jeopardise between 40m and 75m jobs worldwide”. The WEF also estimates 
that “65% of children entering school today will end up working in jobs that cur-
rently do not exist.” There is little doubt that this will dramatically alter the lives of 
most people employed in the public sector.

 Virtual and Augmented Reality

Virtual reality (VR) is a computer technology that uses software-generated realistic 
images, sounds and other sensations to replicate a real environment or an imaginary set-
ting, and simulates a user’s physical presence in this environment to enable the user to 
interact with it as well as with other people at another location. A person using VR equip-
ment is typically able to “look around” the artificial world, move about in it and interact 
with features or items that are depicted. Virtual realities artificially create sensory experi-
ences, which can include sight, touch, hearing, and, less commonly, smell. Related to VR 
is Augmented Reality (AR) whereby people are still acting in the real physical world but 
augment this by being given access to relevant content of different types so that such 
action becomes more effective or meaningful. There are huge potential implication for 
both VR and AR in the public sector, as well as in society more broadly, such as in educa-
tion, training, meetings, negotiations and remote interventions.

 Robotics

Robotics are automating much physical work across all sectors. In the public sector, 
this includes, for example, routine maintenance, fabricating spare parts or special-
ised components for machines, as well as accessing difficult and dangerous environ-
ments (as in disasters, fires and floods). Robots are also starting to be deployed in 
human-interface situations, such as in caring and supporting older, disabled or ill 
people, although such use is proving controversial in some contexts and also raises 
potential ethical issues. In the public sector context, robotics can thus have immense 
impacts on care, health, elderly and frail people, cleaning and maintenance, as well 
as component assembly (including components from digital fabrication).

 Drones

Drones are unmanned aerial vehicles (UAVs) utilised to transport packages, food or 
other goods, as well as to provide real-time surveillance of unfolding situations. 
They can be used in the public sector to facilitate the delivery or collection of small 
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items, such as post, medical equipment and spare parts. Drones are highly flexible 
and manoeuvrable vehicles that are indispensable for low-height monitoring of 
natural disasters and dangerous situations, as well as for example in traffic and secu-
rity related incidents. Thus, drones have huge potential for postal services, surveil-
lance, climatic and environmental monitoring, the delivery of equipment and 
supplies, etc.

 Digital and Biological Fabrication

Digital fabrication is the use of 3D printers, laser cutters and sinterers and other 
equipment, to fabricate one-off or small production runs of unique, typically rela-
tively small objects using specifically designed algorithms. A variety of materials is 
used, including metals, ceramics, plastics, glass, and increasingly organic matter 
such as food and living tissue. This enables the public sector, for example, to drasti-
cally reduce its stock of equipment and components, given that these can be cheaply 
fabricated only when required to highly precise and individual designs. Applications 
in the health sector which are already significant include the decentralised fabrica-
tion of personalised prosthetic limbs as well as of dental replacements and implants, 
and in the care sector of customised meals for people in hospitals or care homes who 
have specific dietary needs. Further, and often more ethically controversial, implica-
tions include the development of genetically modified organisms (GMOs), espe-
cially in the context of rapidly advancing gene editing techniques such as CRISPR, 
in sectors such as health, agriculture and food.

 Blockchain Technology

Blockchain technology is a relative new, and still largely unknown, concept, par-
ticularly in the public sector, given that its main applications to date are in financial 
technologies, for example as the basis of the ‘Bitcoin’. Blockchains are basically 
decentralised databases that could be used, for example, for legitimation purposes, 
registers, participatory decision-making, automatic taxation, social security, coun-
teracting fraud and corruption, fighting crime, etc. The impact of blockchain tech-
nology in particular on governance systems could thus be profound and lead to the 
end of governance as we have known it for millennia to be replaced by, in effect, an 
autonomous and independent system which everyone can contribute to and benefit 
from, but which no one controls. There might be immense ‘democratic’ benefits 
arising from such a scenario, but also dangers inherent in the fact that blockchains 
are, in effect, an impenetrable black box.18

18 This brief analysis is partially based on the Wikipedia entry for blockchains (accessed 24–4-16) 
and the Nesta blog of 24–3-16 “Why you should care about blockchains: the non-financial uses of 
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A blockchain is a distributed database that maintains a continuously growing list 
of data records hardened against tampering and revision. It consists of data structure 
blocks holding data exclusively in initial blockchain implementations, as well as 
both data and programmes in some of the more recent implementations, with each 
block holding batches of individual transactions and the results of any blockchain 
actions. Each block contains a timestamp and information linking it to a previous 
block. The blockchain is seen as the main technical innovation of Bitcoin, where it 
serves as the public ledger of all Bitcoin transactions. Bitcoin is peer-to-peer, so 
every user is allowed to connect to the network, send new transactions to it, verify 
transactions, and create new blocks, which is why it is called ‘permissionless’. This 
original design has been the inspiration for other cryptocurrencies and distributed 
databases.

In essence, therefore, blockchain technology can be seen as a programmable 
distributed trust infrastructure. Transactions are the content which is stored in the 
blockchain. Blocks timestamp, record and confirm when and in what sequence 
transactions enter and are logged. Blocks are created by users known as ‘miners’ 
who use specialized software or equipment designed specifically to create blocks. 
Every user in the decentralised system has a copy of the complete blockchain. This 
avoids the need to have a centralised database managed or controlled by any party. 
Thus, blockchains can be summarised as distributed databases but they exhibit new 
and significant properties, including:

• Autonomous: no one person, group or organisation is in charge
• Permanent: no one can delete or tamper with the data
• Secure and cryptographically auditable: security has never been broken and it is 

claimed that it is mathematically certain that entries cannot be forged. This prop-
erty signals a shift in thinking about security from one based on closed systems 
to one based on security through transparency.

• Open: anyone can develop services and products on blockchains, control their 
own data and audit the code.

• Whole and complete, i.e. blockchains cannot be fragmented or divided up: frag-
mentation is open to fraud.

• Trustworthy: the above properties and the fact that blockchains are open source 
means they are also ‘trustless’, i.e. not reliant on any human agency but instead 
on the consensus of the whole network.

In terms of applications, apart from financial such as in Bitcoin, blockchain tech-
nology can enable both the Internet of Things and supply chains to function 
 efficiently, effectively and securely, as well as ensure highly secure identity. In the 
public sector and governance context, blockchains could, for example, protect criti-
cal infrastructures, register and protect assets (such as intellectual property, health, 
pension and other data), tackle tax and benefit fraud, and ensure that public spend-
ing is transparent and traceable.

blockchain technology” related to public (permissionless) blockchain: http://www.nesta.org.uk/
blog/why-you-should-care-about-blockchains-non-financial-uses-blockchain-technology
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 Conclusion and Reflection

Moving from electronic government to a broader vision of open governance, in 
which the government is also perceived as a platform for the wider innovation and 
support of society as a whole and in tackling pressing societal challenges and where 
the role of ICT is seen more broadly than has traditionally been the case as a general 
purpose technology, is likely to characterise much European strategy to 2020 and 
beyond. This vision of open collaborative governance enabled by ICT refers to the 
ability of the public sector, as appropriate to its mandate and resources, to become 
more innovative and responsive to society’s needs in the way it operates. It encom-
passes open data, open service and open process. It involves breaking down, or at 
least cooperation between, silos across different administrations, levels and loca-
tions, through sharing infrastructures, processes, data, assets, resources, content and 
tools. It implies forms of federation and coordination which balance centralisation 
and decentralisation as well as top-down and bottom-up approaches. This involves 
huge challenges technically, politically, legally, organisationally and in terms of 
working cultures. The vision is a ‘whole-of-government’ approach in which the 
public sector acts as one entity, especially in its interactions with other actors includ-
ing citizens and businesses.

In changing and adapting the roles of government and other actors in these ways, 
however, there are also real concerns that such changes will result in new types of 
risk, for example related to loss of control and blurred accountability of services (by 
whom to whom?). Quality standards are more difficult to determine and maintain 
with many active designers and suppliers of services, and not least new digital 
divides as the already better endowed and more competent segments of society are 
able to reap the benefits of openness and of ICT more readily than others. There are 
also dangers in putting too much faith in using OGD, and indeed big data in general, 
as issues like its representative, mis-use or even corruption are ever present, as is the 
need to apply a common sense test to algorithm-driven decisions and policies. Data 
should always be put in the context of ‘soft data’ like values, ethics and 
responsibility.

The side effects, risks, shortcomings, unanticipated and even negative conse-
quences of emerging technologies also need to be examined, including social 
impacts, ethical concerns, uncertainty and lack of transparency of what is happen-
ing and who is in control, etc. Trust and transparency are thus important implica-
tions as algorithms can become impenetrable blackboxes. Careful and comprehensive 
technology impact assessments will need to be undertaken concerning such effects, 
including in relation to security and crime.

Despite these caveats, however, government as the only institution backed by 
democratic accountability, is best placed to address these risks. It will need to retain 
basic roles including setting overall quality standards, providing mechanisms for 
resource sharing, and determining legal frameworks.
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