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Abstract A substantial amount of research over the past decades has studied the
reliability of different systems, but most of them are restricted to systems with only
internal failures. In practice, systems may fail due to unintentional impacts or
intentional attacks. In this chapter, we first provide a comprehensive review of the
research on improving system reliability. The survey shows that, for systems
subject to intentional attacks, providing redundant system elements, protecting
genuine elements, and deploying false targets are the three important measures to
increase the system survivability. The trade-off between protecting genuine ele-
ments and deployment of imperfect false targets has been studied before, however,
subject to a fixed number of genuine elements in the system. This chapter studies
the trade-off between building redundant genuine elements, protection of genuine
elements and deploying imperfect false targets in the defense of a capacitated
parallel system. Numerical examples are carried out to illustrate the applications.
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1 Introduction

In the past two decades, reliability has received substantial attention in both
industry and research [15, 17]. In order to model the complex modern systems more
accurately, the traditional binary reliability theory has been extended to analyze
multi-state systems that can perform their intended work at different intensities [34].
A variety of multi-state systems such as series-parallel systems [36], linear sliding
window systems [18], linearly connectively connected systems [40] and multi-state
network systems [48] have been studied in recent years. These reliability models
have been successfully applied to analyze many real industrial systems such as
power supply systems [33], maritime transportation systems [7], and high perfor-
mance computing systems [50].

Most of the abovementioned research is restricted to systems with only internal
failures. In practice, systems may fail due to external impacts. Examples of unin-
tentional impacts include shocks, natural disasters, and unintentional human errors
[41, 47]. Providing redundant system elements and elements protection are the two
essential measures against unintentional impacts. Besides unintentional impacts,
intentional attackers may circumvent the protection and choose the fragile positions
to attack in order to destroy the system [42, 51]. For systems subject to intentional
attacks, the defender not only need to provide redundancy and protect the genuine
elements, but also can deploy some false targets in order to distract the attacker. In
the literature, the false targets can be assumed to be perfect or imperfect. If the
attacker cannot distinguish the false targets from the genuine elements, the false
target is said to be perfect. If the false target can be detected by the attacker, the
false target is imperfect. This chapter aims to analyze the trade-off among providing
redundancy, investing in protection and deploying imperfect false targets. The work
is closely related to some of the existing works, but differs in different aspects.
Levitin and Hausken [21-23] have studied the different measures such as providing
redundancy and protection, and deployment of false targets to defend parallel
systems under attacks. In these works, the false targets are assumed to be perfect. In
practice, false targets are usually detectable, i.e., imperfect. Thus, we study the
scenario when false targets are assumed to be imperfect in this chapter. Peng et al.
[38] considered the optimal number of false targets in both a parallel system and a
series system assuming that the false targets are imperfect, but this paper does not
consider the strategy of providing redundancy to improve the system reliability.
Previous research has shown that providing redundancy is an important and useful
measure to improve system reliability, therefore, this chapter proposes a model to
study the optimal resource allocation in providing redundant system elements,
protecting genuine system elements, and deploying false targets in the defense
of capacitated parallel systems. The organization of this chapter is as follows.
Section 2 conducts a comprehensive literature review on the relevant topics.
Section 3 studies the defense of capacitated parallel systems with redundancy,
protection, and imperfect false targets. The chapter is concluded in Sect. 4.
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2 Literature Review

In the literature, approaches to minimize the system unavailability caused by
internal failures include providing redundancy and finding the optimal maintenance
policy [3, 44]. For example, Yeh and Fiondella [49] studied the optimal redundancy
allocation for a multi-state computer network system. A correlated binomial dis-
tribution is applied to characterize the state distribution of the edges, which can
exhibit multiple states. This redundancy allocation problem was solved using
simulated annealing with an illustration in four practical networks. Ardakan and
Hamadani [1] considered the redundancy allocation problem in a series-parallel
system, where active and cold-standby strategies are simultaneously used in one
subsystem. Utilizing the genetic algorithm, it determined the optimal component
type, redundancy level, number of active units and cold-standby units jointly for
each subsystem with the objective of maximizing the system reliability. Levitin and
Amari [20] presented an approximation algorithm based on the universal generating
function technique to evaluate the distribution of the time to failure for a k-out-of-n
system with shared redundant elements. Besides providing redundancy, mainte-
nance is also a frequently used measure to reduce the system internal failures. Peng
et al. [40] studied the optimal preventive maintenance policy for linearly consec-
utively connected systems with the objective of minimizing the total maintenance
cost while meeting a pre-specified system availability requirement. Xiao and Peng
[46] studied the optimal element allocation and replacement interval in a
series-parallel system with common bus performance sharing. Lisnianski et al. [35]
considered a reliability importance evaluation for components in an aging
multi-state system under minimal repair.

Besides the preventive replacement and minimal repair used in the abovemen-
tioned research, imperfect maintenance is also well studied in the literature [43]. For
example, in order to model the wind turbine system in a wind farm, Ding and Tian
[5] proposed an opportunistic maintenance policy that introduces different imper-
fect maintenance thresholds for failure turbines and working turbines. The proposed
approach was shown to be effective in modeling the practical system in order to
minimize the maintenance cost. Zhao et al. [52] utilized the cumulative processes
theory and found the optimal imperfect maintenance policy by minimizing the
expected cost rate for a used system. Pandey et al. [37] developed a selected
maintenance strategy for a multi-state system with multi-state components. Dif-
ferent types of maintenance options such as replacement, do-nothing option, and
imperfect repair were chosen to ensure that maximum system reliability could be
achieved during the next mission.

Besides internal failures, systems may also fail due to external impacts. In
general, the external impacts can be classified into unintentional impacts and
intentional attacks. Natural disasters such as earthquakes and tsunamis are typical
examples of unintentional impacts, while terrorism, warfare, intrusion, and human
disruption are examples of intentional attacks [6]. In the case of external impacts,
providing redundant systems elements and investing in protection are two effective
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measures to improve system survivability, and the two measures have
been well-studied in the literature. For example, Kunreuther and Heal [16] char-
acterized the Nash equilibrium for an interdependent security problem to analyze
the incentive of firms investing in protection against intentional attacks. Bier et al.
[2] proposed general models for determining the optimal defense resource alloca-
tion assuming that the attacker will maximize either the expected damage or the
success probability. Hausken [9] considered the security investment of several firms
in cyber wars with external intruders. Zhuang and Bier [53] considered the defender
resource allocation for countering terrorism and natural disasters. Hausken [10, 11]
studied the strategic defense and attack for series and parallel systems consisting of
independent components against intentional attacks. Levitin [19] considered the
optimal trade-off between protection and redundancy in a homogenous parallel
system subject to intentional attacks. When overarching protection is provided, the
attacker can only destroy the components when the outside protection layer is
penetrated. Haphuriwat and Bier [8] developed a model to allocate the resource
optimally between target hardening and overarching protection and analyzed the
effects that influence the trade-off between target hardening and overarching pro-
tection. Hausken [12] considered the individual and overarching protection versus
attack for both defenders and attackers in both series and parallel systems. The
model was extended to analyze the individual and overarching protection versus
attack of assets in a simultaneous game and a two-period game [13]. Levitin et al.
[32] further studied the viable number of individual protection versus overarching
against strategic attack. Peng et al. [41] studied the optimal individual protection
versus overarching protection versus maintenance for a parallel system subject to
both internal failures and unintentional impacts. Deck et al. [4] proposed a model to
analyze the scenario when the contest happens between an attacker and multiple
defenders, and concluded that alliance of the defenders can reduce the defense
spending and result in higher profit for defenders and attackers.

Besides providing redundant system elements and investing in protection, some
researchers studied the deployment of false targets in defense of systems against
intentional attacks. A historical example of using false targets (decoys) can be
found in WWII and the Operation Desert Storm in 1990-1991. The objective of
deploying false targets is to distract the attacker and dissipate the attack resource
over greater number of targets. The defense measure of deploying false targets is
most effective when the attacker cannot distinguish the false targets from genuine
elements. Usually, false targets are much cheaper than genuine elements, but they
are not costless. Deploying more false targets results in less resource allocated to
provide redundancy and protect the genuine elements. In the literature, the study on
the deploying false targets against intentional attacks has been studied in a variety
of ways. Firstly, based on the assumption that the false targets can be destroyed
with much less effort than the genuine elements, the attacker can distribute its attack
resource in two sequential attacks so that the false targets can be eliminated as many
as possible in the first attack [26, 29-31]. Secondly, the defense resource is usually
distributed to provide redundancy, deploy false element and protect the genuine
elements. In some scenarios, the defender can also distribute its resource to strike
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preventively against the attacker [27, 28]. Thirdly, the quality of the false targets
can be different in different scenarios. Some researchers assume that the false targets
are perfect, i.e., the attacker cannot distinguish the false targets from the genuine
elements [14, 21, 23, 24], while others consider the false targets as imperfect, i.e.,
the false target can be distinguished from the genuine elements by the attacker with
certain probability [38, 39]. Lastly, some recent research has also considered the
scenario that the attacker allocates part of the resource into intelligence activities to
detect the false targets, and the defender allocates part of the resource into
counter-intelligence activities [22, 25, 42].
In this chapter, the following notations will be used.

N The number of genuine elements in the system

H The number of false targets in the system

k The number of false targets that are detected

Or The number of objects the attacker tries to attack give k false targets are
detected

The probability that k false targets are detected

The cost of a false target and a genuine element respectively
The total resource of the defender and attacker respectively
The unit cost of defending and attacking respectively

The detection probability of a false target

The system demand

The performance of a genuine element.

I
R
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3 Defense of Parallel Systems with Redundancy,
Protection, and Imperfect False Targets

Consider a parallel system that consists of N identical genuine elements. The
defender can deploy imperfect false targets, provide redundancy, and protect gen-
uine elements to minimize the expected damage that may be caused by the inten-
tional attacks. The defender builds the system and distributes its defense resource
first. The attacker takes it as given when it chooses its attack strategy. Therefore, it
can be modeled as a two-period min-max game of perfect information where the
defender moves in the first period, and the attacker moves in the second period. The
defender decides how many false targets to deploy and how many redundant
genuine elements to provide in order to minimize the expected damage caused by
the attacker assuming that the attacker will always use the most harmful attack
strategy.

The total resource of the attacker is a fixed value R. The unit cost of attacking an
object is a constant denoted by A. We assume that attacker distributes the resource
evenly among all attacked objects. All elements are assumed to be mutually
independent. A single attack cannot destroy more than one object. In order to
improve the system reliability, the defender can perform three different measures
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using a fixed value of resource r. The defender can provide redundancy for the
parallel system, and the cost of a genuine element is y. Therefore, the maximal
number of genuine elements is |r/y]|. The defender can deploy false targets at the
cost of x each, and x < y. Similarly, the maximal number of false targets to deploy is
L(r —Ny)/x|, where N is the number of genuine elements in this parallel system.
The false target is imperfect, i.e., each false target can be detected by the attacker
independently with probability d. The probability that k false targets are detected is
denoted by py:

~—

= (’Z)d"(l—d)”"‘, (1

where H is the total number of the false targets deployed.

The cost of a genuine element is much more than the cost of a false target.
Additionally, the defender can protect the genuine elements using the remaining
resource. The unit cost of protecting a genuine element is a, and the protection
effort on each genuine element is assumed to be evenly distributed.

Given that N genuine elements and H false targets are placed in this system, the
protection effort on each genuine element can be expressed as follows:
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Suppose that k (0 < k < H) false targets are detected. The attacker chooses Qy
out of N + H — k objects to attack, where 1 < Oy < N + H —k. The attack effort on
each attacked object is T =R/(QiA). Therefore, the destruction probability of each
element can be written using the contest function suggested by Tullock [45]:
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where e=A/a, T and t are the efforts allocated to a single object by the attacker and
the defender respectively. m is the parameter describing the intensity of the contest.
If the no protection effort is provided, the element is destroyed with probability 1
when it is attacked since v=1 if t=0. The destruction probability will be always
0.5 if the intensity parameter m is zero. If m — oo, v is a step function where
“winner takes all”.

Given k and Qy, the number of attacked genuine elements can vary from
max (0, Qr — H + k) to min(N, Qy), where max(0, Oy — H + k) refers to the scenario
when all the false targets are attacked while min(N, Qy) refers to the case when no
false target is attacked. Let ¢(Qy,i) denote the probability that among the Oy
attacked objects i of them are genuine elements. @(Qy, i) can be derived using
hyper-geometric distribution:
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Let 6(i,j) denote the probability that j elements out of i attacked genuine ele-
ments are destroyed. 8(i,j) can be determined based on the destruction probability
function as follows:

0(i.j) = (;)vj(l — )i, 5)

In the parallel system, it is assumed that all genuine elements have the same
functionality with performance rate g. The system demand is F. The system fails if
at least |N—F/g| + 1 elements are destroyed by the attacker. When the system
fails, the expected damage is proportional to the loss of demand probability. In this
case, the risk can be obtained as follows:

min(N, Qx) i
D(Q,N.H)=F- z <¢(Qk, i) 2z 9(i,j)>- (6)
i=max(|N—F/g] +1,0r —H+k) j=IN-F/g|+1

The attacker chooses the most harmful strategy Q, which maximizes
D(Oy, N, H). The total risk over all possible values of k can be obtained as follows:

H H
D(N,H)= kzopk -D(Q;,N,H) = kzo ((IZ) di - (1=dy) -D(Q,i,N,H)). (7)

In this two-period game, the defender moves first. Given the defender’s strategy
of H and N, the attacker chooses the best Oy to maximize the damage D(Qy, N, H)
when k false targets are detected. The defender knows that the attacker will max-
imize its damage for any value of H and N, and chooses the optimal H and N such
that the expected risk D(N, H) can be minimized.

For example, consider a parallel system that is made up by genuine elements to
satisfy the demand of F =4. The performance of each genuine element is g=1. In
order to protect the system, the defender can deploy false targets at the cost of
x=0.03 each and provide redundancy at the cost of y=0.1 for a genuine element.
The cost of the attacker’s effort unit and defender’s effort unit is assumed to be
equal, i.e., e =1. The total resource of the attacker and defender are assumed to be
R=1 and r=1 respectively.
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Fig. 1 Optimal number of false targets and the corresponding expected risk as a function of
detection probability given intensity parameter m: (a) m = 10, (b) m = 6

Figure 1 shows the optimal redundancy, optimal number of false targets and the
corresponding expected damage of this defense-attack game as a function of
detection probabilities when the contest intensity parameter m is equal to 10 and 6
respectively. Figure 1 indicates that the expected damage and optimal redundancy
increase when the probability of detection increases, but the optimal number of false
targets decreases with increasing probability of detection. The numerical results
show that it is worthy deploying false targets than providing redundancy when the
detection probability is very low. When the probability of detection increases, the
benefit of deploying false targets will be reduced. Furthermore, the redundancy
reduces the need of false targets.

Figure 2 shows how the amount of resource owned by the attacker affects the
optimal values of N, H and D. The results indicate that the expected damage
increases due to the increase of resource owned by the attacker. It is also interesting
to note that the optimal redundancy decreases and the optimal number of false
targets increases when the attacker’s resource increases. When the resource of the
attacker increases, the destruction probability increases given the fixed contest
intensity parameter. Therefore, the attacked GEs are more likely to be destroyed.
This is why it is better to deploy more false targets so that the attack effect on each
GE will be reduced.

Figure 3 shows that the expected damage is reduced when the resource of the
defender increases. Naturally, increasing the resource of defense reduces the
probability of destruction, therefore, the expected damage can be reduced. In Fig. 3,
the optimal redundancy increases and the optimal number of false targets decreases
in general when the resource of defense is increasing. It shows that increasing
redundancy is better than increasing the false targets in order to minimize the
expected damage if the resource of defense is unlimited.
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Fig. 2 Optimal number of false targets and the corresponding expected risk as a function of
attacker’s resource given detection probability d: (a) d = 0.6, (b) d = 0.4
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Fig. 3 Optimal number of false targets and the corresponding expected risk as a function of
defender’s resource when detection probability d: (a) d = 0.6, (b) d = 0.4

Figures 4 and 5 show the optimal redundancy, optimal number of false targets
and the corresponding expected damage under different cost of a genuine element
and different cost of a false target. Both figures indicate that the expected dam-
age increases with increasing cost of a genuine element or a false target. When the
cost of a genuine element increases, the optimal redundancy decreases and the
optimal number of false targets increases. On the other hand, the optimal redun-
dancy increases and the optimal number of false targets decreases when the cost of a
false target increases.
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Fig. 4 Optimal number of false targets and the corresponding expected risk as a function of cost
of a genuine element when detection probability d: (a) d = 0.6, (b) d = 0.4
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Fig. 5 Optimal number of false targets and the corresponding expected risk as a function of cost
of a false target when detection probability d: (a) d = 0.6, (b) d = 0.4

4 Conclusions and Future Research

This chapter considers protecting a capacitated parallel system under intentional
attacks. The defense resource can be allocated to protect the genuine element,
deploy imperfect targets, and provide redundancy in order to minimize the expected
damage caused by intentional attacks. Given the protection strategy of the defender,
the attacker will choose the optimal number of elements to attack such that the
damage can be maximized. Therefore, the defender must take consideration of the
attacker’s decision to optimally allocate the defense resource to minimize the total
expected damage. To illustrate the attack-defense model, several numerical
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experiments are conducted to analyze the effect of detection probability, the amount
of resource owned by the defender and the attacker, and the cost of a genuine
element and a false target. The numerical experiments indicate that the optimal
number of false targets decreases when the probability of detection increases. When
the detection probability become larger, it is better to allocate more resources to
provide redundancy rather than deploying false targets. When the resource of the
attacker becomes large, it is more worthy deploying more false targets than pro-
viding redundancy. However, more redundancy should be provided rather than
deploying false targets if the resource of the defender is large. Besides, as consistent
as the theoretic argument, higher cost of a genuine element results in a smaller
optimal value of the redundancy, while higher cost of a false targets leads to a
smaller optimal number of false targets.

This chapter uses a two-period dynamic game of perfect information to model
the contest between the attacker and the defender assuming each party has full
information about the other. In future, the model can be extended to consider the
scenario when full information is not available. Besides, it is also important to
consider the scenario when preventive strikes may be used by the defender. In this
case, the problem becomes more complicated since the defender will consider the
resource allocation for preventive strikes, and the attacker may consider using part
of the resource to defend the preventive strike. Furthermore, it is also interesting to
analyze the contest model between one defender and multiple attackers in future.
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