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Abstract. Inthe paper will be described a few most important aspects connected
with innovative secret sharing procedures, and also an idea of linguistic cryptog-
raphy in processes of data encryption. The most important aspects are using parts
of divided data to finally reconstruction them. Linguistic algorithms dedicated to
securing data as well as secret sharing techniques, are also very useful to guarantee
data security. Secret sharing algorithms allow to distribute information within a
separate group of secret trustees. In this paper authors describe techniques of using
that methods for linguistic data sharing techniques. Authors propose also captcha
analysis for linguistic threshold schemes. All secret parts of data can be written
by used any parts of selected captcha.
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1 Introduction

Many kinds of cryptographic techniques dedicated to securing data create secret parts,
which may be distributed between different numbers of secret trustees. One of those
algorithms is data division techniques dedicated to data splitting processes. In group of
information splitting techniques we can find many others solutions as well as data split-
ting algorithms and data sharing techniques [1-3]. In this group was proposed new
techniques dedicated to information security and used linguistic methods [4-7].
Linguistic techniques are very useful for supporting the semantic meaning analysis [8—
10] of data security aspects [11-13].

The main idea of securing data by using linguistic algorithms, proposed used
semantic methods of describe information for divided data [6, 14].

In this paper, the authors propose the main idea of application linguistic techniques
for information/data sharing procedure by used captcha secrets.

The essence of linguistic cryptographic algorithms consists in generating an addi-
tional part of divided secret, as shadow which including linguistic information — names
“linguistic shadow”. In that shadow are include only linguistic information [8]. In
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linguistic shadow there were all data/information about semantic contents of analyzed
data.

2 Linguistic Shadows in Secret Sharing Schemes

Linguistic shadows dedicated to secret sharing procedures can be distributed in different
ways. The first one is selected participants of secret trustees, and the second is a groups
of participants of secret trustees.

The meaning aspects of data, means impact of analyzed and interpreted data for other
information. Process of extraction the meaning aspects of sharing data is very important
for secure processes. For this kinds of analysis is possible used linguistic shadows, which
are used for division processes. The threshold schemes which include linguistic shadow
names linguistic threshold schemes [1, 6]. In this group of secret sharing techniques,
were proposed different class of data splitting [14]:

e linguistic threshold schemes without splitting linguistic shadow,
e linguistic threshold schemes with included linguistic information splitting.

Linguistic threshold schemes without linguistic information splitting means that
semantic information is included in one part of secret. Linguistic shadow is contain to
one secret holder. To reconstruct original information is necessary combining selected
group of secret parts included also linguistic shadow.

The second example of linguistic threshold schemes included with linguistic infor-
mation splitting procedure, means that linguistic is divided into a group of secret holder.
To reconstruct original data, is necessary combining selected group of secret included
linguistic shadow, which can restore by group of linguistic shadow holders.

Linguistic methods create an additional kinds of cryptographic techniques for
sharing procedures.

3 Captcha Idea

Idea of captcha verification processes create confirmation the access by mark selected
options (images, letters, etc.) at captcha images. This solution confirm that the action
are made by human (not by machine). Captchas are used in verification processes, when
is possibility to change human by robots. In this process we can verify that operation
which is necessary, was done by human. So, it’s possible to do simple operations, like
mark designated object, letters, images, etc.

Figure 1 presents two different images with many different objects, but for captcha
analysis is necessary select and mark only designated object (in this example — fruits).
The first captcha picture presents one image selected for nine parts with apricot-tree.
Human who analyzed this picture should mark only those parts which presents fruits (in
this example — apricots). The second picture presents different objects, trees, fruits,
flowers, waterfalls, clouds, sky, and sun. In this picture it’s also necessary mark only
those images which presents fruits. We see different ways, but the same kinds of analysis
by semantic interpretation of analyzed objects.
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Fig. 1. Examples of captcha pictures. Top: in one image. Bottom: picture with different objects,
with mark only those which present fruits.

The main step of captcha analysis is understanding the pictures and meaning of them.
At this example is necessary mark the “object” which presents fruits. At the first picture
is necessary mark this parts of images, in which we see correct image. At the second
picture is necessary to select those pictures, at which we see fruits images. In this
processes the main role play the semantic meaning of describe and analyse images/
pictures/objects.
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This type of meaning interpretation can be used by linguistic threshold schemes to
verify participants which have parts of linguistic data.

4 Captcha Analysis for Linguistic Cryptography

In the case of cryptographic linguistic threshold schemes the required number of
shadows should be combined to reconstruction the divided data. Also is possible to
analyse the contents of the data. The meaning of analyse information, can select the most
important data — for example strategic data. In linguistic threshold algorithms we create
number of shadows divided for all secret trustees. The number of them depends of
defined threshold schemes. The number of parts of divided secret, which is necessary
to reconstruct the original data is defined in the data sharing algorithm. The reconstruc-
tion processes in linguistic threshold schemes consist [6, 13]:

classical (m, n)-threshold schemes,
combining the required number of secret parts which includes the shadow containing
linguistic data,

e combining the required number of secret parts which includes only a part of linguistic
shadow,

e captcha analysis processes.

Captcha analysis processes in linguistic threshold schemes consist the following
stages:

e reconstruction linguistic shadow at the stage of combining the required parts of
linguistic part of secret,

e reconstruction secret data at the stage of combining the required parts of all secret
parts.

Figure 2 presents the example of process of reconstruction data included the
linguistic shadow. That process is realize after captcha verification stage. At the stage
of combining the required parts of secret, can restore original data with semantic infor-
mation (meaning data).

Figure 2 presents the captcha analysis technique in linguistic threshold algorithms.
The captcha analysis presents two way. One of them is correct mark captcha used to
secret reproduce procedure. The second one is false mark captcha. In this stage is not
possible to reproduce original information. In secret reconstruction procedure is after
collecting number of necessary secret parts is also add the linguistic shadow. So, the
restore secret include linguistic information.

Security of linguistic threshold schemes is guaranteed by used strong cryptographic
algorithms. Those classes of secure algorithms are very useful for data security.
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Fig. 2. Linguistic threshold scheme with linguistic shadow including captcha analysis stage.

5 Conclusions

Linguistic algorithms applied for information sharing schemes create a new way of data
security. Algorithms including meaning aspects of data division as additional way of
secret splitting and sharing methods. Meaning aspects and semantic details included in
information security procedures allow to verify all kinds of data and eliminate not
significant of them. In this paper was proposed captcha analysis for linguistic threshold
schemes. This process was proposed especially for verification person and select robots
users. The captcha analysis processes included linguistic algorithms were proposed for
data sharing processes. The main idea of proposed solution is to generate an additional
shadow containing linguistic information. This shadow with other parts of the shared
secret, is split between all shadow holders.
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