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Abstract. Biometric authentication has been gaining popularity for providing
privacy and security in many applications including secure access control,
surveillance systems, user identification and many more. This research proposes
a robust scheme for biometric authentication by analyzing and interpreting facial
image using a neural network. Human face has become as the key attribute for
biometric authentication over the recent years due to its uniqueness and
robustness. Our system focuses on efficient detection and recognition of user’s
face for precise authentication. The facial features of a user are compared with a
face database in order to perform matching for authentication and authorization.
The proposed system estimates the face by analyzing skin color components in
the facial image. The facial edge features are then extracted from the detected
face skeleton. A neural network is employed and trained with the extracted edge
features to recognize the user face by comparing with the facial database. Once
the user is identified, authentication is granted. Experimental evaluation
demonstrates that our proposed system provides better performance meeting
accuracy requirements and less computation time.
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1 Introduction

Biometric authentication has become very popular nowadays in security and privacy
preserving applications such as, access control, surveillance system, visa processing,
border checking and so on. Biometric authentication is a technique that relies on the
unique biometric characteristics of individuals to verify user identity for secure access
to electronic devices or systems [1]. Biometric features such as, fingerprint, face, facial
components, palm print, hand geometry, iris, retina, gait and voice are common form of
key attributes in biometric authentication [2]. In recent years, human faces are widely
used as the most distinctive key attributes for biometric authentication due to their
uniqueness, robustness, availability, accessibility and acceptability characteristics [3].
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User authentication is crucial in secure access control that provides the safety and
security of any system. User authentication is traditionally performed based on the
following arrangements: (a) something that the user knows (such as, a PIN, a password)
or (b) something that the user holds (typically a key, a token, a smart card, a badge, or a
passport). These traditional methods for the user authentication have deficiencies that
restrict their applicability in security systems. Traditional methods are based on prop-
erties that can be forgotten, disclosed, lost or stolen. Passwords often are easily
accessible to colleagues and even occasional visitors and users tend to pass their tokens
to or share their passwords with their colleagues to make their work easier. Biometric
authentication or simply biometrics, on the other hand, authenticates users properly and
reliably [4]. Biometric characteristics are unique and not duplicable or transferable.
Biometric authentication identifies and authorizes a person based on the physiological or
behavioral characteristics such as a fingerprint, an iris pattern, face or a voice sample [5].

The interest of doing research on biometrics is very significant due to its immense
importance in the privacy and security community. This paper aims to develop an
efficient scheme for biometric authentication based on facial recognition using a neural
network. The system works with visual and geometrical information of the user’s face
in an image and detects the face skeleton using the similarity measure of the colour
components of the image in the YC,,C; colour space. Once the face is detected, the edge
features of the face skeleton are then extracted and fed into the neural network to teach
the network in order to identify the user face. Once the user is identified by facial
recognition, authentication is granted to access the secure system. The proposed
technique can treat images with different lighting conditions and complex backgrounds.

The rest of the paper is organized as follows. In Sect. 2, we present an overview of
facial recognition. Section 3 demonstrates the architecture of our proposed facial
recognition system. Experimental results are reported in Sect. 4. Finally, Sect. 5 con-
cludes the paper.

2 Facial Recognition

Human face plays an important role in person recognition in vision-based surveillance
system. Facial recognition is a technique for automatically identifying or verifying a
person from an image or a video frame. Compared with other biometrics, face
recognition has the potential to recognize uncooperative subjects in a non-intrusive
manner. It has now become the most common and widely used means of biometric
identification [6].

Facial recognition technology has been developed based on two arrangements:
facial metrics and eigenfaces [7]. Facial metrics relies on the measurement of the facial
features such as, eyes, nose, mouth. Eigenfaces refers to an appearance-based approach
to face recognition that seeks to capture the variation in a collection of face images and
use this information to encode and compare images of individual faces in a holistic (as
opposed to feature-based) manner. In the facial recognition technique, the system
captures the face image of the user by a camera or sensor and extracts the features from
the face. The features are then compared with one which is stored in a face database,
and if there is a match, the user’s face is identified.
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The face recognition process generally consists of the following steps. The initial
task of facial recognition is to locate the face within the image sequence. Then the
detected face block is normalized and extracted. The facial features are then extracted
from the selected face block. Finally, the face is recognized.

A tremendous amount of research works have been done for automatic detection
and recognition of human face over the last couple of decades [8, 9]. To name a few,
good surveys exist for illumination invariant face recognition [10], face recognition
across pose [11-13], video-based face recognition [14], and heterogeneous face
recognition [15], face recognition using multi-scale Local Binary Patterns (LBP) [16],
Locally linear regression based face recognition [17], and face recognition based on
Dual-Cross Patterns (DCP) features [18].

Facial recognition techniques mentioned above have some deficiencies. The
dependency on the light, resolution and facial expression reduces the accuracy of the
facial recognition. We therefore, have employed facial edge features in recognition
process which are independent of the variation of pose and illumination.

3 Proposed System Architecture

The general architecture of the proposed biometric authentication scheme is shown in
Fig. 1. The scheme comprises of the following steps: (i) Pre-processing of the face
image, (ii) Face detection, (iii) Facial features extraction, (iv) Feature matching,
(v) Face identification, and (vi) Authentication.

Input Image
Sequence

Pre-processing

-

Human Face Detection

-

Features Extraction

—

Feature Matching by NN

-

Face/User Identification

Authentication

Fig. 1. Architecture of the proposed biometric authentication system.
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3.1 Preprocessing of the Face Images

In computer vision systems, there may be significant amount of noise in the captured
images. We therefore, employ a fuzzy median filtering technique [19] for refining the
facial images corrupted by noise. This filter employs fuzzy rules for deciding the gray
level of the pixels within a window in the image.

3.2 Face Detection

The most important part of the facial recognition is detecting the face in the image.
Face detection is concerned with determining the part of an image which contains face.
Several techniques have been developed for face detection in last couple of years,
which includes: geometric modeling, genetic approach, neural network, principal
component analysis, color analysis and so on [20-26].

In this paper, we have employed a fast and robust face detection technique based on
skin color segmentation [27]. The face skeleton is detected from the largest connected
area of the skin color segmented image. The method considers the frontal view of the
face in color scale image. The detected face image is normalized and cropped with a
dimension of 180 x 160 pixels. The steps of the face detection method are demon-
strated in Fig. 2. The outcomes of face detection and normalization process are shown
in Fig. 3.

Input RGB Color HSV Color Skin-like Region Largest Connected Face
Image Extraction Conversion Segmentation Area Segmentation Area

v

Fig. 2. Block diagram of the face detection method.

(a) Inp.ut‘i;nage () Detected face (¢) Normalized and cropped
face block

Fig. 3. Face detection and normalization process for a real image sequence.

3.3 Facial Features Extraction

One of the key tasks underlying facial recognition is the features extraction. Once the
face is detected, the facial features are then extracted from this face block for matching
with the one stored in the face database. This paper extracts the edge features from the
face region, since the edge features are invariant to pose variation and illumination
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changes. The extracted facial edge features are then fed into a back propagation neural
network (BPNN) to train the network for recognizing the face.

Edge or gradient histogram corresponds to the spatial distribution of the edge
features in the image. The gradient of an image f(x, y) can be expressed by,
of
%1 -] 1)
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where G, = g—z is the gradient in x direction, and
G, = g—’; is the gradient in y direction.
The gradient direction can be calculated by the formula:
G,
0 = tan™! {—)} (2)
G«

We use Sobel edge detector to extract the edge features from the images. Figure 4
shows the edge features extracted from the face image.

(a) Face image (b) Detected Edge points

Fig. 4. Facial edge features extraction.

3.4 Facial Recognition with Neural Network

Facial recognition is achieved by employing a backpropagation neural network. The
architecture of the neural network is illustrated in Fig. 5.

Input Layer Hidden Layer Output Layer

X/ —N'

Yk

Fig. 5. Architecture of the back propagation neural network.
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The nodes in the input layer receive the edge features. In this network, the layers
are connected with each other through their neurons with specific weights. The input
signals transmit from left to right directions while the error signals propagate from right
towards left. Back propagation algorithm presents a training sample to the neural
network and compares the obtained output to the desired output of that sample. It
calculates the error in each output neuron. The BPNN adjusts the weights of each
neuron for minimizing the error value. The minimum error margin is set to 0.001 for
experimental evaluation.

4 Experimental Evaluation

In order to evaluate the effectiveness of the proposed method, experiments have been
carried out for real images at different illumination conditions. We have performed
experiments on three different face databases (Face 94, Face 95 and Face 96) of the
University of Essex [29-31] with different poses and illuminations. Figure 6 demon-
strates some sample images of these face databases. The features of the face databases
are summarized in Table 1.

Fig. 6. Face image database of Essex: Face 94 (top), Face 95 (middle), Face 96 (bottom) with
different poses and illuminations.

Table 1. Features of the face databases

Data Set | Total Images | Resolutions | Individuals
Face 94 | 3078 180 x 200 | 153
Face 95 | 1440 180 x 200 | 72
Face 96 | 3016 196 x 196 | 152
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Experiments are carried out on a computer with 2.2 GHz Intel Core i5 processor
and 4 GB RAM. The algorithm has been implemented using Visual C ++. Half of the
images of the each face database are used as a training dataset and the remaining
images are used as probe images in the recognition test. The extracted facial edge
features are used to train the neural network.

We have performed experiments to compare our proposed algorithm with other
existing methods including, principal component analysis (PCA) [11], Gabor [28], LBP
[16], and DCP [18]. The results as furnished in the Fig. 7 and Fig. 8.
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=DCP 9685 | oa6a 9514
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Fig. 7. Recognition accuracy (%) of different methods for three datasets
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Fig. 8. Computation time for different recognition methods.
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Experimental results demonstrate that our approach achieves almost similar
recognition accuracy comparable to the state-of-the art method, while taking significant
less amount of computation time. We believe that our method can be applicable in real
time commercial environment where computational efficiency is a major concern.

5 Conclusion

In this paper we propose an effective and robust biometric authentication scheme based
on facial recognition. The scheme employs a neural network with back propagation
algorithm to recognize the user face. The system authenticates a user based on the
correct matching of his/her face with a face database. Experimental evaluation
demonstrates that the proposed system achieves a significant recognition performance
with fulfillment of a tradeoff between accuracy and speed. The effectiveness of the
proposed system has been justified using standard face databases with different poses
and illuminations in complex and simple backgrounds. Our system is able to employ in
real time applications where computation speed is a crucial. Our next approach is to
extend the algorithm for multi-face detection and recognition.
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