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Abstract. Encryption algorithms in Internet of Things are a piece
of small area with small-scale, it need some light weight encryption
algorithms. This paper focuses on the component of encryption algo-
rithms, some light weight of the rotation boolean permutations are per-
fectly characterized by the matrix of linear expressions. Three methods
of rotation nonlinear boolean permutations are constructed. The sub-
functions of the three permutations have three monomials, hight degree,
2-algebra immunity. All three classes of rotation nonlinear boolean per-
mutations are fully determination by the first component Boolean func-
tion, respectively.

1 Introduction

Internet of Things is an up-and-coming information and technology industry,
the project of Internet of Things which is a piece of small area with small-scale
and self-system obtain gratifying achievement and bright future. But there are
some serious hidden danger and potential crisis problems [1,2]. For example,
security issues. Wireless sensor network’s characteristics present new challenges
in information security area. Along with one-time, unattended, wireless commu-
nications, low-cost and resource-constrained, sensors easily appear to abnormal-
ities, physical attacks by attackers, Trojan attacks, virus damage, keys decryp-
tion, DOS, eavesdropping and traffic analysis are really threats. The trouble is
a challenge that design of key storage, distribution, encryption and decryption
mechanism caused by wireless sensor network’s large and resource constraints.

In order to design encryption algorithms using in resource constraints, we
need design some basic components of encryption algorithms. In collaborative
networks, there are some symmetric algorithms which ensure the security of
many data. Stream cipher is an important class in symmetric cryptosystem. It
is because a good Stream cipher is faster in implementation, and it can pro-
duce sequences with large period and good statistical properties. Thus, in order
to design a good Stream cipher, one should design some good components, for
example Linear feedback shift registers (LFSR), S-box, Maximum Distance Sep-
arable (MDS) and so on.
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In this paper, we study rotation-invariant n-bit invertible (bijective) func-
tions, this component was firstly introduced in Daemen’s 1995 PHD Thesis [5].
The defining property of shift-invariant transformations is the commutativity
with translation. Shift-invariant transformations on binary vectors have a num-
ber of properties that make them suitable components for the state updating
transformation of cryptographic finite state machines.

For hardware, these transformations can be implemented as an intercon-
nected array of identical 1-bit output processors. The shift-invariance ensures
that the computational load is optimally distributed.

For software, their regularity allows efficient implementations by employing
bitwise logical operations. Moreover, binary shift-invariant transformations can
be specified by a single Boolean function.

In 2006, SMS4 [12] was used for WAPI (Wireless LAN Authentication and
Privacy Infrastructure) in China, this block cipher used a binary shift-invariant
transformation: C(z) =2 ® (z <<< 2)® (x <<< 10) @ (2 <<< 18) @ (x <<<
24), where z € F3?, it had good cryptographic properties, for example the dif-
ferential branch number and the linear branch number of this transformation
was five, this is one of the best transformations of linear functions. And in
2015, Markku Juhani O. Saarinen [11] submit to the CBEAMr1 authenticated
encryption algorithm for the first round CAESAR Competition. CBEAMr1 uses
a slightly different notation from Daemen who used ¢ to denote non-invertible
as well as invertible rotation-invariant functions.

Note that the permutation (f,---,f) fall into the categories linear (with

——

n

respect to bitwise addition) and nonlinear. In the nonlinear case, [5] obtained a
distinction is made between transformations with finite and those with infinite
neighborhood. And dedicated to the study of the propagation and correlation
properties of binary shift-invariant permutations with finite neighborhood. [11]
used the rotation boolean function (f(xo,x1, T2, T3, x4) = Tor123T4 O ToT2T3 D
ToL1 T4 DX 1T2T3DX2X3T4 D Xox3 DT 123D X223 D X204 Dr3xr4 DX D3 EBm4), x; €
Fs,0 < ¢ <4) for CBEAMrl authenticated encryption, but this function is very
complexity for hardware, since this function can not be implemented with less
than eight logical instructions, so this encryption defined a new data type in
order to fit into the register sets of various CPU architectures.

By [5,11], we find that they did not give how to construct this permutation
(named by rotation boolean permutation) as simply as possible from crypto-
graphical security. Based on the above consideration, we study the following
questions:

(1) What is the property of the rotation linear boolean permutations?
(2) How to construct the rotation nonlinear boolean permutations.

The organization of this paper is as follows. In Sect. 2, the basic concepts
and notions are presented. In Sect. 3, rotation linear boolean permutations is
perfectly characterization. Three method to construct rotation nonlinear boolean
permutation are presented, and its hardware implementation consumption can
be analysis in Sect. 4. Finally, Sect.5 concludes this paper.
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2 Preliminaries

Let B,, denote the set of n variables Boolean functions. We denote by & the
additions in Fy, in F} and in B,,. Every Boolean function f(z) € B,, admits a
unique representation called its algebraic normal form (ANF) as a polynomial
over [Fy:

flxy, - xn) =ap® @ a;x; O @ Qi jT;T; D Day. nT122 Ty
1<i<n 1<i<j<n

where the coefficients ag, a;, a; j,- - ,a1,... n, € Fo. The algebraic degree, deg(f),
is the number of variables in the highest order term with non-zero coefficient. The
support of a Boolean function f(x) € B, is defined as Supp(f) = {(x1,- -+ ,2n) |
f(z1, -+ ,zy) = 1}. We say that a Boolean function f(x) is balanced if its truth
table contains an equal number of ones and zeros, i.e., if its Hamming weight
equals 2"~ 1. A Boolean function is affine if there exists no term of degree > 1 in
the ANF and the set of all affine functions is denoted by A,,. An affine function
with constant term equal to zero is called a linear function.

Definition 1. The Walsh spectrum of f(z) € B, is defined as

F(f@va) =Y (-1)f@eae

z€Fy
where ¢, = ax = 111 D g -+ - B anTy.

Definition 2. The cross-correlation function between f(x), g(x) € B,, is defined
as

Afgle) = > (-1)/ "89S o ¢ Fy.

zeFy

If f(z) = g(x), then Aj(a) = > (—1)f@8f (&),
zeFy

Denoted Aip, = min{|As(a)|a € F, o # 0™},

Two n-variable Boolean functions f(z), g(x) are called to be perfectly uncor-
related if Ay (o) = 0 for all o € Fy, and are called to be uncorrelated of degree
kif Ay 4(a) =0 for all @ € Fy such that 0 < wt(a) < k.

The two indicators are called the global avalanche characteristics of Boolean
functions( GAC' [6]): 07 = 3, epp A} (@), Ay = MaXaery wi(ar2o | Dp(a) |-

In order to study cross-correlation distributions between any two Boolean
functions, we need the following definition:

Definition 3. [14] Let f(z),g9(z) € B,. If Do(f,9) : © — f(z) @ g(z S a) is
constant, a is said to be a linear structure of f and g. For convenience, let

U}, ={aelFy| fx)®glz®a)=0VYrecFy};

Ui, ={acFy | f(z)®g(z®a)=1,Yz c Fi};

If 0" € Uy,g, it is easy to know that U;B’g and Uy, = U}{g U U},g are linear
subspaces of 5.
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In Definition 3, if f(z) = g(z), then U? ={aecFy| fx)Df(zda)=0,Vz €
Fy}; Up ={a cFy | f(z) ® f(x ©a) =1,Yz € F3}. U} and Uy = U U U} are
linear subspaces of F3.

For f(z) € B, the annihilators of f is the set Ann(f) =¢g€B,:f-g=0.
The algebraic immunity AI(f) is the minimum degree of nonzero functions g €
B,, such that gf = 0 or g(1 ® f) = 0. Namely, AI(f) = min{deg(g) : 0 # g €
ANN(f)U Ann(1& f) = (f & 1)U ()}

Definition 4. Let F(x) = (fi(x), fa(x), ..., fn(x)) € F§ and f;(z) € B, z € F3.
F(z) is called to a boolean permutation, if F'(x) is an one to one mapping from
F3 to Fy.

Lemma 1. Let F(x) = (f1(x), fo(z), ..., fu(z)) € FY and fi(z) € B, x € F5.
F(z) is a boolean permutation if and only if @;_, ¢; fi(x) is a balanced function,
where (0,0, ...,0) # (c1,ca, ..., cn) € FG.

In this paper, we will study a specially permutation, named the rotation
boolean permutation.

Definition 5. Let f(x1,%2,...,Tn_1,%n) € F4. F(x) is called a rotation boolean
permutation(denoted by RBP), if F(z) = (f°(z), f*(z),...., " 1(z)) is a
boolean permutation, where

fO(I,) = f(x171727 "'a'rn—lyxn)v

fl(m) = f(l'g,l‘g, "-7xna-r1)a

f”fl(:c) = f(zn,T1, ., Tn—2,Tn_1).

For example, if f(x1, 72, 73) = x109®x3, then f1 = xox3®x1, f2 = 237, Dw>.
It is easy to know f" = f0 = f(x).

In term of Definition 5, we know that F'(x) is fully determined by f(zo , 21
yorty XTp—1). So, we called f(zo,21, - ,2n—1) a basic function of a rotation
boolean permutation F'(x). Thus, the set of n-bit rotation boolean function can
be partitioned into 4 subsets:

(1) Basic function: f(xg,x1, " ,Tpn_1);

(2) Reverse of basic function: f,.(xg, 1, ,Zn-1) = f(@n-1,Tn—2,..,T1,20);

(3) Complement of basic function: f.(xg,z1, - ,2p—1) = 1 ® f(xo,x1, T2, ...,
$n727mn71);

(4) Reverse complement of basic function: fr.(xo,z1, -+ ,Zp—1) = 1 & f(zp_1,

Tn—2, "'axl7x0)'

That means, if we find a basic function of a rotation boolean permutation,
then we can obtain three classed permutation: reverse, complement and reverse
complement rotation boolean permutations. Thus, how to find a basic rotation
boolean permutation is important.
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3 Rotation Linear Boolean Permutation

At first, we give a result about rotation linear boolean permutation.

Theorem 1. Let f(x1,%2, ..., Tn-1,Tn) = @121 B a2z ® - CpTpn B ag € By,
a)i € F3(0 <i <n—1). Then F(z) = (f°(z), f1(x),..., f*(x)) is a rotation
boolean permutation if and only if

ayp G2 a3 *-:Ap-1 0an
an a1 G2 * - Ap—2 Qp—1
A= apn—1ap a1 - - Gp_3 Gp_2
a2 az a4 Qp ai
is a reversible matriz on Fs.
Proof. 1t is easy to proof. O

For a rotation linear boolean permutation, we know that this rotation boolean
permutations are fully determined by the reversible matrix. So the number of
rotation linear permutations is at most the number of the reversible matrix.

4 Rotation Nonlinear Boolean Permutation

In this section, we will analyze rotation nonlinear boolean permutation, and give
three constructions at first, then analysis its hardware implementation consump-
tion.

4.1 The First Construction

Construction 1. Let
J(@1, 02,0y 1, 0n) = T1 D ToX3 - Tp1 D ToX3 - Tp_1Tp

be a Boolean function with n(n > 4)-variable. Then F(x) = (f°, f!, f2,
oo, f"1) s a rotation boolean permutation.

Proof. According to the ANF of f(x), then f° = x; @ xowsz-- 2, _1(1
Tp), f1 = @y ® w3y 2y (1 B 21), f2 = 23 & ayxs a1 (1 @ x2), -, [
Ty ® T1T2 - Tp—2(1 B x,—1). There are four cases:
(1) When wt(x) < n—2. Then xoxg -+ Tp_1=T3Tg -+ * Tpy=+"+ =T1X3 * - * Tp—2=0,
that is, F'(«) # F(B) for any «a, 8 € Fy satisfying 0 < wit(a), wt(8) < n —2 and
a # S.

The number (denoted byT1) of o € F§(wt(a) < n — 2) in this case is T} =
i (3)-

(2) When wt(z) = n — 2. Then only one of xox3- - Tp_1, T3Tg-" " Tp,

<+, XT1Xg - Tp_o is equal to 1. For simplicity, let zoxs---x,—1 = 1, we have

I &
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Ty =23 =+ = xp_1 = 1 and 1 = x, = 0. Thus if a = (0,1,1,---,1,0),
2
then F(a) = (1,1,---,1,0). Denoted by the set A = {(0,1,1,---,1,0),
——— —_———

n—1 n—2
(0,0,1,1,---,1), ---, (1,1,---,1,0,0)}. It is easy verifies that F(«) # F(5)
n—2 n—2
if o, 3 € A and a # .

Then let B = {a € Fy | wt(a) = n—2,a ¢ A}. [B|=(",)—|A4|=
(n’iz) —n. Note that xoz3 - T,,_1=23%4 - Tp="--=T1To - T,_o=0,if x € B.
This means o = F(a) # F(B) =0 if o, € B and a # 3.

The number (denoted by T3) of o € F(wt(a) = n — 2) in this case is
15 ::(nﬁQ)

(3) When wt(z) =n —1. That is, let 2; =0 and 2; =1 for 1 <i# j < n.
So, « =(1,1,---,1, 0 ,1,---,1) e F, F(a) = (1,1,---,1,0,0,1,--- ,1).

\i/ i1 n—i—1

The number(denoted by T3) of o € Fy(wt(a) = n — 1,n) in this case is
T3=(",)+1l=n+1

(4) wt(x) = n, that is, if wt(a) =n, then F(a) = (1,1, -+ ,1,1).

Combining the above four cases, we know that the number (denoted by T')
of value with F(z) is T=Ti + Ta + T3 = Y00 (1) + (,"y) +n+1=2"

Thus, F(z) is a rotation boolean permutation on F%. O

Remark 1. In Construction 1.

(1) We call f(z1,Z, ..., Tp—1,%n) = T1 DXToT3 -+ Tp_1 B ToX3 - Tp_12, & basic
function, denoted by fé)f‘

(2) It is easy to find that this boolean permutation F(z) = (f°, f%,---, f*71)
has some fixedly points, that is, F(x) = x. For example « = (0,0,--- ,0).
In order to eliminate these fixedly points, we can change F(x) =
(f07f17"' afnil) by G(l’) = (fOEBl,fla"' 7fn71)7 or by G(IZ’) = (foa.]d@
1, , f* 1), ete.

Lemma 2. Let f(z1,Z9,...;Tp—1,Tn) = T1T2X3 " Tp_1Z, be a Boolean func-
tion with n-variable. Then the Walsh spectrum is three values for any o € Fy:

2, wt(a) =0 mod 2, wi(a) > 0;
F(f®pa)=1 -2, wit(a)=1 mod 2;
2" — 2, wt(a) = 0.

Theorem 2. Let f(z1,2Z2,...,Tn—1,Tn) = 1 O Tag  Tp_1 D Tok3 " Tp_1Ty
be a Boolean function with n-variable. Then [ satisfies the following properties:

1. balanced;

2. deg(f) =n—1;

3. AI(f)=2;

4. Ny =2;

5. The Walsh spectrum is four values: {0,+4,2™ — 4}.



Designing the Light Weight Rotation Boolean Permutation 113

Proof. According to the definition of Walsh spectrum and Lemma 2, we have

F(foa)= 3 (-1

z€FY

§ (71)11 Brozr3-Tpn_10zT223 Tp_1ZnPajriBogr - Bontn

T€Fy
= (14 (c1)'®) Z (—1)72%8 " n—1@e2w5 120 Bazea- Ganan
(22,23, ,25)EFF 1
e GV D DG Vit
(@, sn_1)EFR T2

(_1)o¢n Z (_1)a2$2®"'@an—11n71]

—2
(T2, @y 1) EFY

0, a; =0,a; €Fe,2 <1< n;
) 4, a1 = Lwt((az, - ,an—1)) =1 mod 2, ap € Fa;
) 4, a1 = Lwt((az, - ,an-1)) =0 mod 2,ay, € Fy;
2" —4, a1 = Lwt(az, - ,an—1,a,)) = 0.

Based on the distribution of Walsh spectrum, 1,4 and 5 are easy to be proved.
It is easy to find the annihilator of f(x) is (1 ® x1)x,. Thus, AI(f) =2. O

Ezample 1. (1) For n = 4, then the truth table of this function in Theorem 2 is
f = (0202,0xfd) (in hexadecimal). The Walsh spectrum is .# = (0,0,0,0,0,0,
0,0,12, 4,4, 4, 4,4, —4, —4);

(2) For n = 5, then the truth table of this function in Theorem 2 is f = (0200,
0202, 0z f f, 0z fd). The Walsh spectrum is .# = (0,0,0,0,0,0, 0,0,0,0,0,0,0,0,
0,0,28, —4,4,4,4,4, —4, 4, 4,4, —4, —4, —4, —4, 4, 4).

(3) For n, then the truth table of this function in Theorem 2 is f =

(0200, - - - ,0200,0202, 0z f f, - ,0zf f, 0z fd).
—_——— —_——— ——
on—4_1 on—4_1

4.2 The Second Construction

Construction 2. Let
flx1, 22, s Tp1,%n) = Tp B Tpo1Tp—2 - TpL3L2L1 B TpTp_1 - T5L3L2

be a Boolean function with n(n > 5)-variable. Then F(x) = (f°, f', f2,---,
1) is a rotation boolean permutation.

Proof. According to the ANF of f(z), then f° =z, D2, 12,9 T52372(21 B
Tp), f1 = 21 @ TpTpo1 - TeTazs (T2 D 1), f2 = To B 112y - Trxs2a(T3 D
To), Pl = 1 D03 42221 (Ty D T,_1). There are five cases:
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(1) When wt(z) <n —3. Then &, 1Tp_o- " T5T3%2 = TpTp_1 - TeTaly =
cor = Tp_oXp_3---TaToxy = 0, that is, if o, € F§ satisfying 0 <
wt(a), wt(f) <n—3 and a # 3, then F(a) # F(B) .

The number(denoted byT}) of a € Fy(wit(a) < m — 3) in this case is T}

—4
>iso (3):

(2) When wt(z) = n — 3. Then only one of z, 1T, 2 T52x322,
TpTp_1 - TeLAT3, -+, Tp_oln_3- - XqTox1 1S equal to 1. For simplicity, let
Ty 1Tp_9 - T5T3xz = 1, we have 190 = 23 = 5 = -+ = Tp_o = Tp_1 = 1
and x1 = 24 = x, = 0. Thus if « = (0,1,1,0,1,1,--- ,1,0), then F(a) =

——
n—>5
(0,0,1,1,0,1,1,---,1).
———

n—>5

By the same method of Construction 1, denoted by the set A =

{(0,1,1,0,1,1,---,1,0), (0,0,1,1,0,1,1,--- , 1), ---,(1,1,0,1,1,--- ,1,0,0)}. It
n—>5 n—>5 n—>5
is easy verifies that F(«) # F(8) if o, 8 € A and « # (3.

Then let B = {a € F} | wi(e) = n—3,a ¢ A}. | B|= (,"5)— | A |=
(7:3) —n. Note that z,,_12p_—2 - T5T3T2=TpTp_1 - TeTaTs="+  =Tp_2Tp_3 -
x4wox1=0, if z € B. This means F(a) # F(B) if a, 8 € B and a # 0.

The number(denoted by T2) of a € F§(wt(a) = n — 3) in this case is Tp =

! ?3) When wt(x) =n — 2. Suppose 1 = -+ = 2,2 =1 and 2,1 = 2, = 0.
Then F(x) = (0,1,1,---,1,0). It is easy to verify that wt(F(z)) = n—2 for any
E/—/

wt(z) =n — 2, and F( ) # F(B) for wt(a) = wt(B) =n —2 and o # .
The number(Tg) of of a € Fy(wt(a) = n — 2) in this case is T = (,",).

(4) When wt(z) = n — 1. Suppose 1 = -+ = 2,1 = 1 and x,, = 0. Then
F(z)=(1,1,---,1,0). It is easy to verify that F(x) = x for any wt(z) =n — 1.
———
n—1

The number(Ty) of o € Fy(wit(a) — 1) in this case is Ty = n.
1

(5) When wt(z) = n. Then F( 71, 1) = (1,1,---,1). The number(T5)
H—/ ——

In this case is T5 = n.

Combining the above five cases, we know that the number(denoted by T') of
value with F(z) is T = T1 + T+ T3+ Ty +T5 = S0 (1) + 00 (1) + (") +
n+1=2"

Thus, F(z) is a rotation boolean permutation on F%. O

Remark 2. In Construction 2.

(1) We call f(z1,@,....Tn—1,%n) = Tp ® Tp_1Tp_2 - T5T3T2T1 D TpTp_1 -
r5r3x2 a 2-nd basic function, denoted by fblf.

(2) It is easy to find that this boolean permutation F(z) = (f°, ft,---, f*71)
has some fixedly points, that is, F'(z) = «, for example (0,0,--- ,0). In order
to eliminate these fixedly points, we can change F(z) = (f°, f%,---, f* 1)

byG(x):(fO@lvflv ,fnil),OI‘byG(.’ﬂ):(fO,fl@]_,'-- afnil)vetc'
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Ezample 2. The truth table of =z, ® x,_1Tpn_o- - XT5T3T2T1 B TpTp_1---
x5x322(n > 5) has the following property:

(1) For n, the truth table is (0200, --- ,0200,0202, 0202, Oz ff,---,0xff,
—_— —_—
gn—4_2 gn—4_2
Oz fd, Oz fd);

When n = 5, the truth table is (0202, 0202, 0z fd, 0z fd);

When n = 6, the truth table is (0200, 0200, 02:02, 0202, 0z f f,0x f f, 0z fd,
Oxfd).

(2) This Boolean function satisfies f(a) ® f(a® 1) =1 for any a € F5.

Theorem 3. Let f(x1, 22, ..., Tn—1,Tpn) = Tn BTp_1Tp_2 - T5L3T2L1 B LpTp_1
- x5x3%2 be a Boolean function with n-variable. Then f satisfies the following
properties:

1. balanced;

2. deg(f) =n—2;

3. AI(f) =2;

4. Nf = 4,‘

5. The Walsh spectrum is four values: {0,+8,2™ — 8}.

Proof. 1t is easy to proof. O

4.3 The Third Construction

Construction 3. Let
fT1, 22, s Tpe1, &) = Tp B Tpo1Tp—2 -+ - T7LEL3T2 B Tp_1Tp—2 - - - T7TEL3T2L1

be a Boolean function with n(n > 6)-variable. Then F(x) = (f°, f', f%,---,
1) is a rotation boolean permutation.

Proof. According to the ANF  of  f(z), then  f9 =
TnPTp—1Tn—2- - x7z6x3x2(x1 @1)7 fl =1 DTpTp—1""" x8z7x4x3(x2®1), f2 =
LB Ty, - Tosl584(23BL), - [T = 2y 1 BTy 2Tz TeTsToT (T, B1).
There are six cases:

(1) When wt(x) < n — 4. Then @, _12n_9- - T7LelsTa = LpTp_1- - TsT7
T4T3= XT1Tp -+ TQLYTEL4= -+ Tp—2Tp_3 - TeLsTax1 = 0, that is, if o, 5 € F§
satisfying 0 < wt(a), wt(8) < n — 3 and « # 3, then F(«) # F(B).

The number(denoted by T7) of a € F§(wt(a) < n —4) in this case is 71 =
iy (7):

(2) When wt(x) = n—4. Then only one of &, _12Zy,—2 - - T7ZeX3T2, TpTp—1 - -

TYLTL4T3, T1Ly - - LQLRLELY, **y Lp_2Tn_3 - LeTsTax1 i equal to 1. For sim-
plicity, let ,,_12Xp—_2- - T7xg2x3T2 = 1, Wwe have x,,_1 = Tp_o9 =+ =T7 = xg =
x3=wx9=1and 21 = 24 = x5 = ©,, = 0. Thus, if « = (0,1,1,0,0,1,1,---,1,0),
—_———
n—6

then F(a) = (1,0,1,1,0,0,1,1,--- ,1).
————

n—=6
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By the same method of Construction 2, denoted by the set A = {(0,1,1,0,0,

1317"'3170) (00a1315007171a"'v1)7 (10071a1a0071717"'v1)a Ty
—6 —6 —6
(1,1,0,0, 1,1,---,1,0,0)}. It is easy verifies that F(a) # F(B) if o, € A
—_———
n—=6
and «a # .

Then let B = {a € Fy | wi(a) = n— 4a¢A}\B|—( N |A|—( N
n. Note that ©,,—1Zp—2 - L7 TeX3Ta= TpLp_1 - LILTLALI= L1 Ly * * + LLL5L4=
o Tp_oTp_3- - Texsroxy = 0, if x € B. This means F(«) # F(B) if o, € B
and « # .

The number(denoted by T2) of a € F§(wt(a) = n —4) in this case is Tp =
(n ?2’)) When wt(x) =n — 3. Suppose 1 = - = a3 =1 and &9 = 2,1 =
Zn = 0. Then F(x) = (0,1,1,---,1,0,0). Tt is easy to verify that wt(F(z)) =

—_——
n — 3 for any wt(x) = n — 3, and F(a) # F(0) for wt(a) = wt(f) =n — 3 and
a# f.

The number(T3) of of o € Fj (wt(e) = n — 3) in this case is T = (,," ;).

(4) When wt(z) =n — 2. Suppose £1 = -+ = xp,_o = 1 and z,_1 = x,, = 0.
Then wt(F(x)) = wt((0,1,1,---,1)) = n — 1. Meanwhile, suppose z3 = x4 =

n—1
=z, =1 and z; = 23 = 0. Then wt(F(z)) = wt((1,0,1,0,1,1,---,1)) =
n—4
n — 2. It is easy to verify that there are two cases:

(1) When wt(xz) = n — 2 and there are two consecutive locations in x are
equal to 0, that is, ; = z;41 = 0(1 < ¢ < n). Then wt(F(x)) = n — 1, and
F(a) # F(PB) if a, B(a # B) are in this case. The number of x in this case is n.

(2) When wt(z) = n — 2 and there are two discontinuousness locations in z
are equal to 0, that is, z; = z; = 0(1 < i < j < n). Then wt(F(z)) = n — 2,
and F(«a) # F(B) if «, B(a # () are in this case. The number of x in this case
is (5) — n.

The number(7}) of o € F% (wt(a) = n—2) in two cases is Ty = n+ (5) —n =

n

2
(5) When wt(x) = n — 1. Suppose ©1 = -+ = z,_1; = 1 and x,, = 0. Then
F(z) = (0,1,1,---,1,0). It is easy to verify that wt(F(z)) = n — 2 for any
—_———

n—2
wt(x) =n —1, and F(a) # F(B) for wt(a) = wt(f) = n —2 and a # 8. The
number(7T5) in this case is Ts = n.
(6) When wt(z) = n. Then F(1,1,---,1)=(1,1,---,1).

Combining the above five cases, we know that the number(denoted by T') of
value with F(z)is T =Ty + To+ Ty + Ty + Ts +1 = 370 (") + (") + (,"5) +
(5) +n+1=2"

Thus, F(z) is a rotation boolean permutation on F%. O
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Remark 3. In Construction 3.
(1) We call f(x1,X2,..os Tn—1,Tn)=Tp B Tn_1Tpn_2 - T7TeL3Ts D Tp_1Tpn_2
- x7rex3T2x1 a 3-th basic function, denoted by szf
(2) It is easy to find that this boolean permutation F(z) = ( Lo fmh
has some fixedly points, that is, F/(x) = z, for example (0,0, - O) In order
to eliminate these fixedly points, we can change F(z) = ( f , ,f" 1) by

G(x):(f()@]-vfla"'ufnil)vorbyG%x):(f07f1®17 .’f ) etc.

Ezample 3. The truth table of f(z1,22,....,Zn-1,Tn) = Tn ® Tp_1Tp_o---
T7Tex3T2 B Tyy—1Tn—2 - - T7TeT3x221 (N > 6) has the following preposition:

(1) For n, the truth table is (0z00,--- ,0x00, 0202, --,0x02, 0z ff,--- ,0zf f,

oan—4_4 4 on—4_4

—_———

4
When n = 6, the truth table is (0202, 0x02,0x02,0x02, 0z fd, 0z fd, 0x fd,
O0xfd); When n = 7, the truth table is (0200, 0200, 0200, 0200, 0202, 02:02,
0202,0x02,0xf f, 0z f f,0xf f,0xf f,0xfd,0x fd,O0x fd,0x fd).
(2) This Boolean function satisfies f(a) @ f(a® 1) =1 for any a € F5.

Theorem 4. Let f(x1,Z2,...,Tn—1,Tn) = Tp ® Tp_1Tp_2 " L7LeTaTz D Tn_1
- xrxer3Tor1 be a Boolean function with n-variable. Then f satisfies the fol-
lowing properties:

1. balanced;

2. deg(f) =n—3;

3. AI(f) =2;

4. Nf = 8,‘

5. The Walsh spectrum is four values: {0,+16,2™ — 16}.

Proof. 1t is easy to proof. O

In hardware implementation, we find some good properties:

(1) The three classes of rotation boolean permutations are fully determined
by the basic Boolean function, respectively. This means, we need only store one
Boolean function in a permutation with n-input, but not n Boolean functions.

(2) The truth of the three classes of rotation boolean permutations are 4-value
{0200, 0202, Oz f f, Oz fd}, it consumes very little storage space.

(3) The ANF of the three classes of rotation boolean permutations has 3
monomial forms, it consumes a small number of gates.

From here we see that the three classes of rotation boolean permutations can
be used in encryption algorithm with Wireless sensor network and Internet of
Things.
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5 Conclusions

In this paper, we gave some light weight of the rotation boolean permutation
are perfectly characterized by the matrix of linear expressions. Three methods of
rotation nonlinear boolean permutations are constructed. The sub-functions of
the three permutations have three monomials, high degree, 2-algebra immunity.
All three classes of rotation nonlinear boolean permutations are fully determi-
nation by the first component Boolean function, respectively.
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