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Abstract. The chapter introduces a comparative analysis of the complexity of
the Tate pairing operation on a supersingular elliptic curve and the complexity
of the final exponentiation in the tripartite key agreement cryptographic proto-
col. The analysis takes into account a possibility of using different bases of finite
fields in combination. Operations of multiplication and multiple squaring in the
field GF(2") and its 4-degree extension, of Tate pairing on supersingular elliptic
curve and of final exponentiation are considered separately and in combination.
We conclude that the best complexity bound for the pairing and the final
exponentiation in the cryptographically significant field GF(2'°!) is provided by
the combination of the polynomial basis of this field and 1-type optimal basis of
the field expansion.
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1 Introduction

The idea of combining bases to accelerate computations in finite fields was first
introduced in [1] on the basis of the estimates of complexity of transformations of bases
in the fields possessing the 2- or 3-type optimal normal basis (o.n.b.) [2]. In [3-5], a
number of modifications of the multiplication in these bases have been proposed. In
particular, in [5] multiplication algorithm in the so-called optimal polynomial basis of
type 2 (in the terminology of [1] - almost polynomial basis (a.p.b)) using the multi-
plication operations in the ring GF(2)[X] is described and estimated. The product is
converted into a.p.b. using a permutated o.n.b., i.e. by means of operations without
reduction modulo an irreducible polynomial.
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Recall that 1-type o.n.b. in the field GF(2") occurs if p = n+1 is a prime number,
and 2 is a primitive root mod p, 2-type o.n.b. or 3-type o.n.b. arise when p = 2n + 1 is
a prime number, and the field characteristic 2 is a primitive root modulo p. If p=3
(mod 4), and 2 is a quadratic residue, we have 3-type o.n.b, otherwise 2-type o.n.b.

As used in this paper, the field GF(2'°!), has 3-type o.n.b. and its 4-th degree
extension has 1-type o.n.b.. Availability o.n.b. allowing to speed up the operation of
raising to a power equal to the power of the field characteristics, or the scalar multi-
plication of the elliptic curve point by the power of the field characteristics, as well as
the operation of the square root extracting.

Polynomial basis p.b. of these fields has generators, which are the roots of the
irreducible trinomials that simplifies the implementation of the operations of multi-
plication in these bases. Thus, there is reason to explore the possibility of sharing o.n.b.
and p.b. in the implementation of the various stages of cryptographic protocols.

In this paper, we concretize the idea of using combinations of bases in relation to
the implementation of the tripartite key agreement protocol [6] in arithmetic super-
singular elliptic curve over a cryptographically significant field GF(2'!): tacking into
account security parameter k = 4 for supersingular elliptic curve over this field, security
of discrete logarithm problem in group of elliptic curve points is equivalent to security
of this problem in multiplicative group of order 27%* — 1 [7]. Recall that this protocol is
one round. System parameter is a point P of supersingular elliptic curve over the
ground field GF(2").

Each of the three participants A, B and C selects a private key «a, b and ¢, computes
and publishes the public key KA = aP, KB = bP and KC = cP. Then each of them
receives the public keys of other participants, calculates an element e(bP,cP), e(aP, cP)
or e(bP, aP) of the field GF(2"*) performing the Tate pairing operation e with two
points of an elliptic curve and then the operation of the final exponentiation (raising to a
power equal to the quotient of the order of the group GF(2"*)" on the order of the
elliptic curve). The final step is to calculate the shared secret key by exponentiation of
the result to the power a, b and c respectively. The chapter provides upper bounds on
the number of elementary operations in the pairing and the final exponentiation phases
of the said cryptographic protocol. The rest part of chapter contains Sect. 2 were
operation of multiplication and multi squaring in distinct bases of the field GF(2'°!) are
considered, Sect. 3 that is devoted to these operations in 4-degree extension of this field
comparing their complexity for distinct combinations of bases of basic field and its
extension. In Sect. 4 we compare complexity of pairing and final exponentiation
operations separately and totally for distinct combinations of bases. In conclusion the
comparison results are summarized.

2 Bases and Operations in GF(2")

Consider a sequence f; =o' +o~' € GF(2"),n=191,i € Z. The set {1,f,,...,
Bi,....p1 '} is called a polynomial base (p.b) of GF(2"), the set
{Brso s B BiY({Brs - By, BT*}) forms an almost p.b (a.p.b) of GF(2")
(doubled a.p.b). The set {&;, ..., Eiyvn s &y} = { fo, e fH, . .,Bfm} is an optimal



168 S. Gashkov and A. Frolov

normal base (0.n.b) of GF(2"). The set {f,..., i, B} (or{B1,-- o, Bis- s Pant)s
Bi = &xiyoi = 1,...n, where T is a permutation

(i) = 2" mod pif 2" mod p <n,
| (p—2%) mod pif2 mod p > n,

p =2n+1, is called a permuted o.n.b. (p.o.n.b) (or doubled p.o.n.b).

Let T (T~"') denote the operation of the conversion from a.p.b to p.o.n.b (from p.o.n.b
to a.p.b). If 28 <n < 2%+, then the conversion complexity (number of xor-operations)
satisfies the recurrent inequality Ly(n) < Ly (n — 2*) + Ly (2) + n — 2* with the initial
value L7 (2) = 0. This recurrence can be solved as Ly (2¢) <2¢7!(k — 2) + 1 [5]. Note,
that the weaker bound Ly (2k ) < k-1 (k) + 1 was derived in [1] due to the overestimated
initial value Ly(2) = 2. From this inequality one can obtain estimations Ly (191) = 513,
Lr(382) = 1227. Trivially, the complexity of the operation D of the conversion from d.
p.o.n.b to p.o.n.b. is n-1.

Following [5], we multiply elements of GF(2") represented in a.p.b as elements of
the ring GF(2)[X] getting the product in d.a.p.b. Denote this operation xg. Also fol-
lowing [5] we denote Bottom(a) and Top(a) the lower half of product and product after
replacing of its lower half with zeros). We implement two multiplication operations in
a.p.b:

Y Xqppp Z With result in a.p.b,

Y Xgppy Z With result in p.o.n.b,:

Y Xgpbp 2 = Bottom(e) + T~ (D(T(Top(c)))),

Y Xappn 2 = T(Bottom(c)) + D(T(Top(c))),

where ¢ =y Xg z, «+» is n-bit xor.

It follows that complexity of each of these operations (number of logical opera-
tions) L(Xappp) = L(Xgppv) = M(n) + Ly (2n) +2n where M(n) is complexity of
operation Xy (transformation D in this case is performed without “xor” - operations).

Implementing ¢ = T(y) xg T(z) instead of ¢ =y xgz we obtain also two multi-
plication operations in p.o.n.b:

Y Xponpp Z With result in a.p.b,

Y Xponpn Z With Tesult in p.o.n.b.

Complexity of each of these operations L(Xpoup) = L(Xponpn) = M(n) 42 *
Ly (n)+ Lr(2n) +n.

Denote X,y multiplication in p.b. in the field GF(2") with minimal polynomial
Ponp(X) that root generates o.n.b. It can be performed converting operands to a.p.b.,
executing X gpp and converting the product back to p.b. Mentioned converting’s are of
complexity n. Hence complexity of multiplication Xy iS L(X gppp) + 31

P.b. is organized using the root of trinomial Pp,(X) instead Ponp(X). Let R(x) be the
modulo trinomial reduction of complexity 2n. Then multiplication in p.b. of GF(2") is
denoted and described as y xgz=R(x xgy). Its complexity is limited to
M(n) + 2n. Squaring in p.b. is performed by an algorithm that directly take into account
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the reducing of the vector-result. Below we denote this operation z}g? =72 Its com-
plexity is limited to n, but symbolically synthesis for n = 191 gave the squaring pro-
gram with only 99 xor’s.

Denote Z,(;]o)nb =z a raising to power 2/ operation implemented to element z in p.o.

n.b. with result in a.p.b.:

fori=(1,n):

bli] = a[r[r (i) —j]]

c=T(b).

Its complexity equals 0, because logical operations absent.
(0] /

Operation z.), = T~ (T(z)2]) is implemented to element z in a.p.b. with result in

a.p.b. Its compl(z)xity is 2Ly (n).

Operation zfllsz = T(z)zj is implemented to element z in a.p.b. with result in p.o.n.b.
Its complexity is L.

Operation 11(9121\/ =T (z)2j is implemented to element z in p.b. (for minimal poly-
nomial Py, (X)) with result in p.b. Its complexity is 2Ly (n) +n).

Denote zl()’; a raising to power 2/ operation to element z in p. b. (for minimal
polynomial Py,(X)) with result in p.b.:

cC=1Z
Jori=(1,j):

1
c= c[()b

Its complexity is bounded by nj (for n = 191 one can take estimate 99j).

In Table 1 there are represented the numbers of logical operations “xor” and “and”
(denoted @ and &) and the total numbers of these operations in rows {, &} for
multiplication and squaring in distinct bases of GF(2'°!). Here and below we assume
implementation the fastest of the stated algorithms for multiplication in the ring
GF(2)[X] [8]. Here and below in tables there are represented data derived from esti-
mates of the complexity of operations and confirmed by computer experiment. Column
“A over the ring” contains numbers of operations without operations Xz of multipli-
cation in the ring.

3 Multiplication and Squaring in GF(2!°1*%)

The field GF((2'")*) contains a 1-type o.n.b. over the subfield GF(2'°!). Operations
of addition, multiplication, and squaring in these bases can be implemented using
operations in GF(2'"!) in p.b, a.p.b, or p.o.n.b of this basic field. It follows that there
are 6 combinations of bases of basic field and its extension, and each of them can be
chosen to implement operations of Tate pairing, final exponentiation, and operation of
secret working key computing. Together with operations considered in the second
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Table 1. Comparison of Operations in GF(2'°!)

Bases of Minimal Logical Squaring | j-Times Multiplication | A over
GF(2"") | polynomial | operations squaring the
ring
a.p.b. Ponb(X) @ 1026 1026 15798 1418
& 0 0 5724 0
{D,&} 1026 1026 21522 1418
p-o.n.b. Ponb(X) @ 0 0 16311 1931
& 0 0 5724 0
{D,&} 0 0 22035 1931
p.b Ponb(X) @ 1408 1408 16371 1991
& 0 0 5724 0
{D.&} 1408 1408 22095 1991
p-b Ppb(X) @ 99 99;j 14758 378
& 0 0 5724 0
{D,&} 99 99j 20482 378

section, algorithms of these operations use operations of multiplication in 4-degree
extension of the field GF(2") and operation of raising to power 2/.

Let agﬁb_wj denote the operation of raising an element a to the power 2/ using
V)
ap

Let X pp_4np be a multiplication using a.p.b. of basic field with multiplication X,
and p.b. of its extension.

operation z,, . of basic field and p.b. of its extension.

Analogous notation az(zil)ab_4nNa aggnb_4nP7 a}:’an_z;nN, X apb_4nN> X ponb_4nP> X ponb_4nN>
X pb_anp» Xpb_4nn are used for operations in other combinations of field extension and
basic field.

Denote +4, an addition in field extension in any of its basis and any basis of basic
field, its complexity equals 4n.

In can be shown that operations X .5, 4nNs X ponis_4nN> X pb_4nn €an be implemented
performing 9 multiplications an 22 additions in the field GF(2").

So complexity of X5 4ny equals 4 L(Xgppn) +22n. Complexity of operations
X apb_dnP> X ponb_anP>» X pb_anp €Xceed these values of 6n accordingly numbers of n-bit
additions for converting between o.n.b. and p.b. of field extension.

Complexity of multiple squaring is estimated analogously.

Numbers of logical operation for multiplication in distinct bases of the field
GF(2'°!) and its extension are presented in Table 2.
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Table 2. Comparison of Operations in GF(2!91x4)

Base of | Minimal Logical and n- | Numbers of logical operations if there are used the bases of
GF(2") | polynomial | bit operations | GF(2"**) over GF(2"), n = 191:
o.n.b. p.b
X squaring | 661-times | X squaring | 661-times
squaring squaring
a.p.b Ponb(X) 53} 146384 | 4104 1026 147530 | 5250 5250
& 51516 |0 0 51516 |0 0
{D,&}) 197900 | 4104 1026 199046 | 5250 5250
p.o.n.b | Ponb(X) 53} 151001 | 0 0 152147 | 1146 1146
& 51516 |0 0 51516 |0 0
{D.&} 202517 |0 0 203663 | 1146 1146
p.b Ppb(X) 52} 137024 | 396 65439 138170 | 1542 261756
& 51516 |0 0 51516 |0 0
{D.&} 188540 | 396 65439 189686 | 1542 261756

4 Tate Pairing and Final Exponentiation Operations

Let us consider four variants of Tate pairing computing with root extraction on
supersingular elliptic curve ¥ = X3+ X +b [9].

(a) A.p.b. of the field GF(2""), o.n.b of its extension.

Algorithm Pairing_apb_onb(at, B, X, ¥, taps_ons, b) for pairing of points P = (a, p),
Q = (x,y) using pairing parameter t,,, ,n» (an element of the extension field with all
coefficients being 0 s and 1 s of the field GF(2'°!)), b = 1, (identity element rep-
resented in a.p.b of GF(2")).

C= [lapbv lapb’ lapb’ lapb]
t= tapb_anh

_ ¢
S = typp_ann

for i = (1,n):
1
o = Ogppp (1)
B = aaphP ®
Z = 0+X

V= axapbPX

W =7+ V+B+y+1,

u= [Zxapth[O])» zxapth[l])7 ZXapth[z])s zxapth[?’])s):
V= Z+1apb

r= [anpthupbs [0]7 VXapst[l]’ VXapst[ZL anpbPS[3]]
vV = [W,W,W,W] + 4,0 + 4,I

Complexity of this algorithm estimated accordingly numbers if multiplication,
addition and squaring operations in them:
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LPairing_aph_onb( ) 191(2L( 0 ) + 2L( a;,9bO ) +L(XaphP) +L(><apb_4nN) + ISL( + ))

Remark that here and below multiplication with multiples t or s containing trivial
elements are not taken into account in assessing complexity of pairing, L(+) is com-
plexity of addition in GF(2'°!).

(b) P.o.n.b. of the field GF(2'"), o.n.b of its extension.

Algorithm  Pairing_ponb_onb(at, B, X, ¥, tyons_ons, b) for pairing of points
P = (a,B), Q = (x,y) using pairing parameter t,o.;_on» When b = 1,,,, (that is, the
identity element represented in p.o.n.b. of GF(2")) differs from just considered only in
the type used in operations in the notation of which “apb” is replaced by “ponb”, 1, is

replaced by 1,5,
Hence complexity of this pairing operation is represented by formula

Lepairing_ponb_ons(n) = 191(2L(z (Lnb) + 2szzﬁ(1)a) + L(Xponsp) + L(X ponb_ann) + 15L( +)).

(c) A.p.b. of the field GF(2'""), and p.b. of its extension.

Algorithm Pairing_apb_pb(a., B, X, Y, taps_ps», b) for pairing of points P = (a1, B),
Q = (x,y) using pairing parameter t,p,_,, When b = 1,.

C= [1apbv Oapb’ Oapb’ Oapb]

t= tapbpb
s=t o
= YapbpbapbP_4nPb
for i = (1,n):
1
a = aapbP M
B = Bapor
= PapbP
Z = 0+X

V = 00X X
W=zZ+V+p+y+ 1,

u = [Z2X pppt[0], ZX opppt[1], 2X 4pppt[2], Z2X opppt[3]]
vV =17+1 4

r= [vXapbPS[O]sVXapbPS[l]svxapst[z]’ VXapbPS[S]]
V= [W Oapbs Oapln 0 pb] + 4,0 + 4,F

C= CxajpbP 4nPb¥Y

X = XapbP
(n—1)

Its complexity is the following:

(190)
LPairing_apb_pb(n) = 191(2L( ) ( apb )
+ L(Xapbp) +L(Xapb_anp) + L1IL(+)).
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(d) P.o.nb. of the field GF(2!°!), p.b. of its extension.

Algorithm Pairing_ponb_pb(a, B,X,, tyens_p», b) for pairing of points P = (a, B),
Q = (x,y) using pairing parameter t,,,;_,» When b = 1,,,_p» can be obtained from
the considered algorithm Pairing_apb_pb(a, B, X, y, t,ps_p»,b) via substitution of
indices of operations, pairing parameter, and the field identity element. Its complexity
is estimated by formula
Lpaiing_pons_pp (1) = 191(2L(z1),) +2L(Z\ 1))
+ L( Xpaan) + L( Xponb_élnP) + 11L( + ))

Now consider two variants of Tate pairing computing without root extraction on
supersingular elliptic curve ¥ = X> + X +b [9].
(a) P.b. of the field GF(2'""), o.n.b. of its extension.

Algorithm Pairing_pb_onb(a, B, X, ¥, t,s_om», b) for pairing of points P = (a1, B),
Q = (x,y) using pairing parameter t,;_,,, When b = 1.

C = [1pb’ 1pb’ 1pb9 1pb]

t= tpbonb
T
u=x
v=u
Y=Y
for i = (1,n):
o= aly
B = Bpél‘o)
W = aXpp(V + 1) + uty + b+((n-1)/2),
vV = a+V
r=v+l,,

a=[w+ vxput [0] + rXx,8[1], W + vX,5t,5[2] + rXx,,s[3],
W+ VX8 [0] 4+ 1X58[1], W + vX,58[2] + 1X,,;8[3]]

C= C;:)Ib)_4nN X pb_4nNa

u=u+v+l,

v=v+ 1,

Its complexity is estimated as follows:

LPairing_ph_onb (I’l) =191 (2L(Z‘§;}a)) + 2L(Z;:‘1t)) + 2L(Z¢(1131(i)1))

+ L(%pn) + 2L 0%ph_an) + L (aly) 4y ) + 16L(+)).

(b) P.b. of the field GF(2'!), p.b. of its extension.

Algorithm Pairing_pb_pb(a,B,X,y,t,s_pp,b) for pairing of points P = (a1, B),
Q = (x,y) using pairing parameter t,, when b = 1, differs from just considered in
four rows:
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C= [lph’ Oph: Opb’ Opb]
t= tph _pb
s =)
pb(l4)nP
C = Gy npX pi_anp

Its complexity is represented by formula

LPairing_pb_onb (l’l) = 191 (ZL(ZI(;};) ) + 2L(Z1(:}t)) + 2L(Z£15z[i))))

o+ L0¢p) + 2L < pp_ane) + L (al}) 4 ) +16L(+)).

Table 3 presents data on the number of logical operations executed considered
pairing algorithms on supersingular elliptic curve ¥> = X> +X + 1 over GF(2"") (1
corresponds to 29910607 “xor”, or 10875600 “and” or 43094757 of both these
operations). In the tables below we also provide better bounds (given in parentheses)
obtained via conversion to a basis with faster implementation of the corresponding
operation.

Table 3. Comparison of complexity of pairing algorithms

Base of Minimal Logical and n-bit Relative numbers of logical
GF(2") polynomial operations operations if there are used the
bases of GF(2"™4) over GF(2"),
n =191
o.n.b. ‘ p-b
Algorithms with root extraction
a.p.b Ponb(X) @ ~1.0753 ~1.0826
(~1.0753)
& ~1.0053 ~1.0053
{D.&} ~1.0551 ~1.0605
(~1.0551)
p.o.n.b Ponb(X) @D ~1.0826 ~1.0928
(~1.0753) (~=1.0754)
& ~1.0053 ~1.0053
{D,&} ~1.0590 ~1.0680
(~1.0551) (~=1.0551)
Algorithms without root
extraction
p.b Ppb(X) 2] 1 ~1.0122(1)
& 1 ~1
{D,&} 1 ~1.0089(1)

For the considered supersingular elliptic curve over the field GF(2'°!), the final

exponent is
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d =3091630018413806675756281512823633589197041669549687929671602408959
840129378579594402937527601299349322226669494907787798498735918079301
8784436808613949303377539749281529855.

Taking into account that in binary expansion of this number the units take the
places 0-95, 97-190, 192-381, 478, and 573 one can represent this exponent as

d

= ((a02286 + a1)295 + a2)297 + as.

(2% + 1)2%%0 ¢ (2190 _ 1))295 + (294 _ 1))297 + (296 _ 1)

As a corollary, final exponentiation algorithm corresponds to the formula

286

x! = (%)

Y1 =X%,y, =x%,y3 =x%,

95
)2

297 a
¥2)" y3, where y, = x® =x

can be computed by the

9

1,2,4,8,10,14,20,40,80,94,96,160,180,190 of lengths 13.
This allows obtaining the following program of final exponentiation using a.p.b. of
basic field and p.o.n.b. of its extension.

x and the remaining elements

additive  chain

X = a;

= <D .
V= XapbP74N’

Zy = VX apr74NX;

Z = VXapbN_aNL1;

— -2 .
V = ZiponbP_4N5

V= ZXaphP74nNV;

— ,® .
V = Z,onbP_4N5

Z; = VX apbP74nNzl 5

z= yXapr_4Nz;

— v® .
V= XapbP74Ny

— @ .
V2 = XapbP_4N>

z= VXaphP74nNZ2;

Vipo =X z(z;(;;)ty/v;

Z = V3XapbP_4nNZ3;
Zo = 25X gpbP_anNZ;
Z = Vo XapbP_anNY25
Z = VgX apbP74nNZ;
Z = V10X apbP_anNL;
z= yg)zi?anAN;

— 5, 00D .
72=1 apbP_4N>

Z3 = L3 X gpbp_anNL2;
Z5 = VX apbN_anNZ4;
V=X z(z;;}:)P_zw;

Y3 = Z1 X 4pbP_anNZ;
Z = V3X appp_anNZ;
Y1 = 22X 4pbp_anNZ;
= ZXapr,4nNy1;

z= Z><aphFL4nNy3;

24 = IpX gpbN_4nNZ2;
(40) .

X apbP_4N5

Z = VX gpbP_anNZ;
— ¢ 80 .

V=X apbP_4N»

Z = V3X apbP74nNZ;
— 9% .

z= Xpoan_4Ns
— ,095) .

z= zpoan74N,

c =2z

V3 =X Ez?;()b)ﬂw;

z= VXupbP_4nNZS;
Y2 = Vi X apbP_anNZ;
Z = ZgXV;

Z = V3X apbP74nNz4;
Yo = ZX appP_4nNX;

Z = ZX gppP_4nNY2>

Programs for other combination of fields bases differ only by operation notation.

These programs contain 17 multiplication and 14 multi squaring’s in the field
GF (2%, 1t is easy to write formula of complexity of these operations and compute
their values that are given in Table 4 (1 corresponds to 3421756 logical operations
“xor” and “and”). In each case 374 additions, 153 multiplications and 2644 squaring’s
in GF(2"!) are executed.

Table 4. Final exponentiation, n = 191

Base of GF(2") | Minimal Logical and n-bit Bases of the field GF(2"4) over
polynomial operations GF(2"), n = 191:
o.n.b. p-b.
a.p.b. Ponb {D.&} 1 ~1.0103(~1.0004)
p.o.nb. Ponb (®.&) ~1.0061(~1.003) | ~1.0165 (~1.0005)
p.b. Ppb (®.&) ~1.0134 ~1.0192(~1.0135)
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In three partite key agreement protocol, final exponentiation is performed after
pairing operation. In Table 5 there are represented total numbers of logical operations
for implementations of this composition in distinct combinations of bases (1 corre-
sponds to 44310956 logical operations “xor” and “and”).

Table 5. Comparison of composition of pairing and final exponentiation, n = 191

Bases of GF(2") | Minimal polynomial | Bases of the field GF(2"**) over GF(2"),
n=191:
o.n.b. p.b.

a.p.b Ponb(X) ~1.0498 ~1.0555(=1.0498)

p.o.n.b Ponb(X) ~1.05381(=21.0498) ~1.0629(~1.0499)
Algorithms without root extraction and final
exponentiation

p.b  Ppb(X) 1 | ~1.0087(~1)

5 Conclusion

In this chapter, implementation of algebraic operations in finite fields possessing 2-type
or 3- type optimal normal basis and in its 4-degree extension has been comparatively
considered taking into account possibility of using distinct combination of bases.
Comparative data were also obtained on the complexity of the implementation of
pairing and final exponentiation operations in a three-partite key agreement protocol.
Based on these data, we can conclude that although for final exponentiation the best is
combination of almost polynomial basic of the base field and optimal normal basis of
its extension, pairing and final exponentiation are performed faster in polynomial basis
of GF(2'°!) and optimal normal basis of its extension. At the same time, it can be noted
that the differences in the complexity of implementation with the use of different
combinations of bases are not so significant. The advantage of a polynomial basis of
the base field is a consequence of the peculiarities of the pairing algorithm without root
extraction.
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