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Abstract Even the interaction between technology and healthcare has a long
history, the embracing of e-health is slow because of limited infrastructural
arrangements, capacity and political willingness. Internet of Things (IoT) is
expected to usher in the biggest and fastest spread of technology in history,
therefore together with e-health will completely modify person-to-person, human-
to-machine and machine-to-machine (M2M) communications for the benefit of
society in general. It is anticipated that the loT-based e-health solutions will rev-
olutionize the healthcare industry like nothing else before it. The rapid growth of
IoT, Cloud computing and Big data, as well as the proliferation and widespread
adoption of new technologies and miniature sensing device, have brought forth new
opportunities to change the way patients and their healthcare providers manage
health conditions, thus improving human health and well-being. The integration of
IoT into the healthcare system brings numerous advantages, such as the availability
and accessibility, the ability to provide a more “personalized” system, and high-
quality cost-effective healthcare delivery. Still, the success of the IoT-based e-health
systems will depend on barriers needed to overcome in order to achieve large-scale
adoption of e-health applications. A large number of significant technological
improvements in both hardware and software components are required to develop
consistent, safe, effective, timely, flexible, patient-centered, power-efficient and
ubiquitous healthcare systems. However, trust, privacy and security concerns, as
well as regulation issues, identification, and semantic interoperability are pivotal in
the widespread adoption of IoT and e-health together. Therefore, developing a
climate of trust is one of the most important tasks that must be accomplished for
successful e-health implementations. This chapter analyzes the ideas and impacts of
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IoT on the design of new e-health solutions and identifies the majority of challenges
that determine successful IoT-based e-health system adoption.

Keywords Internet of Things . E-health . Expectations - Concerns

1 Introduction

Healthcare, as an essential human right, is in the interest of every human being and
can be considered as fundamental for a functioning society. The research of
healthcare systems’ role and the importance in the quality of life and social welfare
in modern society nowadays is broadly performed in order to help produce better
decisions on policy design and implementation of healthcare systems at global,
national and sub-national scales [6, 116]. Longer and healthier human’s life makes
the population more productive what implies the important contribution of health to
economic well-being.

Healthcare systems and services in a new era in medicine and technology are
essential for accomplishing the healthcare needs of individuals and populations.
Thus, effective public health systems are designed to take care of the health of target
populations which constant growth requires new, more advanced and efficient
healthcare solutions [91]. To develop and evaluate innovative approaches for
improving the quality of healthcare, innovations in the organization, funding, roles
of health professionals as well as the use of technology, are equally important. With
the present Information and Communication Technology (ICT) development,
healthcare, as well as every aspect of human life today, has been revolutionized. In
other words, the impact of technology in healthcare is immense—the rapid
advancements in the ICT have changed healthcare systems locally and globally.
Hence, a fundamental change over the last decades in both ICT and the medical
sector, has switched the traditional view of health, where healthcare delivery has
been designed around the provider (located in hospitals or clinics), to a new and
multifaceted scenario, where the care goes to the patient, instead of the patient
going to the care [38, 75]. The application of ICT to human health is one of the
leading research goals for the 7th and 8th Framework Programs of European Union
(EU). Beyond the technological factors, it is important to highlight that socioeco-
nomic and political factors have also a significant influence on the evolution of
digital healthcare (Fig. 1).

As can be seen in Fig. 1 healthcare is outstandingly affected by technological
advancements [61]. Technological breakthroughs change healthcare in all its areas,
creating a new vision of healthcare known as e-health. E-health with the help of
ICTs creates novel opportunities for information distribution, interaction and
joining forces of all participants in healthcare sector (the public, institutions, health
professionals and healthcare providers). E-health, despite its social, political, ethi-
cal, technological and economic constraints, became a major part of a modern 21st
Century society [38]. Development of new technologies, particularly the Internet
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Fig. 1 Digital health evolution [36]

and Wireless Sensor Networks (WSNs) that together make the new unique concept
called “Internet of Things” (IoT), has created a new horizon in the healthcare sector.
As an emerging paradigm and a cutting edge technology, IoT connects the world
via smart objects [56] and holds enormous potential for transforming the healthcare
delivery system in the modern healthcare systems of 21st Century. Communications
in IoT vision relates to communications among devices and objects, as well as
among diverse devices (machine-to-machine (M2M) communications), supporting
people daily patterns within a smart environment. These principles provide abilities
to human to interact with various types of smart (intelligent) devices, converge and
make applications, and commonly participate without outstanding interworking
technologies [62]. It is considered that the IoT has greatest potential in the
healthcare sector. This can be seen in many current healthcare solutions, which are
already applied to enhance the availability and quality of care, and above all to
avoid unnecessary healthcare costs and efforts. Using smart IoT devices, remote
health monitoring and notification can be done easily, accurately and in a timely
manner, what is essential in emergency cases [60, 103]. In theory, emergency
admissions could be reduced with the help of proactive loT-driven e-health systems
which should be able to address the problems before they become more serious or
irreversible. Relying on these facts, new concepts and technologies like network
architectures, services, applications, interoperability, and security and privacy
issues represent leading research trends in the IoT-based healthcare. In addition,
there is a need for continuous work on legislation, policies, and guidelines in order
to successfully implement the IoT principles in the medical field [59].
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From an economic point of view, healthcare, as the global largest and fastest
growing industry, is one of the areas that are expected to progress notably over
years to come. McKinsey Global Institute [80] reveal prognosis and economic
feasibility of the IoT-based healthcare. Figure 2 shows that by 2025 the highest
percentage of the IoT incomes will go to the healthcare sector and hopefully will
lead to fully customized, available, and on-time healthcare services for everyone.

Evidently, technology is increasingly playing a role in almost all healthcare
processes, creating e-health services which provide better healthcare accompanied
with improved availability, efficiency, responsibility and satisfaction of consumers.
However, with the e-health industry growth more questions and challenges are
faced in healthcare research. In other words, despite the potential of IoT-based
e-health systems and services to improve the quality of healthcare, its wider uptake
is hampered by a number of factors, such as the lack of access to capital by
healthcare providers, resistance to change on the part of healthcare professionals
and patients as well, standardization issues connected with security, privacy and
confidentiality concerns, legal barriers and lack of technical skills.

To get as much as possible insights into the IoT role in progressive healthcare,
this chapter examines the ideas and current impacts of IoT on the design of new
e-health solutions and future directions for incorporating IoT into the clinical
practice of medicine. It begins with a recapitulation of the literature, which includes
the currently available systems on the market, as well as technological approaches
for their implementation. A detailed analysis of the e-health system benefits,
together with the objectives which must be fulfilled for their progress and signifi-
cant improvement, are presented too. Relying on these objectives and modern
technologies, a comprehensive analysis of applying the IoT in healthcare has been
given. The study also includes the technological and methodological approach for
the implementation of IoT-based healthcare systems. Alongside this, the loT-based
e-health system architecture was presented coupled with analysis of numerous
recent studies that include the latest trends and challenges for integrating the
modern technology in the IoT healthcare system. As a part of the performed
research, benefits and expectations are especially highlighted, and challenges, risks
and concerns which deal with various factors that have a direct or indirect impact on
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Fig. 2 The IoT leading applications and their economic impact in 2025 [55]
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the implementation of IoT in healthcare are discussed as well. The chapter is
concluded with summary representation of facts and includes SWOT analysis to
evaluate the Strengths, Weaknesses, Opportunities, and Threats of presented con-
cepts which determine successful IoT-based e-health system adoption.

2 E-health

E-health, as one of the results of the Internet expansion and appearance of e-terms
during the 1990s, becomes an indispensable term which represents a mean of
improving health services access, efficiency and quality by applying ICTs to health.
Nowadays, e-health as a way of achieving healthcare reform represents one of the
main research goals by many academic institutions, professional bodies and funding
organizations. There are various currently used forms of e-health:

e Electronic Health Record (EHR)—an electronic version of a comprehensive
report of the patient’s overall health that make all information available
immediately and in a secure way to authorized users [20],

e FElectronic Medical Record (EMR)—a digital report that encompasses all of
patient’s medical history from one practice [50],

e Personal Health Record (PHR)—a health report where the patient keeps his
health-related data in a private, secure, and confidential environment [70],

e Virtual healthcare teams and decision support teams—teams of healthcare
professionals who cooperate, exchange information on patients through digital
equipment with aim to improve their knowledge and make better decisions [40,
128],

e e-prescribing—a technology framework that allows writing and sending pre-
scription electronically and directly from the healthcare institution to the phar-
macy [20],

e c-appointments—an online service that makes scheduling an appointment for
any health institution fast and easy, while reducing waiting time [135],

e m-health (mobile health)—a universal term that encompasses health practices
enabled by mobile devices and other wireless technology [70, 74],

o Telemedicine—the ICT based remote delivery of healthcare information and
services [51, 78, 131, 132],

e Telehealth—the distribution of health-related services and information via ICTs
[25],

e Internet-based technologies and services, and more.

These are some of the many digital health technologies that serve to make easier the
health-related data aggregation, storage, transfer, retrieval and processing; improve
interaction between patients and healthcare providers; monitor various (biological
and physiological) parameters, and ensure distant healthcare services [36].
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Some of well-known intelligent pervasive healthcare systems, among others, are
[86, 94, 125]: @Home system (enables remote monitoring of patient’s vital
parameters); HEARTFAID (enables on-time diagnosis and more effective insights in
heart diseases within old people); ALARM-NET (an Assisted-Living and Residential
Monitoring Network for ubiquitous, adaptive healthcare); CAALYX (Complete
Ambient Assisted Living Experiment based on the usage of wearable lightweight
devices that measure vital signs of a patient and automatically alert care provider in
an emergency case); TeleCARE (enables the development of a configurable com-
mon infrastructure useful for the elderly people and the healthcare providers);
CHRONIC (an integrated IT (Information Technology) environment for the care of
chronic patients); MyHeart (with the help of smart electronic and textile systems
and adequate services offers the means for dealing with cardiovascular diseases);
OLDES (enables a wider range of services to old people using an innovative
low-cost technology); SAPHIRE (implements the patient monitoring by using agent
technology and intelligent decision support systems); MobiHEALTH (facilitates the
online, continuous monitoring of vital signs, via GPRS (General Packet Radio
Service) and UMTS (Universal Mobile Telecommunications System) technolo-
gies); SAPHE (allows intelligent, unobtrusive continuous healthcare monitoring via
telecare networks with small wireless body sensors and sensors integrated in
homes); DITIS (an e-health mobile application which supports networked collab-
oration for home healthcare); AXARM (an extensible remote assistance and moni-
toring tool for neurodegenerative disease telerehabilitation); VirtualECare (an
intelligent multi-agent system for health monitoring and interacting with elderly
people). The list of pervasive healthcare systems grows constantly along with the
rapid advancements in ICTs and their widespread adoption can benefit patients,
healthcare providers, managers and policy makers as well (Fig. 3) [2].

From a patient’s point of view, e-health makes easier access to quality healthcare
services through associated networked-monitoring equipment, particularly to
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people in remote, rural and isolated communities. The old and less “physically”
mobile patients, especially benefit from these health services over distance because
they require fewer visits to the healthcare professional and institutions and thus they
are more capable of living on their own. In the case of a potentially dangerous
situation or detected anomalies (when dataset goes beyond the normal range,
approaching to potential emergency), the system can generate an alarm [21]. Thus,
e-health gives health professionals faster, secure access to all the data they need to
care for the patient (Fig. 4). Recent surveys on patients’ behavior to digital health
(according to Frost & Sullivan) show that about 16% of them use wearable sensors,
24% use mobile applications to track their health and wellness, and 29% use
electronic PHR. It is anticipated that this tendency will continue as 47% of patients
would consider using wearable devices in the closest future [26]. The benefits of
these self-monitoring devices are the removal of the need to run expensive and long
tests as well as the realized connection with healthcare expert systems. These
systems are essential in providing accurate information for diagnosis, decision-
making, reducing medical errors and enabling prompt healthcare [91].

Since relevant health data are available to healthcare providers when required,
e-health is seen as an opportunity to make healthcare more efficient by facilitating
communication and enhancing patient care offering new services and types of
treatments, alongside reduced delays, errors and administrative costs [47]. Mul-
tidisciplinary teams of health professionals, through e-health, have faster and secure
access to all the information required to treat the patients in an adequate and timely
manner. They can exchange health information and arrange health interventions in
an effective way, thereby avoiding tasks duplications and cutting costs. Possible
errors and complications, especially medication errors and adverse drug reactions,
can be deflected through the role of e-prescribing systems. If an order is made for
medications to which a patient is known to be allergic or there are potential
contra-indications and drug interactions, this system flags alerts. Consequently, the
less time is spent to clarifying and rewriting illegible prescriptions, and thus can be
better used. However, Li et al. [71] identify and synthesize factors which influence
healthcare providers’ acceptance of e-health vision: healthcare provider character-
istics (experience and knowledge in IT sector, gender, age, race, professional role
and experience); medical practice characteristics (practice size and level, single or
multi-specialty, location, teaching status, patient age range); voluntariness of use;
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Fig. 4 The massive aggregation of healthcare data in the healthcare ecosystem
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performance expectancy (the usefulness and needs, relative advantage, job-fit,
payment and financial stimulus); effort expectancy (simplicity of usage and com-
plexity); social influence (the subjective norm, competition, supportive organiza-
tional culture for change, and friendship network) and facilitating or inhibiting
conditions (legal concerns, patient privacy issues, financial limitations, IT support).
Having in mind that healthcare providers are the key enablers of e-health initiatives,
their acceptance of e-health systems and applications is essential to reform and
revolutionize healthcare.

Easy access, dissemination, use and exchange of accurate and reliable infor-
mation, enable policy makers to made correct healthcare investment decisions
(Fig. 4). In this way, health service interventions are conducted to where they are
instantly required. Managers, through access to national health data summaries, can
better supervise and evaluate health intervention programs.

Therefore, e-health has many benefits to offer. Organizations and governments
worldwide are choosing to implement e-health in order to enhance quality of care as
well as the patient experience. The major benefits can be summarized in [65]:

e Technology usage effectively saves time (increased timeliness of treatment and
decreased transfer rates) and eases financial pressures.

e Quality of care is enhanced through more informed decision making processes.
Diagnoses are on-time and more accurate.

e Online healthcare services are provided for members, employers, providers and
brokers. Wireless devices’ usage enables real-time treatment, while telemedicine
and remote in-home monitoring support senior wellness and preventative care,
as well as expert diagnosis and treatment to rural residents. Remote consulta-
tions, whether urgent or diagnostic saves lives.

e Delivery of care is more efficient, cost-effective and convenient. Customer
experience is more satisfied while staff and doctor satisfaction is also improved.

e ICTs usage can enable health processes to cover more cases without raising staff
numbers or related costs. Thus, costs are reduced and administrative efficiency
and coordination are improved.

Revenue cycle management is speeded through electronic payment technology.
Enhanced access to a patient’s health information decreases the incidence of
medical errors.

As can be noticed, e-health is rapidly growing and changing and owns the
enormous potential to improve the quality and efficiency of healthcare. However, its
widespread use is obstructed by a number of barriers, ranging from technical to
financing to political issues (Fig. 5) [30].

As technology is rapidly changing, new e-health solutions are constantly pro-
gressing to satisfy the needs of current practice. Appropriate technology infras-
tructure, systems integration, standardization as well as social, ethical, and
economic questions, represent the main challenges for ubiquitous e-health adoption
and achieving higher quality and more productive healthcare. To achieve healthcare
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improvements, it is recognized that every healthcare system should accomplish next
six goals [57], Steinwachs and Hughes (2008):

Patient safety—includes the prevention of errors and adverse effects to patients
associated with healthcare. To accomplish this goal, it is necessary to perform
certain actions such as correct identification of the patient, enhancing commu-
nication, enabling adequate care and reducing the risk of undesired outcomes.
Effective care—is based on scientific evidence (laboratory experiments, clinical
research, epidemiological studies...) that treatment will lead to desired health
outcomes.

Timeliness—considers that healthcare organization should be organized to
provide care to patients in a timely manner. Although occasionally harmless, a
misdiagnoses or failure to timely diagnose a medical condition, illness, or injury
could lead to worsening of the condition and outcomes to worsen.
Efficiency—is based on identifying and eliminating waste of resources (equip-
ment, energy, supplies and ideas).

Patient-centered healthcare—involves the creation of individualized healthcare
services according to the patient’s needs, values, and preferences.
Equity—means providing the same quality of care regardless of personal
characteristics such as gender, race, education, geographic location, and
socioeconomic status.

These six goals represent a guideline for creating a contemporary, Internet-based

healthcare system, and in the rest of this chapter a discussion will show their
significance.

3 The IoT Based E-health Systems and Services

In the past, sensing in the healthcare was applicable mainly in healthcare institu-
tions, and rarely outside of hospitals. Additionally, sensing unit at an early stage,
were simple devices for measuring parameters of interest and creating some form of
the output signal (mechanical, electrical, or optical). Nowadays, a development of
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computing and pervasive communications, connectivity to the Internet and Cloud
integration as well as use of mobile smart devices, have added outstandingly to the
capabilities of sensor devices, their number and scope (Fig. 6) [79].

Society is currently witnessing ICT influences on the evolution of sensors and
their applications which can be almost everywhere: from health and fitness, aging
demographics, personalized healthcare, public health, national security, IoT, water
and food traceability and production. Consequently, using new concepts and
approaches like IoT, Big data and Cloud computing, novel healthcare solutions
have a huge potential to easily meet all of six improvements goals.

IoT-powered healthcare systems of 21st Century rely on the fundamental defi-
nition of the IoT as a network of intelligent, interconnected devices (which are
usually equipped with microcontrollers or microprocessors, memory, wireless
transceiver, sensing unit and autonomous power supply) based on existing and
evolving interoperable ICTs [56]. To realize the integration of IoT principles in
e-health, a variety of sensors (wearables and ingestible devices) gather patient’s
health-related data; microcontrollers process and wirelessly transmit those data;
microprocessors provide user interfaces and displays while healthcare-specific
gateways and the Cloud are used to analyze and store the data. The analyzed data
are then transmitted wirelessly to medical professionals for further medical analysis,
the remote control of certain medical treatments or parameters or real-time feedback
[69, 89, 121].

To continuously monitor several vital signs of patients and transmit the data to
the server, different health sensors either embedded in some device, like a smart-
phone, or wearable by users, are utilized. Ideally, the chosen sensors should be
invisible, unobtrusive and non-invasive, able to protect user privacy and data
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confidentiality, to consume low-power and demand minimal computational
resources, to be cheap and easy to install and have low-maintenance overhead
[130]. For example, various sensors like temperature sensors, voice-sensors (mi-
crophone), video sensors, image sensors, IR (infrared) sensors, optical sensors,
ultrasonic sensors, piezoelectric sensors, accelerometer, and more, can be used to
address the same or different problems (fall detection, child care, disabled care, etc.)
[120]. Connecting diverse medical devices (e.g., thermometers, glucometers, smart
heart rate monitors, fitness tracking device, blood pressure cuffs, asthma inhalers,
etc.) creates a new paradigm commonly referred the “Internet of Medical Things”
(IoMT) [108]. To allow synchronization of the real world with its virtual repre-
sentation and therefore enable enhanced process and decision-making support,
these smart objects used for medical purposes should be unique in its context or
system (to have an identity), have abilities to gather the information and to interact
with environment (sensors and actuators), determine the current position, com-
municate with other objects, store data (memory) and act autonomously to
accomplish a predefined goal [127]. Relying on these principles, according to report
by the Atlantic Council [44] a four categories of medical devices led by IoT
concepts are identified: consumer-based (e.g., fitness tracking devices), wearable,
external devices (e.g., insulin pumps), internally embedded devices (e.g., pace-
makers, within the body sensors) and stationary devices (e.g., home-monitoring
devices, IV (intravenous) pumps and fetal monitors). These four categories of
medical devices may be considered as the foundation of any modern healthcare
system nowadays.

With the rapid technological advancements, the new generation of “medical” or
“clinical wearables” has more advanced performances in the sense of sensing,
capturing and analyzing, making them more clinical useful [76]. Using a new type
of networks, various communication technologies like GSM (General System for
Mobile communication), RFID (Radio Frequency Identification), GPS (Global
Positioning System), Bluetooth, Wi-Fi, ZigBee and NFC (Near Field Communi-
cation) for interconnecting wearable health sensors, and transferring sensor data to
the central server [100, 120] enables making the human body as a part of the IoT,
bringing in such way integration to a completely new level. Following these
principles, in the next few years it is expected that the 5G network, with its
superfast connectivity, intelligent management, and data capabilities, will provide
new possibilities in healthcare, including diagnostics, data analytics, and treatment
[126]. More specifically, the IETF (Internet Engineering Task Force) has stan-
dardized 6LoWPAN (IPv6 over Low-Power Wireless Personal Area Networks),
ROLL (Routing over Low power and Lossy-networks), and CoAP (Constrained
Application Protocol) to equip constrained devices used in IoT vision [72].

How to deal and process a large amount of gathered data is one of the biggest
challenges in present healthcare systems. The large quantity of data is usually stored
in the Cloud where they are reachable worldwide, by a virtually unlimited number of
participants, even simultaneously. Private information of a patient, are usually
accessible to himself and to the healthcare givers but they are also anonymously
available to anyone, so that can be effectively aggregated for research or statistical
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worldwide analysis [38]. A variety of techniques, such as artificial intelligence,
machine learning, intelligent data mining, computer vision, Big data and analytics
and more, are used to discover hidden patterns, anomaly detection, perform pre-
dictive modeling and to make actionable decisions. In this way, using smart devices
equipped with evidence-based algorithms increase the possibility to significantly
reduce the number of medical errors. Alongside this, information regarding health
should be always accessible to both healthcare provider and patient in the most
understandable formats for each [42]. In order to understand the life cycle of the
device, researchers propose the usage of six C’s: Connection (the path showing how
device is connected to the ecosystem); Collection (how data are collected from the
sensing element); Correlation (mapping the data to a context and perform correlation
to produce relevant and concise data); Calculation (making a decision based on
filtered and processed data); Conclusion (taking appropriate actions); and Collabo-
ration (the patient and the healthcare teams’ work together). Relying on six C’s
definition, the architecture for e-health must support diverse devices, applications,
and backend systems to enable the free information flow (satisfying the needs of six
C’s life cycle) in order to make on-time and right decisions [69]. Therefore, gate-
ways, medical servers, and health databases, are crucial in making medical records
and bringing health services to authorized stakeholders whenever required [59].

The elements defined above for gathering, storing, transmitting and analyzing
data are essential regardless of different technologies and architectures of IoT
healthcare solutions that can be found in a review of literature [4, 21, 46, 82, 84, 86,
90, 93, 97, 104, 110, 134]. In addition to technology, that creates the capacity to
provide health services, the structure of healthcare also includes the facilities (e.g.,
hospitals and clinics) and personnel (e.g., physicians and nurses) [109]. Enabling
simple and cost-effective collaboration of patients, hospitals and healthcare orga-
nizations, via smooth and secure connectivity, is a significant trend [59].

The representative cases of IoT/IoMT include remote monitoring of people
health (chronic or long-term conditions); tracking patient medication orders and the
location of patients admitted to hospitals; and patients’ wearable mobile health
devices, which can send data of interest to healthcare providers. In other words,
nowadays the Internet and smart mobile devices provide a quite simple interactive
environment for all, fulfilling the principles of IoT-based e-health: to enable anyone
to access e-health services anytime, anyplace and on any device (Fig. 7). Mobile
medical devices (e.g., wearable sensors, bands, watches) and smart applications
facilitate continuous self-monitoring of various vital parameters while Cloud-based
architectures enable storing and sharing large amounts of data in an effective and
easy manner [19]. Therefore, the presented architecture consists of three basic
layers:

e Sensing/perception layer: the most basic layer which key component is sensing
device for capturing and presenting the physical in the digital world. The
essential data sensing/gathering from sensing devices and some controlling
actions and communications are the main functions of this layer.
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e Network layer: the middle layer which includes all kinds of access networks,
protocols, communication devices and routing modules.

e Application layer: includes operating modules for analyzing sensed data,
computation, and actions.

Bearing in mind the importance of new healthcare solutions, a variety of recent
studies accentuate tendency and challenges for ubiquitous health technologies in the
IoT. Over the last years, academic researchers have paid increasing attention to this
field, proposing numerous more or less similar solutions, based on the basic three
layers IoT architecture, highlighting: the usage of smart, intelligent, wireless sensor
devices to perceive utilization of the appliances necessary for daily living and in
this way determine the lifestyle of old people living alone [41, 83, 112]; an IoT
low-cost technology solution for observing human vital parameter [76, 97, 111,
114]; a simple and secure IoT for creating a general and pervasive Ambient
Assisted Living framework to be used by m-health applications [37, 41, 74, 103];
IoT-based e-health solutions, creating a M2M system based on a Cloud computing
[102, 110, 123], and more. In addition, one of the most important trends in 2015
became the development of Do It Yourself (DIY) healthcare platforms [24]. With
the help of inexpensive hardware and open-source software, a DIY system which
satisfies the user’s specific needs can be easily created. The created solution can be
used to monitor human vital parameters as well as some of the environmental
parameters affecting health. Providing techniques and the customizable solutions to
the consumers is valuable for both end-users and product developers [76]. Some of
the IoT e-health solutions currently present on the market are [105, 115]: Empatica
Embrace (a sleek watch that collects data regarding to epilepsy, autism and other
chronic disorders, makes it available to caregivers and creates alerts in case of
emergency); Lumo Lift (a discreet lightweight wearable that tracks patient’s posture
and activity); Philips Respironics breathing masks and SleepMapper application (an
interactive self-management system that tracks user’s sleeping patterns); Chrono
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SmartStop (a wearable lightweight transdermal device that relies on nicotine
replacement therapy); Real Time Healthcare (a platform that helps the patient
follow their medication routines, informs healthcare professionals about important
information, including location details if the patient becomes confused and lost);
Scanadu Scout (an electronic device which enables quickly check of patient’s vital
signs by placing the device on patient’s temple); iOTOS (a wireless device which
have possibility to be integrated in all kinds of devices used from diagnostics to
home monitoring). At the hospital side, it is important to highlight [105]: smart IV
pumps (intelligent infusion devices which can preset doses and have ability to
communicate with electronic medication administration records); robotic-assisted
surgery; wireless capsule endoscopy (as an alternative to the tube-based endoscope
where the patient swallows camera in a pill and it moves through the gastroin-
testinal track taking pictures); tracking medications administered to patients and
assets via RFID. Based on currently available IoT-powered healthcare solutions,
Islam et al. [59] categorize services (used to develop applications) and applications
of IoT in healthcare sector (Fig. 8), where applications are further classified into
two groups: single- (a specific disease or infirmity) and clustered-condition appli-
cations (a number of diseases or conditions together as a whole).

Despite the way IoT-based e-health systems are realized, they all should provide
the effective and efficient healthcare for anyone, anytime and anywhere. Therefore,
regarding data, the IoT-driven e-health solution must:

e Collect patient health data from a various types of sensors remotely and in a
secure and safe way,

e Apply complex algorithms from a broad scope of pattern recognition and
machine learning techniques, to analyze the gathered data, and

e Exchange the data through wireless networks (satisfying privacy and security
demands) with who can make real-time feedback.

Ambient assisted living -j- Wearable device access
Internet of m-health - |- Semantic medical access
Adverse drug reactions -| - Indirect emergency healthcare
Community healthcare - | - Embedded gateway configuration
Children health information -|- Embedded context prediction

e

INTERNET of
HI

Single-condition | Clustered-condition
Glucose level sensing -|- Rehabilitation system
ECG monitoring - |- Medication management
Blood pressure monitoring -|- Wheelchair management
Body temperature monitoring - |- Imminent healthcare
Onxygen saturation monitoring -1- Smartphone healthcare

Fig. 8 Services and applications of IoT-powered healthcare
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As ICT is used to support the core processes of healthcare, in the first step a
prodigious amount of data has been produced. Due to datasets volume, variability,
and velocity, there is a need to filter out relevant, differentiating information from
the voluminous datasets. This implies a quick growth of Big data analytics, which
gives an opportunity to healthcare organizations to improve care and profitability.
With the limitless potential to effectively store, process and analyze medical data,
the Big data in healthcare are being applied in many prevention and personalization
purposes. In other words, successfully dealing with a huge volume of data can
improve profits, and effectively reduce the cost of healthcare. Furthermore, the rapid
development of IoT healthcare is accompanied with the increased risk of security
and privacy. Therefore, security and privacy are crucial design goals that should be
taken into consideration. To receive as much as possible benefits of the IoT-based
e-health system, devices must connect to networks and the Cloud in ways that are
interoperable and secure. It implies that generated, assembled, and shared data must
be protected with appropriate authentication methods. The additional important
factor is the data access control, which prevents unauthorized accesses to the
patient’s data. Healthcare providers and patients will be able to experience the
advantages of digital modernization for wellness and healthcare only satisfying
essential demands for IoT-driven healthcare system development and Quality of
Services (QoS) requirements. In order to measure QoS of IoT-based e-health sys-
tem, various QoS parameters and QoS metrics must be considered. They can be
classified according to three layers’ structure of IoT [13]:

e Sensing/perception layer: reliability, throughput, real-time, sampling parame-
ters, time synchronization, location/mobility, sensing and actuation coverage.

e Network layer: lifetime of sensing networks, utilization of network resources,
bandwidth, delay, packet loss rate, jitter, services perform cost, perform time,
load, reliability, fault tolerance.

e Application layer: service issues (time, delay, priority, availability, accuracy,
load), information accuracy, costs (network deployment, service usage).

As tracking, identification, authentication, data collection and sensing are essential
characteristics of IoT-driven e-health, among various QoS metrics, several of them
can be considered as of special interest in IoT healthcare applications: reliability,
throughput, delay, energy consumption, system lifetime, network coverage, packet
loss rate, scalability. However, QoS support provided in IoT-based e-health systems
varies and targets different QoS levels for specific uses (e.g., emergency case,
intensive care).

In summary, using smart IoT devices, comprehensive physiological information
is collected and shared directly with each other and the Cloud, enabling to gather,
store and analyze a mixture of health status indicators faster and more accurately
[89]. Therefore, the idea of IoT-based e-health solutions is to accomplish all six
goals for health improvements and QoS requirements, by enhancing life quality,
providing medical support and life-saving care, decreasing barriers for monitoring
important patient health data, reducing the cost of care and providing the on-time
and right prevention and treatment.
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3.1 Benefits and Expectations

New approaches to the procedures, equipment, and processes by which medical
care is delivered have led to impressive achievements in health worldwide during
the past few decades. With the power of ICT, healthcare becomes more efficient as
well as cheaper and more reliable. In e-health, the IoT’s connectivity provides
means to monitor, record and transmit health data on a 24/7 basis from a patient
home to the healthcare providers (using sensors in mobile devices, within bodies
sensors or sensors attached to clothing) and enable the IoT-related data and services
to be pervasive and personalized [97].

The IoT-powered e-health systems, using small, lightweight wireless approaches
connected through the IoT, have potential to enable remote monitoring and secure
capturing of a great wealth of patient health data and fitness information. In other
words, medical devices such as wearables and home health monitoring devices
(e.g., wirelessly connected thermometers, glucometers, heart rate or blood pressure
monitors) can be connected to the IoT technology enabling remote, timely and
comfortable monitoring of patient’s vital signs from a hospital environment. The
device which uses the IoT scheme is unique to the world and identifiable at anytime
and anywhere through the Internet. The IoT-powered health devices in distance
health monitoring systems, alongside the traditional sensing tasks, can also share
health-related data with each other, as well as with hospitals or clinics through the
Internet, outstandingly facilitating setup and administration work [49]. The col-
lected health information, stored in a central data server, can be intelligently ana-
lyzed to identify patterns and trends and represents a basis for the statistical and
epidemiological researches (e.g., disease and epidemic outbreak prediction, track-
ing and controlling in an efficient manner) [97]. Using gathered information and
applying complex algorithms and evidence-based models in order to perform cer-
tain actions, significantly improve health by enhancing the access to healthcare and
quality of care alongside drastically costs cutting (Fig. 9).

The most promising IoT-based e-health use cases are preventive health actions,
proactive monitoring, follow-up care and management of chronic care diseases. The
benefits of IoT-driven e-health as a technique to improve the quality of healthcare
are recognized worldwide. Opposed to traditional paper-based practice and
expensive physical interactions between healthcare givers and patients, the
IoT-based e-health solution provides a faster, easier and cost-effective ways to
accessing healthcare [119]. The important modifications that IoT has already
brought in diverse areas of healthcare are noticeable in [15, 93]:

e Patient tracking, monitoring and diagnostics (e.g., preventive care, monitoring
patient’s health, chronic disease self-care),
Sharing and recording health-related data, and collaboration,
Smart healthcare devices and tools (e.g., smart wheelchair, sensors),
Cross-organization integration (e.g., connected emergency units, response
vehicles, and healthcare institutions).
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Fig. 9 Improved quality of life followed with reduced cost of care [75]
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To develop a successful IoT-driven e-health system, it is necessary to satisfy
following demands:

e To effectively manage healthy living, the system must be unobtrusive and
comfortable as possible and available 24/7.

e Ubiquitous technology should be used for sensing, monitoring, analyzing, and
communicating. Telemedicine advancements, videoconferencing and the IoT,
provide means for monitoring patients’ health at home, virtually from anywhere.
Therefore, using digital communication technologies and virtualization, the
appropriate healthcare can be provided anytime and anywhere.

e Any medical device (wearable or portable) must be connected to the Cloud,
pulled and be capable of analyzing a vast range of collected health markers of a
patient in real time and to identify important signs of possible health risk.

e The connected devices must be able to speak the same language using protocols
and collaborate with each other without human involvement. Connected devices
should be ubiquitous and a programmable platform.

e Monitoring of vital health indicators collected by portable devices (e.g.,
smartphones and tablets) must be realized. The data gleaned from the smart IoT
devices are used by healthcare professionals to figure out who needs the most
hands-on attention and to help diagnose the patient so they can get the best
treatment as quickly as possible. Data collected from health monitoring devices
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should be visualized in easy understandable charts and diagrams. Thus, pro-
viding visualization of the voluminous data and analysis results accessible to
healthcare practitioners in an understandable and adjustable format, regardless
of the underlying development platform, are essential.

e Shifting reactive treatment towards precise, predictive and preventive should
significantly reduce the number of alerts. In the case of emergency (when any
abnormality is detected) intelligent notifications must be enabled and sent to a
caregiver.

e The growth of medical devices at a hospital and clinical side requires stabi-
lization of existing wired and wireless infrastructure as well as pervasive Wi-Fi
connectivity and bandwidth for clinician workflow and communications.
Automated and secure provisioning and control of medical devices on the
wired/wireless network, staff supporting and consulting, and technical support
24/7 are mandatory.

e Authorization processes, data exchange and privacy must be compliant with EU
Data Protection Directive (Europe) or HIPAA (Health Insurance Portability and
Accountability Act) in the USA (United States of America) as well as national
regulations [88].

Reduce costly and unnecessary medical services.
Deliver personalized experiences to users, which meet their specific needs
through flexibility, convenience and technologies.

e Scaling sensors down to the nanoscale, and reduce energy consumption.

Remote monitoring, real-time monitoring and online medical consultations are
major benefits patients experience in the [oT-driven e-health vision. These benefits
are the consequence of growing number of technological solutions aimed to help
save lives and improve the health of humans on a global scale. With the help of
such IoT-powered e-health systems, patients better understand their health status
and much more participate in the healthcare decisions affecting them. An active
participation ensures their well-being through access to a summary of their health
information (from anywhere), giving them more insight into their health by tracking
of their medications, immunizations and allergies. It is believed that web portals,
the Internet and social media, improve access to health-related information [19].
Using the IoT-based e-health systems and services the point of care is shifted
towards patients, placing the patient in the center of the treatment process followed
with the reduced demand for physical contact between patients and healthcare
givers [36]. Moreover, in the IoT-based e-health system, where smart (intelligent)
devices can bring decisions and perform actions without human intervention,
impact of racial bias and any kind of discrimination in healthcare (income, gender,
age, education, race, etc.) patient can face with health professionals or anyone else
can be minimized [42]. Hence, with the help of the IoT-driven e-health patients can
receive better and safer healthcare, anywhere and at any time as needed by them.
Fast and more quality healthcare is based on more complete patient information
availability. The IoT nature of e-health systems enables data exchange between
smart devices as well as between devices and health institutions and professionals
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automatically through the Internet. Collected and analyzed data facilitate fast and
safe treatment decisions. Some of the benefits healthcare professionals achieve are:
remote access to the patient chart; identifying necessary laboratory tests; being
alerted in case of critical laboratory values or possible medication errors; being
reminded to provide preventive care, facilitated direct communications with
patients as well as the ability to cope easier with increases in patient numbers. To
point out, the IoT has potential to revolutionize how healthcare is delivered and
operationalized, by radically reducing costs and improving the availability and
quality of healthcare by focusing on the way all participants in healthcare processes,
devices and applications are connected and cooperate with each other. Currently
applied IoT-driven e-health applications already show the tremendous benefits IoT
brings to health services.

Maximization of socioeconomic benefits through the implementation of e-health
systems is a goal of the new European e-health Action Plan for the period 2012-
2020. It defines the vision for novel healthcare for the 21st Century where physicians
will spend more time with their patients and reduce unnecessary administrative
tasks. According to the plan, during the period 2014-2020, research and innovation
will be supported in the field of IoT in order to develop digital, personalized and
predictive, patient-centric and cost-effective healthcare, focusing on the embedded
and cyber-physical systems, operating platforms, network technologies, semantic
interoperability, and security and privacy issues [30]. Moreover, by 2020, it is
expected that shrinking sensors to the nanometer scale will imply nanotechnology
widespread use and its involvement in every aspect of life. Embedding nano-devices
in the environment creates a new vision—the “Internet of Nano Things” (IoNT). The
IoNT in the field of medicine creates a new term— ‘nanomedicine”, which has
potential to make diagnoses and treatment less invasive and more intelligent. The
elimination of many invasive procedures will be realized with the help of smart pills
and nanoscale robotics. Beyond numerous benefits nanomedicine has to offer, big
challenges will have to be met: the linkage of the nanoscale networks to the Internet,
communication issues between the nano- and micro networks, privacy and safety
issues, potential toxic and hazardous effects of nanoparticles, generation of large
amounts of data, etc. [91]. Nevertheless, the use of nanotechnology in medicine
opens a whole new world of exciting possibilities, and it is expected to revolutionize
the healthcare over decades to come.

Beyond the technical/scientific factors, it is important to address and
non-technical challenges of different nature, such as socioeconomic challenges
during the IoT domains and technologies’ progress [36]. Hence, the incredible
benefits of the IoT integration into the healthcare system for both an individual and
a society will be achieved only when most of these concerns and risks are over-
come. Thus, the success of the IoT-powered healthcare depends on the overall
ecosystem development, embraced by an adequate regulations and appropriate level
of trust. Accomplished identification, privacy and security, confidentiality, trust and
semantic interoperability issues can lead to wisely used and widely applied
IoT-driven e-health, therefore improving access, availability, and increasing the
financial efficiency of healthcare systems in general.
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3.2 Challenges, Risks and Concerns

Despite the opportunities and benefits, e-health widespread adoption is facing with
numerous barriers. On the other side, the realization of the IoT vision, in order to
create adjustable, secure, ubiquitous and non-invasive solution, requires significant
modifications of systems, architectures and communications [133]. In general, the
challenges IoT faces are: availability of Internet at any place and without costs,
development of low-cost smart sensing platforms, scalability, energy consumption,
computational capacity, fault tolerance, security and privacy issues and a climate of
trust [85]. Alongside technology impacts to the IoT development and usage, it is
important to point out and social and economic factors. All these facts make the
IoT-driven e-health systems a complex and exciting field. The challenges loT-based
e-health vision deals with may result significantly slower than anticipated adoption
of the IoT-powered e-health systems and services as well as nullify any or all of the
identified benefits.

In the rest of the chapter main challenges, risks and concerns of modern IoT
healthcare system are discussed.

Government action

Governments are responsible for providing fundamental services, such as health-
care and ICTs infrastructure, continuity of funding, accessible education as well to
support services around personal health issues including implementation of stan-
dards and protecting privacy and security rights.

Technology issues

The technology domains that will provide the IoT practicable and reliable solutions’
wider uptake, including healthcare sector, are: (i) identification, (ii) [oT architecture,
(iii) communication, (iv) network, (v) network discovery, (vi) software and algo-
rithms, (vii) hardware, (viii) data and signal processing, (ix) discovery and search
engine technology, (x) relationship network management technology, (xi) power and
energy storage, (xii) security and privacy, and (xiii) standardization [12]. In other
words, the experts assume that the progress and mature of IoT technologies will
require continuous and intense work in data protection, ethical issues, architecture,
identification of networked objects, standards and regulations, and governance [81].
As a consequence, the [oT-driven e-health adoption on a large scale is being hindered
by a variety of factors. Successful IoT applications in the area of personalized
advanced healthcare require home diagnostic kits, healthcare monitoring and the
low-cost collection of medical data shared with the patient’s healthcare providers
through the Cloud. Medical devices, opposite to office computer systems, are often
used in a harsh environment. Therefore, the hardware components of medical
devices should have higher physical tolerance against environmental conditions. To
prevent wrong measurements or treatment parameters, medical devices often use a
dual communication channel design, in order to detect and correct wrong trans-
mission and ensure the totality of the transmitted information [117].
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Hence, availability of required data is essential for making right and timely
health-related decisions [88]. Therefore, [oT medical devices must: (i) gather data
and analyze real-time data, (ii) monitor device operation for faults and prevent
malfunctions, (iii) remote control and device configuration, (iv) enable devices to
broadcast results and notifications to other devices, (v) maintain an active device
inventory and track assets, and (vi) enable remote software/firmware updates.
Having in mind that one of the obstacles to healthcare technology embracement is
that healthcare professionals and patients often resist technology, the IoT smart
medical devices must be easy to handle devices, customized, affordable, powerful,
safe and comfortable. With technology advancements, creating hardware and
wireless connectivity equipment becomes cheaper and more efficient, enabling
connection of a whole range of objects together. As a result, healthcare-related
information systems and hardware are now omnipresent. With the help of small,
powerful and cheap devices, and medical software applications, people are able to
monitor themselves on a daily basis and share their health information with
healthcare providers when needed and start to become more responsible for their
own care along with a deeper understanding of own illness. To achieve these
benefits, interoperability appears as a key challenge. Therefore, an interoperable
ecosystem of many heterogeneous sorts of systems (devices, sensors, equipment,
etc.), services and applications, to provide the free health-related information stream
for accurate and on time decision is crucial.

Human factors

People are key components to the creation and use of e-health products and ser-
vices. Cognitive, social, and cultural barriers can enable patients and consumers to
benefit from rapidly changing and growing e-health systems. These barriers include
cultural and language differences, lack of knowledge and access to technology.
Even the lack of IT knowledge may be one of the main barriers, the data scandals
that regularly occur represents a higher obstacle. Some potential patients of the
IoT-driven e-health services, feel their lives are being controlled and therefore have
resistance and may reject them. Also, some professionals are mainly focused to give
their best to treat the patient and other activities usually consider as a loss of control
over their patients’ care. Consequently, technology rejection by influential health-
care givers affects other healthcare staffs [35]. One of the ways to deal with these
barriers is to give an opportunity for healthcare professionals and customers to
participate in designing and adopting technologies, improving system development
and facilitating them to control the effects of the information system based on their
engagement [95]. Computer and web technology skills, the organizational and
managerial competencies and leadership, as well as the awareness of the associated
legal, ethical, and economic issues, are necessary for the changes IoT brings in
e-health tasks, processes and job roles. Only through the continuous and reactive
work on overcoming these barriers e-health strategies can be customized in order to
satisfy a wide scope of society demands [47].
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Big data and analytics

According to Cisco predictions, by 2020, 50 billion diverse devices will be con-
nected to the Internet [32]. Consequently, the IoT growth will imply the
large-volume, complex, growing data sets. Some estimates states that the amount of
generated data will be 507.5 ZB (zettabyte = 1 trillion gigabyte) of data per year or
42.3 ZB per month by 2019. It is expected that the data produced by IoT connected
devices in 2019 will be 269 times greater than the data being transmitted from
end-user devices to data centers and 49 times higher than total data center traffic
[27]. Regarding produced healthcare data on a global scale, in 2012 the amount of
generated data was 500 petabytes (10'° bytes), while 25000 petabytes can be
expected in 2020 [34]. Evidently, a voluminous nature of data produced by the
IoT-driven e-health systems represents a big challenge. A large, rapidly growing,
and mostly unstructured medical data are the consequence of increased digitaliza-
tion of formerly analogue media (images, reports, lab results, etc.), the continuous
optimization of diagnostic laboratory and imaging sensors, increased monitoring
with sensors of all kinds, etc. However, voluminous data alone doesn’t do much,
but IoT collected health data and algorithms together, are exceptionally valuable.
Thus, the main question is how to analyze, capture, search, share, store, and
visualize data which have a tendency to grow. In the modern approach, a solution
can be found in the concept of “Big data”, which is primarily used to describe large
sets of data. Opposite to traditional datasets, Big data usually encompasses volu-
minous sets of unstructured data. These data require real time analysis, and any of
required operation can’t be performed using existing IT and software/hardware
tools [22]. Concepts and technologies which are usually closely related to Big data
are almost always [22, 101, 107]:

e Cloud computing (provide reliable storage for data),

e JoT (gathering prodigious amount of data from real world—sensors and
actuators),

e Data center (acquiring, managing, organizing, and leveraging the data), and

e Hadoop (data storage and processing, system management, and incorporation of
variant modules).

One of the essential concepts in Big data is “Not Only Structured Query Language”
(NoSQL) which represents a well-known set of non-relational data management
systems. Unlike traditional Relational Database Management Systems (RDBMS)
which use table-based approach and SQL for accessing data, NoSQL systems are
not table-based and do not depend on SQL. Instead, these systems are based on a
key-value storage. NoSQL database management systems are useful when working
with masses of data which nature does not demand a relational model [7, 33, 43,
113]. Today, there are a various NoSQL database types, such as the Key Value
Pairs, Column, Document, and Graph-based databases [107].



Internet of Things Based E-health Systems ... 263

Volume, variety, velocity, value and veracity, as the foundational characteristics
of Big data, discussed through application in healthcare, justify application of Big
data for this purpose [11, 96]:

e Volume: As time goes on, a high quantity of health-related data is produced and
accumulated, resulting in terabytes and petabytes of data. These systems include
medical and healthcare information such as: personal information, radiology
images, personal medical records, 3D imaging, genomics, and biometric sensor
readings. Nowadays, relying on advances in data management, healthcare sys-
tems have the potential for manipulation, storage and use of such a complex data
structure by using virtualization and Cloud computing.

e Variety: The most challenging aspect of Big data appliance in healthcare con-
sists of joining traditional data with new data forms to get the most closer to the
right solution for a specific patient. Structured information, such as clinical data,
can be stored, processed and manipulated by machine in an easy way. However,
most of health-related data, such as office medical records, doctor handwritten or
machine-written notes and prescriptions, images and radiograph films, e-mail
messages and attachments are unstructured or semi-structured. From that reason,
healthcare applications demand more efficient ways to merge and convert var-
ious types of data, in particular to convert structured to unstructured data.

e Velocity: Most healthcare data has been traditionally static, but today velocity of
data increases with massive data that are the results of continuous regular
monitoring. The information stored in healthcare systems is often correct, but
not always even if it is updated on a regular basis. Thus, Big data must be
retrieved, analyzed and compared to make time and accurate decisions based on
real-time data processing, which sometimes can make decision between life and
death.

e Value: Advances in Big data is process of creating value which can be translated
into understanding new diseases and therapies, predicting outcomes at earlier
stages, making real-time decisions, promoting patients’ health, enhancing
medicine, reducing cost and improving healthcare value and quality.

e Veracity: Quality of data is of primary concern in health sector because the
quality of offered healthcare as well as life or death decisions depends on having
the accurate health-related data. In order to achieve effective results with data
analytics, it is necessary to provide health-related information of high-quality.

In the summary, Big data analytics, as a top issue in the healthcare industry, are
needed to extract useful information from the collected voluminous datasets, and,
based on this, adapt the therapy according to the needs. Hence, in the IoT world,
health-related data is transmitted to patient’” EHR system automatically. The IoT
solutions in healthcare enable health practitioners to merge the IoT data from
various medical devices. In this way healthcare professionals obtain a complete
picture of patient’s health status [68]. Possible benefits of Big data application in
healthcare include detecting diseases at earlier stages, predicting epidemics, curing
disease, avoiding preventable deaths and therefore improving the quality of life and



264 M. Maksimovi¢ and V. Vujovié

support prevention and personalization. With the help of Big data and analytics,
healthcare institutions get an opportunity to create more affordable and better
healthcare, moving reactive treatment towards predictive and preventive medicine.
However, there are a lot of challenges that hinder the development of Big data in
healthcare. Difficulties lie in technical issues (to successfully deal with growing
amounts of great variety of data and high speed of data generation and processing—
data recording, gathering, analyzing, manipulating and visualization) and security
issues (to secure personal data as well as corporate data from unauthorized access or
from loss) [45]. So, besides physical sensor development, the IoT-driven e-health
system growth relies on the development of Big data analytics tools, interfaces, and
systems that will allow healthcare providers to observe and apply the resulting
information.

Security and privacy

Matched to the traditional definition of security (which includes secure commu-
nication, cryptography and guaranteed privacy), security in the [oT vision involves
information integrity, confidentiality of data, availability of services, anti-malware,
privacy protection, access control, etc. [72]. Consequently, IoT presents new
challenges to network and security architects.

Security, as one of the top challenges IoT faces with, involves the security issues
on sensing, communication, and application level as well as overall system security
[72]. At the sensing layer, an IoT sensing infrastructure/device/technologies (which
have low power and constrained resources, limited connectivity and computing
capabilities) don’t have the power to provide appropriate security protection. The
IoT at middle layers (network and service layers) is based on networking and
communications which make easier eavesdropping, interception and Denial of
Service (DoS) attacks. The information collection and encryption at the upper
(application) layer, which is the topmost and terminal level, help obtaining the
security requirements at all layers [66, 72]. In summary, each layer has the ability to
provide corresponding security controls, while the security requirements between
layers are of the great importance as well. Security threats in IoT layers, as well as
those between layers, are shown in Table 1 [72].

The Open Web Application Security Project [92] defines top ten IoT vulnera-
bilities as:

Insecure Web interface (e.g., default accounts, SQL injection),

Insufficient authentication/authorization (e.g., weak passwords, no two-factor
authentication),

Insecure network services (e.g., ports open, DoS attacks),

Lack of transport encryption/integrity verification (e.g., misconfigured or no use
of Transport Layer Security (TLS), custom encryption),

Privacy concerns,

Insecure Cloud interface (e.g., default accounts, no lockout),

Insecure mobile interface (e.g., account enumeration, no account lockout),
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Table 1 Security threats in IoT
Sensing/perception | Middle layers Application-interface | Between
layer Network layer | Service layers | layer layers
e Unauthorized e Data breach | @ Privacy e Remote e Sensitive
access e Transmission | threats configuration information
e Availability threats e Services e Misconfiguration leakage at
e Spoofing attack e DoS abuse e Security border
e Selfish threat e Public key o Identity management o Identity
e Malicious code and private key | masquerade e Management spoofing
e DoS e Malicious e Service system e Sensitive
o Transmission code information information
threats e Routing e Manipulation spreads
e Routing attack attack e Repudiation between

e DoS layers

e Replay attack

e Routing

attack

o Insufficient security configurability (e.g., lack of password security options, no
security monitoring and logging),

e Insecure software/firmware (e.g., old device firmware, unprotected device
updates), and

e Poor physical security (e.g., accessed or removed data storage media, easily
disassembled device itself).

When it comes to healthcare and e-health applications in an IoT environment,
there is a need to pay more attention to the security design than in many other IoT
networks because the medical data (all data related to a person’s health and medical
history) are exceptionally sensitive and need to be protected in appropriate way.
The exploitation of vulnerabilities mentioned above represents a risk to the safety
and effectiveness of IoT-based e-healthcare. The success of healthcare application is
determined by the achieved level of patient security and privacy. loT-based e-health
applications operate on a variety of elements: sensor devices, actuators, processing,
networking and memory components. The general security level is determined by
the weakest element of the system. Therefore, the security must be built into each
component, and the overall system (Fig. 10).

With regards to security, data, communication channels and the medical device
itself, are the weakest points [69]. In other words, during plugging a large number
of diverse connected devices into the IoT system they should be securely identified
and have the ability to be discovered. Even most of today’s IoT medical devices use
secure communication methods, they could still be vulnerable to hackers since
communications are mostly wireless (e.g., stealing information, disruption of



266 M. Maksimovi¢ and V. Vujovi¢

Communication Security

» Authentication (verified)

« Encryption

* Message integrity

* Man in the Middle attack
(MitM) protection

Domain Name System
(DNS) spoofing protection

‘4 L --.__,",
Things <= > 9!

Platform
.'{

<4=p Application

~— loT Device
* Authentication (verified)
* Authentication (verified) Public Key Infrastructure
* Service discovery / provisioning / pairing (PKl) / certificate management
* Trusted execution environment Trusted execution environment
* Network security / firewall Network security / firewall
» Secure Boot Access control (role based)

loud Security

Fig. 10 IoT security points [8]

services like pacemakers, remote hacking of a vehicle control system, remotely
unlocking locked door) while unattended elements are mainly unprotected from
physical attacks [63]. The additional problem is the fact that execution of complex
security-enabling algorithms in IoT devices requires their significant energy,
communications, and computation capabilities. Hence, by connecting more intel-
ligent devices to the Internet, the privacy and security issues become critical,
representing the major challenges in realization of IoT vision. Considering that the
information collected by the IoT system might reveal personal information, the
security issues (protection of data and privacy) arise during aggregation of data and
their exchange. In other words, with the larger transfer of sensitive data over IoT
devices, there is more risk of data to be leaked, falsified or manipulated.
Untraceability, unlinkability, unobservability, anonymity and pseudonymity, are
mandatory to satisfy privacy issues. Thus, private information from patients, which
makes e-health as a highly sensitive yet personal area, appears as an essential
component in the widespread adoption of IoT principles in healthcare. The rela-
tionship between security and privacy concepts is data protection. Hence, the
special interest during the healthcare security architecture design must be given to
confidentiality and protection of information. Other factors such as information
security, trust, end-to-end personal data privacy and protection should be also
systematically and carefully addressed at the conception phase of each component
and overall IoT-based e-health system. Figure 11 shows the relationship between
information security and present healthcare research problems [9].

The security requirements and challenges of the IoT e-health applications are
shown in Fig. 12 [59].

As the first step in the entire health information access procedure, user authen-
tication is essential in healthcare information systems. Some of the authentication
mechanisms used to verify the user’s identity are: password, PIN (Personal
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Fig. 12 Security requirements and challenges for the IoT-based healthcare solutions

Identification Number), fingerprint, signature, voice pattern, smart card, token, etc.
Only in this way it can be assured that the information is sent by the trusted sender
[76]. Moreover, networked devices that exchange data with other IoT devices need
to be properly authenticated to avoid security problems. This may need to include
certain authentication protocols, and to use integrity-secured or encrypted channels
of communication [31]. Interoperability, as an essential characteristic of the
IoT-driven e-health system, enables diverse things to better cooperate and integrate
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in order to produce the desired outcome [18]. In order to make an interoperable
system, its elements have to be designed according to standards satisfying their
properties on: (i) technical (interoperability achieved using compatible hardware
interfaces), (ii) syntactical (compatible data exchange protocols and data containers),
and (iii) semantical (the same understanding of the meaning of data) levels [88].
When health-related sensitive data are shared across the network, authentication,
availability, confidentiality, and integrity are mandatory in order to realize secure
communications in [oT. With patient data integrity, the received medical reports
can’t be altered in transit. In this way, patient’ medical data, transferred to the
medical personal, can’t be modified, changed or interpreted by any unauthorized
source. Additionally, data confidentiality ensures that a patient’s health-related
records are secured from passive attacks [29]. Availability, as another security
requirement (Fig. 12), ensures the continuity of the IoT healthcare services to
authorized person upon demand. Due to the sensitive nature of health data, bounded
latency and reliability of the IoT-based e-health system are crucial to effective
intervention, especially in a case of emergency. It is important to highlight that data or
messages sent earlier can’t be denied by a node (non-repudiation). Employed system
security scheme must protect the data, device and network from any attack as well as
to provide respective security services at any moment, even some interconnected
health devices are harmed, failed, run out of energy or there is a software glitch [59].

Clearly, to enable at least a minimum level of security, IoT healthcare services
are facing with numerous challenges (Fig. 12). Bearing in mind that a typical IoT
healthcare system consists of small health-related devices of limited computational
performances, memory and battery power, finding a security solution that over-
comes these computational, memory and energy limitations and maximizes security
performance is a challenging task [59]. To secure devices in sensing layer of IoT,
all devices should be produced according to specific security criteria and implement
security standards for IoT. A trustworthy data sensing system, ability to detect and
identify the source of users and securely designed software or firmware at IoT
end-node are mandatory as well [72]. Other serious challenges are focused on
develop a mobility-compliant security algorithm and design highly scalable security
scheme applicable to the simplest of devices, and be appropriate for dynamic
network topology as well. An overall security protocol that has ability to equally
deal with both wired and wireless channel characteristics represents important
challenges security specialists facing with. Dynamic security updates and
tamper-resistant packages of IoT health devices are nothing less challenging to
implement [59]. Therefore, to implement the IoT-powered e-health system, using
portable health devices to collect, store, and transfer patient health-related sensitive
data to a central server, requires secure manners to rapidly transfer recorded data so
that patient’s personal information can’t be compromised at any stage. Only sat-
isfying requirements defined above and successfully dealing with mentioned
challenges, this goal can be accomplished. A large number of research is devoted to
the integration of enormous streams of real-time data from the IoT with all of
existing data, preserving and protecting user security with the help of pervasive
sensing and analytics systems and choice of hardware and software which will
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contribute to development of new intelligent, secure, easy and modern IoT appli-
cations. Novel research regarding security topics in IoT-driven e-health are also
based on improving several algorithms in medical applications that can be sup-
ported by the IoT technology and security issues and on defining new cryptographic
protocols that are able to work on tiny, low-power devices [1, 28, 64, 87, 98]. The
ways of reducing and solving the risk of security and privacy in an e-health
environment are discussed in many works [5, 9, 53, 54, 59, 67, 69, 73, 106, 118,
122, 129].

Nevertheless, protecting privacy and security and assuring fairness in the IoT is a
critical, yet complex task. As a very important and full of challenges, security and
privacy issues must be taken into account during the whole IoT lifecycle, from the
design phase to the services running. To protect privacy, in order to facilitate the
overall adoption of the IoT, following tasks must be performed [48, 124]:

Take into account technical solutions,
Encompass regulatory considerations,
Include market-based aspects, and
Incorporate socio-ethical issues.

However, it has been proven that, regarding privacy, a technical solution is not an
unattainable goal. On the contrary, political and economic factors are much greater
constraints society is facing with regard the level of privacy [52].

In summary, the security and privacy issues of IoT-powered e-health systems
must be threatened on many levels, what is essential for the success of IoT
implementation in healthcare. Confidentiality, data integrity, accountability, avail-
ability of services and access control are the essential goals that systems have to
achieve in order to satisfy certain security and safety demands [88]. Since an
IoT-driven e-health system store and process data of special interest, they should be
equipped with appropriate mechanisms of their protection. Security should be built
hierarchal into the whole healthcare ecosystem. Still, there are many open problems
in areas of security and privacy protection, network protocols, standardization,
identity management, etc. [72]. Assured privacy, security and consumer trust are
the keys to realizing the full potential of the IoT application in healthcare. This
highlights the fact that novel security protocols and identification techniques are
mandatory, as well as more intelligent security systems that include managed threat
detection, anomaly detection, and predictive analysis [23].

Regulations and standardization

The IoT success depends on the standardization issues, which provide secured
interoperability, compatibility, reliability, and effective operations on a global level
[72]. Therefore, standards, simply put as a list of agreed-upon rules and guidelines,
are considered as fundamental for facilitating e-health system interoperability,
providing adherence to current privacy and security legislation as well as ensuring
the ability to successfully leverage various devices and applications. Not only are
they important with regards to traditional e-health systems, standards also playing a
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role in the success of the novel IoT-based e-health solutions. In other words, taking
into account that a patient may necessitate the services of various healthcare pro-
viders, uses various devices, many different electronic systems and information
systems while used devices and information systems may use disparate (commu-
nications) protocols and messaging formats, the IoT-driven e-health must be sup-
ported with numerous standards. Lake et al. [69] classify standards used in e-health
applications in: data, message, document and process standards. The standards are
also classified into syntax, semantics, relationship, purpose and classification based.
However, standards for the IoT-based e-health together with technology are key
enablers of the transformation and revolutionizing healthcare. To deal with
deployments and utilization of diverse products, global interoperability standards
are necessary. These standards enable that variety of devices, systems and appli-
cations for health monitoring and preventive care talk the same language and
intercommunicate. To provide a common methodology for specifying sensor per-
formance and facilitate integration for multi-vendor sensors, the IEEE 2700-2014
“Standard for Sensor Performance Parameter Definitions” has been developed as
the result of the IEEE Standards Association and MEMS Industry Group collab-
oration [10]. Moreover, due to the sensitivity of medical data and required strong
legal regulation, healthcare-related systems are significantly harder to
develop. Safety and performance of products on the EU market are determined
either by Directive 2001/95/EC 11 on general product safety or by specialized
medical device directive in case of medical products [36]. Telemedicine, e-health
and IoT technologies are advancing rapidly, requiring new generations of com-
munication protocols, provisions for the service layer and interoperability guide-
lines. Work in standardization of this area is continuous and intense. An IEEE
active project P2413 “Draft Standard for an Architectural Framework for the
Internet of Things (IoT),” [58] defines an architectural framework proposing
cross-domain interaction, system interoperability and functional compatibility for
the IoT [10]. As the Cloud is one of the major building blocks of the IoT-based
e-health vision, Cloud-related standards at various layers of Cloud infrastructure
and services as well as some level of confluence of e-health and Cloud-related
standards are essential too. Moreover, the processes and services automation is not
feasible without adequate data standards that permit communication through open
access Internet-oriented software languages. Some of the common e-health data
standards include [69]: ICD (International Classification of Disease)—international
standard codes for diagnoses; LOINC (Logical Observation Identifiers Names and
Codes)—a universal coding system for the reporting of laboratory and clinical
measurements; CPT (Current Procedural Terminology)—standard for coding
medical procedures; SNOMED CT (Systematized Nomenclature Of Medicine)—
widely used hierarchical healthcare terminology; NDC (National Drug Codes)—
Food and Drug Administration’s numbering system for medications. It is important
to mention and following standards: HL7 (Health Level System 7)—a standard for
exchanging integration, sharing, and retrieval information between medical appli-
cations; CCR (Continuity of Care Record) and CCD (Continuity of Care Docu-
ment)—standards for solving the problem of patient-data portability and
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interoperability; DICOM (Digital Imaging and Communications in Medicine)—the
international standard for the communication and management of medical imaging
related information; IHE (Integrating the Health Enterprise)—an initiative to
improve the way computer systems in healthcare sector exchange information.
Furthermore, adequate regulative and standards (necessary to ensure that infor-
mation systems can exchange and share the patient information in order to provide
appropriate and timely care) like the ISO/IEC 27,000-series which encompasses
information security standards, must be satisfied [76]. There is also the Federal
Information Processing Standard (FIPS 140), a USA government computer security
standard, which deals with security in the transmission of information, what is a
crucial in the successful deployment of medical IoT applications. The ISO/IEEE
11073 family of standards has potential to provide complete and interoperable health
IoT architecture. In this way, the applications in the Cloud are able to supervise and
gather health-related information from personal health devices, enabling health
professionals to access remotely and directly to the newest measurement values of
each patient from the Cloud [77]. A comprehensive review of widely adopted e-health
interoperability standards has been presented in [3]. As can be seen, the collection,
processing, recording and dissemination of medical patient data are under the control
of many laws and regulations. Even these regulations and laws vary greatly between
different countries and continents, authorization procedures, data interchange and
privacy must be compliant with EU Data Protection Directive (e.g. Directive
2011/24/EU—the application of patients’ rights in cross-border healthcare; Directive
2000/31/EC—electronic commerce; Directive 95/46/EC—Data Protection) and the
national Patients’ Rights Laws (Europe) or the HIPAA in the USA [39].

It is worth to note that the IoT-driven e-health systems create complete new
challenges in sense of legislation and policy issues. From a standards perspective,
the IoT-based e-health systems represent a huge challenge for standardization.
Standardization, as a time-lagged and long-term process, is a complex task that has
to involve all participants. Moreover, standards development and implementation
lag behind technological development, making this process slow and may require
concerted regulatory action. Nevertheless, the success of IoT-powered e-health
vision relies mainly on standardization, which provides reliability, compatibility,
interoperability, and effectiveness of the operations on a worldwide scale.

Investment

Growing demand for real-time disease management, improved patient care services,
effective and efficient treatment outcome implies investors, providers, and devel-
opers rising interest in the IoT appliance in the healthcare. The IoT in the healthcare
market is segmented based on application, into telemedicine, inpatient monitoring,
clinical operations, medication management, and connected imaging. Regardless of
the applications, the basic requirement for implementing the IoT e-health services is
the access to the Internet. Besides rapid Internet growth, Internet access is not still
available to every place in the world. This implies a need to largely invest in IT
infrastructure and resources. The private companies will invest only if they can
make a profit. Hence, at this point the government comes in play [85]. On the other
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side, many companies and organizations largely invest in adopting new technolo-
gies in order to gain patients’ attention and deliver actionable insights for their
personalized care. One of the leading trends in the market is the result of high
consumerization. Patients want to have insight in their health condition as well as to
take control of it [99]. Even BI Intelligence [14] predicts that on a global scale 73
million IoT devices will be installed for the healthcare sector by 2016 and 161
million by 2020, the IoT-based healthcare isn’t just about devices. Instead of
hardware devices, more investment will be aimed at developing appropriate soft-
ware and services of IoT healthcare solutions [14]. The development of Big data
analytics, Cloud services and artificial intelligence are in the center of healthcare
industry’s investments. According to multiple market reports, the investments in
Big data analytics platforms and tools, the IoT, Cloud computing technologies, and
business intelligence tools in healthcare sector will continue their rapid growth. It is
anticipated that the healthcare-specific IoT market will expand from $32.47 billion
in 2015 to $163.24 billion by 2020 [16]. In other words, the immense interest in
completely connected health and supporting devices, sensors, and clinical tools,
will imply new and numerous investment in many key market segments that will
integrate to create the healthcare-specific IoT [17].

4 Discussion And Concluding Remarks

With the technology-driven developments, people in the 21st Century via more
effective and efficient healthcare systems and services are able to have insight and
proactively manage their health conditions. The IoT and e-health are keystone
technologies which together entirely change person-to-person, human-to-machine
and M2M communications, revolutionizing healthcare in all its aspects. IoT smart
devices applied in healthcare provide novel and attractive ways to monitor, record
patients’ data in home and work environments, and automatically transmit gathered
information to electronic systems. Data analyzed and delivered in easily under-
standable formats, enable healthcare practitioners to quick and easy gain insights
into the health conditions of patients and start using the collected data in their clinic
practice, providing in such way a faster, easier and cost-effective means to
accessing healthcare. Even the IoT integration in healthcare is still early in the
maturity, it can be expected that connected medical devices will become ubiquitous
and programmable, with the possibility to talk to each other while improving
quality of care and consequently patients’ personal health. In other words, in both
hospitals and at home, the possibilities of IoT-based e-health solutions are endless.

With this in mind, it can be pointed out that the advantage of IoT-based e-health
system is in possibility of smart objects to continuously monitor the health con-
dition of a patient and exchange information with other devices and health insti-
tutions via the Internet, in order to help make correct and personalized treatment
decisions. An intelligent infrastructure for personal health management through
smart devices and technologies accessible to all citizens, enable omnipresence of
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many medical applications such as remote health monitoring, fitness and wellness
programs, chronic diseases, and care of old and disabled people. Reducing the costs
and the time to perform health tasks and processes, more quality health decisions
and activities at the operational, managerial and policy levels and dealing with an
increasing number of cases without raising staff numbers or associated costs, are the
main advantages IoT brings in the healthcare domain.

This chapter, in addition to a performed review of the literature and existing
solutions, highlights six objectives for improving the current e-health system.
Guided by the improvements’ objectives and the new concepts, primarily IoT, Big
data and Cloud computing, the IoT-based e-health system architecture that includes
key elements of the modern healthcare system is presented as well. The conducted
analysis has confirmed that potential outcomes are significant. Still, there is a
number of possible challenges, risks and concerns that may prevent the full
adoption of IoT-powered healthcare. It is important to note technological, man-
agerial, organizational and ethical challenges, as well as standardization, interop-
erability, security and privacy issues, and economic factors which all together
represent the major challenges and barriers to revolutionize the healthcare pro-
cesses, increasing the availability and quality of medical care embraced with dra-
matically lowering costs.

Understanding the IoT-driven e-health may perhaps best be achieved by
reviewing a SWOT analysis to evaluate the Strengths, Weaknesses, Opportunities,
and Threats of the loT-based healthcare at the present time.

STRENGHTS ) _ \
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medicine
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* Using technology effectively to save time and ease
financial pressures

SWOT |,
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solutions
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* The question of data protection and certification is
not fully addressed

* Resistance to reform

* Partial interests

* Weak horizontal and vertical connection between
individual segments of the healthcare
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Hence, to develop and integrate effective ubiquitous loT-powered healthcare, it
is essential to recognize and deal with many ethical concerns, equal rights in
accessing to healthcare services and receiving care, accountability, the effectiveness
of patient involvement and quantity and quality of online health-related informa-
tion. Successfully dealing with numerous challenges loT-based healthcare services
are faced with, should enable reduced costs, increased the quality of life, and enrich
the both patients and healthcare providers’ experience. Even the 10T is immensely
changing healthcare, those changes are barely starting. Satisfying essential
demands, immensely improving existing healthcare systems and continuously
looking for entirely novel ways of monitoring and delivering healthcare will lead to
experience the maximal benefits loT-based e-health has to offer.
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