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Abstract Currently, the Internet of Things (IoT) is employed to establish con-
nections among smart things as well as between smart things and individuals. It is
used in various applications for smart cities. However, the IoT has several draw-
backs, such as a lack of common standards, which would be required if as many
things as possible are to be connected. The Web of Things (WoT) (i.e., the IoT
extended using Web standards) possesses common standards and has many other
advantages over the IoT. This article elaborates on both approaches, compares
them, and summarizes the potential uses of the WoT in cognitive cities. With the
WoT, processes in cognitive cities can be simplified and living standards improved.
Thus, the WoT is suitable for addressing the challenges faced by today’s cities.
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1 Introduction

The number of available data in a city is becoming so large that it is difficult to
efficiently process these data (cf. big data [1]). To use such a quantity of data on
behalf of urban residents and improve their user experience, cities must recognize,
collect, and analyze these data [2]. A solution to this challenge is to develop
information and communications technologies (ICT) that can assist in the man-
agement of urban data.

S. D’Onofrio (=) - S. Franzelli - E. Portmann
Institute of Information Systems, University of Bern, Bern, Switzerland
e-mail: sara.donofrio@iwi.unibe.ch

S. Franzelli
e-mail: simone.franzelli @iwi.unibe.ch

E. Portmann
e-mail: edy.portmann@iwi.unibe.ch

© Springer International Publishing AG 2018 75
R.R. Yager and J. Pascual Espada (eds.), New Advances in the Internet of Things,
Studies in Computational Intelligence 715, DOI 10.1007/978-3-319-58190-3_5



76 S. D’Onoffrio et al.

Smart city refers to the use of ICT (e.g., Web-based services) in a city when
accessing, processing, and using information to socially, ecologically, and efficiently
develop the city and to improve living standards [3]. In this context, the Internet of
Things (IoT) plays an important role because the introduction of innovative services
improves the experiences of residents and thus their quality of life [4].

By embedding short-range mobile transceivers in a wide array of everyday items
(e.g., mobile telephones), new forms of interaction between residents and smart
things and between smart things can be established. In this manner, the IoT is
created, and the ubiquity of the Internet is increased [5]. Enabling things to com-
municate with one another through a highly distributed network of devices enables
a city to collect data in all types of situation and to share these data with its residents
when they can be useful (e.g., data on traffic disturbances, weather alerts) [2, 5].
Particularly in the context of big data, it is crucial not only to be able to collect large
amounts of raw data (e.g., through sensors) but also to convert the collected data
into practical information for residents [6].

The IoT only represents the starting point of this development. In the future, as a
result of the rapid development of the Web, a Web of Things (WoT) will probably
connect residents with their cities. To date, the WoT has no clear definition. How-
ever, a small number of researchers (e.g., [7-9]) have attempted to establish one. In
particular, Guinard and Trifa [10] have promoted this effort and defined the WoT as a
specialization of the IoT that uses what made the Web so successful: global infor-
mation access [11]. Thus far, the physical world and the Web have been separated.
As an interface, a person is required, who connects the two realms by finding,
integrating, and using information and services from both in a meaningful way [12].
The evolution of the Web makes it possible to connect smart things to the Web and
to a large number of developers to effectively construct interactive, innovative
applications that mimic reality (i.e., a blend of the physical and digital realms) [9].

The application of the WoT can influence city development (i.e., from smart to
cognitive cities). The cognitive city is understood as an enhancement of the smart
cities [13] by adding cognitive computing as well as cognition and learning theo-
ries, such as connectivism [14]. Connectivism describes a constant learning process
with a simultaneous nurturing of connections. Not only humans but also other
knowledge carriers (e.g., computer systems) can access data knowledge from other
knowledge carriers. Thus, the acquisition and maintenance of knowledge is
expanded from the personal dimension to multi-agent dimensions (e.g., human to
human, computer system to computer system, human to computer system, com-
puter system to human) [15]. By applying ICT, a city can use the knowledge, which
has been shared with its knowledge carriers, to understand and learn from its
residents. In this way, a city can recognize and react to changes in resident behavior
[16]. Through the mutual communication, systems and residents learn from one
another and build their common knowledge (cf. collective intelligence [17] and
urban intelligence [18]). Therefore, Web standards, such as the WoT, are becoming
more important because they facilitate the connection between urban systems and
devices and thus optimize the interaction between residents and the city.
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In this article, we compare the IoT with the WoT and demonstrate how the WoT
can help smart cities evolve into cognitive cities. This article represents an outline of
the current state of work-in-process and is in line with design science research [19].
The article is structured as follows: The transition from smart city to cognitive city is
outlined in Sect. 2. Section 3 introduces the IoT, while Sect. 4 presents the WoT.
Section 5 compares the IoT and the WoT in the context of smart and cognitive cities.
Section 6 concludes the article.

2 From Smart City to Cognitive City

Although smart city is a frequently used term, a clear, consistent understanding of the
concept among practitioners and scientists is lacking [2]. According to Portmann and
Finger [3], a smart city is characterized by various concepts (e.g., smart democracy,
smart mobility, smart work) that facilitate the interconnection of residents and
modern technologies. Therefore, to enable such interconnection and the development
of a city into a smart city, well-functioning ICT is required. Here, applications in
many areas (e.g., health care, logistics, security) are imaginable (cf. [2]). Using such
applications and thus interacting and sharing information with their city, residents
become smart while further developing and shaping their city [3]. Newly developed
systems (e.g., cloud-based social feedback, crowdsourcing, predictive analytics)
improve the interaction between the smart resident and the city. The more input that
residents have in shaping a system (i.e., a smart city), the higher their satisfaction (i.e.,
the better their user experience) [2]. Thus, the smart city can be understood as a
sociotechnical system that aims to maintain a balance between efficiency and tech-
nology on the one hand and the happiness of its residents on the other hand [3].

A city’s smartness can be described in terms of understanding, learning, and
self-awareness. That is, a city can understand its own processes and learn from and
reflect on them. It is important that the smart city collaborates with many disciplines
(e.g., architecture, computer sciences, politics, business) and involves them in its
development [2, 3]. Collectively, residents and cities can act in such a way that they
behave more intelligently than they would individually, and in this manner, urban
intelligence (i.e., collective intelligence [ 17] in a smart city) is achieved [18]. To improve
the relationship between a city and its residents, it is crucial that the city understand
resident needs. In this context, connectivism [14] is a significant concept. Here, not only
personal experiences and perceptions but also those of others are important. Using
advanced ICT to share these experiences and perceptions, the city can retrieve relevant
information from its residents. Learning algorithms included in the underlying urban
processes enable the city to extract patterns [20] and to understand and learn from these
patterns. This learning concept is a basic principle of cognitive computing.

Cognitive computing represents an enhancement of semantic computing (which
emerged from the Semantic Web [21]). Semantic computing simplifies and auto-
mates processes through definitions, models, and queries to extract the meaning of
the data, while cognitive computing refers to the ability of systems to reason.
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Cognitive systems can act consciously, critically, and logically to extract knowl-
edge [22]. The application of cognitive computing and additional, new components
(i.e., cognition and the related cognitive systems) support the further development
of smart cities and optimize their urban processes [13]. The underlying cognitive
systems can cope with natural language and perceptions and learn from the user’s
(i.e., the resident’s) past behavior [2]. That is, these systems recognize changes in
behavior and can react to them [16].

Therefore, using the advantages of cognitive computing, the city can success-
fully respond to challenging situations, particularly those that involve imprecise
language and perceptions using cognitive systems [2, 13]. The interaction between
residents and advanced ICT is optimized, which enlarges the knowledge base inside
a city [3]. Because of the increased knowledge—based on the experiences and
behavior of the system user (i.e., the resident)—urban processes can be performed
more realistically and efficiently [16], provide more opportunities for residents to
develop themselves and increase the city’s attractiveness [2].

Several companies (e.g., Accenture, IBM, Microsoft) have begun applying
cognitive computing in business and IT services to generate higher revenues, solve
problems more efficiently, make better decisions, and improve the efficiency of
applications [2]. Thus, the application of cognitive computing in urban develop-
ment is of substantial interest.

3 Internet of Things

This section introduces the IoT, describes several of its technical aspects, and
presents examples of IoT applications in cities.

3.1 Definition

The Internet, which is a global system of interconnected computer networks, uses
the standard Internet protocol suite (TCP/IP) to link numerous devices worldwide to
carry a substantial amount of data or information. The IoT functions in the same
manner as the Internet (i.e., collects and shares information) by combining networks
of various physical objects using network connectivity [6, 10].

The I0T’s evolution can be viewed as a movement from the current Internet to a
network of interconnected (smart) things. The [oT is based on interoperable ICT, which
not only gathers information from the environment (i.e., through sensing) and interacts
with the physical world (i.e., actuation) but also uses existing Internet standards to
provide services for information transfer, analytics, and communications [23, 24].

The main characteristic of IoT is the integration of several technologies and
communications solutions (e.g., identification and tracking technologies, wired and
wireless sensors, actuator networks) to improve interaction and cooperation among
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Fig. 1 Three visions of IoT
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users, for example, through devices (e.g., mobile telephones, sensors), and thus to
achieve common knowledge [5].

According to Atzori et al. [5], in the IoT, the following three visions converge:
Internet-oriented (i.e., middleware), things-oriented (i.e., sensors), and
semantic-oriented (i.e., knowledge) (Fig. 1).

The Internet-oriented vision refers to the idea of reducing the number of Internet
protocols (IPs). By implementing IoT using simplified IPs, objects are made
addressable and reachable from any location [5, 6]. The things-oriented vision is
based on several simple items (e.g., RFID, smart items) and basic components (e.g.,
NFC, wireless sensors), which are applied using interfaces to connect the real world
with modern ICT. The semantic-oriented vision addresses the challenge of
extracting information from the increasing number of items in the Internet. In this
context, the primary task is to aggregate and represent knowledge (cf. [3, 6, 25]).

From a system-level view, the IoT is a highly dynamic network system that
consists of a large number of (smart) things that produce and consume information.
Capable of connecting the physical realm with the digital realm and translating the
data into human-readable information, the IoT opens a new era of
knowledge-building [6].

3.2 Architecture

Generally, the IoT can be divided into the following 3 layers: the
perception/sensing layer, the network/transmission layer, and the application layer
(Fig. 2) [26, 27].
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Fig. 2 IoT architecture

The primary function of the perception/sensing layer, which consists among
others of two-dimensional code tags, a code reader, sensors, and sensor networks, is
to perceive and identify (smart) things and to acquire and recognize information
from them. The network layer (i.e., the IoT’s infrastructure) is formed by all types
of communication networks and the Internet. Its main parts are the IoT management
center and the information center. Therefore, the network layer operates not only
the network but also the information. To develop accurate application solutions, the
application/transmission layer (i.e., information service system) is required that can
be viewed as IoT technology combined with expertise (from industry or academia).
This layer’s primary task is to guarantee information sharing and information
security in various areas (e.g., smart buildings, smart industry, smart transport) [26,
27]. Therefore, a typical IoT solution is characterized by many devices (i.e., smart
things) that use a gateway to communicate through a network [28].

3.3 Standards and Interfaces

Standards are key for the interoperability required to improve the integration of
various technologies and thus enhance the interaction between individuals and
systems [29]. There are hundreds of standards from diverse organizations
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(e.g., IEEE,1 NISTZ), protocols3 (e.g., IPv6, 6LoWPan), and IoT platforms4 (e.g.,
ThingWorx, EVRYTHING, Amazon Web Services Internet of Things) to choose
from [10]. Therefore, it is impossible to summarize the IoT standards.

Because there is a defined API for every standard, there are even more interfaces
(API) than standards (cf. [29]). Thus, every IoT solution has its own defined API,
which enables easy integration with existing applications and integration with other
IoT solutions [28].

3.4 IoT Applications in Cities

Many researchers (e.g., [4, 5, 30]) have conceptualized and tested IoT applications
in the urban context. A literature review, Table 1, shows examples of urban IoT
applications.

Several of the studies cited in the table aim to improve urban mobility by
monitoring roads and parking spaces (cf. [4, 31, 32]). Others try to decrease energy
consumption and environmental pollution (cf. [5, 33, 34]). Still others collect data
on buildings and infrastructure as well as general environmental data (cf. [5, 35]).
There is also an application from the shopping domain (cf. [36]). In sum, these
examples of urban applications indicate that the IoT has the potential to improve
city development through the integration of human and machine.

4 Web of Things

This section introduces the WoT, describes several of its technical aspects, and
presents examples of WoT applications used in cities.

4.1 Definition

The Web is constantly evolving (i.e., from Web 1.0 to Web 4.0 [37]). Thus, today,
anyone can access Web servers from personal devices (e.g., computer, mobile
telephone), and services are increasingly provided on the Internet using Web
applications [8].

Icf. https://www.ieee.org/index.html.

2cf. https://www.nist.gov/.

3cf. http://www.postscapes.com/internet-of-things-protocols/.
4cf. http://internetofthingswiki.com/top-10-iot-platforms/634/.
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Table 1 IoT applications in cities

Source | Approach Description
[5] City information The city continuously monitors the status and performance of
model its buildings and infrastructure (e.g., cycle paths, rail lines) and
shares the information with third parties through APIs
[35] Low carbon open Using low-power, low-cost sensing equipment, environmental
data network data are collected in real time. Open access to these data is

provided to residents via online services, which means that
they can develop applications based on the data

[31] RDF stream A travel planner application, which recommends the best route
processing based on live data from traffic sensors while considering factors
such as the user’s transport mode, traffic congestion, and
estimated arrival time

[32] Road condition An application that provides road condition alerts based on
application data from embedded sensors in the smartphones of vehicle
users
[36] Smart A smart shopping environment that tells merchants when to
shopping inform citizens regarding shopping offers based on the analysis
of city-context data (e.g., city agenda, parking data)
[33] Energy The application draws data from different sources (e.g., heat
management and electricity meters) to improve the use of energy in
commercial and residential areas
[4] Traffic control IoT technologies are applied to monitor traffic and parking
systems spaces in cities as well as to offer traffic routing advice
[34] Semantic A framework that collects data and models them for specific
framework IoT applications (e.g., detection of vehicle pollution) that are

based on semantic and machine-learning technologies

The WoT is a means of accessing surrounding devices through Web applications
[8]. The WoT’s underlying idea is for each (smart) thing to have its own Web page
and thus be available for indexing by search engines. Subsequently, one can search
for the thing and access it directly from a Web browser [38]. By reusing Web
standards and adapting technologies and patterns commonly used for traditional
Web content, objects (i.e., things) of daily life can be connected and fully integrated
into the Web [5, 39]. Therefore, the WoT is an environment in which everyday
objects (e.g., buildings, traffic lights, commodities) are identifiable, recognizable,
and controllable through the Internet using Semantic Web standards. Thus, a large
number of things appear on the Web, which means that seamless communication
between individuals and (smart) things is provided. Similar to the IoT, the WoT
seeks to bridge the gap between the physical and digital realms using a common
platform (i.e., the Web) that is accessible to everyone [9].

According to Trifa [40], the WoT is based on five pillars of the modern Web
architecture (Fig. 3).
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4.2 Architecture

The WoT has the following four layers: Access, Find, Share, and Compose (Fig. 4).
These layers more thoroughly integrate (smart) things into the Web and make them
more accessible for applications and individuals [10].

In Access, the primary task consists of transforming a (smart) thing into a
programmable Web thing with which other devices can easily communicate. The
layer Find ensures that a device is findable and automatically usable by other WoT
applications. Share specifies how the data generated by (smart) things can be
efficiently shared over the Web. Finally, Compose creates in a simple way appli-
cations that involve (smart) things and virtual Web services [10]. Thus, the aim is
not to apply the Web as a transport infrastructure but to make devices an integral
part of the Web [39].

4.3 Standards and Interfaces

The WoT does not create completely new standards. Instead, it reuses the
well-known Web standards [39] used in the physical (e.g., Beacon), programmable
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(e.g., REST, HTTP), semantic (e.g., RDF, OWL), real-time (e.g., WebSockets), and
social (e.g., profile standards) Webs [40].

Web standards ensure that data can be rapidly and easily moved across systems.
HTTP and REST (cf. [41]) are the most frequently recommended Web services for
offering public access to data available on the Web. With REST constraints, the
interaction between the components (because each component of the system
complies with those constraints) is well defined and thus predictable. Therefore,
(smart) things can be smoothly integrated into the Web by making them findable for
Web users through a RESTful interface (API) using HTTP [10].

4.4 WoT Applications in Cities

Although the WoT remains an emerging approach, a small number of researchers
(e.g., [42—44]) have theoretically applied it in a city context. A literature review,

Table 2, shows examples of WoT applications used in cities.

Table 2 WoT applications in cities

Source | Approach Description
[42] Traffic SenseBox A sensor platform focused on easy accessibility via the Web,
with a built-in ultrasonic sensor that can determine traffic
density by counting the number of passing cars
[71 WebloT A Web application framework that aims to improve the
interaction among things and between things and humans
[45] Intelligent vehicle Road users can apply a traffic information service, which
system shows road obstacles and congestion levels and is
personalized through WoT-API for their requirements
[39] Energie visible This project provides a Web dashboard, which enables
individuals to visualize and better understand, monitor, and
control the energy consumption of household appliances
[43] Smart home Using the Web’s infrastructure, Web applications can be
designed that benefit a large number of simultaneous users,
who can fully automate their houses (i.e., the smart home)
[30] Landsliding early Sensor nodes that are implemented in a landsliding high-risk
warning zone collect and display real-time telemetry observations of,
e.g., soil movement and precipitation
[51] Multimedia A prototype based on a Web application that can exchange
remote controller information with nearby electronic devices and on a mobile
Bluetooth application
[44] Smart farm A prototype relying on Semantic Web standards that uses
livestock monitoring technologies, environmental sensors,
and an ontology-enabled architecture for personal real-time
alerts for on-farm situation awareness
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Currently, it is difficult to find WoT applications in actual use in cities. Several
of the applications mentioned in Table 2 are envisaged use cases and have not yet
been applied in real-world scenarios. There are various areas in which such WoT
applications may be used, for example, in the measurement and visualization of
traffic flows (cf. [42, 45]) or energy consumption (cf. [39]). WoT applications could
also be helpful in the development and functioning of smart homes (cf. [43]), smart
farms (cf. [44]), or natural disaster warning systems (cf. [30]). More generally, a
Web application framework aimed at improving the interaction among things and
between things and humans [7] as well as a system that facilitates the sharing and
control of the access to resources in the WoT [46] are presented in the table.

As in the case of the IoT (because the WoT is specialization of the IoT [10]), one
can conclude that the WoT has the potential to improve city development through a
closer interaction and integration of residents and machines.

5 The Internet of Things Compared with the Web
of Things

First, a general comparison of the IoT and the WoT is made, followed by a com-
parison of the main aspects of both approaches in the context of smart and cognitive
cities.

5.1 General Comparison

The IoT only involves the interconnection of (smart) things with the Internet,
without considering any technology or network structures [8]. Therefore, while the
Internet is the correct option to connect physical things, the option for a universal
platform on which to construct applications using things is the Web [9]. To illus-
trate this point, Table 3 shows a literature-based comparison of both approaches, in
which ‘+’ indicates positive (incl. potential) impacts and ‘-’ indicates negative
impacts (incl. threats). In this comparison, only decisive criteria are included (i.e.,
those that are mentioned most frequently in the consulted literature). Additional
criteria (e.g., automation, quality of life, sustainability) were considered. However,
because the IoT and the WoT have similar advantages in these fields, they have
been omitted. Therefore, Table 3 only includes criteria with respect to which major
differences appear between the IoT and the WoT and therefore is incomplete.

As Table 3 shows, the WoT has several advantages over the [oT. For example,
the WoT is much easier to maintain and program. It is also substantially more
secure than the IoT, and its standards are more universally applicable than the
fragmented IoT standards. Only in the aspect of privacy do both systems display
problems. However, even in this respect, the WoT is one step ahead of the IoT.
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Table 3 Comparison of the IoT and the WoT

S. D’Onofrio et al.

IoT WoT
Maintainability | e Significant effort required to write | @ Existing widespread
custom convertors for each new (Web) technologies enable
device [10] substantial ease of development
e Long-term maintainability [8]
vulnerabilities (because of e Maintaining Web applications is
competitive cost and technical more cost-efficient [51]
constraints) [47] e No risk that the Web will suddenly
e Improved maintainability of the cease to function and require an
systems through integrators [50] upgrade [10]
Privacy e Potential harm is amplified in the | e Potential privacy violations (i.e.,
IoT by the scale and greater Web services having drawbacks)
intimacy of personal data [46]
collection [47] e Public sharing might result in
e Privacy breach (i.e., when a thing is serious privacy implications [39]
put online, it remains online) [53] e Standard protocols for securely
e Privacy requirement in the IoT is encrypting data between clients
currently only partially covered [52] and servers on the Web [10]
Programmability | e Complex ease of design and e Easier; surrounding devices are
development [48] accessed through Web
e Much computing power for applications [8]
identification/addressing schemes | @ Open ecosystem (i.e., creating
[49] applications using standard Web
e High barrier for adoption (i.e., services) [46]
complex IoT protocols) [10] e Same programming model for
interaction with Web API [10]
Security e Vulnerable to attack (e.g., e Secure interactions with HTTPS
unattended components, wireless [8]
communications, low capabilities | e Less risky (i.e., constantly tested,
of energy and computing updated, and fixed systems) [10]
resources) [5] e Authenticated and secure
e Possibility of personal data being communication between clients
stolen [53] and gateways with HTTPS and
e Security problems [27] OAuth [40]
Standards e Complex standards landscape [29] | e Adoption of IP (i.e., open

e Standards funded and governed by
corporations are not neutral [10]
e Risk of fragmentation and lack of

adoption of adequate standards [4]

standards for thing
communications) [7]

Promising results when using Web
standards (i.e., easily accessible)
[39]

Open and free standards [10]

The next section treats most of these aspects in more detail. However, it should be
kept in mind that this comparison is only a literature-based one and thus does not
represent an exhaustive list.
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5.2 Benefits for Smart and Cognitive Cities

In 2011, the number of interconnected devices exceeded the world’s human pop-
ulation. Currently, there are approximately 9 billion interconnected devices. The
number predicted for 2020 is approximately 24 billion devices [23]. More than
ever, the IoT and the WoT concepts are becoming interesting for cities.

The aim of a smart city is to more efficiently use resources to improve the quality
of services and thus to increase the city’s attractiveness [2]. Embedding devices into
everyday physical objects and making them smart enable the integration of such
objects into the global cyberphysical infrastructure [4, 6]. Thus, the interconnection
of the physical and virtual realms can improve the management of cities and urban
processes in various fields (e.g., education, health, logistics) [2]. Using IoT, a smart
city confronts certain obstacles (e.g., long-term maintainability vulnerabilities [47],
complexity in programming [48]). More precisely, the city must invest a significant
effort to program and maintain custom convertors, identification, and addressing
schemes for each device [10, 49, 50].

Such programming is coupled with standards. Because there is a large, complex
standards landscape that is to a certain extent funded and governed by corporations,
IoT development is complicated [29]. Therefore, the use of Web standards in the
context of cognitive cities is particularly interesting. These open, free standards
make it substantially easier for cities to share data with their residents [2, 10]. The
possibility of accessing surrounding devices through Web applications and the use
of open standards make these devices easily accessible in a universal way [7, 8, 39].

This open ecosystem of digitally augmented smart things makes it easier for
developers to process real-time data from various fields (e.g., traffic pollution,
public transportation) [46]. Because there is no risk that the Web will suddenly
cease to function, the maintenance of such Web applications is cost-efficient, which
enables substantial ease of development [8, 10, 51]. The sharing of real-time
information between smart things and city residents results in a learning cycle and
pattern recognition. Through this mutual learning process (i.e., connectivism [14]),
collective intelligence [17] (i.e., urban intelligence [18]) can be achieved.

Regarding the maintainability, programming, and standardization of applica-
tions, it seems that the Web offers more potential for urban development than the
Internet does. However, both approaches are confronted by issues of privacy and
security. In the IoT, privacy requirements are generally only partially addressed
[52], which makes the connected devices highly vulnerable to attack. In the worst
case, personal data might be stolen [5, 53]. In the WoT, the Web continues to
display several drawbacks that could have serious privacy implications [39, 46].
However, by applying the HTTP programming model, particularly HTTPS, it is
possible to offer authenticated, secure communication between mobile clients and
gateways [8, 40]. In addition, there is less risk of attack because Web services are
constantly used, tested, updated, and fixed [10]. Even if the issues of security and
privacy are difficult, the Web is better able to counter these challenges than the
Internet.
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6 Conclusions and Outlook

Because of the potential of connecting smart things with individuals and systems
through the Internet, several studies (e.g., [54, 55]) suggest that the IoT will evolve
into a future IoT (i.e., an advanced and extended version of the IoT). However, we
believe that the next phase of the IoT will be the WoT (i.e., the IoT extended by the
Web), particularly in the context of city development. Regarding the advantages of
the WoT over the IoT maintainability, programming, and standardization, the
authors recommend considering the WoT for the development of smart and cog-
nitive cities. In particular, the following aspects make the WoT useful for cognitive
cities: first, common standards and ease of programming, which enable more
individuals to participate in the development of new applications; second, the
higher security of communication; third, the reduced effort required to maintain the
Web. It must be noted that the comparison of the two approaches is based on
information sciences research and thus provides insight from only one perspective.
To clearly state which approach is better (and to what extent) for city development,
other perspectives (e.g., mathematical, engineering) should also be considered.

An important issue in the context of the WoT that has not been mentioned is the
search process, which enables connected objects to be discovered and filtered for a
given use and to be combined or associated within Web applications. Objects can
only be found if they are described with identifiable and traceable information. To
use these connected objects in Web applications, dedicated description languages
(e.g., WSDL, WADL) are required. With the emergence of Web-enabled objects,
efficient techniques that facilitate the search for connected objects will be crucial for
the WoT’s success [56].

In addition, the privacy and security issues should be elaborated in more detail.
Even if the HTTP programming model facilitates secure communication, the Web
possesses other drawbacks that cannot be ignored.

Moreover, research on how the WoT can benefit smart and cognitive cities in
specific real-life cases should be expanded. Only a small number of applications of
and use cases for the WoT in cities have been developed, which indicates a sub-
stantial opportunity for future research in this area (e.g., the creation of a Google for
cities).
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