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Abstract. Smart environments describe spaces that are equipped with
sensors, computing facilities and output systems that aim at providing
their inhabitants with targeted services and supporting them in their
tasks. Increasingly these are faced with challenges in differentiating mul-
tiple users and secure authentication. This paper outlines how biometric
technologies can be applied in smart environments to overcome these
challenges. We give an introduction to these domains and show various
applications that can benefit from the combination of biometrics and
smart environments.
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1 Introduction

Smart environments use a multitude of information-processing methods and
technologies to support their inhabitants in daily activities [3]. The basis for
most applications are sensors and actuators that are placed in the environment
or worn by the user. The purpose of the sensors is to analyse the current sit-
uation of the user in the environment — the context [15]. The most common
example of a smart environment is the smart home where the system is used
to track inhabitants, optimise energy usage, and provide multimedia or comfort
functions. However, the concept can be extended to numerous environments,
including museums, offices, shopping centers, or cars [3].

Many applications that are built for these context-aware systems are primar-
ily aimed towards single users, with data processing methods that are optimised
for this use case and the proliferation of single-user input and output channels.
The market for smart homes has been increasing considerably in the past five
years, leading to a proliferation of smart environments in multi-user scenarios.
Often the systems circumvent the multi-user challenges by simply restricting the
automated acquisition of contexts [14].

Within smart environments, the access to certain types of personal data
should be restricted to authorised users. This is particularly relevant for health
related information, e.g. gathered by devices that remotely measure physiological
parameters. In the past few years research into distinguishing multiple users
in smart environments and managing their individual contexts in parallel has
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become more active [4]. The two main approaches are user identification by a
specific token or using biometric characteristics.

The strength of biometrics compared to tokens is that biometric character-
istics are strongly bound to a person and cannot easily be forgotten or passed
on to other people, be it intentionally or unintentionally. Biometrics enables the
automated recognition of humans based on their biological or behavioural char-
acteristics. This requires the detection of features that are discriminative for each
person and make them recognisable. Some common methods are fingerprint, iris,
and face recognition.

A variety of soft biometrics does not attempt to associate the detected bio-
metric features to an individual person, but instead to groups of people, e.g.
by detecting age, gender, or group-specific body parameters. This is sufficient
for many applications, including several scenarios in smart environments. The
multi-user challenge is a typical showcase for the use of soft biometrics, as it
provides the opportunity for temporary assignment of user information.

In this paper, we discuss how biometric technologies can be used to pro-
vide solutions for the presented challenges that occur in smart environments.
In Sect. 2 we give an overview of smart environments. In Sect. 3 we discuss user
authentication needs in smart environments. In Sect.4 we give an overview of
biometric technologies that could be applied in smart environments. Section 5
summarises the results and gives an outlook.

2 Overview of Smart Environments

The notion of environments becoming smarter with the aid of information tech-
nologies has been a vision for several decades. In a famous article, Mark Weiser
established the notion of Ubiquitous Computing where computational resources
are invisibly placed in the environment and the computer is reduced to its input
and output channel [17]. He envisioned devices similar to today’s smartphones
and tablets.

Figure 1 shows components hidden in a smart living environment. Early in
smart environment research, the notion of platforms has become important.
They are software components that manage communication between all devices
and enable the creation of domain-specific rules [8]. Due to the heterogeneity
of the components involved, they are often service-oriented, semantic platforms
that provide a high level of abstraction such as the universAAL platform [7].

All components shown in Fig. 1 benefit from the continuing trend for embed-
ded systems. Computing devices are becoming smaller and more efficient, which
enables more advanced computing methods to be used, even on very small
devices. Sensing units have become smaller and less energy-consuming over
time. They may rely on MEMSs (micro electro-mechanical systems), very small
mechanical systems that can be integrated on chips. Thus numerous sensors can
be placed on a single chip, reducing cost and making them less obtrusive. Actu-
ators may be all forms of devices that can express an output. They range from
the switch that turns on the light, motors that move the blinds, to screens and
audio systems, which have also become smaller, using embedded systems.
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Fig. 1. Example of smart environment and hidden components

So far, most sensing systems do not fulfill the requirement stated by Weiser
that they should be unobtrusive and ubiquitous. For example, cameras are pow-
erful and well-suited for public environments, but there is a perceived lack of
privacy in the private domain and they are difficult to hide from view. Therefore,
recently, entirely invisible sensing systems have become an area of research. Such
systems can be put into practice using e.g. capacitive sensing technology, which
uses weak electric fields that are disturbed by human bodies moving through.
They can be hidden behind any non-conductive material, making them suitable
for invisible sensing in smart environments [2].

3 User Authentication Needs in Smart Environments

3.1 Overview

After introducing the technical prerequisites in the previous section, we want to
briefly introduce common applications and services that are provided in a smart
living environment:

— Information — the inhabitants get targeted and personalised information items,
either from general sources, such as news sites on the web, or from personal
sources including calendars, emails, and notifications,

— Communication — there are numerous communication services provided, rang-
ing from classic phone systems to video systems in the living room, or telep-
resence systems, e.g. by special-purpose robots,
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— Energy saving — sensor systems detect presence and location and are able to
turn off non-essential systems, e.g. lighting and heating,

— Health and care services — health information can be collected by environmen-
tal sensors that are connected to the smart environment platform. In addition
there can be communication facilities to medical or care personnel, or smart
alerts if dangerous situations are recognised,

— Remote configuration, surveillance, and control — smart environments may be
configured, monitored, and controlled remotely over the Internet.

Important factors for all of those services are personalisation and data secu-
rity. As soon as multiple users are present in the environment, the systems need
to know from which person they are currently collecting data and to whom they
shall provide personalised services. The sensors are able to detect a very fine-
grained image of the users’ behaviour and eventually medically relevant infor-
mation. Here it is important to protect the data from any outside access, but
in addition also from unauthorised access by other user’s in the environment. If
the access shall be provided comfortably and seamlessly, smart authentication
technologies have to be used.

3.2 Multi-user Challenge

So far, most smart environments have been developed with a focus on a single
user. Research into multiple users has been performed for the past few years [14].

The presence of multiple users changes the behaviour of the environment,
resulting in the adaptation of scenarios. For example, the smart environment
should not turn off the lighting for energy saving as long as there is still another
person in the room, and a smart bathroom mirror should only present the news
relevant to the user that is currently in front of the mirror. We can distinguish
the following classes of scenarios:

— Personalised content presentation,
— Deactivating single-user environment rules,
— Adaptation of sensing and reasoning.

Particularly, the adaptation of sensing and reasoning is an ongoing research
topic [13]. Many typical sensing systems cannot inherently distinguish between
several people. Therefore, it is necessary to combine multiple sources of infor-
mation, using multi-sensor fusion.

3.3 Data Security and Continuous Authentication

Data security is an inherent challenge in smart environments [10]. The data that
is created has to be protected against unauthorised access from the outside in
order to protect behavioural and health-related information from being abused.
Speech-recording objects that transmit all recordings by default to the cloud for
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the purpose of speech recognition' are a daunting example. Another example: By
remotely accessing the information stored in the smart environment, an attacker
could find out times of absence that would be suitable for a break-in or tell the
smart environment to unlock doors and open windows for easier access.

Within the smart environment similar issues may occur. Person B may see
medical information acquired from Person A or get detailed information about
their behaviour or that of potential visitors. Authentication methods can be
used to prevent this access, e.g. face recognition methods [11]. The authentication
systems should support continuous authentication, for increased user acceptance,
while being reliable.

4 Overview of Biometric Technologies

4.1 Biometric Characteristics

Some biometric characteristics are visible or measurable even without the active
cooperation of the person. Such characteristics are called static biometric char-
acteristics. Examples of static biometric characteristics include: Fingerprints,
face, hand geometry, iris, and vein patterns. In practice, even capturing static
biometric characteristics may be an obtrusive process: People have to present
their characteristics to a biometric sensor or to remain in a certain pose for a
while. The need to simplify and expedite the acquisition of biometric samples
has led to the development of innovative biometric sensors (originally targeted at
border control applications) including iris-at-a-distance systems and contactless
fingerprint systems capturing fingerprints on the fly [16].

In contrast to static biometric characteristics, behavioural characteristics
require an action from the person. Examples of behavioural biometric charac-
teristics include: Voice, signature dynamics, keystroke dynamics, and gait.

4.2 Multi-biometrics

The nature of smart environment solutions requires the integration of auto-
matic recognition solutions without jeopardising the overall usability. Ideally,
such a biometric system should not require any special actions from the users.
However, achieving both, high recognition accuracy and usability have always
been a challenge to biometric technologies. An accurate biometric recognition
requires limitations such as a specific biometric capture position, strict envi-
ronment conditions (e.g. illumination), and the collaboration of the users. This
trade-off between accuracy and usability /robustness can be eliminated by con-
sidering a number of biometric information sources within a smart information
fusion approach [5].

! http:/ /www.commercialfreechildhood.org/child-advocates-mobilize-stop-mattels-
eavesdropping-hello-barbie.
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Having more information sources allows each source to be less accurate and
thus less sensitive to the environment conditions. Fusing the information pro-
vided by these different sources allows to achieve the required high level of accu-
racy. Most importantly, it allows the biometric system to be operated unobtru-
sively without requiring special actions from the users. The different biometric
sources can be based on different characteristics, captures, algorithms, sensors,
or instances.

4.3 Generic Biometric System

Figure 2 illustrates the general model of a biometric system: Biometric samples
are acquired from a subject via a biometric capture device (sensor) and sent to a
signal processing subsystem in order to extract distinctive, repeatable biometric
features. The storage subsystem stores the resulting features or the captured bio-
metric sample in a biometric enrolment database as a biometric reference. The
comparison subsystem compares the features extracted from a probe biomet-
ric sample with references from the enrolment database to determine whether
they match. A distinction is drawn between biometric verification — one-to-one
comparison of biometric feature sets to confirm the claimed identity — and bio-
metric identification — one-to-N comparison of biometric feature sets to identify
a person among several persons registered in a database. The decision subsystem
returns a decision regarding acceptance or rejection of the probe based upon the
similarity between the features of probe and reference.

Enrolment Biometric

Quality
. assessment/ ’ . .
Data Acquired feature Biometric Compari Comparison i
parison Decision
capture {data extraction/ probe score
formatting
Decision
result

Fig. 2. Generic biometric system

Possible biometric authentication architectures differ in the locations where
biometric reference data is stored and where the biometric comparison is carried
out: a server, a client, a mobile device, or a security token such as a smart card.
Possible architectures for biometric systems include [9]:

— Store on server, compare on server,
— Store on client, compare on client,
— Store on device, compare on device,
Store on token, compare on server,
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— Store on token, compare on device, and
— Store on token, compare on token.

For local authentication in a smart environment, the store-on-server compare-
on-server architecture would be appropriate because it allows users to be authen-
ticated anywhere in the environment where biometric sensors are available.

For biometric authentication of a user of a mobile device for remote access to
a smart environment, the store-on-device compare-on-device architecture would
be appropriate. The FIDO (Fast Identity Online) Alliance has specified a set of
mechanisms for using local device authentication, including biometric store-on-
device compare-on-device authentication, for secure online authentication [6].

4.4 Security and Usability Requirements and Recommendations

Biometric systems are threatened by attacks on several points: In particular,
they may be attacked on the sensors by presenting a biometric look-alike or
fake biometric characteristics. An impostor could also try to send recorded or
otherwise acquired biometric data to the comparison component, evading the
regular data capture device. Another possible point of attack is the data storage
containing biometric references and thresholds, which should not be readable
or alterable by attackers. Like any information technology system, biometric
systems must be sufficiently protected against malicious attacks [12].

More clearly visible biometric characteristics that may be used in a smart
living environment such as face, ear, or gait are more prone to presentation
attacks (spoofing) as they can be easily captured by attackers. Such attacks
can be detected using a presentation attack detection component. Using multi-
biometrics makes the biometric system less vulnerable to presentations attacks
as it is harder for attackers to collect and mimic a larger number of biometric
characteristics simultaneously.

5 Conclusions

We have given an introduction on challenges in smart environments and how bio-
metric technologies can provide solutions. In future applications in this domain
the need for supporting multi-user scenarios will become more apparent. The
growing number of sensors, particularly in the monitoring of vital signs leads to
additional concerns regarding data security and reliable authentication within
the smart environments. However, these sensors can be of use for multi-biometric
applications, by providing additional features that can be used in the authenti-
cation process.

In the future we want to exploit these technologies, e.g. by inclusion of envi-
ronmental and behavioural information into multi-biometric systems. A candi-
date are smart floors that provide localisation and potential gait information
[1]. The usability of biometric systems in smart environments is to be evaluated.
We want to evaluate the user acceptance of various biometric systems in several
smart environment pilot sites.
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