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Preface

The Communication Technologies for Vehicles Workshop series provides an inter-
national forum on the latest technologies and research in the field of intra- and
inter-vehicles communications. It is organized annually to present original research
results in all areas related to physical layer, communication protocols and standards,
mobility and traffic models, experimental and field operational testing, and performance
analysis among others.

First launched by Tsutomu Tsuboi, Alexey Vinel, and Fei Liu in Saint Petersburg,
Russia (2009), the Nets4Workshops series (Nets4Cars/Nets4Trains/Nets4Aircraft) have
been held in Newcastleupon-Tyne, UK (2010), Oberpfaffenhofen, Germany (2011),
Vilnius, Lithuania (2012), Villeneuve d’Ascq, France (2013), Offenburg, Germany
(2014 Spring), Saint Petersburg, Russia (2014 Fall), Sousse, Tunisia (2015 Spring),
Munich, Germany (2015 Fall), San Sebastian, Spain (2016 Spring), and Halmstad,
Sweden (2016 Fall).

These proceedings contain the papers presented at the 12th International Workshop
on Communication Technologies for Vehicles Nets4Workshops series (Nets4Cars/
Nets4Trains/Nets4Aircraft 2017), which took place in Toulouse, France, in May 2017,
organized by ENAC (French Civil Aviation University) with the technical support of
IFSTTAR, France, and Halmstad University, Sweden.

The call for papers resulted in 16 submissions. Each of them was assigned to the
international Technical Program Committee to be reviewed at least by two independent
reviewers. The co-chairs of the three Technical Program Committees (Nets4Cars,
Nets4Trains, and Nets4Aircraft) selected 12 full papers for publication in these pro-
ceedings and presentation at the workshop, four of them for Nets4Cars, seven for
Nets4Trains, and four for Nets4Aircraft. In addition, two demonstration papers were
also accepted. The order of the papers presented in these proceedings was aligned with
the workshop program.

The general co-chairs and the Technical Program Committee co-chairs extend a
sincere “thank you” to all the authors who submitted the results of their recent research
as well as to all the members of the hard-working comprehensive Technical Program
Committee that worked on the reviews.

March 2017 Alain Pirovano
Marion Berbineau

Alexey Vinel
Jaizki Mendizabal
Hervé Bonneville

Bertrand Ducourthial
Hasnaâ Aniss

Damien Roque
Christophe Guerber
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Performance Assessment of a New Routing
Protocol in AANET

Quentin Vey1,3(B), Alain Pirovano1,3, Stéphane Puechmorel2,3,
and José Radzik4

1 ENAC, TELECOM/Resco, Toulouse, France
{vey,pirovano}@recherche.enac.fr
2 ENAC, MAIAA, Toulouse, France
puechmorel@recherche.enac.fr

3 Univ de Toulouse, Toulouse, France
4 Université de Toulouse/ISAE,

10 avenue Édouard Belin, BP 54032, Toulouse, France
radzik@isae.fr

Abstract. Routing is a critical issue in mobile ad hoc networks. The
routing algorithm must take into account the specific properties of the
network such as its topology, the mobility of the nodes and their number.
In this paper, we present a simulation-based study of the performances of
our innovative routing protocol named NoDe-TBR (Node Density TBR)
that takes into account the actual node density distribution. The con-
sidered ad hoc network is an Aeronautical Ad hoc NETwork (AANET),
a future communication system enabling air↔air and air↔ground com-
munications beyond the radio range of the sender. This context and the
communication architecture have been modeled in a realistic way based
on replayed aircraft trajectories, a realistic access layer, and application
that should be deployed in the future.

Keywords: MANET · AANET · Ad hoc · Trajectory-based routing ·
NoDe-TBR

1 Introduction

An Aeronautical Ad hoc NETwork (AANET) is an ad hoc network in which
inflight aircraft can act as senders, receivers and relays for digital data trans-
missions. They are studied as a complement to traditional aeronautical commu-
nication systems such as satellite or cellular systems [1].

The feasibility of an AANET for air-ground communications over the North
Atlantic Tracks (NATs) has already been demonstrated in previous studies [2],
and several routing algorithm have been proposed. Amongst them, we have pro-
posed Node Density TBR (NoDe-TBR), an innovative and promising solution.
As described in [3], it presents better performances in terms of reachability and
delay than classical routing algorithms for a fraction of the signalization traffic
volume.
c© Springer International Publishing AG 2017
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4 Q. Vey et al.

In this paper, we present an assessment NoDe-TBR with two types of applica-
tions proposed by civil aviation authorities. This assessment has been conducted
by simulation in a realistic environment, with replayed aircraft trajectories and
realistic access layers. A periodic transmission of several parameters of the Flight
Data Recorders (FDR) is used in the first experiment. The associated data traf-
fic consists only in air→ground transmissions. A set of relevant air traffic control
applications have been simulated in the second experiment. These latter generate
a data traffic in both directions between aircraft and ground stations.

The rest of the paper is organized as follow: Section 2 describes NoDe-TBR.
The settings used in the simulations are described in Sect. 3. The experiment with
the FDR application and the experiment with the air traffic control applications
are described and analyzed respectively in Sects. 4 and 5. Finally, our conclusions
are given in Sect. 6

2 NoDe-TBR

NoDe-TBR is a trajectory-based routing protocol proposed and described in
details in [3]. We present here a short description of its main features.

2.1 TBR

NoDe-TBR is based on the concept of Trajectory-Based Routing (TBR) [4]. In
TBR, a geographic trajectory (geopath) is computed by the sender. The full
geopath that a packet has to follow is carried in its header (source routing), and
the relays forwards it on a route matching this geopath (see Fig. 1). It can be
seen as an evolution of cartesian routing, where the forwarding is based only on
the position of the destination.

A TBR routing protocol has two independent parts:

– A geopath computation algorithm;
– A forwarding algorithm.

Fig. 1. General principle of TBR.
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The geopath computation algorithm must take into account the properties
of the network (node movement, geographic distribution of the nodes...). The
forwarding algorithm is used to select the next hop amongst the neighbors each
time a packet is forwarded.

2.2 Geopath Computation

In NoDe-TBR, the geopath design is based on two assumptions. First, the higher
the aircraft density along the geopath is, the higher the delivery probability will
be. Second, the shorter the geopath is, the higher the delivery probability will be.
Hence the geopath computation method used in NoDe-TBR takes into account
the local aircraft density as well as geographical length of the geopath.

In the rest of the paper, d denotes the aircraft density. It can be computed
with a kernel density estimation [3] (an example of such density map is shown
in Fig. 2).

Fig. 2. Aircraft density map (greyscale: dark = high density).

Definition. From the previous assumptions, it can be concluded that the
geopath should minimize a quantity of the form l

d with l the length of the
geopath, and d the aircraft density (the aircraft density is a function of the
position). The geopath between a sender S and a destination D is defined as a
function γ : [0; 1] → R

2 such that:

– γ(0) = Position of S
– γ(1) = Position of D
– γ minimizes the integral (1)

∫ 1

0

‖γ′
i(t)‖ · i(γ(t))dt (1)
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Fig. 3. Examples of geopaths toward ground stations and associated Voronoi map.

Consequently, γ is a minimizing geodesic between S and D. i is an “index”
function used to take into account the aircraft density. In NoDe-TBR, we have:

i : [0; 1] −→ R

t �−→ 1
D+d(γ(t))α

(2)

In (2), D is the average aircraft density over the whole map, and d : R2 → R is
the function associating the aircraft density to each point of the map. α is an
exponent that can be used to fine-tune the behavior of the algorithm.

The length of γ is given by l =
∫ 1

0
‖γ′

i(t)‖dt (this is (1) without the index
function). The trajectory that minimizes l is the shortest path between S and
D. The index function i changes this behavior: the function γ that minimizes
(1) is “attracted” by high density areas because i is lower in these areas.

Computation. The geopaths are computed in three steps:

1. The Fast Marching Method (FMM) [5] is used to compute the front propa-
gation time. The seed of the FMM is set to the position of the sender.

2. The minimizing geodesic between the positions of the destination and the
sender is then computed with a gradient descent algorithm. This step pro-
duces a geopath in the form of a sequence of geographical coordinates (rep-
resented in white in Fig. 3).

3. The number of coordinates of the geopath is reduced with the Ramer-Douglas-
Peucker algorithm [6].

Update. Because the spatial aircraft density changes during the day and from
day to day, the aircraft density estimation and the geopaths must be regularly
updated.
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2.3 Routing Protocol

Forwarding Method. Several forwarding method have been assessed in [3],
and ADR (Advance Delay Ratio) provides the best performances. This method
has been selected for NoDe-TBR. In order to learn the positions of its neighbors
(needed to select the next hop), each aircraft uses an Automatic Dependent
Surveillance - Broadcast (ADS-B) in/out transceiver. This device broadcasts
the position of the aircraft and receives the positions of its neighbors. This
equipment is being mandated for airliners.

Signalization Traffic. The NoDe-TBR routing protocol exploits the geopath
computation method previously defined in order to forward packets in the net-
work. Because this method involves the use of a density map, signalization data
must be exchanged between aircraft so that every aircraft can build a density
map.

NoDe-TBR makes use of a positioning system (such as GPS) in order to learn
its current position. Airliners are already equipped with such systems.

It remains however necessary to exchange data between aircraft in order
to make them aware of the position of the other aircraft that are beyond the
radio range. In NoDe-TBR, each aircraft broadcasts periodically an estimation
of its future trajectory. These broadcasts are done via a flooding dissemination
mechanism to ensure that every node in the network receives the trajectory
predictions.

In NoDe-TBR, a periodic refresh policy is used. The refresh interval is set
20 min, approximatively the time required by an aircraft to travel half the radio
range while flying at its cruise speed. It has to be noted that one node can
compute geopaths toward every other node in the network with the same density
map. One can thus consider that the signalization traffic generation is a proactive
process in NoDe-TBR.

3 Performance Assessment Settings

3.1 Realistic Access Layer Model

In order to realistically model the point to point communications, we use a
modified version of the RP-CDMA protocol. The original RP-CDMA is described
in [7] and its performances with classical routing algorithms are studied in [8].

Description of RP-CDMA. RP-CDMA is a protocol which solves the prob-
lem of code attribution inherent to CDMA access layer. The payload of a RP-
CDMA frame is spread with a randomly selected code, and an identifier for this
code is included in the header of the frame (cf. Fig. 4).

This frame structure provides a separation between the signalization channel
(headers) and the data channels (payload). If the set of payload codes is large
enough, RP-CDMA is mainly limited by header collisions.
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Preambule Code ID Data . . .

Header Payload

Common code Frame-specific code

Fig. 4. Base structure of a RP-CDMA frame.

In order to improve RP-CDMA performances in long-range ad-hoc networks,
two modifications have been made to the original protocol. First, an aggregation
policy has been implemented in order to increase the size of the payload and
reduce the header to payload ratio. Thus the load on the signalization channel is
reduced, and the frame losses are reduced. Secondly, p-persistent CSMA is used
as access method.

The different parameters that define the behavior of RP-CDMA have been
optimized with the method described in [8], and in the same conditions as in
this paper. In particular, the optimal maximum frame length is 9000 bits.

Modelisation Assumptions. The RP-CDMA model uses the following con-
servative assumptions:

– If two headers collide, then both frames are considered unrecoverable.
– If there are less than maxPayloadrx − 1 other frame colliding simultaneously

with a given payload, this payload can be decoded. Otherwise, it is not recov-
erable [9].

– If the distance between a sender and a receiver is above a given range, the
frame is not taken into account.

As demonstrated in [2], a radio range of 350 Km is enough to have an average
connectivity over 90% in the North Atlantic flight corridor. Based on this pub-
lication and the results in [9], we use the following values: maxPayloadrx = 25,
range = 350 km and bitrate = 800 kb/s.

The length of the RP-CDMA frame header is set to 80 bits. The size of
the fixed information control fields is 136 bits, and 46 bits are added for each
encapsulated packet. The access layer modules uses FIFO queues to store a
maximum of 100 pending packets.

3.2 Simulation Environment

The models are developed and implemented in the simulator OMNeT++ [10].
We use the UDP and IP model from the INET framework [11]. We use custom
modules for the traffic generation, the node mobility, the access layers and the
routing.
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3.3 Node Positions

In this paper, we focus on the North Atlantic Tracks (NAT) [1] because they
cover an area where it is impossible to deploy a ground-based communication
system. We replay real aircraft position data from Eurocontrol historical traffic
repository [12] in order to take into account the diversity of constraints that
are applied to aircraft trajectories. Several different days are replayed to add
statistic diversity.

Because of the computational cost of the simulation, we have to restrict the
simulations to three sets of replayed trajectories, each of them consisting in a
one-hour time slot for three different days. The average Instantaneous Aircraft
Count (IAC) for each set of trajectories is represented in Table 1.

Table 1. Average IAC for each set of trajectories.

Aircraft load Average IAC

Low 102

Medium 315

High 567

In order to match the different possible air routes and hence maximize the
probability of delivery, twelve ground stations (represented as black triangles on
Fig. 2) are placed on land masses around the area of interest.

3.4 Metrics

In order to quantify the performances of the AANET, the following metrics are
defined.

Normalized Reachability. We define reachability as the ability to send pack-
ets bidirectionally between an aircraft and a ground station (it is similar to a
ping availability).

In an AANET topology, some nodes may not be able to reach a ground
station because they are too far from any other nodes, independently of the
performance of the routing algorithm. In order to use a metric without this bias,
the reachability values are normalized by the “connectivity to the ground”. Let
G = (A ∪ S,E) be the graph representing our network. The vertices in A are
the inflight aircraft and those in S are the ground stations. The edges E are
the feasible links. Let Np be the number of aircraft in A for which a path to a
ground station exists. The “connectivity to the ground” is defined as C = Np

|A| .
The normalized reachability is then defined as R

C , with R the ratio of reachable
aircraft.
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E2E Delay. The end to end (E2E) delay is measured for each received data
packet.

E2E AR. The End to End Acknowledged Ratio (E2E AR) is computed from
the end-to-end application-level acknowledgements. This metric takes only into
account the data messages that are sent while the aircraft is reachable (see
previous definition).

P2P AR. The Point to Point Acknowledged Ratio (P2P AR) measures the
ratio of packets that are acknowledged over one-hop transmissions.

4 Flight Data Recorder Application

The first application assessed here consists in the transmission of a part of the
flight data that are currently only stored in Flight Data Recorders (FDR). It has
been notably proposed in [13] after the loss of the flight AF447, for which the
wreckage could not be easily located. It would allow the analysis of some flight
parameters even if the FDRs can not be recovered.

4.1 Generated Data Traffic

The data traffic generated to model this application consist in UDP datagrams
sent toward ground stations. These datagrams are acknowledged by the ground
station. These acknowledgements (or the lack thereof) are used by the sender
aircraft to detect whether a ground station is reachable.

We simulate three sizes of application messages described in [13]: 9 bytes, 96
bytes and 1536 bytes. One datagram is sent every second.

4.2 Results

The results of this experiment are presented in Figs. 5, 6 and 7. In every graph
in this paper the 95% confidence interval are represented by black vertical error
bars.

The graph Fig. 5 represents the normalized reachability. We observe two
trends, one for the two lowest sizes of data messages, the other for data messages
of 1536 bytes. The same segregation can be observed in Fig. 6. Figure 7 displays
however similar results for every size of messages.

4.3 Discussion

The fact that the normalized reachability does not reach 100% can be explained
by the fact that the computation method used to generate the geopath does not
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Fig. 5. Normalized reachability (FDR) Fig. 6. E2E delay (FDR)

Fig. 7. E2E AR (FDR)

guarantee that a path between the sender and the destination exists. Because
the probability of finding a relay along the geopath increases with the number
of aircraft, the scenarios with the lowest number of aircraft are more heavily
impacted.

The difference in terms of reachability and E2E delay observed for the biggest
size of messages (1536 bytes = 12288 bits) is explained by the fact that the data
message size is larger than the optimal payload size for the layer 2 (9000 bits).
Consequently, its performances are worse for the biggest packets. This prob-
lem can be solved by implementing packet fragmentation based on a Maximum
Transmission Unit (MTU) to 9000 bits.

In every scenario, the E2E AR is high (over 96%). Consequently, the reach-
ability can be used as an effective metric to determine if the AANET can be
used to transmit data to a ground station. If an aircraft detects that it is not
reachable, it can decide to use an alternative communication system.

In most cases, the performances of our communication system based on
AANET are promising for this FDR application: the normalized reachability
is around 90% and the average E2E delay is below 200 ms.
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5 COCR Air-Ground Applications

The Communications Operating Concept and Requirements for the Future Radio
System (COCR [14]) is a document produced by Eurocontrol which defines air
traffic control applications. These applications, based on digital communications
systems, will complement and partially replace the voice communications that
are currently used for air traffic control.

5.1 Generated Data Traffic

The data traffic generated in this experiment reproduces the unicast applications
defined for the Oceanic Remote Polar (ORP) areas in [14]. It consists in UDP
packets, whose sizes and periods of sending are set according to [14]. We use
the values specified for the phase 2 of digital communication deployment. In
this phase, the digital communications become the primary mean for air-ground
communications. This phase is expected to start in 2020.

In our model, a simple acknowledgement and retransmission mechanism is
implemented in the application layer: if no acknowledgement is received after
3 s, then the message is retransmitted.

In order to reduce the load around the ground stations, the ground station
application module generate data toward a given aircraft only when the latter is
reachable. This behavior prevents the transmission of packets that could anyway
not reach their destination and removes an unnecessary load from the network.
To that end, the air→ground application traffic doubles as a network probe
traffic in order to let a ground station know which aircraft may be reached.
In particular, the application called “SURV” in [14] sends a packet towards
the ground every five seconds, which ensures that enough air→ground traffic is
generated for that purpose.

5.2 Results

The simulations results are presented in Figs. 8, 9 and 10. For the scenario with
a low aircraft load, the performances considering the three metrics are similar
to the previous experiment. The normalized reachability and the E2E delay of
the other scenarios are worse than in the previous experiment.

The P2P AR ratio is represented in Fig. 11.

5.3 Discussion

Because in this experiment ground stations receive and send data traffic (unlike
in the FDR experiment), the radio channel is more loaded in their vicinity than
in the rest of the network.

The consequence of this concentration of traffic is illustrated in Fig. 11. For
the scenarios “medium number of aircraft” and “high number of aircraft”, there
is a clear difference in the P2P AR measured at the ground stations and in the
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Fig. 8. Normalized reachability (COCR) Fig. 9. E2E delay (COCR)

Fig. 10. E2E AR (COCR) Fig. 11. P2P AR (COCR)

whole network. The scenario “low number of aircraft” displays a P2P AR very
close to 1, which shows that the ground stations are far less loaded than in the
other scenarios.

The load of the access layers in the scenarios “medium number of aircraft”
and “high number of aircraft” explains that the normalized reachability and
delay are worse than in the FDR experiment. There are no significant differences
for the “low number of aircraft” scenario because the ground stations are not
overloaded.

In every scenario, the E2E AR is high (over 98%). As consequence, we can
consider that it is also relevant to use this metric in the context of COCR
applications in order to determine whether the AANET can be used to reach a
ground station.

6 Conclusions

In this paper, we have presented an innovative routing algorithm for AANETs:
NoDe-TBR. The performances of this algorithm have been assessed in realis-
tic conditions: on replayed trajectories and with a realistic access layer model.
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Two sets of applications proposed by the civil aviation authorities have been
simulated.

The first one consist in a remote transmission of flight data parameters,
for which the data traffic is only generated in the direction air→ground. The
simulations results are promising and show that the proposed architecture is an
effective data communication system for this application.

The second set of applications generates data in both directions (air→ground
and ground→air). In this experiment, the normalized reachability is above 70%.
It means that, when used in complement to other communication systems, the
AANET can handle the majority of the aircraft in the NAT.
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Abstract. This paper contains an overview on 3 antennas, whose prop-
erties are of interest for vehicular communications. The first one is a
wide-band miniaturised antenna with a stable radiation pattern. The
second one is a low-profile antenna inspired by high impedance surfaces.
The last one is a helical-ring antenna, whose radiation is toward a half-
space in circular polarisation without the use of a metallic reflector. For
all of them, the basic principles and simulation results are presented. For
the last one, a prototype is also analysed.

Keywords: Antenna · Miniaturisation · Wide-band

1 Introduction

In vehicular applications, antennas operate under several constraints. These con-
straints may concern RF properties, such as the bandwidth, the polarisation, and
the radiation pattern. They may also concern the size, the shape and the weight.
For example, for small vehicles as UAVs, the weight, the thickness and the pres-
ence of a ground plane, whose size is typically significant in terms of wavelength,
are key-difficulties.

In this article, an overview on three antennas is presented in the context
of vehicular applications. All of them are miniaturised antennas, i.e. they are
small with respect to the wavelength. The first one is a wide-band antenna with
a frequency-independent omni-directional radiation pattern [1]. The second one
is thin and inspired from metamaterials [2]. The last one presents a half-space
radiation in circular polarisation without using any metallic reflector or ground
plane [3,4].

This article is organised as follows. For each antenna, the principles are
explained and simulation results are presented. For the third antenna, a pro-
totype is also studied both from simulation and measurement results.

2 Wide-Band Miniaturised Antenna with a Stable
Radiation Pattern

2.1 Principle

To obtain a quasi omnidirectional radiation pattern for a wide frequency band, a
disk-loaded folded monopole can be used [5,6]. Nevertheless, this solution yields
c© Springer International Publishing AG 2017
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a radiation pattern that is not stable over frequency, i.e. significant variations
in the pattern appear in the upper part of the frequency band. An alternative
solution is presented here [1]. Its structure allows to maintain the radiation
pattern in the upper part of the frequency band. The antenna, presented in
Fig. 1, comprises an upper disk, a smaller lower disk, six straight wires connecting
both disks, and six helical wires connecting the upper disk to the ground plane.
The feeding is realised on a wire located between the lower disk and the ground
plane.

The radiation of this antenna corresponds to the combination of two modes:
an unfolded-monopole mode and a transmission-line mode, both of which are
equivalent to resonant circuits. The first mode is associated with the following
elements of the antenna structure: the upper disk, the 6 straight wires and the
lower disk. The second mode is associated with the upper disk and the helical-
wire cage.

Taking into account both modes, a resonant circuit model can be found to
determine the central frequency and bandwidth in terms of impedance matching.
The analysis of the current on this antenna shows that to improve the radiation
pattern stability over a large band-width, the number and the length of the
helical and straight wires must be increased.

2.2 Simulation Results

In this section, the antenna of Fig. 1 is simulated using Feko. The dimensions of
the structure are as follows. The upper and lower disks are of diameter 12 cm and
7 cm, respectively. Their distances to the ground plane are 5.5 cm and 1.5 cm.
The wire diameter is 2 mm. The helix rotation is a quarter of a turn.

The simulation result gives a frequency band for this antenna going from
511 MHz to 1074 MHz, i.e. approximately one octave. In Fig. 2, the antenna gain
pattern is displayed in the horizontal plane. As desired, the pattern remains
omni-directionnal in all the frequency band.

Fig. 1. Disk-loaded monopole with a 6-wires helical cage
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Fig. 2. Gain (dBi) in the horizontal plane of the disk-loaded monopole with a 6-wires
helical cage

3 Thin Antenna Inspired by High Impedance Surfaces

3.1 Principle

For other types of applications in vehicular communications, the antenna thick-
ness must be small. A way to realise low profile antennas is to use high-impedance
surfaces (HIS). Indeed, any electric source placed parallel and close to such a
surface has an optimal radiation. HIS are generally designed from periodic sur-
faces (metamaterials) for which the reflection coefficient is Γ = +1. In the design
phase, the surface is generally assumed to have an infinite number of periodic
cells so as to use Bloch-Floquet theory. In practical applications, only a small
number of cells are however used due to size constraints.

In the limiting case, this yields a procedure to design thin antennas from a
given basic structure [2]. Firstly, the basic structure is periodized, i.e. considered
to be one cell of an infinitely periodic surface. Then, by simulation, the periodized
structure is optimized so as to behave as a HIS. Finally, only two or three cells
are used to obtain the antenna.

An example of application of this method is illustrated in Fig. 3. The basic
structure is a rectangular metallic plate placed on top of a ground plane. The
periodization method is firstly applied. Then, only two cells are kept.

3.2 Simulation Results

The final size of the rectangular plate is 67 mm × 55 mm. The gap between
the two plates is 1 mm. The plates are 6 mm above the ground plane. For such
dimensions, the antenna has 100 MHz of bandwidth centered at 1.575 GHz. In
Fig. 4, the radiation pattern of this antenna is displayed.
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Fig. 3. HIS inspired antenna

Fig. 4. Directivity pattern (dBi) of the HIS inspired antenna

4 Helical-Ring Antenna

4.1 Principle

With both previous antennas, the presence of a metallic ground-plane is assumed.
For small vehicular applications as UAVs, this ground plane is an issue because
of its weight and size. An antenna whose radiation is oriented toward a half-
space without any large planar metallic structure would therefore be of inter-
est. Besides, for numerous communication applications, e.g. SatCom, circular
polarisation is also desirable. Theoretically, a half-space radiation in circular
polarisation can be achieved by combining 2 elementary electric dipoles and 2
elementary magnetic dipoles. Two of the dipoles can be obtained from a straight
helix antenna [7,8]. Thus, to combine the four dipoles, two straight helices must
be used. This can be done relying on a helical ring structure [3,4] as illustrated
in Fig. 5. The direction of the circular polarisation is defined by the handedness
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Fig. 5. Helical ring

of the helix. Note also that the direction of the radiation can be electrically
switched frontward or backward by modifying the feeding.

4.2 Example of Application

In Fig. 6, a prototype of helical ring is presented. The helix has 4 turns. The
right-handed helical ring has an outer diameter of 38 mm, an inner of diameter
5.5 mm, and height of 13 mm. The antenna is fed so that the radiation is directed
upward.

Fig. 6. Picture of the prototype

Fig. 7. Helical ring gain pattern (dBi): RHCP measurement (red line), RHCP simula-
tion (blue line), LHCP measurement (dashed red line), LHCP simulation (dashed blue
line). (Color figure online)
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Both in simulations and measurements, the antenna central frequency is of
1.575 GHz with a 2:1 VSWR bandwidth of 21 MHz. In Fig. 7, the measured and
simulated radiation patterns are compared in the upper half-space. The matching
between simulation and measurement is acceptable. Besides, the purity of the
right-hand circular polarisation (RHCP) is very good for any elevation angle.

5 Conclusion

In this article, three antennas have been presented. They offer properties that
may be useful for vehicular communications. The first one combines a reduced
size and a radiation pattern which remains the same regardless of the frequency.
The second one is low profile. The last one radiates toward a half-space in circular
polarisation without using any metallic reflector.
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Abstract. Multicarrier modulations are widely used in mobile radio
applications due to their adaptability to the time-frequency characteris-
tics of the channel, thus enabling low-complexity equalization. However,
their intrinsically high peak-to-average power ratio (PAPR) is a major
drawback with regard to implementation issues (e.g., power amplifica-
tion efficiency, regulatory constraints...).

In this paper, we confirm that the PAPR can be decreased as the
signaling density (i.e., spectral efficiency at fixed constellation size)
increases, even in the case where symbols cannot be perfectly recon-
structed using a linear system. In such a two-dimensional generalization
of faster-than-Nyquist (FTN) systems, PAPR distribution models from
the literature are confirmed by simulation results. Furthermore, for a
fixed number of subcarriers, we show that a sufficient condition to yield
the optimal PAPR distribution at the output of a critically sampled
transmitter is to specify pulse shapes as tight frames. Finally, simulations
are performed in the more realistic case of an oversampled transmitted
signal.

Keywords: Multicarrier modulations · Faster-Than-Nyquist signaling ·
Peak-to-average power ratio · Power amplification

1 Introduction: PAPR of Faster-than-Nyquist
Multicarrier Modulations

Vehicular communications often imply radio propagation in a mobile multipath
environment (e.g., car-to-car communications, miniature unmanned aerial vehi-
cles, etc.). Input-output relation of such a propagation channel usually accounts
for time and frequency selectivity [5,10,18]. In this context, multicarrier mod-
ulations can be specified as an approximate eigenstructure of the channel by
allocating information symbols to coordinates in the time-frequency plane as
c© Springer International Publishing AG 2017
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Fig. 1. Representation of a multicarrier signal with a rectangular lattice in the time-
frequency plane using Gaussian pulse shapes.

illustrated in Fig. 1 [7,8]. A careful design of the multicarrier system (i.e., time-
frequency lattice, pulse shapes, etc.) can significantly lower equalization’s com-
putational complexity compared to more specific waveforms (e.g., single carrier
modulations, cyclic-prefixed orthogonal frequency-division multiplexing) [13].

With an increasing need of spectral efficiency, the “faster-than-Nyquist”
(FTN) signaling technique has been extended to multicarrier modulations [14].
Denoting F0 the inter-carrier spacing and T0 the multicarrier symbol duration,
the system is referred to as FTN when its density ρ = 1/(F0T0) is strictly greater
than one. Such a constraint implies that transmitted information symbols can-
not be perfectly reconstructed using a linear receiver. In other words, for a finite
bandwidth and a fixed information symbol constellation of size Nc, any increase
of spectral efficiency η = ρ log2(Nc) beyond log2(Nc) comes at the cost of inter-
pulse interference that should be mitigated with the help of non-linear receivers
[9,15].

Any transmitted multicarrier signal results from a sum of many independent
information symbols shaped and modulated onto subchannels of equal band-
width. It is thus characterized by an intrinsically high peak-to-average power
ratio (PAPR) [6]. Since the peak power is usually limited either by regulatory
or integration constraints (e.g., linear power amplification), the average power
should be adjusted consequently, thus penalizing the link budget.

In this paper, we show that PAPR decreases as the density increases, even
in the FTN context (ρ > 1), provided that appropriate pulse shapes are used.
To this extent, we refer to statistical PAPR models initially assessed for ρ ≤ 1
[1,19]. We show that a sufficient condition to yield an optimal PAPR distribution
with a critically sampled FTN multicarrier transmitted signal is to specify pulse
shapes as tight frames. Simulations also reveal the need of more accurate PAPR
models in the context of oversampled systems.

The paper is organized as follows. Section 2 presents the multicarrier trans-
mitted signal model considering any density and pulse shape. Section 3 defines
PAPR and recalls statistical models from the literature while generating empir-
ical distributions through simulations. The FTN case is extensively investigated
in order to emphasize the influence of ρ > 1 combined with several practical pulse
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shapes sampled at the Nyquist rate or above. Finally, conclusion and insights
are given in Sect. 4.

2 System Model: (Non)-rectangularly Shaped
Multicarrier (FTN) Modulations

Let K > 0 be the number of multicarrier symbols to be transmitted, and
M > 0 be the number of subcarriers. We define {cm,n}(m,n)∈I ∈ CM×K , I =
{0, . . . , M − 1} × {0, . . . , K − 1} the sequence of zero-mean, independent and
identically distributed (i.i.d) information symbols, usually taken in a finite set
(or constellation). In the continuous-time domain, the transmitted multicarrier
signal is obtained by shaping each symbol by a time-frequency shifted version of
a prototype (or pulse shape) g(t) ∈ R [17]:

s(t) =
∑

(m,n)∈I

cm,ngm,n(t), t ∈ R (1)

with
gm,n(t) = g(t − nT0)ej2πmF0t. (2)

In practical applications, M and K are bounded, {cm,n}(m,n)∈I is square sum-
mable and g(t) is also square integrable such that the sum in (1) converges. One
recalls that F0 > 0 and T0 > 0 represent elementary symbol spacing, in frequency
and time, respectively. By defining the transmission density as ρ = 1/(F0T0), it
can be shown that a necessary condition to perfectly recover the symbols cm,n

without interpulse interference (IPI) using a linear receiver is ρ ≤ 1 [3, Chap.
9]. Consequently, such a density parameter can be used to generalize the single
carrier Nyquist criterion1 to the two-dimensional case (i.e., time-frequency) such
that three cases arise [16]:

– ρ < 1 (or equivalently, T0 > 1/F0) corresponds to a slower-than-Nyquist
(STN) or undercritical system;

– ρ = 1 (or equivalently, T0 = 1/F0) corresponds to a Nyquist rate or critical
system;

– ρ > 1 (or equivalently, T0 < 1/F0) corresponds to a faster-than-Nyquist
(FTN) or overcritical system.

Over an additive white Gaussian noise (AWGN) channel, when ρ ≤ 1, symbols
are linearly recovered without IPI and with maximization of the signal-to-noise
ratio (SNR) when {gm,n(t)}(m,n)∈I constitutes an orthonormal family, i.e.:

〈gm,n, gp,q〉 =
∫ +∞

−∞
g∗

m,n(t)gp,q(t) dt = δm,pδn,q (3)

1 The Nyquist criterion mentioned herein refers to the interference free condition, as
initially stated in [11] in the case of single carrier transmission.
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with δ the Kronecker delta and (m,n, p, q) ∈ I2. On the contrary,
when ρ > 1,{gm,n(t)}(m,n)∈I cannot be an orthogonal family and IPI cannot
be removed by a linear receiver, but the signal-to-interference-plus-noise ratio
(SINR) is maximized when {gm,n(t)}(m,n)∈I forms a tight frame [16]. What is
more, according to the Wexler–Raz theorem [3, p. 214], this is equivalent to say
that g̃m,n(t) forms an orthonormal family sharing the same prototype in the dual
time-frequency lattice:

g̃m,n(t) =
√

F0T0g(t − n/F0)ej2πmt/T0 . (4)

For numerical purposes, the system may also be described at discrete-time.
The transmission generator g(t) is supposed to have a bandwidth Wg. It results
an overall system bandwidth W = (M −1)F0+Wg that can be approximated by
MF0 hereafter assuming |Wg − F0|/(MF0) � 1. In practice, it is generally the
case if we consider a large number of subcarriers. As a consequence, the signal
can be sampled at critical rate 1/Ts = MF0 and we denote N the number of
samples per multicarrier symbol such that T0 = NTs. Note that the density can
be rewritten as ρ = M/N and considering a unique multicarrier symbol, the
FTN case is illustrated in the discrete-time domain by a number of samples per
multicarrier symbol N less than the number of subcarriers M .

Assuming that g(t) has most of its energy in [−Ts/2;LgTs − Ts/2[, the
discrete-time transmission prototype can be expressed as

g[k] =

{√
Tsg(kTs) if k ∈ {0, . . . , Lg − 1}

0 otherwise.
(5)

where the factor
√

Ts is used for energy normalization. From (1), the discrete-
time transmitted signal can be expressed as

s[k] =
√

Tss (kTs) =
∑

(m,n)∈I

cm,ngm,n[k], (6)

with

gm,n[k] =
√

Tsgm,n (kTs) = g[k − nN ]ej2π m
M k. (7)

A complete reception stage (including iterative decoding or decision feed-
back equalization techniques) may be found in [9] and shows that FTN systems
may allow an almost perfect recovery of the symbols at an extra computational
cost compared to orthogonal linear systems. Such receiving structures won’t be
detailed hereafter since we focus on the PAPR issue, which only involves the
transmitted signal model given in (1) and (6).

3 Benefits of FTN Multicarrier Signaling on PAPR

The PAPR of a signal is defined as the ratio of its peak power and its average
power. For a continuous-time multicarrier transmitted signal as defined in (1),
assumed with a finite time support [0;T ] with T ≥ T0, we have:
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PAPR =
maxt∈[0,T ] |s(t)|2
E{ 1

T

∫ T

0
|s(t)|2 dt}

(8)

where E{·} is the expectation operator. For a discrete-time (critically sampled)
signal as defined in (6), we denote Nt = T/Ts and we obtain the following
expression:

PAPRd =
maxk∈{0,...,Nt−1)} |s[k]|2
E{ 1

Nt

∑Nt−1
k=0 |s[k]|2}

(9)

Note that s[k] in the previous relation can be interpolated by a factor Ni. It is
consequently clear that PAPRd approaches PAPR as Ni becomes large (Ni = 4
is typically sufficient). As discussed in [19], the maximization in (8) or (9) is
often performed over a multicarrier symbol duration.

It may be derived from [19] that if

1. cm,n symbols are zero-mean and i.i.d.,
2. g(t) is time-limited,
3.

∑
n∈Z |g(t − nT0)|2 > 0 for all t ∈ R,

4. s[k] samples are independent from each other,

then, for M large enough (typically, M ≥ 8), the complementary cumulative
distribution function (CCDF) of the discrete-time PAPR may be approximated
thanks to the formula:

Pr{PAPRd > γ} ≈ 1 −
N−1∏
k=0

(
1 − e−γx[k]

)
(10)

with

x[k] =
‖g‖2

N
∑

n∈Z |g[k − nN ]|2 (11)

and, what is more, the best PAPR performance is achieved when x[k] = 1, so
that we then get

Pr{PAPRd > γ} ≈ 1 − (
1 − e−γ

)N
. (12)

Note that the former expression matches traditional (rectangularly shaped)
OFDM waveform when N = M (i.e., in the absence of cyclic prefix). Never-
theless, if we manage to satisfy conditions 1 to 4 with an FTN multicarrier
system, this PAPR performance will be improved since ρ > 1 implies N < M .
Conditions 1 and 2 may obviously be imposed regardless of the system’s density.
We will now show that conditions 3 and 4 are also satisfied if we use tight frames,
as recommended in [16] for the sake of SINR maximization.

Indeed, if gm,n(t) (or gm,n[k] for the discrete-time equivalent system), is a
tight frame, then the dual family g̃m,n(t) =

√
F0T0g(t − n/F0) exp(j2πmt/T0)

forms an orthonormal family. This also means that g(t) satisfies the Nyquist
criterion at rate F0: ∑

m∈Z

|ĝ(f − mF0)|2 = cst, (13)
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with ĝ(f) the Fourier transform of g(t).
According to [2], (13) implies that the power spectral density of s[k] is white

if cm,n are i.i.d and assuming a critical sampling frequency, namely 1/Ts = MF0.
What is more, using the central limit theorem as in [1,19], we get that samples
s[k] follow a Gaussian distribution and should be considered as independent
within our transmitted signal model (6). What is more, the fact that gm,n(t)
forms a tight frame also implies that [3, p. 210]

∑
n∈Z

|g(t − nT0)|2 = T0 ‖g‖2 (14)

so that
∑

n∈Z |g[k − nN ]|2 = N ‖g‖2, and x[k] defined in (11) is therefore equal
to 1.

These results are confirmed by simulations in which we use several prototypes
of tight frames: the first one maximizes the time-frequency localization (denoted
as TFL) [12], the second one is a square root raised cosine with roll-off equal
to ρ − 1 (denoted as SRRC) and the third one is a rectangular pulse-shape of
length M (denoted as RECT-M) or N (denoted as RECT-N). Even if the M -
samples rectangular window (RECT-M) does not generate a tight frame, it may
be shown that the samples of the subsequent multicarrier samples signal are also
independent. Nevertheless, in this case, the corresponding x[k] is not a constant,
leading to a degraded PAPR performance.
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Fig. 2. Discrete-time PAPR comparison for M = 64, a quadrature phase shift keying
(QPSK) constellation, ρ = 1.6, and various prototypes.
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Fig. 3. Discrete-time PAPR comparison for M = 64, a quadrature phase shift keying
(QPSK) constellation, ρ ≈ 1.14, and various prototypes.
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Fig. 4. Discrete-time PAPR comparison for M = 1024, a quadrature phase shift keying
(QPSK) constellation, ρ = 1.6, and various prototypes.
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Fig. 5. Discrete-time PAPR comparison for M = 1024, a quadrature phase shift keying
(QPSK) constellation, ρ ≈ 1.14, and various prototypes.
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Fig. 6. Continuous-time PAPR comparison for M = 64, a quadrature phase shift
keying (QPSK) constellation, ρ = 1.6, and various prototypes.
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Fig. 7. Continuous-time PAPR comparison for M = 64, a quadrature phase shift
keying (QPSK) constellation, ρ ≈ 1.14, and various prototypes.
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Fig. 9. Continuous-time PAPR comparison for M = 1024, a quadrature phase shift
keying (QPSK) constellation, ρ ≈ 1.14, and various prototypes.

As for the CCDF of the PAPR, we first compare it in the discrete-time case
with the theoretical formula given by (12). Figures 2, 3, 4, and 5 show a very
good match with the theoretical formula whereas the use of a non-tight frame
(RECT-M) gives a discrete-time PAPR distribution very different. These simu-
lations also confirm that increasing the number of subcarriers improves accuracy
(i.e., the relevance of the central limit theorem).

We then compare the continuous-time PAPR distribution (Ni = 4) obtained
for the same systems. In this case, the theoretical formula does not hold since sig-
nal samples may not be considered independent anymore. Nevertheless, Figs. 6,
7, 8, and 9 show that the relative positions of the different curves are unchanged.
Thus, this also confirms that increasing ρ not only increases the spectral effi-
ciency, but also improves the PAPR. In fact, for a given number M of subcarriers,
the distribution of the PAPR is the same as the one of an orthogonal system
using M/ρ ≤ M subcarriers.

4 Conclusion

In this article, we have firstly shown that PAPR distribution as derived in [19]
remains accurate in the case of practical critically sampled FTN multicarrier sys-
tems. Furthermore, optimum PAPR performance can be obtained in the FTN
case provided that (i) pulse shapes are chosen as tight frames and (ii) a suffi-
ciently large number of subcarriers is considered. Interestingly, at a given number
of subcarriers, FTN multicarrier systems based on tight frames achieve better
PAPR performance than traditional OFDM.
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An open issue concerns the case where the multicarrier signal samples are
not independent. Hypothesis of independence is clearly not relevant when dealing
with an oversampled transmitted multicarrier signal. Consequently, the PAPR
distribution model derived in [1,19] does not hold anymore. As future work,
one could investigate the conditions under which the transmitted samples are
independent. A second step could involve the derivation of more general PAPR
models (or instantaneous transmitted power [4]) allowing to confirm (or revoke)
the constraints to be fulfilled by optimum pulse shapes.
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Abstract. This demonstration is about a low cost SDR based channel sounder.
It is built around a low power embedded system embedded on a flying drone and
uses OFDM technology to sound a wireless channel in time and frequency. After
treatment, the data recovered at the receiver station allows for a complete channel
characterization that leads to channel models which can then be used in digital
communication simulators.

Keywords: Channel sounding · Software Defined Radio (SDR) · OFDM

1 Using OFDM for Channel Sounding

In a classical OFDM system using coherent digital modulation, it is necessary to have
a mean of estimating the phase shifts induced by the channel. This is generally done by
using pilots added to the data [1]. In the case of our channel sounder, we use only pilots.
This leads to a channel sounding system that samples the wireless channel accurately in
time and frequency. Figure 1 shows an example of the channel frequency response H(f,t)
obtained by using this method. Thanks to an IFFT operation on the frequency response,
one can get the channel impulse response (CIR) h(τ,t). This is the main idea of our
channel sounding system. In the following section, we describe the implementation
details.

2 The SDR Based Channel Sounder

Figure 2 shows that the channel sounder is built around two Software Defined Radio
(SDR) equipment [2]. It relies on a packet mode transmission. The number of OFDM
subcarriers used by the packet can vary from 64 to 2048 when the transmission band‐
width varies from 10 MHz to 50 MHz. These elements are adjusted according to the
type of channel to be measured. The data carried by the subcarriers is a pseudo random
QPSK sequence optimized in order to reduce the peak amplitude power ratio (PAPR)
which is a known issue with OFDM. Basically, the emitter transmits continuously
OFDM packets (with variable size and inter-packet interval). At the receiver side, the
packets are received in their complex form and recorded in a file for later treatment.
After applying classical OFDM synchronization algorithms, and for each OFDM packet,
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two main pieces of information are available, namely the channel transfer function H(f,t)
(after an FFT operation) and the channel impulse response h(τ,t) (CIR, after an IFFT
operation). Hence, the channel can be tracked over time by monitoring the evolution of
this information over the transmitted packets.

Fig. 2. OFDM channel sounder components

Although the sounder can be operated with laptops, there are a number of situations
when it is not possible to use the full feature sounder presented before. We have therefore
designed a small size and weight factor and battery powered solution. This has been
possible thanks to the usage of the SoC FPGA technology which combines, in the same
chip, a low power microprocessor tailored for embedded applications (low power) and
an FPGA which allows to design high speed digital interfaces to wideband RF front ends

Fig. 1. OFDM channel sounding example
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[3]. The result is a system, weighting only 450 g and achieving a maximal transmission
rate of 50 MSps. Table 1 summarizes the main features of this system and Fig. 3 shows
a picture of the system embedded on an hexacopter drone.

Table 1. Embedded SDR channel sounder characteristics

Carrier frequency 70 MHz to 6 GHz
Transmit power Up to +18 dBm
Data rate Up to 50 MSps transmit rate
Power 2200 mAh 3S LiPo battery
Autonomy 1 h 30 mn

Fig. 3. An hexacopter drone equipped with the channel sounder

3 System Validation and Results

In order to validate the OFDM channel sounder we have characterized several
indoor and outdoor environments using two other tools that can be considered as
references since they have been validated by previous research works. The first
tool is a 3D ray tracing software called RaPSor and developed in our lab [4]. The
second tool is a vector network analyzer (VNA) which is a classical measure‐
ment equipment used for indoor channel sounding.

We use a dedicated Matlab user interface (UI) to extract the measured parameters.
Figure 4 shows an example of the evolution of the channel transfer function H(f,t) and
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channel impulse response h(τ,t) over 120 OFDM symbols for an outdoor channel using
the drone of Fig. 3.

Fig. 4. Evolution of the channel transfer function H(f,t) and channel impulse response h(τ,t) over
120 OFDM symbols

4 Conclusion

We have presented an OFDM based channel sounding technique that can be imple‐
mented thanks to relatively low cost SDR equipment. It can also be integrated on a small
low power embedded system using the SoC-FPGA technology. The information gath‐
ered from the channel consists in the frequency response and the CIR. Hence, the tech‐
nique allows for the identification of the main multipath components (MPCs) of a wire‐
less environment, as would a VNA do. The embedded system with the drone will be
presented at the 12th International workshop on communication technologies for Vehi‐
cles in Toulouse the 4th and 5th May 2017.
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Abstract. Due to a large number of mostly stationary users inside a train and
the availability of a radio connection to the outside world, urban rail environments
serve as promising candidates for multimedia distribution systems deployment.
This work proposes to offload the individual per-passenger cellular network
connections by using the excessive Communications-Based Train Control
(CBTC) radio link bandwidth to deliver multimedia streams to a train, where it
is subsequently distributed to the passengers using peer-to-peer based data distri‐
bution. Connections among the train passengers are implemented using the Wi-
Fi Direct connectivity and data exchange is coordinated by using the Peer-to-Peer
Streaming Peer Protocol. This work presents the solution and evaluates it in the
scope of urban rail deployment. Network emulation tests are used to analyze the
factors impacting the number of concurrent users that can use the proposed
system. This work also proposes future work lines that can be used to improve
the system’s design.

Keywords: Wi-Fi direct · Peer-to-Peer Streaming Peer Protocol · Train
communication · Streaming multimedia · Peer-to-peer communication

1 Introduction

The amount of data transferred by mobile devices is growing at a high rate. According
to the Ericsson Mobility Report [1], data usage by smartphone users is growing at 40%
compounded annual growth rate (CAGR). The CAGR of video streaming data to mobile
devices is 62% and that of audio streaming is 45% according to the Virtual Networking
Index report [2] by Cisco. Between 30 and 40% of users stream video and audio data
during their commute [1].

At present, urban rail passengers receive mobile data from cellular networks (see
panel A of Fig. 1). During high popularity events (e.g. sports matches, live shows, etc.)
cellular network can get overwhelmed by user requests to deliver multimedia data.
Urban rail environments serve as a promising candidate for deployment of multimedia
distribution systems that can be used to offload cellular networks. As urban rail contains
a large number of mostly stationary users in close proximity, it allows for usage of
wireless peer-to-peer communication technologies for multimedia data distribution.
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Furthermore, the availability of radio communication technologies in modern urban rail
environments allows for the delivery of bandwidth-intensive data to the train, where it
is subsequently distributed to the passengers.

Fig. 1. Present and proposed methods of streaming multimedia distribution to the train passengers

Conventional railway signaling systems, based on color light signals, are rapidly
being replaced by modern, electronic systems, widely known as communication-based
signaling systems [3, 4]. One of the most notable of such systems is Communications-
Based Train Control (CBTC) [5]. In communication-based signaling, a radio commu‐
nication technology is used to transfer trains control information between a train and the
train control center. Nearly all of the modern CBTC systems use IEEE 802.11, widely
known as Wi-Fi [6], as the radio technology, mainly owing to its cost-effectiveness [7].
IEEE 802.11a or 802.11g are the most commonly used versions of this technology,
supporting data rates of up to 54 Mbps. More advanced versions such as 802.11n and
802.11ac can support even higher rates, up to 1 Gbps.

Using radio communication, CBTC systems enable transfer of real-time and high-reso‐
lution train control information between a train and the train control center. CBTC data,
which consists of train control messages typically sent about every 500 ms, itself does not
require high bandwidth. Typical data rate ranges up to maximum 100 kbps [7]. This leaves
with plenty of excessive bandwidth to be used for other purposes.

This work proposes an in-train data distribution system that can be used to distribute
streaming multimedia to the train passengers using the unused CBTC radio link band‐
width (see panel B of Fig. 1). Once the multimedia stream is delivered to the train over
the CBTC radio connection, it is distributed to the train passenger devices by using peer-
to-peer technologies (see Sect. 3 for a detailed description): data connections between
the passenger devices are implemented using Wi-Fi Direct [8] and the multimedia data
exchange is coordinated by using the Peer-to-Peer Streaming Peer Protocol [9]. While
all types of data can be delivered using P2P communication paradigm, this work focuses
on streaming multimedia, as it is the biggest driver of mobile data usage.

The goal of this work is to evaluate the proposed in-train multimedia delivery solu‐
tion. The evaluation is performed by emulating the system, to establish the highest
number of concurrent users that can receive the same live High-Definition (HD 720p)
multimedia stream. Furthermore, during the system tests, three parameters impacting
the streaming multimedia user’s experience (see Sect. 5 for a detailed description) were
observed: the playback index, the amount of video data skipped and the time until the
first frame is rendered.
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This work considers streaming multimedia delivery to a single train-car. A train-set
with multiple cars could have the proposed system installed in each train-car. While this
work considers data distribution performance, it leaves data security and integrity issues
for future research.

2 Related Research

The prior research related to the proposed multimedia distribution is grouped into two
groups. The first group lists research related to the connectivity methods and deployment
scenarios. The second group contains an overview of the group communication proto‐
cols.

Research in the first group considers wireless multicast communication. Multicast
is a one-to-many communication paradigm, well suited to implement data distribution
to a group of users. The authors of [10] propose to deliver multimedia content to the Wi-
Fi users via the system called DirCast. Their system uses infrastructure (Access Point)
based Wi-Fi connections and requires that the clients’ wireless adapters are set to the
promiscuous mode. The authors tested the DirCast system with up to 12 users and
concluded that DirCast is well suited for streaming media delivery. The authors of [11]
investigate the applicability of the IEEE 802.11b/g/n technologies for multicast-based
multimedia streaming. The evaluations are based on the mean opinion score of the eval‐
uators. Test results showed that connections using 802.11 g and 802.11n technologies
can be used for multicast-based multimedia delivery. However, the achieved data rate
differed between Wi-Fi adapters from different manufacturers, even if the adapters
supported the same Wi-Fi standard. The authors of [12] consider Wi-Fi based multicast
deployment in high-speed trains. In contrast to the work presented here, they consider
WiMAX technology to deliver the media stream to the train. The early results indicate
that while their approach is feasible, it suffers from a high packet loss.

Research considering Wi-Fi Direct as a communication technology is limited,
compared to research considering Wi-Fi based multicast. Authors of [13] presented an
in-depth Wi-Fi Direct technology overview and conducted experiments using Wi-Fi
Direct to offload 3G (HSDPA) based connections between two computers. Their results
show that Wi-Fi Direct is a viable solution for short-range device-to-device communi‐
cation, achieving data rates up to 3 times higher than using a 3G cellular connection.
Research presented in [14] use analytical and simulation analysis to show that Wi-Fi
Direct can be used to offload LTE-based cellular connections between the devices in
close proximity.

The second group of related work considers application layer multicast (ALM)
protocols that can be used to implement one-to-many group communication. Authors
of [15] survey ALM protocols specifically designed for live peer-to-peer video
streaming. The multimedia distribution system presented in this work uses one of the
surveyed protocols: Peer-to-Peer Streaming Peer Protocol [9] (PPSPP). PPSPP is based
on the Swift protocol. The authors of [16] provide an in-depth analysis of the Swift
protocol features, while the authors of [17] provide a performance analysis of the Swift
protocol. The PPSPP protocol specification allows the protocol implementer to choose
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any data transmission scheduling algorithm. Authors of [18] provide examples of several
of such algorithms along with their performance evaluation.

3 Architecture Overview

The proposed in-train multimedia distribution system is implemented using two core
technologies to deliver multimedia data to the train passengers. Data connections
between the passengers are implemented using the Wi-Fi Direct technology and the
multimedia sharing is coordinated using the Peer-to-Peer Streaming Peer Protocol. This
section describes the details of both technologies and then presents the overall archi‐
tecture of the in-train multimedia distribution system.

3.1 Wi-Fi Direct

In the conventional, infrastructure mode of IEEE 802.11 Wi-Fi, two devices placed side
by side must connect to an Access Point (AP) in order to be able to communicate to each
other, as shown in panel A of Fig. 2. The AP, in this case, is often a dedicated hardware
with a superior set of capabilities. An AP is responsible for implementing functionalities
such as security, power saving and QoS in the Basic Service Set (BSS), and connects
the BSS to the infrastructure network.

Fig. 2. Different modes of Wi-Fi deployment

Users like to share content and services on their personal devices as they interact
with other users on the go, without the need for first connecting to an AP [19]. Hence
the need for device-to-device (D2D) communication in today’s highly dynamic world
is rapidly growing. While the 802.11 Wi-Fi has been around for almost two decades
now, the D2D communication it supports with its infrastructure-less mode (also known
as “ad-hoc mode”, shown in panel B of Fig. 2) is far from trivial to use [19]. Furthermore,
since infrastructure-less mode does not involve an AP, it lacks the above-mentioned
functionalities normally implemented by an AP.

In Wi-Fi Direct, communication takes places in the form of groups. In a P2P Group,
a Wi-Fi Direct device—referred to as a P2P Device—can have the role of a P2P Group
Owner (GO) or a P2P Client. These roles are negotiated when the group is formed. A
GO—also referred to as a “Soft AP” occasionally—provides AP-like functionalities to
its clients, both legacy (i.e. conventional 802.11 devices) and P2P clients [19]. GO is as
well responsible for running a DHCP server to assign IP addresses to the clients. Like
in a conventional Wi-Fi network, a P2P Group has an SSID. This SSID always starts
with ASCII characters “Direct-” to distinguish itself from conventional Wi-Fi SSIDs [8].
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One may argue that Wi-Fi Direct is not a peer-to-peer technology in its true sense as
there exist hierarchical roles (GO and clients). This is a contrast to the conventional ad-
hoc networking where all devices are equal, without any hierarchies.

A Wi-Fi device must support IEEE 802.11 g or a newer technology to be able to act
as P2P Device [8]. A P2P Device can assume both roles (GO and Client) if it has multiple
wireless interfaces, or if it can implement virtual interfaces or time-sharing techniques
on the same interface [19]. Likewise, a P2P Device can be both a part of a Wi-Fi Direct
group and maintain a conventional Wi-Fi connection simultaneously, as shown in panel
C of Fig. 2. Such a device is referred to as a P2P Concurrent Device [8, 13, 19]. This
enables a wide range of possibilities. For example, a P2P Device can provide a connec‐
tion to the outer world by simultaneously connecting to a conventional Wi-Fi AP or a
3G/4G network and to a P2P Client. This is a major advantage over conventional ad-
hoc networking in which devices cannot simultaneously connect to existing Wi-Fi
networks. Additionally, a P2P Device can be a member of multiple P2P Groups simul‐
taneously [8].

Thus, in contrast to a conventional Wi-Fi network in which a device can either
operate as an AP or a client, in Wi-Fi Direct, these roles are arbitrary—any device can
function as an AP. Furthermore, the fact that this new capability can be implemented
entirely in software, without a need of making any changes to the existing 802.11 hard‐
ware, bears a high significance [13].

3.2 Peer-to-Peer Streaming Peer Protocol

Streaming multimedia distribution to and between the train passengers is coordinated
by using the Peer-to-Peer Streaming Peer Protocol [9] (PPSPP). PPSPP is an Internet
Engineering Task Force standardized protocol used to implement peer-to-peer based
data distribution.

Each train passenger using the in-train streaming multimedia distribution system has
to run a client of PPSPP protocol software. The client software can be run on any
computing device, like a laptop, a smartphone or a tablet. A group of connected users
that are running the PPSPP clients is referred to as a swarm. After starting the PPSPP
client, each member of a swarm makes a TCP connection to the tracker node. The tracker
node is used by the arriving nodes to learn IP addresses of other members in the swarm
and to get the bootstrap information required to start downloading data. The tracker node
functionality can be implemented in a dedicated node or in one of the swarm members.

PPSPP works by dividing the shared data into fixed size pieces called chunks. Each
client participating in the peer-to-peer data exchange periodically informs other clients
about data chunks it has. It does so by sending one or more “HAVE” messages to all
other connected clients. Each “HAVE” message contains a continuous range of chunks
numbers that the client shares. Upon reception of the “HAVE” message, each client
compares the range of chunks advertised in the “HAVE” message to the list of chunks
available locally by the receiving client. If the sending client has chunks that are not
available at the receiving client, the receiving client sends a “REQUEST” message to
the sender of the “HAVE” messages, requesting the range of chunks not available at the
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receiving client. Upon receiving a “REQUEST” message, a client starts sending the
requested data chunks to the sender of the “REQUEST” message.

In the proposed system, multimedia data is ‘injected’ into the PPSPP swarm by a
special node called the root node. Functionally, the root node is identical to the other
nodes in the swarm running an instance of the PPSPP protocol. The only difference is
that in the proposed system, tracker functionality was implemented in the same node as
root node.

Clients in a swarm can use either TCP or UDP to communicate and exchange data
chunks. When PPSPP is used with TCP protocol, repeating failed chunk transmissions
is handled by the TCP protocol. Using UDP with PPSPP requires the implementer to
design a custom automatic repeat request (ARQ) algorithm to reschedule failed chunk
transmissions. To streamline the operation of the PPSPP clients, the in-train multimedia
distribution system uses TCP protocol. When PPSPP is used to distribute streaming
multimedia, each client can be configured with a discard window, indicating the number
of data chunks that each client will hold and make available to other nodes before
discarding them. Using a discard window reduces the memory requirements in the
PPSPP clients, as each client keeps no more chunks than the size of the discard window.

3.3 Multimedia Distribution System Architecture

The overall multimedia distribution system architecture consists of a single radio
connection to the train-car, the root node, and the in-train Wi-Fi Direct network, as
shown in Fig. 3.

Fig. 3. Architecture of the proposed in-train multimedia streaming system

The multimedia stream is delivered to the train-car by utilizing the unused bandwidth
of the CBTC radio connection. Nevertheless, the exact technology of the connection
(Wi-Fi, LTE, IEEE802.11p, etc.) does not impact the functioning of the multimedia
delivery system, as long as the connection can maintain the required data rate.

Once the multimedia stream is delivered to the train-car, it is received by the root
node. The root node acts as a proxy server, receiving the multimedia stream and sharing
it using the PPSPP protocol. The root node can be implemented using a commodity
computer hardware. The requirements for the root node hardware are that it must support
the same radio technology as used by the CBTC connection, must be able to interface
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with the Wi-Fi network card supporting the Wi-Fi Direct protocol, and must be able to
run an instance of the client software implementing the PPSPP protocol.

The train passengers can join the Wi-Fi Direct network by using a device supporting
the Wi-Fi Direct connectivity (supported in systems running Android 4.0+ and MS
Windows 8+) and having a client application installed on their devices. The application
can be configured to join the local Wi-Fi Direct network by scanning a QR code located
in the train-car or by using other location-based configuration methods. In addition to
configuring the device’s Wi-Fi Direct connectivity, the application acts as a client of the
PPSPP protocol.

Once the train passenger’s device is configured to join the Wi-Fi Direct network, it
registers with the tracker node and starts making connections to other users. As soon as
the first Wi-Fi Direct connection is established (either to the root node or to another
user), the passenger starts receiving video data which is rendered on the device’s screen.
The proposed system has a single tracker node, co-located with the root node. For
simplicity, other nodes in the system (passenger devices) never perform tracker node’s
functions.

4 Experimental Setup

To evaluate the proposed in-train streaming multimedia distribution system, a series of
system emulations were performed. This section describes the experimental setup.

The multimedia distribution system was evaluated by using the CORE network
emulator [20] with Extendable Mobile Ad-hoc Network Emulator (EMANE) [21]. The
CORE network emulator uses Linux Containers (LXC) to divide the host computer
running the CORE software into a number of independent virtual hosts, each running
the Linux operating system. In our experiments, a virtual host represented a single train
passenger using the multimedia distribution system. Each virtual train passenger ran an
instance of the PPSPP protocol client1. Network emulation software ran in a server-
grade workstation to reduce any negative impact of the availability of computational
resources on emulation results. Each emulation scenario was repeated 3 times and the
results were averaged.

The EMANE emulator was used to emulate the media access (MAC) and physical
(PHY) layers of the Wi-Fi Direct protocol. The MAC layer used the IEEE 802.11g
standard with the maximum data rate set to 54 Mbps. The Wi-Fi Direct connections
were modeled by using the infrastructure-less Wi-Fi mode. In the current setup, all nodes
use the same Wi-Fi channel to transmit data. In future work, multiple non-overlapping
Wi-Fi radio channels will be used for communication between the nodes. This approach
should minimize radio interference among the users and allow for a larger number of
concurrent users.

Testing of the system used a model data source having the same data production rate
as the VP8 video codec [22]. VP8 is a royalty-free video codec developed by Google
and released to the public domain. The data rate of the codec was 2 Mbps and the video

1 Source code available at http://github.com/justas-/PyPPSPP.
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size of 1280 × 720 pixels (also known as HD 720p). The frame rate was set to 10 frames
per second. The average key frame size was 29 301 B, and the average size of a non-
key frame was 6 030 B. Audio data was encoded using “Vorbis” codec with an average
frame size of 1 601 B.

5 Results Analysis and Evaluation

The proposed multimedia distribution solution was evaluated in a series of deployment
scenarios using the CORE network emulator software. Each scenario varied by the
number of users (between 14 and 20) and the number of concurrent connections each
user maintained to other users (between 4 and 10). The following section describes the
analyzed parameters and presents the experimental results. The analyzed parameters
impacting user’s experience were the playback index, the amount of skipped data and
the time until the first frame is rendered.

5.1 Playback Index

In video streaming systems, video data is delivered to the clients divided into frames.
The frames are then rendered on the device’s screen by the video decoder at a constant
frame rate. The playback index is the ratio of the number of frames rendered successfully
to the number of render attempts. If the video decoder always has enough data in the
buffer to render the next frame, the number of successful attempts is equal to the render
attempts and the playback index is 1 (or 100%). From the streaming video user’s
perspective, a playback index of 100% corresponds to a video stream that is rendered
without interruptions. The observed playback index in different emulated scenarios is
shown in Fig. 4.
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Fig. 4. Average playback index observed in test scenarios. Each line indicates the number of
concurrent connections between users

The playback index is directly related to the availability of video data that is to be
rendered. As Fig. 4 shows, the playback index (and the availability of video data) is
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linked to the number of users in the network and the number of concurrent connections
each user maintains to other users. As shown in the figure, the proposed system can
support up to 15 concurrent users, while maintaining the playback index at 100%. The
number of concurrent users can be increased to 18 without affecting the playback index
by reducing the number of parallel connection each user maintains from 10 to 4.

The number of concurrent users is practically limited due to the users contending for
the shared transmission medium. Each user actively transmitting data over the Wi-Fi
Direct connection acts as a source of interference to the other users. Increasing the
number of concurrent users increases the total amount of interference, which in turn
reduces the rate of successful data transmissions between the users. This, in turn, reduces
the availability of video data to the video decoder and reduces the playback index.

The number of concurrent connections a user maintains to other users has a similar
effect on the playback index as the number of users in the network. Each concurrent
connection is used to periodically exchange chunks availability information between
the users. As the number of concurrent connections increases, each user transmits data
more often, thus interfering with transmissions of the other users.

The number of concurrent users in the network can be increased (without reducing
the playback index) by limiting the interference each user creates to other users. As
mentioned above, in future, the user model will be upgraded to establish connections
using multiple non-overlapping Wi-Fi channels to limit interference.

5.2 Skipped Data

All users in the proposed multimedia delivery system maintained a discard window of
1000 chunks. As described in Sect. 3.2, maintaining a discard window reduces the user’s
memory requirements. Since all users maintain the discard window individually, it is
possible for the user’s video decoder to get stuck by waiting for the frame that is already
discarded by all remaining users in the swarm. In such case, user’s video decoder has
been programmed in a way that after 10th unsuccessful attempts to render a frame (video
freeze of 1 s), it skips the following 250 chunks (the size of playback buffer) and
continues rendering the video data. From the viewer’s perspective, skipped data is seen
as a jump forward in the playback of the video. The average chunk production rate of
the video source was 80 chunks per second, hence each jump of 250 chunks corre‐
sponded to skipping of approximately 3,125 s of video data. The average number of
skipped data chunks in the experiments is shown in Fig. 5.

The skipping of data chunks is caused by the video decoder being unable to decode
the next frame in 10 consecutive attempts, due to the unavailability of video data. As
such, the observed results follow closely the results of the playback index discussed in
the previous section. The key cause of data being unavailable is users’ contention for
shared transmission medium and subsequent unsuccessful data transmissions.

As seen in Fig. 5, the proposed multimedia distribution system can deliver video
data without skipping any data chunks to 14 users. The number of concurrent users that
received video data and does not skip any data chunks can be further increased to 18 by
reducing the number of connections that each user maintains to other users.
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The number of discarded data chunks can be decreased by reducing the interference
in Wi-Fi Direct data transmissions between the users (as explained in the previous
section) and by employing more advanced chunk skipping algorithms. In the current
chunk skipping algorithm, users skip 250 chunks after a 10th consecutive unsuccessful
attempt to render a video frame. A future version of the chunks skipping algorithm would
skip missing chunks until a continuous block of data chunks of a certain size is found.
Likewise, at the moment, if the unavailable chunks are delivered after they have been
skipped, they are discarded. In future, a feature of cancelling the request for the chunks
that have already been skipped will be considered.

5.3 Time to the First Frame

The last analyzed parameter is the length of the time period between the time a user’s
device starts joining the multimedia distribution system and the time the device renders
the first frame. During this time period, the PPSPP client on the user’s device is initial‐
ized, registers with the tracker node, learns about available data, connects to other
devices (either other users or the root node), and receives enough data to fill the initial
playback buffer (250 data chunks). The observed time to the first frame is shown in
Fig. 6. For brevity, only the results for 4 to 8 concurrent connections are shown.

As seen in Fig. 6, the time period until the first frame is rendered increases with the
size of the network. The average time to the first frame in the network of 14 users is
12.5 s, while in the network of 20 users it increases to 17.9 s. The average time to the
first frame varies only slightly in the scenarios where each user maintains 6 or more
concurrent connections to other users. On the other hand, it varies greatly in the scenarios
where each user maintains only 4 or 5 concurrent connections to other users.

Overall the time to the first frame is generally long (between 12 and 17 s). The main
cause of the long delay in the scenarios with 4 or 5 concurrent connections is the time
required to find a node that can accept a connection. When each node is configured to
maintain only a small number of connections, the probability of finding a node that can
accept a new connection is lower.
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Fig. 5. Average number of skipped data chunks. Each line indicates the number of concurrent
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The time to the first frame can be reduced by finding a user that can accept a new
connection faster. In the current version of the proposed system, each new user receives
a list of other users in the swarm when it registers with the tracker-node. In a future
version, each node might periodically report to the tracker node the number of free
connection slots it has. The tracker then could include this information with a list of
current users in the swarm that is sent to all new users.

6 Conclusions

This work evaluated a multimedia distribution system for use in urban rail environments.
The proposed system uses Communications-Based Train Control radio link’s unused
bandwidth to deliver the multimedia stream to the train-car, where it is subsequently
distributed to the train passengers using the peer-to-peer technologies.

The proposed system was tested using computer network emulation techniques. The
results indicate that up to 14 users can concurrently receive the same high-definition
(HD 720p) multimedia stream. The number of concurrent users can be increased to 18
by reducing the number of connections that each user maintains to other users from 10
to 4. The results with more than 18 concurrent users indicate that the user’s experience,
as measured by the playback index and the amount of discarded video data, falls sharply
as the number of concurrent users increases further.

The evaluation results show that the proposed system can be used only in situations
where the number of train passengers in a single train-car is limited. The main cause
being that each user acts as a source of interference to other users during data transmis‐
sions. Future work is needed to improve the maximum number of users supported by
the proposed system. Nevertheless, it shall be noted that the total number of train
passengers that can use the system can be increased by deploying multiple instances of
the system, e.g. one in each train-car.
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In future work, the proposed system will use multiple non-overlapping Wi-Fi chan‐
nels to deliver data between the users, reducing the radio interference between the users.
Furthermore, advanced versions of data skipping and connections establishment algo‐
rithms will be researched to further improve the user experience of the system.
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Abstract. This paper presents a series of wideband channel sounder measure‐
ments carried out in a High-Speed Railway (HSR) composite scenario. The
composite scenario involves a tunnel, a cutting and a viaduct, which are three of
the most common special scenarios in this type of lines. The Power Delay Profile
(PDP) is also analyzed to generate the Tapped-Delay Lines (TDL) channel models
in different regions.

Keywords: High-Speed railway · Measurements · Propagation · Wireless

1 Introduction

In high-speed railways (HSR) the throughput of the wireless systems is limited by speed
of the vehicle. The current world speed record for HSR is 574.8 km/h and was achieved
by an Alstom train on a SNCF track in 2007. As we move forward to 5G, the research
on wireless faces new challenges. The most critical one is how to provide a high capacity
wireless system on a HSR scenario, to support railway services like ERTMS, real-time
CCTV, infotainment, Internet access for passengers and a large etcetera [1].

One of the most important features of HSR scenarios is the fast fading caused by the
large relative speed (this is, Doppler spread) [2]. Moreover, Doppler spreads are time-
varying so it means also a non-stationary fading channel. The Doppler shift causes a
misalignment of the frequencies of transmitter and receiver. This misalignment can
decrease the subcarrier orthogonality and cause Inter-Carrier Interference in OFDM
systems. Moreover, as the speed of the train increases, the assumption of having a perfect
knowledge of the channel (as in low mobility scenarios) is no longer valid [2]. This means
that the performance of the whole wireless system could decrease significantly. For all
these reasons, channel modeling techniques are very important in an HSR environment.

Several measurement campaigns have been taken in different HSR scenarios, like
viaducts [3], hilly terrains [4] cuttings [5], train stations [6] and tunnels [7]. The empirical
results analysis and statistical modeling in large-scale and small-scale have been conducted
based on these measurements.

The structure of this article is as follows: Sect. 2 provides an overview of the HSR
environment where the measurements were taken; Sect. 3 presents the results and in
Sect. 4 the conclusions are drawn.
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2 Environment

Most of the research work aforementioned is dedicated to explain a unique scenario
(cutting, or viaduct, or tunnel, etc.). In fact, real railway lines are formed by the combi‐
nation of all these unique scenarios. This is of special importance when the train moves
at a high speed, because the transition from one scenario to other is done very quickly.
So, these regions with different topographies cannot be separated easily. We say that a
scenario formed by many unique scenarios is a composite scenario. The existing research
has not considered the transitions between two scenarios. Therefore, the non-stationary
of fast varying channels in these HSR composite scenarios requires further research.

To measure the wireless channel a portable channel sounder is used. It operates
generating a train of periodic narrow pulses. The distorted signal is received by the
channel sounder receiver. After the envelope detection, the demodulated signal is sent
to the digital oscilloscope (Keysight Infiniium MSO9104A). Further details about the
channel sounder can be found in Table 1.

Table 1. Channel sounder parameters

Parameter Description
Frequency 950 MHz/2150 MHz
Transmitting power 35 dBm
Pulse width/period 30 ns/1 us
IF bandwidth 100 MHz
Noise figure 3 dB
Sensitivity −100 dBm
Sample interval 50 ns

Moreover, the channel sounder transmitter is equipped with a directional antenna
(L-Com HG727 14P-090); whereas on the receiver side we have an omnidirectional
antenna (L-Com HG72107U). Both of them are vertical polarized (see Table 2 for further
details about the antennas).

Table 2. Antenna parameters

Item Transmitter antenna Receiver antenna
Frequency range 698–960/1710–2700 MHz
Gain 13/14 dBi 4/7 dBi
Vertical beamwidth 17º 55º
Horizontal beamwidth 90º 360º
Polarization Vertical
Front to back ratio > 23 dB –
Height 3 m 1 m
Dimensions 1568 * 320 * 160 mm Length: 1.02 m

The composite scenario where the measurements were taken has a viaduct and a
deep cutting. In Fig. 1 a sketch of the composite scenario is depicted. The cuttings shape
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can imply a significant number of reflections and some scattering as well. Viaducts
(usually with a height of 10–30 m) are also used in HSR to avoid slopes in the track
which undermine train’s high speed. It is very common to raise the antennas in the
viaduct to maintain the LOS between transmitter and receiver, as well as decreasing the
number of scatters that can affect the signal. Therefore, cutting and viaduct have opposite
effects on the channel. All these effects imply the impossibility to model the propagation
in a HSR environment as a pure LOS channel.

Fig. 1. Composite scenario. Tunnel entrance, cutting, viaduct and another cutting.

The wideband measurements have been conducted in a composite scenario, which
is located in the “Datong-Xi’an” HSR line (Xinzhou, Shanxi Province, China). The
composite scenario starts at the end of a tunnel and is formed by a 130-m long cutting
(immediately after the tunnel), followed by a viaduct of 250 m and, finally another
cutting of 100 m (Fig. 1, from right to the left). So we have four regions in our scenario:
region 1, near to the tunnel, where the cutting causes a lot of multipath; region 2, the
first cutting where the two steep walls can reflect the transmitting waves and create some
multipath; region 3, the viaduct, with almost no multipath (is an open area); and finally,
region IV where the second cutting is located.

This composite scenario is very representative of the typical HSR environments
where the main scatters are located near the track. The receiver is located on the track
30 m away from the transmitter (see Fig. 2). To take the measurements the receiver is
moved along the track taking average power-delay-profiles at 50 different positions
(distance between transmitter and receiver varies from 30 m to 458 m). To evaluate the
effects of multipath on the channel in a composite scenario like this one we have taken
a set of wideband measurements at 950 MHz and 2150 MHz.

3 Results

We provide two different results: power-delay profiles and time dispersion analysis at
the two frequencies considered (950 and 2150 MHz). Power-delay profiles are very
useful to characterize the fading.
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3.1 Power-Delay Profile

In the area close to the tunnel a NLOS scenario is presented in region 1. PDPs at both
frequencies display a weak main component and a large delay (see Fig. 3a). In particular,
the delay spread at 950 MHz is larger and more multipath happens at 950 MHz than at
2150 MHz. In region 2 we are in a stronger LOS scenario with little delay spread (see
Fig. 3b). In region 3 the LOS component is attenuated, but the impact of cutting 1 is still
present. Therefore, the PDP in Fig. 3c has similar multipath components with also weak
dominant LOS components. In Fig. 3d, which corresponds also to region 3 (viaduct)
multipath components are very weak due to the lack of surface to reflect the signal, and
consequently, the delay spread is much lower. Once we move to the other side of the
viaduct towards cutting 2, the LOS components decrease as the separation between
transmitter and receiver increases. Equally, we start receiving reflections from cutting
2, which implies more delay spread (see Fig. 3e). In cutting 2 there is only one path (see
Fig. 3f). This is because the size of this cutting is smaller than cutting 1 and has an
asymmetry with lower height, so the time delay caused by the multipath components is
very short and close to the LOS component.

3.2 Time-Dispersion Analysis

To analyze the delay spread on a wideband measurement, a valid method is to estimate
the excess delay and RMS delay spread. These two parameters characterize the time
dispersive nature of the channel and can as well be used to determine the number of
channel taps. The excess delay is the maximum delay above a threshold which reveals
the maximum relative distance between the receiver and the reflection or scattering
surfaces. The RMS delay spread is the square root of the second central moment of the
power-delay profile.

The average excess delay, average RMS delay spread and average number of channel
taps in each region are summarized in Table 3. The RMS delay along the measurement
points at 950 MHz and 2150 MHz is presented in Fig. 4.

Fig. 2. Measurement setup. The receiver is over the track and the transmitter is 30 m away (on
the right)
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Table 3. Time dispersion results

Region 1 2 3 4
Avg. excess
delay (ns)

950 MHz 270.1 105.6 36.8 21.7
2150 MHz 165.3 129.6 31.2 31.3

Avg. RMS
delay spread
(ns)

950 MHz 106.4 32.6 5.3 16.2
2150 MHz 71.3 43.3 7.5 13.7

Number of
channel taps

950 MHz 4–5 2 1 1–2
2150 MHz 3–4 2 1 1–2

The variation of the RMS delay spread through the track is interpreted as an evidence
of the aforementioned results. The multipath components on each region of the compo‐
site scenario are different. In particular as we move from the entrance of the tunnel and
cutting 1 (region 1) to an open area (viaduct), the average RMS delay decreases 1
magnitude order (from 70–100 ns to 5–7 ns). Also the number of channel taps decreases
significantly. However, average excess delay in region 4 (cutting 2) is smaller than in
region 3, but the RMS delay values are just the opposite.

Fig. 3. Power-delay profiles in (a) tunnel entrance; (b) cutting 1; (c) viaduct 1 (the part of viaduct
close to cutting 1); (d) middle of the viaduct (viaduct 2); (e) the part of viaduct close to cutting 2
(Viaduct 3); (f) cutting 2.
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4 Conclusion

We present some measurements on a composite scenario of a high-speed railway line. This
composite scenario is very representative as this type of lines are not straight and flat coun‐
tryside tracks, but more complex layouts with viaducts, tunnels, cuttings and other
geographical features. The most relevant parameters to analyze the time dispersion prop‐
erties have been extracted. These parameters are the excess delay, the RMS delay spread,
and the number of channel taps. Furthermore, the TDL channel models can be established
in detail in different regions.
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Abstract. The design of the next train radio telecommunication sys-
tem has started in Europe, based on initiatives at International Railway
Union (UIC), European Railway Agency (ERA) and European Telecom-
munications Standards Institute (ETSI). This new system must satisfy
rail community requirements and replace the currently used GSM-R
(Global System for Mobile communications - Railways) system. The
3GPP LTE (Third Generation Partnership Project - Long Term Evolu-
tion) mobile cellular system and its evolutions are among the candidates
and must be evaluated for railway services. This paper aims at providing
an overview of current standardization work and system-level evaluation
results of LTE in a railway environment.

1 Introduction

Designing a specific radio communication system for railways guarantees that
railway-specific requirements are satisfied. However, a specific design has some
cost impact. Besides, interoperability is necessary in Europe to allow trains to
seamlessly cross state borders. Hence, it is attractive to benefit from designs and
developments made for other purposes, like cellular public access. However, the
evolution pace of systems in railway field is much slower than in public access.
Targets and requirements are different even if 3GPP (Third Generation Partner-
ship), standardizing mobile cellular systems, has the intention to address vertical
sectors (e.g., transport, energy, e-health, factory automation) in future releases.
In Europe, several initiatives are going on at International Railway Union (UIC),
European Railway Agency (ERA) and European Telecommunications Standards
Institute (ETSI) to prepare the next train radio telecommunication system that
would fit rail community requirements in replacement of current GSM-R (Global
System for Mobile communications - Railways) system. Evolutions of 3GPP LTE
(Long Term Evolution) are candidates but 5G could also jump in the list [1].
Based on requirements set by UIC, an evaluation work has started at ETSI, first
looking at the available LTE standard. After providing an overview of current
railway and 3GPP status in Sect. 2, the paper will describe how LTE standard
can be deployed to target high speed train applications in Sect. 3. Then, the
concept of system-level evaluations and the evaluation results themselves will
be presented in Sect. 4 and 5, respectively, and finally some conclusions will be
drawn in Sect. 6.
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2 Next Generation of Train Radio Telecommunication
System

2.1 GSM-R

In the 90s, the European Union decided to launch a study on a unified train com-
munication system that would facilitate train movement across state borders,
in addition to improve signalling and train control required to reduce inter-
vals between trains on dense lines and support high speed trains. Ten years
later, ERTMS (European Rail Traffic Management System) was completed. It
defines several components, mainly ETCS (European Train Control System),
the train control application, and GSM-R, a radio communication part based
on GSM and enhanced to support services required for train operation, e.g.,
group calls, emergency calls, call pre-emption, location-dependent addressing,
functional addressing, and direct mode. GSM-R has been adopted in most of
the European countries and worldwide on main lines. However, the deployment
is slow due to its heavy cost and the long life cycle of railways equipments.
Even if GSM-R fulfils railway needs for train control communications, there are
two main drivers for an evolution of the radio system. Firstly, railway operators’
requirements evolve toward a larger use of the radio communication system with
new applications, e.g., CCTV (Closed-Circuit TeleVision) for look-ahead control
and on-board monitoring, train maintenance and configuration, enhanced Pub-
lic Information System (PIS). Using service-dedicated communication systems
is costly in terms of deployment and usage, and having one radio able to sup-
port all the services would be beneficial. Such a radio system would need to offer
bandwidth capacity out of reach of GSM. A second driver is related to upcoming
GSM obsolescence. The decreasing of industry chain supporting GSM products
will negatively impact the availability, costs and maintenance capability of 2G
systems. GSM-R industry promises support at least until 2030. However, taking
into account the time for technology evaluation, standardisation, product devel-
opment, trials, certification and migration, it is time to think about the next
generation.

2.2 Preparing Next Generation Train Radio System

There is a huge difference of product life cycle between the public telecommu-
nication industry and the railway industry. Public telecommunication industry
produces a new system generation every ten years whereas the railway industry
designs its products with a time horizon which is more about thirty years in
mind. However, to keep support and to limit maintenance cost, railways cannot
completely ignore what happens in the public telecommunication industry. One
solution is to use as much as possible off-the-shelf components for the telecom-
munication system. As railways require specific features and requirements, either
the service could be designed as an “over the top” application over a basic radio
system which would be robust enough to support it, or should be - at least partly
- embedded in the telecommunication system itself and offered as an integrated
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service. The first approach enforces the independence between the applications
and the telecommunication system, which is not always feasible, and cannot
benefit from information of the lower communication layers to optimise perfor-
mance. The second approach results in a more optimised system, but at the cost
of more standardisation effort and less flexibility.

In 2009, UIC started thinking about the next train radio communication sys-
tem. A first document defining a set of technology-independent user requirements
a new radio telecommunication system must support was released in October
2010 [2]. In 2014, the Future Railway Mobile Communication System (FRMCS)
project was officially launched, aiming at providing a complete information for
decisions on the successor of GSM-R. European Union is also active on the topic
through ERA which conducted a survey among all railways stakeholders [3] in
order to build a common understanding of requirements and possible solutions
toward a future radio communication system. Among others, the study mentions
3GPP LTE as a possible basis, but recommends also a monitoring of 3GPP 5G
activity. It also recommends a more active implication of rail sector in 3GPP
standardisation in order to ensure that its requirements are taken into consider-
ation. In ETSI (European Telecommunications Standards Institute), RT-NG2R
group (Railways Telecommunications - Next Generation Radio for Rail) was
created in July 2015 to address the requirements from the rail transportation
domain (including urban, suburban, regional and long distance rail), to define
the related architecture and radio spectrum needs and to identify and fill in
standardisation gaps when necessary.

UIC FRMCS and ETSI RT-NG2R are coordinating their actions to influence
3GPP work. This led to the creation of a railways dedicated Study Item (SI)
in 3GPP SA1 in June 2016 called ‘Study on Future Railway Mobile Communi-
cation System’ [4], with the goal to define use cases and requirements specific
to railways. The SI should be completed by March 2017 [5] and followed by
a Work Item phase, with corresponding technical specifications that could be
expected by the end of 2017. In parallel, UIC FRMCS and ETSI RT-NG2R
should propose a new Study Item to 3GPP SA6, the group in charge of defining
application layer functional elements and interfaces to support critical commu-
nications. The study would aim to compare the railways specific requirements
as specified by 3GPP SA1 to what is offered today by 3GPP mission-critical
features, and propose solutions if needed.

ETSI NG2R has also an action on spectrum request for the next-generation
train radio communication system. A technical report has been issued [6] in
January 2017 examining the amount of spectrum needed and possible spectrum
bands that could be used. 3GPP LTE but also 5G are taken as possible technical
options to support the FRMCS - the performances of those systems could offer
in a railway environment will impact the amount of spectrum that would be
needed. At European level, CEPT ECC (European Conference of Postal and
Telecommunications Administrations Electronic Communications Committee)
has created a dedicated group to examine spectrum for railways services, and
ETSI report will be a technical input to that group.
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Preparing the next generation means also preparing the migration phase. The
time-line shall include end-to-end trials, end-to-end integration, multi-vendor
interoperability testing, deployment, co-existence and interoperability between
GSM-R and the new system. Considering a possible end of GSM-R from 2030,
the new generation should be available in the early 2020s for a safe migration.

Hence, the 3GPP Long Term Evolution (LTE) mobile cellular system and its
evolutions are identified as potential candidates for the next train radio commu-
nication system. LTE was designed initially as a replacement to UMTS, with a
focus on public data and voice mobile broadband (MBB) services. In a 20 MHz
radio channel, it can provide peak data rate of 172.8 Mbit/s for 2× 2 anten-
nas in the downlink (DL), and 86.4 Mbit/s for 1× 2 antennas in the uplink
(UL), and even if optimised for low user mobility (0–15 km/h), it can support
higher speed, up to 350 km/h, despite being at lower data rates. In 2011, the
specification of LTE Release 10, also called LTE-Advanced, was finalized as a
significant improvement of the LTE system and labelled as a fourth genera-
tion mobile cellular system (4G). 3GPP has progressively enlarged the initial
LTE scope, by specifying features needed for new services and by enriching the
possible deployment architectures. Enhancements were added to better support
Machine-Type Communications (MTC) and address public safety (mission crit-
ical) service requirements. This trend will continue with future evolutions, with
5G intending to address those different sectors from its infancy.

3 3GPP LTE System for Railway

The 3GPP LTE system is based on multi-carrier modulations, Orthogonal Fre-
quency Division Multiplexing (OFDM) in DL and DFT-spread OFDM (DFT-s-
OFDM) in UL, which provide flexibility in operating bandwidth [7]. Bandwidths
of 1.4, 3, 5, 10, 15 and 20 MHz have been specified up to now and the specifica-
tions are written in such a way that any new bandwidth between 1.4 MHz and
20 MHz can be easily added in the specifications. The bandwidth currently allo-
cated to the train radio telecommunication system in Europe is at most 7 MHz,
namely 4 MHz around 900 MHz (UIC band) in all European countries, plus an
additional 3-MHz bandwidth (E-UIC band) currently available in some coun-
tries only. The LTE system can be adapted in order to allow deployments in the
complete 7-MHz bandwidth. However, this would require some LTE specification
effort in order to define new spectrum masks and radio frequency requirements.
Furthermore, the LTE chips for railway would be specific and their price would
not benefit from economies of scale. Another option is to stick to already spec-
ified bandwidths of 1.4, 3 or 5 MHz. Since the E-UIC band could be subject
to interference from Short Range Devices (SRDs), it is expected that part of
the 3 MHz will not actually be usable for railways. Hence, an LTE system for
railways could operate on the 4 MHz of the UIC band plus 1 MHz of the E-UIC
band, for a total of 5 MHz. This latter approach is chosen in this paper. Alterna-
tively, a 3-MHz bandwidth can be used in countries where only the UIC band is
available for railway and the 1.4-MHz band when the railway operator wants to
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make the LTE system coexist with GSM-R during the migration phase, which
is expected to last 10 years.

In order to achieve high spectral efficiency whatever the channel condi-
tions and variations, LTE system offers a large panel of specified multi-antenna
(MIMO) schemes, including closed-loop multi-stream linear precoding, open-
loop multi-stream linear precoding and single-stream transmit diversity schemes
[7]. Due to the high train velocity, we focus here on the latter schemes, which
are the most robust ones. In LTE DL, the transmit diversity scheme with two
transmit antennas is the Alamouti Space Frequency Block Code (SFBC) applied
on two adjacent sub-carriers as depicted in Fig. 1. The scheme with four transmit
antennas is a combination of Alamouti SFBC and Frequency Switched Transmit
Diversity (FSTD) on four adjacent sub-carriers as depicted in Fig. 2 [7]. These
two schemes can achieve a spatial diversity of 2 and 4, respectively. With NR

receive antennas, the achievable spatial diversity is multiplied by NR. In UL,
in order to preserve low complexity at the terminal (UE for User Equipment)
and good peak-to-average power ratio properties of SC-FDMA, LTE Release 8,
which we focus on, only includes closed-loop transmit antenna switching. Due to
train mobility resulting in strong channel state information aging, a closed-loop
scheme is not feasible. Thus, we focus here on single-antenna SIMO transmission
and rely on the base station (BS) receive antennas to obtain a diversity gain.

Fig. 1. Downlink LTE Alamouti SFBC transmit diversity scheme with 2 transmit
antennas.

4 System Level Evaluation

Link level simulations allow to compute the bit error rate and packet error rate
(PER) of a transmission scheme, including detailed simulation of modulation
and coding, MIMO scheme, channel estimation, small-scale fading effects and
additive white Gaussian noise. However, they do not include any effect of large-
scale fading, i.e., distance-dependent pathloss and shadowing. Furthermore, in
a cellular system, inter-cell interference has a strong impact on system perfor-
mance. It depends on large-scale propagation from neighbouring cells and signals
transmitted in these cells. Since keeping the same level of details as in link level
simulations for a multi-cell system level simulation would result in too much
computation effort, computation is reduced by splitting the evaluation in two
steps:



Throughput Performance of 3GPP LTE System in Railway Environment 65

Fig. 2. Downlink LTE Alamouti FSTD-SFBC transmit diversity scheme with 4 trans-
mit antennas.

– Step 1: Link level evaluation
1. Computation of the PER vs. Signal to Interference plus Noise Ratio

(SINR) for transmission schemes (modulation, coding rate, MIMO
scheme) with different spectral efficiencies S thanks to a link-level sim-
ulation (interference is assumed AWGN) leading to results as shown in
Fig. 3

2. For each scheme and each SINR, computation of the resulting spectral
efficiency taking PER into account as Sres = S × (1 − PER)

3. For each SINR, storage of the maximum resulting spectral efficiency (or
thoughput as shown in Fig. 4) among all schemes as a result of ideal link
adaptation

– Step 2: System level evaluation
1. For many drops of UEs and large-scale channel realizations, computation

of SINR for each UE
2. From all the drops, computation of the Cumulative Density Function

(CDF) of the spectral efficiency or throughput by using the obtained
SINR as input in the look-up table

System-level simulations are useful to compute the cell average spectral effi-
ciency or the cell-edge throughput (e.g., the 5%-ile throughput, i.e., the maxi-
mum throughput among the 5% of UEs with worst SINR). This is particularly
important in the frequency reuse 1 LTE deployments which are interference lim-
ited, i.e., in which the noise level becomes negligible compared to the interference
level.

For evaluating LTE as train radio communication system, we keep the same
inter-BS distance as in a typical GSM-R deployment, i.e., 6 km [8], as depicted
in Fig. 5. The intention is to be able to reuse GSM-R masts in order to limit the
migration cost. In addition to BS deployment, the location of UEs, i.e., trains,
strongly impacts the system performance. We evaluate a worst-case train load
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Fig. 3. PER for various downlink transmission schemes (modulation, coding rate) with
4× 2 MIMO at 350 km/h (NLoS RMa channel).

Fig. 4. Maximum resulting throughput among various downlink transmission schemes
with 4× 2 MIMO at 350 km/h (NLoS RMa channel).
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Fig. 5. Railway deployment example.

scenario, in which the train traffic is maximized. Trains move in two opposite
directions and trains moving in the same direction are 10 km apart, 10 km being
seen as a minimum distance between high speed trains [9]. The distance between
two trains in opposite directions is a random value uniformly distributed between
0 and 5 km. A BS is active and generates interference on the downlink signal
received at a UE only if there is at least one train located in the cell served
by the BS, as depicted in Fig. 5. Likewise, trains moving in both directions and
located in neighbouring cells generate interference on the UL signal received at
a BS. A worst-case interference level is assumed: all active cells are fully loaded
in both UL and DL, i.e., transmission occurs in the whole bandwidth.

The strengths of UE useful signal and interference depend on antenna pat-
terns at the BS and UE and on propagation conditions between the UE and
BSs. In the system level evaluation, antenna patterns are taken into account
together with BS down-tilt. We use directional antennas at the base station (10◦

aperture horizontally, 15◦ vertically), which is suitable in the straight railroad
we simulate. At the UE, we simulate an omni-directional antenna.

For the propagation channel, we use the Rural Macro (RMa) channel model
as described by ITU for link-level and system-level IMT-Advanced evaluations
[10]. This channel model is defined for Line-of-Sight (LoS) and Non-Line-of-Sight
(NLoS) and the probability to be in LoS for a UE located at a distance d from
a BS is described as

pLoS = exp
(
−d− 10

1000

)
where d is in meters.

As the train radio telecommunication system will deliver mission-critical ser-
vices, reliability of the system at any location on the railway is crucial. In order
to evaluate this reliability, we compute the throughput CDF at any point of
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Table 1. Deployment scenario.

Carrier frequency (DL/UL) 922.5/877.5 MHz

Cell radius 3 km

Train density 2 trains per 10 km

Physical layer 3GPP LTE 5 MHz [7]

Transmit BS/UE max power 46/36 dBm

Transmit UE power control Full compensation

BS/UE antenna gain 14/0 dB

BS directional antenna pattern Parabolic in dB scale as MBS in [11]
Horizontal Beamwidth: 10◦

Vertical beamwidth: 15◦

Vertical Tilt: 20◦

Channel estimation Frequency-domain Wiener and time
interpolation

BS/UE antenna gain 14/0 dB

Link channel model, clustered
delay lines

ITU-R RMa LoS, KRice=6 dB, 11 clusters
ITU-R RMa NLoS, 10 clusters

Pathloss model ITU-R RMa LoS & NLoS

Shadowing standard deviation (dB) 4 or 6 dB in LoS, 8 dB in NLoS

the railway, which does not only provide geographical information on the aver-
age throughput but also on the 5%-ile throughput. The latter measure is much
stricter than the cell-edge throughput computed in 3GPP, which is the cell 5%-ile
throughput taken over the whole cell. Here, the 5%-ile throughput is computed
for each position and can become very low for trains located at the border
between two cells.

Table 1 presents the details of the deployment scenario. The carrier frequency
is chosen in order for the system to be located accross the UIC and E-UIC bands.
Full compensation is used as UE power control, i.e., the propagation attenuation
on the useful signal is compensated regardless of the interference generated on
neighbouring cells. This compensation is limited by the UE maximum transmit
power.

5 Performance Evaluation

Evaluations are run with 2000 drops. Figure 6 shows the downlink throughput
obtained along the line within a cell of radius 3 km with a 4× 2 MIMO scheme,
at 500 km/h. Due to inter-cell interference, the 5%-ile throughput drops from
19.3 Mbit/s at the cell center down to 2.2 Mbit/s at the cell edge. The inter-cell
interference impact is mitigated by the 20◦ down-tilt at BS. With 0◦ down-tilt,
the 5%-ile throughput drops to 0 at only 1-km distance. This huge interfer-
ence level can be also mitigated by performing reuse 4 transmission. However,
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only 3.3 Mbits/s 5%-ile throughput can be achieved at cell-edge and the cell-
center 5%-ile throughput is divided by 4 because only a fourth of the available
bandwidth is used in each cell. Figure 7 shows similar performance behaviour in
uplink, with 1× 4 SIMO.

Tables 2 and 3 present a summary of LTE performance for different speeds
and MIMO schemes, in DL and UL respectively. Using more antennas slightly
increases the throughput at cell center and along the line, except at 500 km/h
in downlink. Indeed, the pilot density is reduced for the two additional antennas
compared to the 2-transmit-antenna case. Thus, the 4× 2 MIMO scheme suffers
from poorer channel estimation at high speed. Cell-edge performance is also
slightly decreased due to higher pilot overhead. The results also confirm that the
LTE system can cope with high speeds up to 500 km/h in railway environment

Table 2. Summary of DL LTE throughput results.

Train velocity
(km/h)

MIMO Cell-center
5%-ile
throughput
(Mbit/s)

Cell-edge
5%-ile
throughput
(Mbit/s)

Whole-cell
average
throughput
(Mbit/s)

Whole-cell
5%-ile
throughput
(Mbit/s)

30 2× 2 21.7 2.2 16.9 4.2

30 4× 2 21.9 2.2 17.3 4.6

350 2× 2 21.6 2.1 16.9 4.3

350 4× 2 22.0 2.2 17.0 4.6

500 2× 2 21.6 2.1 16.8 4.2

500 4× 2 19.3 2.2 15.1 4.5

Fig. 6. Downlink throughput with 4× 2 MIMO at 500 km/h.
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Table 3. Summary of UL LTE throughput results.

Train velocity
(km/h)

MIMO Cell-center
5%-ile
throughput
(Mbit/s)

Cell-edge
5%-ile
throughput
(kbit/s)

Whole-cell
average
throughput
(Mbit/s)

Whole-cell
5%-ile
throughput
(Mbit/s)

30 1× 2 18 150 12.7 2.0

30 1× 4 18 300 13.7 2.9

350 1× 2 17.9 100 12.5 1.9

350 1× 4 18 240 13.5 2.7

500 1× 2 15.5 100 11.0 1.8

500 1× 4 15.9 220 11.9 2.7

Fig. 7. Uplink throughput with 1× 4 SIMO at 500 km/h.

and that throughput is not significantly degraded by such high speeds. However,
5%-ile throughput remains very low at cell edge, especially in uplink, even if it
achieves a few Mbits/s when computed over the whole cell.

6 Conclusion

System-level evaluation of the LTE mobile system in a railway environment have
shown that LTE can cope with high train speed. However, if railway operators
target a guaranteed minimum throughput 95% of the time at any location of
the railway, the guaranteed throughput at the border between two cells drops
to a few hundreds of kbit/s in uplink, which might not be enough, e.g., to
deliver CCTV services, for which the required throughput per camera ranges
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between a few hundreds of kbit/s for low quality and a few Mbit/s for high
quality. Especially, the latter high quality may be needed for look-ahead control.
Interference coordination might be a solution, as hard frequency reuse strongly
degrades the cell-center throughput. Another solution would be to investigate
the next generation of mobile cellular systems, namely the 5G system under
specification in 3GPP.
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Abstract. Train-to-train communication will be the key technology for
future railway operation. An increase of safety and efficiency can be
achieved by exchanging data between trains via ad hoc networks. For
vehicle-to-vehicle communication the European standard is intelligent
transport systems (ITS-G5). The usage of this standard for railways is
hardly investigated. We investigate the performance of ITS-G5 for train-
to- train communication at high speed conditions. ITS-G5 units were
installed on two high speed trains and train-to-train (T2T) measurements
were performed between Naples and Rome during four nights to cover
different maneuvers. We present the analysis of the measurements data
and resulting path loss models for tunnel and open field environments.

Keywords: T2T · Electronic coupling · ITS-G5 · Channel model · NGT

1 Introduction

On the path towards autonomous driving trains, electronic coupling is seen as the
door opener application. Electronic coupled trains are connected with a wireless
communication link, but without a mechanical coupler [1]. For this application,
different T2T communication links are envisaged. We use three categories: short,
mid and long range communication links. On short range of several hundred
meters, ultra reliability and low latency are required to support precise distance
control of the trains over wireless train control management system. For mid
range communication between two trains, e.g. up to 2 km, a robust data link
needs to be established which allows for a safe approach. Therefore, safety related
information like movement information need to be exchanged with medium data
rates under certain delay and error constraints. For long distances a terrestrial
trunked radio (TETRA) based system could be used to ensure links up to a few
tens of kilometers with low data rates as proposed in [2].

So far T2T is hardly investigated compared to train-to-ground communica-
tions. T2T channel models covering high speed scenarios and frequencies above
1 GHz are not discussed in literature. The necessity of investigations on short
and mid range T2T links and related channel models is pointed out in [3]. A
technology transfer from vehicular applications developed for road traffic like
ITS-G5 to high speed trains in the railway domain needs to be verified.
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A. Pirovano et al. (Eds.): Nets4Cars/Nets4Trains/Nets4Aircraft 2017, LNCS 10222, pp. 72–83, 2017.

DOI: 10.1007/978-3-319-56880-5 8



ITS-G5 Channel Models for High Speed Train-to-Train Communication 73

Based on previous measurements with commuter trains at speeds up to
140 km/h as presented in [4], we have set up an ITS-G5 system in two high speed
trains (HSTs). This measurement campaign was performed in Italy in 2016 and
is described in detail in [5]. In this paper we present an extended evaluation of
the ITS-G5 link measurements in high speed railway (HSR) environments and
deriving path loss channel models for certain railway environments.

2 Measurement Campaign

A comprehensive four days measurement campaign was planned and performed
on the 220 km long HSR track between Naples and Rome in Italy. One night
was used for intra-consist communication measurements (published in [6]) with
one Trenitalia Frecciarossa ETR 500 HST [7] as shown in Fig. 1. In the fol-
lowing three nights, different T2T measurements with two of those HSTs were
performed. Different measurement systems were installed. Next to an ITS-G5
communication link, a TETRA based communication system was installed and
tested under high speed conditions as presented in [8]. The DLR RUSK channel
sounder was used for intra-consist and T2T measurements at 5.2 GHz. For the
movement tracking of both trains, global navigation satellite system (GNSS)
receivers and inertial measurement units (IMUs) were mounted in the trains.
More details on the campaign and the installed equipment can be found in [5].

2.1 ITS-G5 Equipment and Setup

Both HSTs were equipped with ITS-G5 Cohda Wireless MK-5 modules. The on
board unit of Train 07 was set up as transmitter (Tx) and the unit of Train 28
as receiver (Rx). The general settings are listed in Table 1. The settings were
chosen to ensure the most robust link. The radios were set up for the control
channel 180 at 5.9 GHz with a bandwidth of 10 MHz. The output power of the
Tx ITS-G5 module was set to the maximum of 23 dBm. On the Tx side, an addi-
tional amplifier was used to achieve in combination with the installed antenna an
equivalent isotropically radiated power (EIRP) of 31 dBm. The data rate was set
to 3 Mbit/s with BPSK modulation at a coding rate of 1/2. The packet length
was 400 Byte with a repetition rate of 100 Hz.

To fulfill the safety regulations for railways, railway certified antennas were
used. Huber+Suhner SWA-0859/360/4/0/DFRX30 2 omni-directional antennas
were installed on the first coach after the locomotive of each train. These anten-
nas support multiple bands up to 6 GHz and offer an integrated GNSS antenna.

The Cohda MK-5 modules offer a dual transceiver radio. For these measure-
ments, only radio A was activated and connected to the measurement antenna.
The internal GNSS receiver was used to log the train positions for each received
signal strength indication (RSSI) measurement.

The Tx data included a header with a sequential packet number, the move-
ment information of the Train 07 and dummy payload data. The movement
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Table 1. Cohda MK5 radio settings

Channel 180

Carrier frequency 5.9 GHz

Bandwidth 10 MHz

EIRP 31 dBm

Data rate 3 Mbit/s

Modulation BPSK

Coding rate 1/2

Packet length 400Byte

Repetition rate 100Hz

information of Train 07 and Train 28 and the RSSI measurements were stored
together with the GPS time stamp on the Cohda module at Train 28.

2.2 Environment and Scenarios

The measurement campaign was performed at night from midnight to 5 am out of
scheduled operation time in spring 2016. The environment along the track varies
from urban and suburban areas around Naples to rural areas before arriving in
Rome. A map of the HSR track is plotted in Fig. 2 and marked in red. Open
field, forest, hilly sections and tunnels alternate in the rural area.

Nowadays, typical HST maneuvers include mainly crossing and sometimes
overtaking. An overtake maneuver is comparable with an approaching maneu-
ver for electronic coupling. Therefore, the overtaking maneuver was specially
performed in all characteristic environments for different speeds. The low speed
measurements were performed at 50 km/h and the high speed at 250 km/h aver-
age absolute velocity. The combination of environments and maneuvers with
different velocities lead to the measurement scenarios listed in Table 2. For all
measurements, the trains were driving on different parallel tracks.

For the analysis in Sect. 3 we are focusing on open field and tunnels at high
speed. We present one overtake maneuver for each environment.

Table 2. Measurement scenarios

Slow Fast

(Sub-) urban x

Rural x x

Tunnel x
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Fig. 1. Trenitalia Frecciarossa ETR 500 HST.

Fig. 2. HSR track Naples-Rome. Image by Google, Map Data 2016 NOAA, U.S. Navy,
NGA, GEBCO Image Landsat (2015). (Color figure online)
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3 Data Analysis

3.1 Path Loss Models

Two path loss models were chosen to estimate the losses in different environ-
ments. The free-space path loss equation

FSPL(d) = 20 · log10(
4πd · f

c
) (1)

was used as reference. d represents the distance between Tx and Rx antenna,
f the carrier frequency and c the speed of light.

The log-distance path loss model was used to model line of sight (LOS) and
non LOS conditions. In addition to a reference path loss at a distance d0 = 1 m,
a relation of the actual distance d and d0 times a path loss exponent n is added.
The power variations due to shadowing and multi path effects are modeled as
normal distributed vector χσ ∼ N (0, σ).

PL(d) = FSPL(d0) + 10 · n · log10(
d

d0
) + χσ (2)

3.2 Scenarios

Figures 3, 4, 5, 6, 7, 8, and 9 show the measurement analysis in open field and
tunnel environment. In general, the received power, the distance and speed of
the trains over time are plotted in Figs. 3 and 7. The received power and the
fitted path loss of the log-distance model are plotted in Figs. 4 and 8. Figures 5
and 9 show the probability density of the fading effects in case of the log-distance
model.

Open Field: First, we present an approaching maneuver in a rural environment.
As shown in Fig. 3, the Tx Train 07 is between 300 m and 400 m in front of the
Rx Train 28. Both trains are accelerating from 100 km/h to 250 km/h. In this
phase of the maneuver both trains could be seen as one electronically coupled
consist. Up from 200 s the Rx is accelerating up to 300 km/h and reducing the
gap, finally overtaking the Tx train. Out of the top chart of Fig. 3 we can derive,
that fades are less related to the speed than to the distance between Tx and Rx.

In Fig. 4 the measured received power is plotted over distance in green. The
related FSPL model and log-distance model are plotted in red and black. As
already mentioned before, up from a distance of 200 m deeper fades can be
observed; this is caused by a higher probability of non LOS components. Even
in open field environment, catenary, pylons or the signaling system can cause
multi path components (MPCs). More information on multi paths in railway
environments can be found in [3,5]. As expected for open field there is high
probability for LOS. Therefore, FSPL model fits quite well to the measured
received power. At higher distances the log-distance model with a path loss
exponent of n = 2.1 fits better than the FSPL model.

The shadowing was analyzed as well and fitted to a normal distribution as
shown in Fig. 5. The log-distance model parameters are listed in Table 3.
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Fig. 3. High speed maneuver in open field
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Fig. 4. Path loss model for open field (Color figure online)

Fig. 5. Probability density of shadow fading for open field
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Fig. 6. Track for tunnel section, blue indicates tunnels. Image by Google, Map Data
2016 NOAA, U.S. Navy, GEBCO Image Landsat (2015). (Color figure online)

Tunnels: The second maneuver is a departure and approaching in a hilly envi-
ronment with several consecutive tunnels. In Fig. 6 the tunnels are marked in
blue; the trains are driving from right to left side of the figure. Hence, at least
one train was always in a tunnel and several times, Tx and Rx were in the same
tunnel or in two consecutive tunnels. This is illustrated with colored bars in the
top chart of Fig. 7.

The analysis of the maneuver starts at 0 s when Rx is overtaking Tx with a
speed of 140 km/h and accelerates to 200 km/h. Rx runs ahead till 165 s up to a
maximum distance of 2.1 km. Tx is accelerating from 50 km/h to 270 km/h and
catching up to Rx at 275 s.

While both trains were driving through the longest tunnel marked in orange,
the distance was above 2 km. Up from around 250 s, both trains were in a same
tunnel again (brown tunnel). For both events, the received power was 18 dB
above the FSPL model. This gain is caused by a wave guiding effect inside the
tunnels. Around 50 s and 70 s similar effects can be observed with a gain of 15 dB.
In these sections the trains were in different, but very close tunnels.

For constellations with large areas of open field between different tunnels
(e.g. 90–120 s or 210–240 s), only one train was inside a tunnel. In these sections
the received power is 15–20 dB beneath the FSPL model, because diffraction at
the tunnel entry causes extra loss [2].

Figure 8 shows the received power over distance for two cases. At the first
and general case at least on train is in a tunnel (marked in green). This case is
modeled by the free-space path loss (FSPL) model in red. Second case marked
with blue dots, both trains are in the same or very close tunnels. This case is
modeled by the log-distance model in black. For both cases, strong wave guiding
effects can be observed for distances beneath 500 m and above 2000 m. If at least
one train is in a tunnel, deep fades can be observed for distances above 500 m.
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Fig. 7. High speed maneuver in tunnels (Color figure online)
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Fig. 8. Path loss model for tunnel environment (Color figure online)

Fig. 9. Probability density of shadow fading for both trains in a tunnel (Color figure
online)
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Table 3. Log-distance model parameters

PL(d0) dBm n σ dB

Open field 47.8 2.1 4.72

Tunnels 47.8 1.72 6.93

The probability density of the shadowing is plotted in blue in Fig. 9 for the
case where both trains are inside a tunnel. A normal distribution is fitted to the
measured signal with the parameters listed in Table 3.

4 Conclusion

In this paper we presented an analysis of ITS-G5 as T2T link under HSR condi-
tions. The performance at open field environment and tunnels at high speed were
investigated in detail. For both environments, the received power was measured
while performing overtaking maneuvers with two HSTs.

In detail, deep fades can be observed for link distances above 200 m in open
field and above 500 m in tunnels. If Tx and Rx are in the same tunnel or close
tunnels, a wave guide effect with a maximum gain of 18 dB can be observed. For
mixed environments with tunnels and open field, alternating strong fading effects
and shadowing affect the link significantly. Nevertheless, stable links could be
achieved for distances up to 2 km. The high speed (≥200 km/h) has no significant
effect on the data transmission.

For both environments, log-distance models were derived and the parameters
presented. In comparison to car-to-car communication, larger communication
ranges can be achieved by similar data rates. Furthermore, the dynamic of trains
is smaller than for road vehicles. As already presented in [4] the update delay
is sufficient for electronic coupling application. Hence, the ITS-G5 standard is
suitable for mid range communication for electronic coupling applications.
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[10] within the Horizon 2020 program. The Roll2Rail project has received funding from
the European Union’s Horizon 2020 research and innovation program under Grant
Agreement no. 636032.

References

1. Winter, J., Lehner, A., Polisky, E.: Electronic coupling of next generation trains.
In: 3rd International Conference on Railway Technology: Research, Development
and Maintenance, Cagliari. Civil-Comp Press (2016)
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Abstract. In order to assess the performance of the wireless communication
systems, a railway line is characterised through the identification of electromag‐
netic interferences (EMI). The aim of this paper is to show the strategy to identify
EMI on field as well as the results obtained. First, the need of the analysis and the
objectives of the measurement campaign in a non-electrified Italian Regional
Railway line between Caligari and San Gavino are shown. After that, the meas‐
urement setup developed for the tests is described. Then, the description of the
measurement campaign carried out is exposed. Finally, the measurement results
are presented. The results show that the frequency bands of GSM, UMTS and
Italian 4G are in the frequency ranges where the highest powered signal (around
800 MHz–900 MHz, 1.8 GHz and 1.9 GHz), on the other hand GPS L1 and Galileo
E1frequency band is not impacted by any kind of interference signal.

Keywords: Electromagnetic interferences (EMI) · Field testing · Railway ·
Wireless communication · Regional line

1 Introduction

The increasing number of electronics and communication equipment installed on the
trains and infrastructure makes it necessary to characterise the electromagnetic inter‐
ferences (EMI) environment in the railway lines. The impact of the environment still is
being studied for different railway communications and signalling systems, such as
ERTMS [1, 2] or some of its constituents [3]. Depending on the different types of railway
infrastructure such as electrified lines, double track lines, etc. the electromagnetic envi‐
ronment differs. For example, special attention has been given to the interferences found
in the antennas installed on the roof of the train in electrified lines with catenary and
pantograph [4–6].

The environment affects the performance of the equipment installed in the operation.
Therefore, the electromagnetic environment should be taken into account in the devel‐
opment phase and validation phase of the equipment. These phases require to have a
characterised electromagnetic environment with the aim of foresee the performance of
the wireless communication systems installed on-board and in the infrastructure.
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Previous works have been done to define the electromagnetic environment and employ
it in the development and validation phase such as the study of the ETCS’s (European
Train Control System) Eurobalise and Balise Transmission Module (BTM) [7], meth‐
odologies for system development including EMC (ElectroMagnetic Compatibility)
analysis [8] and even including mitigation techniques. This will also lead to the certif‐
ication validation in the laboratory [9] of different systems such as BTM [10]. Moreover,
EMC standards should be updated including new threats are found in the railway envi‐
ronment [11].

This paper outlines the objectives of the EMI measurement campaign and the main
outputs that can be extracted from it. The objective of the measurement campaign
performed by CEIT was to characterise the railway pilot line environment in terms of
EMI. To acquire EMI information, tests in both static and dynamic modes have been
carried out in order to analyse the performance over the railway site.

This paper is structured as follows.

• Section 2 introduces the equipment used during this activity.
• Section 3 explains corresponding test procedure.
• Section 4 describes the measurement campaign.
• Section 5 shows the results obtained.
• Finally Sect. 6 presents conclusions.

2 Measurement Equipment

The set of equipment used to carry out the data collection in the regional railway line is
presented and explained in this section. It is composed of several kinds of receivers and
antennas. Some of them were already installed on the test locomotive in the pilot line
and other were installed ad-hoc for the test-campaign. The test setup and test procedure
are first validated and calibrated in the laboratory, before moving to perform the filed
tests.

Figure 1 represents the three different chains of the test setup defined for the meas‐
urement campaign. The one on the left is responsible to register position, speed and time
by means of the GNSS receiver. The one on the middle is in charge of the recording the
interferences around the frequency bands under study. The one on the right connected
with the modem offers the connection to the GSM and/or UMTS networks.

• The first chain was included with the aim of adding a time and geolocation stamp to
the recorded interference.

• The second chain has been designed and implemented to record the interfering signals
present in the target frequency bands. This will allow to evaluate their influence in
the system under study. To record the interference signals, a high speed digitizer is
employed. A script designed in Labview has been used in order to control and
command the digitizer including time reference synchronization. The raw interfering
signals can be recorded in two different ways: in a continuous way in a given time
step or when a trigger happens. In the site measurement campaign both approaches
have been used.

On-Board Electromagnetic Interference Field-Test and Evaluation 85



• The third chain is helpful for determining the interferences affecting the voice and
data communication systems at the trial site during this measurement campaign. The
GSM/UMTS modem is the one in charge of the GSM/UMTS traffic recordings. In
that case, the modem establishes the communication with the surrounding base
stations and the data received is recorded. In this case, the Base Station (BS)
connected to the GSM/UMTS modem sends back the following information: Date
and Time, Cell Type, Mobile Country Code, Mobile Network Code, Location Area
Code, Cell Identification, Received Level and Timing Advance.

Fig. 1. Test setup to determine interferers and record them

The following equipment will be described in the next subsections.

• Antennae.
• GNSS receiver.
• High Frequency Digitizer.
• Sampler.
• Modem.
• Laptop.

2.1 Antennae

Three antenna already installed on the locomotive (see Fig. 2) have been used in this
trial. They can operate in all frequency ranges between 790 MHz and 2700 MHz; in this
particular case, they are used for GPS and 2G/3G (communication).
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Fig. 2. Antennae on the roof of the locomotive (Courtesy of Ansaldo STS)

2.2 GNSS Receiver

For each GPS time epoch, the observation and navigation information produced by the
GNSS receivers with a rate of 5 Hz are stored. Such receivers are complementary to the
raw data recording (performed by the high speed digitizer, see next subsection) in order
to synchronize and position the events.

The following measurements for GPS L1 have been recorded, at a rate of 5 Hz:

1. UTC time in terms of hours, minutes and seconds.
2. WGS84 Latitude, longitude in degrees and height in meters.
3. Carrier to noise ratio for each available satellite in dB-Hz.
4. Speed.
5. Loss of lock indicator.

2.3 High Frequency Digitizer

The high frequency digitizer used to capture the raw high frequency signals found in
the environment of the GPS L1 and Galileo E1 band is a PXI from National Instruments.
This is a rugged PC-based platform for measurement and automation systems. Each PXI
combines PCI electrical-bus features with the modular, Eurocard packaging of Compact
PCI and then adds specialized synchronization buses and key software features. The one
used in the Pilot Line characterization with a PXIe-1073 chassis and a PXIe-5162 Digi‐
tizer with 1.5 GHz bandwidth, 5 GS/s and 10-Bit.

This digitizer is controlled by a LabView script specifically designed for that meas‐
urement campaign, with a synchronization of the UTC time (from GPS) with the laptop
time and the integration of other data on the recording (Fig. 3).
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Fig. 3. High speed digitizer – PXI

2.4 Sampler

The Acorde ACGNS-L1 E1-FE-v2 is a signal sampler that delivers I/Q data at Inter‐
mediate Frequency (IF) and the AGC (Automatic Gain Control) configuration status
used at every sample. Both information are given with a rate of 1.5 Hz. This is employed
to identify potential interferers with the aim of triggering the software in the laptop
(Fig. 4).

Fig. 4. AGC controlled sampler

2.5 GSM/UMTS Modem

The modem presented in Fig. 5 provides simple, flexible and ready‑to‑use environments
for evaluating u‑blox LISA‑U230 W‑CDMA cellular modules, as well as for designing
and testing cellular and GNSS applications. This system has both USB and RS232
interfaces for development, testing and tracking. The picture shows a portable antenna,
but during this measurement campaign, this has not been used, as the modem has been
connected to the GSM/UMTS antenna already installed on-board the locomotive.
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Fig. 5. GSM/UMTS modem setup

2.6 Laptop

Figure 6 presents a picture of the setup installed inside the locomotive during the meas‐
urement campaign at the pilot line where the laptop employed can be clearly identified.
This picture shows the high speed digitizer part of the test setup to record the EMI.
Moreover, all the communication devices, cables, connectors, etc. are inside the box.
The block diagram of the complete test setup used here is presented in Fig. 1.

3 Measurement Procedure

This section shows the test procedure to detect unknown blocking scenarios (EMI). At
the beginning of every journey, the sampler needs to be switched on in order to obtain
the standstill value for that moment and the conditions surrounding. By means of the
second chain of the test setup (see Fig. 1) the AGC gain value is employed. For the AGC
gain value, a threshold is defined, 3 dB margin for this case1. The recording of the data
is done every time a significant variation from the standstill conditions have been
detected in the signal received. Once connected to the high speed digitiser, by means of
the Labview script on the laptop, every time the AGC gain reaches the trigger levels,
the high speed digitiser records the raw signals captured at the GPS antenna with the
following characteristics and format:

• 5Gsamples/s.
• 1Msample word (equivalent to 200 μs).
• Percentage of backward recording (customized at the Labview script).

1 This value implies that the AGC introduces a gain that is half the needed gain in standard
operation.
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• HWS format (NI proprietary) with a0 and a1 coefficients depending on the amplitude
range expected at the input of the high speed digitizer (defined at the Labview script).

The other implementation for that data recording is applied with no triggers. In that case,
the signals captured by the antenna are recorded continuously for the entire journey. The
number of files that can be saved per second depends on the availability of the commu‐
nication link (PCI Slot).

The second chain needs to be synchronised to the same time reference by means of
the GPS signal. At the start up, the GSM/UMTS observables recording application needs
a UTC time provided by the embedded GPS receiver to its module. Once the time is set,
the application switches to obtain data. The Base Station connected to the GSM/UMTS
modem sends back the following information: Date and Time, Cell Type, Mobile
Country Code, Mobile Network Code, Location Area Code, Cell Identification,
Received Level and Timing Advance.

4 Measurement Campaign

The objective of measurement campaign performed by CEIT is to characterise the
Regional Railway pilot line located in Italy in terms of EMI in the frequency band under
study that cover mobile phone telecommunication technologies frequency bands and in
the GPS frequency bands. The measurement campaign was performed during five days

Fig. 6. Picture with the setup in the pilot line
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in the Sardinia pilot railway site, from 26.01.2016 to 29.01.2016. General details of the
measurement campaign are (Fig. 7):

• Time frame: from 26.01.2016 to 29.01.2016.
• Railway line: Cagliari – San Gavino.
• Dynamic vehicle: Diesel locomotive ALN 668-3114 from Trenitalia.

During this data collection, two types of measurements were done (Fig. 8):

Fig. 7. Diesel locomotive ALN 668-3114 from Trenitalia

Fig. 8. Sardinia pilot railway site

On-Board Electromagnetic Interference Field-Test and Evaluation 91



• Dynamic: Three return ones because it was a round trip – 9:00–11:00 CET, 13:00–
15:00 CET and 16:00–18:00 CET approx.

• Static: at S. Gavino and at Cagliari locations with different durations depending on
the train stop with a duration of approx. 3–5 min.

Figure 9 presents the results of one of the journeys, in this case from Cagliari to San
Gavino, on the 27/01/2016. Figure 10 shows the speed profile with 5 stops during the
operation between Cagliari and San Gavino. The recording of the data started before the
starting of the train in both cases. The dynamic test has used commercial operation of
the train and consequently, the stops and the operative speed assigned to this train and
this line have been respected (Fig. 11).

Fig. 9. Speed profile of a journey from Cagliari to San Gavino

Fig. 10. Speed profile of a journey from San Gavino to Cagliari

Fig. 11. General landscape in Sardinia pilot site [12]

The pilot line where the measurement campaign was performed is placed in an open-
view-sky area; rural environment with some industrial facilities not so high and several
bridges. Next figures show the environment in the pilot test site (Fig. 12).
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Fig. 12. General obstacles in Sardinia pilot site [12]

5 Results

Firstly, in a preliminary inspection, the track from Cagliari to San Gavino seemed to
show a good clearance from the interference sources point of view. Actually, all the
journeys have obtained similar conclusions once the post-processing of the data has been
completed.

The test setup and test procedure presented have been applied during the journeys
all along the test pilot site. Figure 13 shows the time-based representation of some of
the most powerful signals (interferers), in dBm, extracted from the complete set of
signals recorded in the test campaign.

Fig. 13. Interface signals maximum power recorder

Figure 14 shows a zoom of where some of the most significant signals are plotted.
Some of these signals start during the recording, which means that this kind of commu‐
nication could be not permanent. That point is consistent with the observation of CEIT
in other research project on similar matter [13] from measurements of another railway
line.
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Fig. 14. Significant transients of the interference signals maximum power recorded

Figure 15 shows a merged representation of the time-frequency analysis done to the
raw transients extracted from the continuous recording into one single plot. It is clear
that the GPS L1 and Galileo E1 band is not impacted by any kind of interference signal.
The GSM, the UMTS and the Italian 4G bands are the ones showing the higher powered
signal at the antenna connected to the high speed digitizer (around 800 MHz–900 MHz,
1.8 GHz and 1.9 GHz), but the power level should to impact the quality of the commu‐
nication. Also, mention that the 1.25 GHz frequency is also significant in that plot due
to the downsampling operation of the digitizer.

Fig. 15. Time-Frequency plot of the continuous recording of signals

6 Conclusions

The test setup and a test measurement procedure defined showed that they are suitable
to detect EMI on-board a train in an operational line, in this case the Regional Railway
pilot line between Cagliari and San Gavino in Italy. The measurements campaign carried
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out was enough to address the conclusions of the electromagnetic environment of the
railway line under study.

As it was expected, the results show that the electromagnetic environment for the
non-electric regional railway line does not show any interference that could impact the
wireless communications. GPS L1 and Galileo E1frequency band is not impacted by
any kind of interference signal. On the other hand, the frequency bands of GSM, UMTS
and Italian 4G are in the frequency ranges where the highest powered signal (around
800 MHz–900 MHz, 1.8 GHz and 1.9 GHz).

Future work for CEIT continues in other environments such as electrified lines, urban
environments, high speed lines or freight lines where further effects are expected to be
found.
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Abstract. Currently, the wired and wireless networks used in the railway domain
are usually heterogeneous, not enough protected and not fitted to the usual Cyber
Security requirements in terms of sustainability, protection and attack detection.
Some communication systems have already been protected by cryptographic
techniques for instance. However, the quick evolution of the telecommunications
means, the threats and the sustainability aspects have not been taken into account
in this context. This paper aims at introducing the challenges of Railway sector
to protect its infrastructure and to fulfil the requirements of Cyber Security.

1 Introduction

The development of Intelligent Transportation Systems (ITS) integrating Information
and Communication Technologies (ICT) leads to the increase of services and features
but also the increase of the surface of various kind of attacks. For instance, in the context
of European Rail Traffic Management System (ERTMS), if a vulnerability is found, that
vulnerability can impact all the systems across Europe. Railway systems are moving
towards more intelligent and connected systems, which offers new opportunities of
attackers and cyber-criminals. The security has to be considered in the transport domain
for the protection of operators, for economic aspects and for the security of citizens.
New goals appear with the increase of security, such as identification of assets and threats
and identification of good Cyber Security practices.

The transport domain faces many challenges. First, there is no European law on
Cyber Security for transport. Furthermore, the sector is still confronted with low level
of awareness. Finally, Railway stakeholders have difficulties to dedicate budget for this
specific topic (no contribution in terms of services and market share).

Cyber Security remains an increasingly important topic, especially for Railways.
The Railway system represents a critical infrastructure. Each Railway and/or Infra‐
structure Manager has to protect its own infrastructure. The use of heterogeneous tech‐
nologies and software solutions leads to very varied and disparate data sets.

The protection of these data implies a complex and multidimensional protection. The
ever-increasing number of devices, processes and services implies an enormous amount
of data to treat. The Cyber Security process has to be integrated at all phases of the
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product lifecycle. The current trend is to make security-by-design, so that security is
integrated into the development process since the beginning.

From an information security perspective, the main concern for Railway sector is to
reduce the risk of potential data loss and ensure steady and stable rail operation. In case
of problem, important consequences can appear, such as train stop (emergency braking,
system failure), negative economic effects and loss of confidence and, in the worst case,
the accident. Protection measures against cyber-attacks in the Railway sector are not yet
fully developed. First, there is a lack of awareness of new risks. Second, the risks are
not quite considered due to the high level of safety in the railway domain. The security
aspects in the Railway sector are also strongly related to the safety of the system. The
Cyber Security in the Railway domain consists in securing a safe system. The Cyber
Security for Railways implies the protection of information systems against theft or
damage, defence against attacks, external and internal risks…

The Fig. 1 illustrates a list of vulnerabilities and possible attacks of the Railway
system. The different levels of attacks are highlighted, such as malwares at Operation
Control Centre or interlocking, wireless attacks on wireless communications (GSM-R),
password attack on Radio Block Centre, etc.

Fig. 1. Vulnerabilities and possible attacks on the Railway system from [1]

The paper presents an overview of the current situation of Railways regarding Cyber
Security. Some examples of cyber-attacks are presented. The legal framework is high‐
lighted and the current initiatives and projects are detailed. A focus on the works
performed in the context of the Shift2Rail initiative is presented. Finally, we conclude.

2 Examples of Cyber-Attacks in the Railway Domain

Four specific examples of cyber-attacks on Railway system can be highlighted.
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In 2008, a teenager derailed four tram trains in Lodz, Poland by using an adapted
TV remote. Several injuries occurred.

In 2011 in the North Western of United State, pirates attacked remote computers,
stopping the train signals for two days.

In 2015, North Korea was suspected of pirating subway system in Seoul for several
months. Dozens of terminals were infested with malware.

Finally, in November 2016, the ticketing system of the BART at San Francisco was
attacked by a ransomware that cyphers the hard disk of the ticket vending machines.
During a weekend, the public transport infrastructure was available for free until a solu‐
tion was found.

In all these examples, no incidents with dramatic consequences occurred but it
demonstrated the vulnerability of the Railway systems.

3 Legal Framework

3.1 Set of Standards

For a systematic approach of information security, a set of standards was developed by
industry associations and standardization bodies on security, such as:

• ISO 27001 (International Organization for Standardization), revision 2013: the most
widespread worldwide, it covers aspects of information security management
systems, mainly used by Railway operators;

• NIST SP800-53 (National Institute of Standards and Technology - US): it represents
a more complete and current description than ISO 27001;

• ISA/IEC 62443 (International Society of Automation/International Electrotechnical
Commission): it relies on a series of standards dealing with industrial communication
networks – network and system security. It is mainly used by manufacturers;

• APTA (American Public Transportation Association): it consists in security and
resource programs that help maintain and improve the security of resources,
employees and customers;

• Network and Information Systems (NIS) Directive: it is a dedicated European regime
corresponding to a directive on network and information system security. It is the
main support tool for cyber-resilience in Europe with new requirements for network
and information security for critical infrastructure operators;

• In France, EBIOS is a methodology pushed by the ANSSI (National Agency for
Security of Information System). It must be used by the Vital Infrastructure Opera‐
tors. That methodology is only used in France.

3.2 Zoom on NIST Framework

The NIST framework corresponds to the Framework for Improving Critical Infrastruc‐
ture Cybersecurity. It represents a set of standards and best practices to help organiza‐
tions managing Cyber Security risks in a cost-effective way. The standards is divided
into 5 core functions presented in Table 1.
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Table 1. Core functions of the NIST framework

Core function Definition Categories
Identify An understanding of how to

manage cybersecurity risks to
systems, assets, data, and
capabilities

Asset management, business
environment, governance, risk
assessment, risk management
strategy

Protect The controls and safeguards
necessary to protect or deter
cybersecurity threats

Access control, awareness and
training, data security, data
protection processes,
maintenance, protective
technologies

Detect Continuous monitoring to
provide proactive and real-
time alerts of cybersecurity-
related events

Anomalies and events,
continuous monitoring,
detection processes

Respond Incident-response activities Response planning,
communications, analysis,
mitigation, improvements

Recover Business continuity plans to
maintain resilience and
recover capabilities after a
cyber-breach

Recovery planning,
improvements,
communications

The other standards have more or less the same notions using sometime the same
vocabulary but with different meanings. For instance, several methods are using the
words like “threat”, “consequence”, “top event” but these words are similar but with
different meanings for each standard. Mapping from one standard to another one is a
difficult task. Moreover, each stakeholder has its own internal process to make security
assessment so that sharing experience is difficult (when it is possible). Train manufac‐
turers are also dependent of the requirements in terms of methodologies/standards
required by their customers.

4 Research Projects Dedicated to Cyber Security for Railways

Previous and current projects already treated the topic of Cyber Security for Railways.
This section is dedicated to the presentation of the main ones.

ERTMS/ETCS project
Some previous security studies were performed in the context of ERTMS/ETCS. The
Cyber Security system should provide communication services also for signalling
system and it is obvious that the security breaches can have serious safety consequences.

PROTECTRAIL project
PROTECTRAIL [2] objective was to integrate the growing influx of security technol‐
ogies into rail operations and make them interoperable to improve security. For this
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reason, PROTECTRAIL designed an interoperability framework built on a system-of-
systems approach. This interoperability framework is a modular architectural frame‐
work into which asset-specific and interoperable security solutions can be “plugged”,
giving operators and infrastructure managers the possibility to continuously adapt their
security systems to the changing security.

SECUR-ED project
The SECUR-ED [3] project was a demonstration project with an objective to provide a
set of tools to improve urban transport security. Based on best practices, the SECUR-
ED project integrated an interoperable mix of technologies and processes, covering
different aspects; from risk assessment to complete training packages. These solutions
also reflected the very diverse environment of mass transportation and also considered
societal and legacy concerns.

CARONTE project
The aim of the CARONTE [4] project is to Create an Agenda for Research ON Trans‐
portation sEcurity. The objective of the project is then to define a future research agenda
for security in land transport that focuses on core gaps caused by emerging risks while
avoiding any doubling-up of research elsewhere.

SECRET project
The SECRET [5] project aims to assess the risks and consequences of intentional elec‐
tromagnetic (EM) attacks on the rail infrastructure, to identify preventive and recovery
measures and to develop protection solutions to ensure the security of the rail network,
subject to intentional EM interferences, which can disturb many command-control,
communication or signalling systems.

CIPSEC project
The objective of the CIPSEC project is to enhance Critical Infrastructure Protection with
innovative SECurity framework. CIPSEC aims to develop a Security ecosystem through
additional services including vulnerability testing, recommendations, training modules,
standardization, protection against cascading effects, etc. The solutions and services will
be evaluated in three environments: transport, health and environment.

5 Zoom on Shift2Rail Initiative

5.1 Introduction on the Joint Undertaking

Shift2Rail [6] is the first European rail joint technology initiative to seek focused
research and innovation (R&I) and market-driven solutions by accelerating the integra‐
tion of new and advanced technologies into innovative rail product solutions. Shift2Rail
will promote the competitiveness of the European Rail Industry and will meet the
changing EU transport needs. Through the R&I carried out within this Horizon2020
initiative, the necessary technology will be created to complete the Single European
Railway Area (SERA).
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The Joint Undertaking (JU) Shift2Rail is composed with 5 Innovation Programmes
(IP) whose IP2 on Advanced Traffic Management and Control Systems.

The activities on IP2 started on September 2016, through the X2Rail-1 project, which
involves 19 partners from the Railway sector coming from 9 countries (France,
Germany, Belgium, Austria, Britain, Sweden, Spain, Italy, and the Czech Republic).
The project covers various topics supported by 6 technical workpackages (WP).

5.2 Cyber Security in the Shift2Rail Context

One of the WPs of the X2Rail-1 project deal with Cyber Security for railways.
The main objectives of the WP dealing with Cyber Security are to define a Cyber

Security system dedicated to railway and to define a security-by-design standard appli‐
cable to railway application.

The definition of a Cyber Security system consists in the specification of standardised
interfaces, monitoring functions, protocol stacks and architectures for secure networks
based, among others, on a security assessment of existing railway solutions and of
railway networks. Efficiency and robustness of the standardised solution has to be
demonstrated through a technical demonstrator. Security assessment, identification of
the threat detection, prevention and response processes will be completed. A draft of the
Cyber Security system specification will be provided at the end of the project.

The definition of a security-by-design standard applicable to railway application
consists in specifying protection profiles and cyber security standards applicable to
railway application and in demonstrating their applicability in a technical demonstrator.
The definition of protection profiles and the identification of the cyber-secure develop‐
ment process will be completed. A draft of the security-by-design standard will be
provided at the end of the project.

Railenium is involved in the Cyber Security activities of the Shift2Rail JU. Raile‐
nium aims at working on three specific topics.

The first one deals with the wireless part of the railway communication system:
electromagnetic attacks on the system (declination of SECRET’s work on LTE tech‐
nologies, Wi-Fi), zoom on the detection part of attacks, development of a system based
on SDR and protocol analysis.

The second topic will focus on the decision part. For a better identification of the
attacks and performances, machine learning algorithms could also be used for the detec‐
tion task. It would allow to: (1) Detect unknown (new) internal and external threats and
intrusions, (2) Build models with incomplete knowledge about the normal behaviour,
(3) Adapt the built models to changes used by the attackers to trick the security rules.

Finally, a last topic will work on human factors. The idea is to assess the professional
human driver and central control station supervisor abilities to react to simulated cyber-
attacks, or their consequences, in a realistic simulated environment.

5.3 Current Actions to Manage Cyber Security

In the project, we started a High-Level Security Assessment (HLSA) based on the
IEC 62443 standard. We started to work on a common shared generic architecture which
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is representative of a real railway system based on ERTMS and using GSM-R commu‐
nication system. According to the IEC 62443 standard, we defined the zones and
conduits with their different security levels.

We are currently working on the Detailed Security Assessment which consists to list
the assets, the threats, the impacts of the threats on the assets and the consequences on
the system. For instance, on a Wi-Fi network for passengers we identified several threats
concerning the jamming, deauthentication attacks to eject customers outside of the
customer oriented network, fake access point to steal privacy information from
passenger,… Some mitigation rules are proposed. A similar research has been done for
GSM-R in the EU FP7 SECRET project (http://www.secret-project.eu/) [7]. We plan to
conduct such a research for LTE based network too.

More generally, for all the kinds of threats, we are building a software framework,
named Open Pluggable Framework (OPF), which is based on the concepts of autonomic
systems. This framework (Fig. 2) monitors the environment using hardware and soft‐
ware probes. Then some algorithms detect abnormal behaviour using the data sent by
the probes. Next, OPF decides how to react (with algorithms using machine learning
methods) and finally applies several actions (e.g. an alarm or a reconfiguration).

Fig. 2. The Open Pluggable Framework

Another action just started into the project concerns the security-by-design. In this
action, the partners want to setup a set of rules concerning the development process of
components with security properties. Finally, a reflection is carried out to create a
Computer Emergency Response Team (CERT) dedicated to the railway environment,
but currently we are just at the beginning of that process.

6 Conclusions and Perspectives

The objective of Cyber Security for railways is to move towards a Cyber Security
standard for railways, equivalent to safety with EN 50126 [8], EN 50128 [9], EN 50129
[10], etc.

Safety is well managed by the railway industry through the lifecycle process of the
development even if an upgrade of the system take several months to be certified. Once
a train is certified, it can run for 30 years without any modification. The close link
between “safety” and “security” has to be established. However, it is quite difficult to
reconcile safety and security, which are antagonists on certain points. For instance,
adding a security mechanism (ex. data encryption) can reach the safety because the
system spends more time decoding messages and is therefore less reactive (with respect
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to real time). However, Cyber Security cannot follow the safety process based on certif‐
ication. It will take too much time. For instance, a zero-day vulnerability must be solved
as soon as possible. If not, the complete traffic of a country could be impacted or stopped.
The impact on the economy/people of the country would be dramatic.

Several tools and practices have to be developed for securing the railway system,
such as monitoring tool to detect, analyse and respond to threats and vulnerabilities,
training of people, strongly linked to these monitoring tools, joint risk assessments,
security-by-design, penetration testing, resilience, operation in degraded mode, infor‐
mation security policy, separation of critical and non-critical systems…
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PIA who co-finances this research program.
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Abstract. Applying appropriate security measures in wireless Vehicle-
to-X (V2X) communication systems is very important since vehicles and
roadside units must trust in information received over this channel. State-
of-the-art V2X security solutions are based on Elliptic Curve Cryptogra-
phy (ECC) using the NIST P-256 curve. For long-term use of such security
infrastructure, updatability of security measures as well as cryptographic
agility must be ensured.

In this paper a process for trust migration is proposed that maintains
a fully functional Public Key Infrastructure (PKI) at all times for all enti-
ties. To ensure secure long-term operation, multiple security measures are
highlighted, analyzed and evaluated. By adjusting the certificate format,
new elliptic curves can be supported and flexibility is rendered possible.
The evaluation provides a comprehensive analysis and identifies the steps
required to deploy a secure and reliable V2X PKI even if cryptographic
algorithms change in the future.

1 State-of-the-Art Vehicle-to-X Security

The digitalization of transportation systems, especially the automotive industry,
provides many benefits. If vehicles and infrastructure are able to communicate
with each other, new innovative possibilities arise that increase safety and effi-
ciency. Also the collection and analysis of usage data may provide additional
benefits. All these advanced applications of technology in transportation are
collected in an Intelligent Transport System (ITS) whose roll-out is strategically
planned in the European Union (EU) [4].

The current specification for certificate formats and security header in a
European V2X PKI is based on the European Telecommunications Standards
Institute (ETSI) Technical Specification (TS) 103 097 in version 1.2.1 [7]. The
asymmetric cryptographic algorithms rely on ECC which combines the advan-
tages of asymmetric cryptography and small keys. The specification makes use of
the National Institute of Standards and Technology (NIST) P-256 elliptic curve
exclusively and does not specify any other curves. This may lead to problems for
the long-term operation of the PKI if algorithms or specific curves are attacked
or weaken over time.
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Also, currently, there is no process defined for updating the trust anchor’s key.
Cryptographic keys should always be bound to validity restrictions that prohibit
an infinite use. A trade off has to be found when choosing this duration. Whereas
a short period makes it hard for attackers, the roll-out of a new key must be
organized with the affected entities. When the lifetime is long, attackers have
more time and may put the system at risk when the key is exposed.

Therefore a migration process is developed to allow updating of Certificate
Authority (CA) certificates. In this context, the migration of cryptographic algo-
rithms is tested to allow long-term PKI operation. The goal is to enable switch-
ing the underlying elliptic curve during operation while preserving functionality
for all entities. In this paper, we evaluate the requirements, necessary steps,
options and consequences with the example of a migration from the NIST P-256
curve [13] to the Brainpool-P256R1 and Brainpool-P384R1 curve [12].

2 Related Work

To analyze the requirements for long-term operation of a V2X PKI as specified
by the ETSI [5] and implemented by the Car-to-Car (C2C) Communication Con-
sortium (C2C-CC) [2], related work in the fields of long-term use of cryptography
and trust migration is considered.

2.1 Long-Term Use of Cryptography

Cryptographic keys provide the basis for most security solutions. For long-term
use, there are two main aspects that must be considered. First, the key length
must be sufficiently large. Second, the validity of a cryptographic key must be
limited. As for the current standing of research, post-quantum cryptography
relies on large keys which renders these algorithms inapplicable for V2X [11].

Elliptic curve cryptography, which belongs to the public key schemes, is very
attractive since keys with a length of 250 bits suffice to achieve a security level
comparable to 128 bits in symmetric cryptography. Therefore elliptic curves are
the preferred choice for an ITS. As of 2016, TOP SECRET purposes require
NIST P-384, so an elliptic curve with a key length of 384 bit [14].

It is important to specify a limited lifetime for keys because any key can
be cracked with brute-force methods and sufficient computation power and
time. Also, through carelessness, espionage, or advancements in cryptanalysis,
the probability that a key is compromised over time increases constantly. With
research advancing on attacks on cryptographic algorithms, it is important to
update keys regularly to sustain flexibility — a process which is known as key
rollover [10].

The security operational considerations for Domain Name System (DNS)
states that unless there are extraordinary circumstances, the lifetime of long
term keys should not significantly exceed a period of four years. A rollover should
be conducted at least every year [10]. The choice of the validity period is always
a trade off between adequate security and resource consumption since too short
validities always come with the overhead of the rollover process.
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2.2 Trust Migration

The migration of security components must be well defined in order to be carried
out smoothly and to assure continous operation. If done infrequently, the risk
that operational problems occur increases.

The Bundesamt für Sicherheit in der Informationstechnik (BSI) proposes
a CA certificate rollover plan for Smart Meter [3]. Here, there are also three
layers: Root Certificate Authority (RCA), sub-CA, and end entity. The lower
layers implement an overlap time when a new certificate is retrieved. The RCA
implements an additional feature: besides a new self-signed root certificate, a
link certificate is issued. The link certificate includes the same public keys as the
new root certificate but instead of being self-signed, it is signed by the old root
certificate. All entities in the PKI use it to transfer the trust from the old root
certificate to the new root certificate.

Another migration concept is used in DNS Security Extensions (DNSSEC)
which is used to provide authenticity for DNS data provided to users on the Inter-
net. As the signing key for DNS records has a limited lifetime, a rollover process
is defined that comes with certain challenges with respect to cached information
as pointed out by Kolkman et al. [10]. There are two ways to accomplish smooth
operation: key pre-publication and double signatures.

Key Pre-publication. When a new key is generated, it is not used for sign-
ing operations at first but only distributed to all entities. After the pre-
publication, all signatures are generated with the new key and the old key is
removed.

Double Signatures. All data is signed with the old key and with the new
key as well during a specified overlap time. This ensures that all entities can
verify data signed with either key. After the overlap time, the old key and all
signatures with the old key are removed.

3 Trust Migration for V2X Security

Since certificates in PKIs have a limited validity period, CAs must update their
certificates periodically. In this section, we introduce a trust migration process
that defines how this process is performed for a V2X PKI according to ETSI TS
102 940 [5] which ensures that the system is fully functional the entire time.

To do so, we employ the concept of link certificates for our trust migration
process in V2X similar to the Smart Meter PKI proposed by the BSI [3]. However,
since V2X communication must keep the security overhead as small as possible,
attaching the entire certificate chain to a message is not feasible. Also, double
signatures lead to a vast overhead. To solve this, we use the concept of pre-
publication similar to the implementation in DNSSEC.

The definition of a process is mainly required for safety reasons. By using
a link certificate, a manual trust transfer or a proprietary solution is rendered
obsolete. The pre-loading ensures that the PKI is not irregularly stressed during
transition. Also, all cars can verify received messages at all times so that no
information is dismissed.
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3.1 Migration of the Root Certificate

The migration of the root certificate is the most difficult since it is the trust
anchor. Certificates on lower layers can be switched more easily since the trust
is provided by the signature of the root certificate. We make use of a so called
link certificate. Whereas a root certificate is always self-signed using the key of
the certificate itself, a link certificate contains the keys of the new certificate but
is signed using the key of the old certificate. It is a useful tool for exchanging a
root certificates but it is not permitted for non-self-signed certificates since that
would remove control from the RCA. The link certificate also shall not be used
to sign any other certificates but only to transfer the trust.

Fig. 1. The trust of the expiring root certificate is transfered using a link certificate.

In Fig. 1, the trust transfer using the link certificate is depicted. A new root
certificate must be generated before the old root certificate, here labeled as Root
CA 1, expires in order to ensure continuous operation. When generating the new
root certificate, here called Root CA 2, a link certificate containing the keys of
the new root certificate is issued with a signature of the old certificate. The link
certificate must not exceed the validity of the old RCA. Therefore, during the
overlap time, all entities must receive the new root certificate in combination
with the link certificate in order to perform the trust transfer before the old
certificate becomes invalid.

3.2 Transition Timing

In order to provide continuous operation, it is specified how the transition is
performed so that a new root certificate is distributed to all entities. Stations
receive the initial root certificate during production as trust anchor. Sub-CA cer-
tificates, e.g., for the Authorization Authority (AA) which issues the Authoriza-
tion Tickets (ATs) used for ITS-G5 communication by the vehicles, are retrieved
on demand during operation [6].

The transition is split into two phases as illustrated in Fig. 2. When a new
certificate is generated along with its link certificate, the preloading phase starts.
At this time, the old certificate is still exclusively used for issuing certificates.
The new certificate must not be used to issue any certificates that have a validity
that starts before the seconds phase. This period is shown grayed out for Autho-
rization Authority 2. Otherwise entities may receive messages with a certificate
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Fig. 2. Certificate issuance during transition.

chain to the new root certificate that they do not trust yet. The duration of the
preloading period must be chosen in accordance with the maintenance times of
the end entities in the ITS domain so that all stations get the chance to retrieve
the new trust anchor. We assume that some stations do not have ubiquitous
Internet access and need maintenance to get certificate updates.

The second phase, the transition phase, starts when the CA applies the new
keys for message signing and certificate issuance operations. From then on, the
new certificate is used for issuance operations exclusively since all entities shall
have received the new root certificate at this point in time. Since the distribution
of certificates signed with the new root does not take place for all sub-CAs and
ITS stations at once, the second part of the overlap time also requires a certain
time. Therefore, the old root certificate is still valid but only used for verification
purposes of received messages.

At the end of the transition phase, the old root certificate expires and the
PKI returns to regular operation. The link certificate loses validity as well, as
it is only used to transfer the trust of the old to the new certificate. It is never
used for any signing operations.

4 Security Migration Measures

The security formats for certificates and messages in V2X communication are
specified in ETSI TS 103 097 [7]. A main requirement of Intelligent Transport
Systems is a small message size, since the channel capacity is very limited. There-
fore the overhead for security shall be as small as possible. As of version 1.2.1
of this standard, the entire system is based on the NIST P-256 elliptic curve as
specified in FIPS 186 by the NIST [13]. For long-term operation, using other
curves with potentially larger key size must be considered.
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4.1 Adding New Elliptic Curves

All entities in the ITS domain must support a newly added curve, which poses
the main challenge. If only a limited number of stations would switch the curve,
old systems are not able to verify messages signed using the new curve. There
are options to weaken this requirements: if the ATs used by end entities keep
using the same curve and only CA certificates are migrated, the trust anchor
is cryptographically strengthened while the performance requirements for ITS-
G5 communication are not obstructed. In the following, two different migration
scenarios are discussed.

Migration of All Certificates. The CAs according to ETSI TS 102 940 [5]
each hold a certificate to authenticate their public keys. ITS stations are in
possession of several certificates: an Enrollment Credential (EC) and multiple
Authorization Tickets (ATs). When migrating every certificate to a new curve,
every entity must be able to generate signatures, verify them and possibly per-
form encryption and decryption. With that comes also the performance require-
ment. Especially messages signed with an AT must be processed quickly, which
is commonly achieved using special cryptographic acceleration for each curve
implemented in the automotive Hardware Security Module (HSM). Thus, every
HSM must support and should be optimized for the new curve.

Migration of CA Certificates. As already discussed, the signature generation
and verification of messages using an AT is most critical. The verification of CA
certificates is not as time-critical and must often only be performed once. This
leads to the option to only migrate CA certificates to a new curve. The ITS-
G5 communication is still secured with AT keys using the old unbroken and
valid curve as well as the EC for management purposes. The verification of
CA certificates using the new curve can be done in software without hardware-
accelerated cryptography.

Since ATs shall have a short validity period by definition, the use of a curve
with short keys does not pose as big of threat as the use of such curve for certifi-
cates with long validity when it comes to long-term PKI operation. Therefore,
the option to only update CA certificates is a desirable option for long-term
operation without penalizing old hardware.

4.2 Security Header and Certificate Formats

To allow long-term operation of a V2X PKI by adding the new elliptic curves, the
currently specified security header and certificate formats in ETSI TS 103 097
version 1.2.1 must be adjusted [7]. The adjustments can be made in different
ways, which is discussed to identify a simple yet long lasting solution.
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Extending the Public Key Algorithm Enumeration. An obvious solu-
tion is to extend the enumeration of public key algorithms. Currently one byte
combines multiple parameters separated by an underscore: the algorithm, such
as Elliptic Curve Digital Signature Algorithm (ECDSA), the elliptic curve, e.g.,
NIST P-256, and, if applicable, the hash function, e.g., SHA256.

The enumeration can be extended with new values for the curve, e.g.,
Brainpool-P256R1, Brainpool-P384R1, or NIST P-384, with the Secure Hash
Algorithm (SHA) hash function corresponding to the field size.

Listing 1.1. Proposal for a modified
CryptoParameters enumeration.

enum {
e cdsa n i s tp256 w i th sha256 (0 ) ,
e c i e s n i s t p 2 5 6 (1 ) ,
r e s e rved ( 2 4 0 . . 2 5 3 ) ,
useParentCurve (254)
useDomainParameters (255) ,
(2ˆ8−1)

} CryptoParameters ;

Listing 1.2. Proposal for a modified
PublicKeyAlgorithm struct.

s t r u c t {
CryptoParameters curve ;
s e l e c t ( curve ) {
case useDomainParameters :

opaque p<var>;
opaque a<var>;
opaque b<var>;
opaque seed<var>;
EccPoint base ;
opaque order<var>;
u int8 c o f a c t o r ;

}
} PublicKeyAlgorithm ;

Flexible Curve Specification. Currently, the PublicKeyAlgorithm enumer-
ation makes adding a new elliptic curve difficult since it must be added to the
ETSI standard first. We propose to add the possibility to specify a curve with
its domain parameters in addition to parameter inheritance.

Listing 1.1 shows the definition of the CryptoParameters enumeration. We
provide two new ways to specify the employed elliptic curve. If useParentCurve
is used, the curve parameters of the issuing certificate are used. This can be
done recursively until a CA certificate containing the parameters is reached.
Additionally, the curve itself can be specified by its describing values and the
useDomainParameters value.

The PublicKeyAlgorithm field is changed from an enumeration to a struct
as shown in Listing 1.2. The struct combines the enumerated value with the
optional fields for the domain parameters. If the curve is a regular enumerated
item, no additional data is appended. This is also the case if the parent curve
shall be used. The useDomainParameters value leads to the inclusion of all data
required to specify the entire curve.
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Since every certificate contains at least two public key specifications, one
for the verification key and one for the signature, using the inheritance for the
signature is favorable since it is always dependent on the signing key.

Consequences. Both options require an update for all entities of the V2X PKI.
The adjustments differ in two ways: First, the size of the certificate may increase.
Second, the performance when parsing may be different, albeit only marginally.

While the extension of the enumeration alone may be easier to implement,
for every addition of an elliptic curve the specification must be updated. The
introduction of custom domain parameters provides more flexibility.

5 Evaluation

In this chapter, the security migration for different scenarios is tested in practice
and evaluated with the focus on the communication between ITS stations. We
use a real-world implementation of a V2X PKI and simulate the communication
of an ITS station using a Java client.

Table 1. Parameters for certificate generation used in our analysis.

Field Root EA AA EC AT

Name RXX EXX AXX Module ID

Verification key � � � � �
Encryption key � � � ✗ ✗

Assurance level 0x80 0x80 0x80 0x80 0x80

Region None None None None None

AID/SSP 36, 37 36, 37 36/0x00, 37/0x00 36/0x00, 37/0x00

Signer Self RXX RXX EXX AXX

In order to obtain comparable results, the parameters for ITS certificates are
defined in Table 1. All flexible parameters in our analysis are chosen according
to the use case. The validity times are current timestamps with a period of
1 day in between start and end time. Besides the certificates, the impact on a
SecuredMessage is analyzed that is used for Cooperative Awareness Message
(CAM) [9] among others. In our analysis, we generate a SecuredMessage for the
ITS-AID 36 with the signer info set to certificate digest with sha256 and
an empty payload.

The following objective information is collected by an end entity during the
migration:

Size. The most critical metric is the certificate size, especially for Authorization
Tickets. The size of each certificate, the security header of a Secured Message
(SM), and security management messages is evaluated.



A Security Migration Concept for Vehicle-to-X Communication 115

Performance. The signature verification is performed for the certificate itself
and not the entire chain. Our measurements are performed on a machine with
an Intel Core i5-6500 CPU at 3.20 GHz using the Bouncy Castle implementa-
tion [15] in a Java client software that simulates the ITS stations. To obtain
reproducible results, every signature is verified 1000 times. Since this metric is
extremely dependent on the implementation, especially for the cryptographic
operation, the results are put in relation with manufacturer’s product speci-
fication such as verification speeds of a HSM for specific elliptic curves.

Storage. The amount of storage required for the certificate and private keys for
end entities is be analyzed as well. We differentiate between secured storage
and unsecured storage. All private keys are stored securely. All certificates,
with the exception of the root certificate, may be stored in unsecured storage.

There are criteria that have to be taken into account that cannot be measured
but have an impact on the migration. We discuss each metric individually for
each use case.

Implementation. Since the migration of the PKI must be performed by all
entities, every manufacturer has to support the changes. Therefore the imple-
mentation effort has to be weighted to make a statement on the feasibility.

Hardware. The hardware may be required to be updated if new elliptic curves
must be supported. When adding new elliptic curves, the verification perfor-
mance needs have to be met for certain use cases such as the verification of
secured messages with the corresponding AT.

Flexibility. The employed certificate formats differ in their flexibility when
looking at long-term usage. If new curves can be added easily without updates
of the specification, the system can be maintained easily over longer periods
of time.

Key Length. Without looking at the flexibility of the format, the key length
of the elliptic curve plays an important role for long term deployment.

Each use case is evaluated for every metric. In order to provide a compre-
hensive yet easy overview, a rating scale is introduced.

The plus symbol indicates a good solution and that the changes of this use
case provide benefits, e.g., with respect to the aim of achieving cryptographic
agility within the boundaries of that metric.
The empty circle shows that only a negligible advantage or disadvantage, if
any, is given through the use case-specific changes for this metric.
A minus is used to rate if the adjustments add limitations to the system and
careful considerations have to be applied.

5.1 Use Cases

We evaluate the migration scenarios for a V2X PKI based on the comparison of
the implementation using ETSI TS 103 097 in version 1.2.1 [7] and the adjust-
ments recommended in Sect. 4. To evaluate the consequences, the conducted Use
Cases (UCs) are defined and listed in Table 2.
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Table 2. Overview of evaluated use case.

Use case Elliptic curve Impact Format

UC0 NIST P-256 All entities Reference implementation

UC1 Brainpool-P256R1 All entities Flexible format, enumeration

UC2 Brainpool-P384R1 RCA Flexible format, domain parameters

Brainpool-P256R1 EA, AA, EC, AT Flexible format, enumeration

The reference implementation [7] is analyzed in UC0. The effects of using
a different curve while applying the proposed flexible format with enumerated
items, as introduced in Sect. 4.2, are evaluated in UC1. Here, it is migrated to the
Brainpool-P256R1 curve. UC2 depicts the effects of using a larger curve using
domain parameters in the flexible format for the trust anchor.

Table 3. Subjective evaluation of the reference implementation.

Type Certificate or message [byte] Verification [ms]

UC0 UC1 UC2 UC0 UC1 UC2

RCA 224 224 908 7 8 20

EA 236 236 268 7 8 20

AA 236 236 268 7 8 20

EC 184 184 184 7 8 8

AT 168 168 168 7 8 8

SM 93 93 93 7 8 8

5.2 Results

The objective results are presented for all use cases in Table 3. The size of a
certificate is dependent on the information it includes. Since the RCA, Enroll-
ment Authority (EA), and AA also include an encryption key, the certificates
are respectively larger. The AT which does not include any identifying informa-
tion is the smallest certificate type. A SM with the signer provided as certificate
digest is only 93 byte. The verification time in software for signatures using NIST
P-256, as applied in UC0, is the same for all types with 7 ms.

UC1 shows that the size remains unchanged for the proposed format adjust-
ments when the enumeration is used. When it comes to performance, our mea-
surements showed that signature verifications with the Brainpool curve take 1 ms
longer which is in accordance to the specifications of HSM manufacturers [1]. The
storage requirements remain unchanged. Many HSMs support the Brainpool-
P256R1 curve out-of-the-box so that for most entities, no hardware changes are
required. No additional security is gained since the key length remains the same
but the format provides the flexibility to easily adapt the curve without touching
the standard.
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Table 4. Cumulative evaluation of all use case.
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An effective solution is to employ domain parameters for the RCA whereas all
other entities use the flexible format with the enumeration with no overhead. For
ITS-G5 communication, curves with more than 256 bit are currently not feasible
due to the increased computational overhead for signature verifications. Here, the
overhead is more than twice as much with 20 ms per verification for Brainpool-
P384R1. Therefore EA, AA, EC, AT and consequential SM use the Brainpool-
P256R1 curve for their keys. The trust anchor can be properly secured with a
larger key length. The signatures for the sub-CA certificates slightly increase
in size but by using the referral to the issuing certificate for the algorithmic
parameters, the overhead is maintainable.

In Table 4, an overview of the considered use cases is shown with the respec-
tive impact rated according to our defined scale. Considering the objective of
long-term operation, some evaluated metrics can be given a lower priority. The
implementation effort for the flexible format may come at a high cost in the
beginning but pays off on the long run as it is only required once. Also the stor-
age requirements are negligible since the overhead that comes with larger keys
does not exceed the storage possibilities of modern HSMs [1]. Elliptic curves with
a key length of 256 bit can be highly optimized and accomplish the performance
requirements [8] for ITS-G5 communication.

The most important metrics for long-term operation are flexibility and key
length. Flexibility can only be accomplished by employing the proposed format
changes. By using elliptic curves with key lengths of at least 384 bits for the
RCA, long-term operation is secured.

6 Conclusion

The security migration of a V2X PKI as specified by ETSI is evaluated with this
paper. Based on existing solutions to long-term deployment, a process for trust
migration that performs the rollover of the root certificate while preserving full
functionality for all entities at all times is proposed. The specific circumstances
of a V2X PKI are taken into account to provide a process where every entity
can retrieve the new root certificate before it receives messages that are signed
under the new root certificate. This avoids that messages cannot be verified and
potential safety-related actions cannot be performed due to security reasons.

Two groups of security measures are highlighted: elliptic curves and the secu-
rity formats. As there is only a single elliptic curve currently employed in V2X
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communication the use of alternative curves for long-term deployment is vital.
In order to do so, the current security format is evaluated and adjustments are
proposed to make it more flexible. The impact is evaluated for different met-
rics based on multiple use cases. By employing the format adjustments that we
proposed, flexibility is achieved that allows to use new elliptic curves, even poten-
tially unknown curves, while keeping the certificate and message size for the end
entities small. Using different elliptic curves for ITS-G5 communication and the
trust anchor on top of the hierarchy leads to a solution that is high-performance
for deployment nowadays while being secure for long-term deployment.

For large-scale deployment, the use of a trust list is under discussion where
a trusted operator provides a cryptographically signed list of trusted RCAs.
Essentially, it introduces another layer on top of the RCA. The proposed trust
migration process requires to be adjusted for this architectural change.
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Abstract. Road Safety is a major societal issue, and the EU Commission has
adopted an ambitious programme, which sets out a mix of initiatives focussing
on the improvement of vehicle and infrastructure safety and road user behaviour.
The road conditions play a very important role in this target up to the extent that
it is an indispensable information for infrastructure managers who alert road users
about driving conditions. Nowadays, some static cameras installed on the main
highway stretches detect events like fallen trees, obstacles on the road or traffic
jams. In addition, meteorological condition information is given by weather
stations. However, these resources have some limitations, they cannot cover the
whole road network infrastructure and the information they provide is not very
precise. A solution for this matter lies in the use of fleets as a multi-sensor tracking
system in order to give a better service of real time traffic information. The purpose
of this paper is to describe how this solution could be addressed in the framework
of a project under development by Ceit and Gertek.

Keywords: Road safety · Road condition · Alert · Driving condition · Multi-
sensor tracking system · Real time traffic information

1 Introduction

Weather conditions have a strong influence on the traffic flows and its impact on safety
is remarkable: in Spain approximately 17% of the annual vehicle crashes are weather-
related [1].

Meteorological conditions are directly related with driving conditions. Snow and
rain, as well as fog, reduce the visibility, but also vehicle performance, increasing the
risk of having an accident due to slippery roads and wind speed alters the stability of
the vehicle. The presence of adverse weather conditions normally implies traffic flow
contraction, speed reduction and increase in density [2]. Thus, driving behaviour should
be adapted to the environment in order to decrease the risk of crashes. For this aim,
weather information systems are needed to warn road users about the driving conditions.

Alerting drivers about road situation is responsibility of infrastructure managers.
However, traffic management in real time is a complex task since it means to control a
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huge and distributed extension. Nowadays, the traffic management systems that support
this activity are static cameras, meteorological stations and information systems such as
Variable Message Signs (VMS), Radio Data System-Traffic Message Channel (RDS-
TMC) etc. Nevertheless, those resources present some important disadvantages: they
require to be constantly monitored by road operators and, what is more, these resources
cannot cover the complete road network.

Events that are bound to cause traffic difficulties such as fallen trees, obstacles, jams,
accidents etc. are supervised through road cameras in the control centre. The road oper‐
ators analyse the images and warn drivers about which conditions they will find in the
roadway. Unfortunately, there are still many kilometres to cover in the main roads and
practically all of the less frequented roads.

The detection of weather-related events is supported by meteorological stations,
which are fixed at a point and quite distant one from another, leading to low accuracy
measurement. This system is not able to identify very located events like ice sheets. So
in adverse weather situations the warning is shown for a wide road stretch and with
greatly generic advices.

Considering the mentioned issues, TrafikData project is a potential solution since it
develops a real-time log of roadway conditions and it is independent from the infra‐
structure. TrafikData uses probe vehicles in road-maintenance fleets equipped with on-
board electronics that allow the use of vehicles as sensors.

The purpose of this paper is to explain how this solution is being addressed, present
the final objectives of the project, describe the general architecture of the system and
emphasize on the fog detection system.

2 Objectives

The development of this project pretends to:

• Reinforce the improvement of the current traffic management systems.
• Develop a value added robust solution that integrates advanced technologies in a

flexible way and with a reasonable cost.
• To boost the environmental sustainability through the road security increase.

Within these general objectives, the main targets of TrafikData project are:

• To obtain a system capable of identifying in real time potentially dangerous events
concerning road security.

• To obtain an automatic system capable of generating meteorological maps in real
time.

• To obtain an automatic system that generates signalling maps which makes easier
the road maintenance and error identifications.

Looking from a functional point of view it is also important to ensure that the product is
scalable so as it enables to add more services in the future associated with the use of vehicle
as data sources.
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3 System Description

Looking forward to the improvement of road safety and intending to provide infrastruc‐
ture managers a reliable monitoring system, the target of this project is to develop a
multi-sensor on board platform. This multi-sensor tracking system is compound by two
main sections: On Board Unit and Back Office, which are defined below.

3.1 On Board Unit (OBU)

The OBU in this phase of the project consists on the integration of different sensors,
which gather useful information for monitoring road conditions.

Camera. The probe vehicle has a dash camera for fog detection. It is continuously
taking snapshots of the road and analysing the images at the same time. The image
processing works out the percentage of pixels that are under the established greyscale
limit. This percentage is used for calculating the visibility of the road.

Meteor. Meteor is a device developed by Gertek for premature detection of ice sheets.
It is designed to be attached to the door of a vehicle thanks to some magnets and it has
three sensors to measure ground and air temperature and humidity. With these param‐
eters, Meteor can predict icy roads.

Rain Sensor. Rain sensor is a switching device for the detection of rainfall. Placed in
the windshield, this device senses rain by attending the principle of total internal reflec‐
tion. The output of this sensor enables to differentiate between three levels: no rain, light
rain and heavy rain.

OBD. An OBD device is installed to gather all the information the vehicle provides
(e.g. rpm, speed, ambient air temperature, barometric pressure etc.). In that way, it
enables the study of traffic flow in relation with road conditions or the verification of
some already measured data such as ambient temperature.

GPS. The location data in real time allows matching each measurement with a GIS
position, which is essential for the objective of the project. In this way, road managers
know meteorological and traffic information of every specific location of the infrastruc‐
ture.

3.2 Back Office

The Back Office is the control and management centre of TrafikData system, it has a
modular design and handles all the collected information. The application allows to
display and process the information for meteorological, ambient or traffic management
purposes.
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4 Architecture

4.1 Software Architecture

TrafikData was designed for been a scalable embedded device, and therefore it presents
a modular software architecture (Fig. 1). It is composed by OBD, Rain, Fog and Meteor
modules that gather information from the road, the main module which is the Control
Unit of the system, and the web server that makes the data fusion and displays the
information through the Smartphone.

The control and configuration of TrafikData system is managed by the main module.
This module uses a machine-to-machine (M2 M) protocol to intercommunicate through
internet with an external server. It handles the writing and reading of the Data Base, the
configuration of the modules, the communication with the back office and the smart‐
phone, the stop and start up of processes and the register and synchronization of the GPS
receptor.

The software architecture is based on a Servlet Container, which integrates all the
different modules.

Fig. 1. Software architecture schema
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This Software is installed on a Windows on-board computer. The Windows Service
Control Manager is responsible for launching automatically all the services needed by
the system for working. Firstly, every module of the system is synchronized with the
time and date of the GPS, next, these are configured from Back Office and finally the
main module is launched for running indefinitely until the user stops the system.

4.2 Hardware Architecture

The hardware architecture, as well as the software architecture, is modular. The main
module is executed on the embedded computer where the rest of the hardware is
connected to (Fig. 2).

Fog module is composed of a HD web cam, OBD module consist of an OBD-II
advanced Wi-fi device, Meteor is a Bluetooth embedded solution designed by Gertek
and Rain module incorporate an analog rain and light sensor. TrafikData system also
integrates an USB GPS receptor and a car-wifi router that makes the communication
system operative. The Smartphone is the tool for the driver to monitor the data in real-
time, which is very useful especially in the validation phase of the project.

For the aim of building a portable and wireless device, TrafikData system is provided
with three different power supplies: an external battery to supply the CPU and the rain
sensor controller and a car plug output to connect the router.

Fig. 2. Hardware architecture schema

5 Fog Detection

So far, most of the work that has been focused on detecting and rating different types of
weather conditions has typically involved the use of special sensors such as radars,
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visibilitymeters or disdrometers. However, due to the high cost of these components,
standard cameras are considered a viable alternative.

The different adverse climatic conditions vary depending on the size of the particles
that compose those conditions. In this way, we can classify them as static or dynamic
elements.

Fog or mist, are concerned with static environmental conditions due to the fact that
they are small particles, and therefore, usually spatially and temporally consistent. In
consequence, the effect does not vary significantly in time and space so it can be analysed
in a more individual way. [3] for example aims to interpret one or several scenes with
misty weather and study the appearance to identify fog and mist through the colours.
On the other hand [4], it is able to automatically detect the fog and estimate visibility
distances through a dynamic implementation of Koschmieder’s law.

Finally, a method that integrates three different filters has been used consisting of an
analysis of the HSV characteristics and the image grayscale [5].

6 Validation

Currently, the project is in its validation phase. The system has been mounted in a prove
car to test different routes. Some itineraries have been fixed taking into account different
road geometries such as highways, local roads, mountain trails etc. It is also concerned
to do tests depending on the weather conditions to try and calibrate meteorological
sensors.

The results of a significant test are shown below (Fig. 3). This try-out was done in a
cloudy day with some periods of light rain, the track includes a first stage inside the city
road and a second stage on a mountain road.

Fig. 3. Original fog level in time scale
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Figure 3 shows the original fog level signal. The noise that appears might be related
with a high density of curves and road slopes, which causes an abrupt change of greyscale
values. To filter this oscillations, the mean of the last minute values is done for each
analysed point. In addition, the vehicle speed is used to display the fog level in relation
with distance, which gives a perspective of the size of the fog bank.

Fig. 4. Fog mean level analysis in relation with distance

As it is shown above (Fig. 4), the first half of the route went on under 25% of fog
level which is considered as no-fog, whereas, in the second part there are many peaks
above 30% of fog level which is treated as a positive value.

Next (Table 1), some of the most significant points will be deeply analysed to check
the veracity of the measurements.
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Table 1. Fog level analysis
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7 Conclusions

As a major conclusion, it could be said that the system has worked in a positive way.
Data have been collected and the server has received all track information which enables
the start up of the validation process.

Studying the fog detection algorithm, some conclusions have been derived:

• In local road (inside a city), the presence of obstacles such as buildings could cause
invalid measurements. However, this problem could be resolved by analysing the
distance while this value has appeared (e.g. the measurement of point 2 was 200 m
long).

• In addition, narrow and winding roads nature seems to affect to the obtained signal,
which is greatly oscillating. It is necessary to apply a filter.

• After filtering the fog prediction signal some peaks persist, probably due to the
obstacles of the road and the camera placement which was focused slightly to the left
during this test.

Finally, it is necessary to develop an algorithm for matching the measured fog level
with its reliability in a stretch of the road.
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Abstract. Intelligent transportation systems (ITS) witnessed a great
progress through developing new communication applications based on
cooperative approach. These applications need a crucial QoS (Quality Of
Service) performance and effectiveness. High precision is an eligible con-
dition for ITS safety applications because they are characterized by a real
time transmission via cooperative system information. In this paper, we
propose a multi-application module for VEINS simulator in order to real-
ize a realistic and dynamic simulation model for performance evaluation
of safety and non safety applications on multi-channel operations com-
pared to the single channel operation. Then, we analyze performance of
safety and non-safety messages dissemination model for the four EDCA
class of the IEEE 1609.4 standard. Our simulations confirm QoS differ-
entiation of IEEE 1609.4 standard and it shows influence of high traffic
density on QoS performance.

Keywords: C-ITS · WAVE/IEEE 802.11p · QoS · VEINS

1 Introduction

Cooperative intelligent transportation systems (C-ITS) are today clearly identi-
fied as the next step to enhance road safety, improve traffic management and offer
various services for road users. To reach these goals, C-ITS defines various appli-
cations based on data exchanges between neighbor vehicles and between vehicles
and their environment. The importance of these applications varies according to
their impact on road safety. They are classified according to this importance
into three categories: safety applications, traffic management applications and
comfort applications. Data exchanges use Vehicle-to-Vehicle (V2V) and Vehicle-
to-Infrastructure (V2I) communications based on wireless technologies. Stan-
dardization has been working for several years on the design of wireless commu-
nication technologies dedicated to vehicular communication. In particular, the
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A. Pirovano et al. (Eds.): Nets4Cars/Nets4Trains/Nets4Aircraft 2017, LNCS 10222, pp. 128–140, 2017.

DOI: 10.1007/978-3-319-56880-5 13



Enhance VEINS Simulator for Realistic Evaluation Scenarios 129

IEEE working groups proposed a protocol stack for these communications: the
Wireless Access in Vehicular Environment (WAVE). Several projects have been
conducted in C-ITS field in Europe such as GST1(Global System for Telemat-
ics enabling On-line safety services), CVIS2 (Cooperative Vehicle-Infrastructure
Systems), and SAFESPOT3 were a great opportunity for the design of C-ITS
standards and architectures. More recently, research projects like DRIVE C2X4,
SCORE@F5 and SCOOP@F6 are focusing on comprehensive, and wide assess-
ment of cooperative systems through field operational tests. For example, the
SCOOP@F project aims at deploying cooperative ITS from 2014 onwards. The
project will equip 3000 vehicles and 2000 Km of streets, intercity roads and
highways in 2016. SCOOP@F involves partners such as local authorities, state
services in charge of road management, automotive industries, automotive sup-
pliers, study centers, universities and research centers. The work conducted in
these projects are validating the feasibility of C-ITS and their interest for the
increase of travel and operation safety, and the improving of travel quality. In
addition, they reveal to the international ITS community the need to pursue scal-
ability studies to evaluate the behavior of C-ITS in high scale contexts related
to both road congestion situations and highly stressed communication network
situations.

In our work, we are interested to offer an evaluation framework, based on
simulation tools, for C-ITS applications and communications in the context of
real deployments such as the SCOOP@FR project. For that purpose, we consider
the open source simulator VEINS (VEhicles In Network Simulation), which is
specifically designed for vehicular communications. The features of VEINS are
limited and do not enable such kind of experiments. On one hand, VEINS is
unable to define a realistic V2I architecture with centralized application servers
connected to cars through a set of Road Side Unit (RSU). On the other hand,
this framework do not allows the implementation of multi-applications scenarios.
We have, therefore, proposed to evolve VEINS modules to allow implementation
of realistic scenarios. The purpose of this paper is to present and evaluate these
enhancements.

This paper is organized as follow. Section 2 gives an overview of the coop-
erative ITS architecture, applications and the WAVE protocol stack. Section 3
presents existing works on the subject. Section 4 introduces the VEINS simu-
lation framework. Section 5 details the enhancement proposed to VEINS simu-
lator. Section 6 shows a performance study based on the enhanced simulation
framework. Conclusion and future work are presented in Sect. 7.

1 http://cordis.europa.eu/project/rcn/71449 en.html.
2 http://cordis.europa.eu/project/rcn/79316 en.html.
3 http://cordis.europa.eu/news/rcn/31165 en.html.
4 http://cordis.europa.eu/project/rcn/97464 en.html.
5 http://www.scoref.fr.
6 http://www.scoop.developpement-durable.gouv.fr.
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2 Cooperative ITS and Vehicular Communications

C-ITS are based on vehicular communications where vehicles and network
infrastructure are interconnected to each other. Vehicle-to-Vehicle and Vehicle-
to-Infrastructure communications use radio transmission to exchange data
between applications. With V2I communications, Road Side Units (RSU) are
deployed along roads and connected to the communication network infrastruc-
ture to handle communications between vehicles and centralized application
servers. Cooperative ITS defines three main application categories [1]: safety
applications, traffic management applications and comfort applications.

Safety category are related to the enhancement of road safety by the decreasing
of road accidents. These applications provide drivers with different services like
road hazard and collision warning, cooperative driving assistance and awareness
notifications about the road situation.

Traffic management applications are defined to enhance traffic management
especially when the road network capacity is exceeded. These applications con-
tribute to improve traffic efficiency by providing services such as dynamic road
speed limit management and cooperative optimized navigation.

Comfort applications aim to enhance passenger comfort. Point of interest noti-
fications is an example of comfort application providing multiple services like
energy supply station location, maintenance facility, and free parking slots, etc.

WAVE/IEEE 802.11p

WAVE (Wireless Access in Vehicular Environment) communication stack is
mainly based on the IEEE 802.11p technology and the IEEE 1609.x protocols.
WAVE stack enables classic TCP/UDP communications and specific communi-
cations as shown in Fig. 1.

The IEEE 802.11p is an adaptation of the well known IEEE 802.11 wireless
technology to the WAVE needs. It defines the Medium Access Control (MAC)
layer and the physical layer. The IEEE 1609 protocol family includes four stan-
dards. The IEEE 1609.1 defines the data and management services offered within
the WAVE architecture. The IEEE 1609.2 focus on security services including
secure message formats and processing. The IEEE 1609.3 defines network and
transport layer services like addressing and routing, and the WAVE Short Mes-
sage Protocol (WSMP). WSMP allows vehicular applications to transmit Wave
Short Messages (WSM) and to control low layer parameters. IEEE 1609.4 stan-
dard defines a set of enhancements to IEEE 802.11p MAC in order to implement
multi-channel operations.

The IEEE 802.11p divides the 5.9 GHz frequency band into channels: one
Control CHannel (CCH) dedicated to safety applications, and several Service
CHannels (SCH) used for non-safety data exchanges (e.g. traffic management
services and comfort services) [2]. The IEEE 1609.4 multi-channel operations
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Fig. 1. WAVE/802.11p architecture stack

define the alternative use of the CCH and the SCH during a synchronization
interval of 100 ms [3] as illustrated in Fig. 2. This channel access mode is named
alternating mode. A continuous mode is also defined and refers to use of a
single service channel or the control channel with no channel switching. The
medium access defined by the 802.11p is equivalent to he Enhanced Distributed
Channel Access (EDCA) defined in by IEEE 802.11e [2]. EDCA inherits from
the basic IEEE 802.11 Distributed Coordination Function (DCF) with the use
of access categories (AC) to manage QoS. Four access categories (AC) with
different priorities are defined. Prioritized access between ACs is defined using
specific parameters including maximal and minimal values for the Contention
Window (CW) and the Arbitrary Inter-Frame Space (AIFS) timer. The lowest
priority is AC0 and the highest one is AC3. Application messages are sorted to
the transmission queue associated the application priority [4].

By associating multi-channel operations and Access Categories QoS manage-
ment, WAVE architecture aims to optimize the use of the radio resources and to
favor the applications according to their impact on the reliability of the road.

Fig. 2. SCH/CCH interval
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3 Related Work

Several research work have studied performances offered by multi-channel oper-
ations and QoS management to exchanged data [4–9]. [5] proposed a simulation
based performance evaluation of WAVE when channel switching procedures is
used. Authors have evaluated the delay and the reception probability of safety
applications modeled based on generic beacon traffic exchanged over the CCH
(Control CHannel). Results show that alternating mode decrease the perfor-
mances for beacons.

In [6], authors proposed an adaptive multi-channel assignment based on real-
time traffic condition (using congestion measurements). A simulation based per-
formance evaluation was proposed using VEINS for safety and non-safety appli-
cations. Generic beacon traffic was considered to implement safety applications.
No indication was given about traffic models for non-safety applications. Consid-
ering a similar research problematic, [7] proposed an analytic model for WAVE
multi-channel operations and a coordination algorithm to enhance multi-channel
operations by adjusting the duration of CCH and SCH during a synchronization
interval. The impact of proposal was evaluated based on the analytic model and
simulation tests. Generic beacon traffics were considered to implement safety
and non-safety applications.

In [8], authors proposed a coordination mechanism between RSU transmit-
ting on SCH channels to solve the multi-channel hidden terminal problem. The
proposal performances was evaluated based on an analytic model and simulation
tests. They evaluated the average throughput on SCH channel while considering
a generic traffic (fixed packet size, fixed packet rate) to model the non-safety
traffics. In the same context, [9] proposed an Service Channel selection mech-
anism for non-safety service providers and solve hidden terminal problem in
order to enhance SCH utilization. A simulation based performance evaluation
was proposed. Safety traffic was implemented based on generic Beacon traffic
exchanged over the CCH (Control CHannel) and no indication was given for
non-safety traffic.

[4] proposed an analytic model for the performance evaluation of the WAVE
QoS management while considering the effects of multi-channel operations. This
model was used to evaluate the access delay, packet delivery rate, etc. offered
for traffics configured with different Access Categories. Simulation tests were
used to prove effectiveness of the proposed model. Data messages are gener-
ated considering a Poisson distribution with average rate and fixed message size
without differentiating the safety and non-safety traffic. As shown, network sim-
ulation is largely used to evaluate the communication performances offered by
WAVE architecture. Mainly, these evaluations are implementing generic data
traffics without taking into account the specifications of the applications in their
models. This type of simulation enables the global evaluation of communication
technology performances. However, it does not offer a clear view of performances
perceived by the different types of application that can be defined by ITS.
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4 VEhicles in Network Simulation (VEINS)

VEINS7 is an open source simulation framework for vehicular communications.
It is based on the network simulator OMNET++ and the traffic road simulation
environment SUMO, as illustrated in Fig. 3.

Fig. 3. Modular structure of VEINS

OMNET++ is an extensible network simulation environment programmed
with the C++ language. It offers the NED (NEtwork Description) as a descrip-
tion language that enables the assembly of communication components into net-
work entities and network entities into network typologies.

VEINS makes use of the OMNET++ simulation kernel for discrete-event
simulation of network functions and SUMO for the simulation of vehicle mobil-
ity. The simulation execution is then based on the running of OMNET++ and
SUMO simulators in parallel. The connection between the two simulators is
ensured by TCP socket. The protocol for this communication is named Traffic
Interface Control (TraCI) [10]. VEINS implements the whole WAVE protocol
stack using C++ and NED languages. The modular implementation of proto-
cols based on the object-oriented programming language C++ makes this tool
flexible and easy to extend [11]. In the following we are presenting the imple-
mentation of the WAVE architecture proposed by VEINS.

VEINS offers two types of network entities to implement vehicular commu-
nication scenarios: Cars and Road Side Unit (RSU). As shown in Fig. 4, VEINS
RSU consists of three main components:

– Network Interface Card (NIC): implements the IEEE 802.11p technology
including the MAC and PHY layers. It is composed of two simple NED mod-
ules: MAC1609.4 and PHY802.11p connected to each others based NED gates.

– Mobility : configures the RSU position.
– Application: implements an application level that generates WSMP data that

can simulate V2I traffic sent form an RSU to cars. The equivalent structure
is proposed for the Car entity.

7 http://veins.car2x.org/.

http://veins.car2x.org/
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Fig. 4. RSU structure in VEINS

MAC1609.4 and PHY802.11p NED components include a set of C ++ classes
that implement the functions of PHY and MAC layers. This include particularly
themulti-channel operations and theEDCAmediumaccess andQoSmanagement.

The Application NED component implements a WSMP based application
layer. The BaseWAVEApplLayer class implements the transmission and recep-
tion of WAVE Short Message (WSM), inheriting form the classes BaseApplLayer
and BaseLayer, as shown in blue in Fig. 6. It is important to notice here that
based on Application NED component, we can implement only one application
in each network entity (car and/or RSU). This is one main limit of VEINS. In
addition, RSU entities are defined as a standalone entities. They integrate an
Application component to act as a infrastructure traffic generator and they can
not be connected to a centralized network. Thus, it is not possible to set up a
network architecture offering a set of RSUs federated through a wired network
and connected to centralized servers.

5 Enhanced Simulation Module

Choosing VEINS for our V2X simulations is a logical decision because it is favor-
able for academic research. As discussed before, it presents a well-established
model for WAVE architecture. Furthermore, it presents flow and traffic mod-
els typically based on physical equations developed to provide accident-free and
optimal traffic spreading. Thus, it helps to reproduce the realistic microscopic
V2X interactions observed when evaluating safety and non-safety applications.

Our research aims to simulate realistic scenarios in the context actual C-ITS
deployments. However, VEINS features are limited as explained in Sect. 4. We
propose a set of modifications to VEINS modules to be able to simulate:
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Fig. 5. RSU proposed model

– Realistic network architecture for V2I communication including centralized
network with servers and RSUs deployed along roads.

– multi-application context with different applications share V2V and V2I com-
munications.

The first step is to extract Application NED component from RSU entity,
and to override it in the Traffic Manager Control (TMC) entity. Figure 5 shows
our proposed RSU model composed of NIC and mobility components. It has
input and output NED gates to connect it to the TMC entity. The latter includes
Application NED component that implements a new C++ Class TMCApps that
Inherits from BaseWAVEApplLayer class. TMCApps is able to implement inde-
pendently a set of applications with specific traffic behaviors.

Fig. 6. Class diagram Blue: VEINS base classes Red: Added classes
(Color figure online)
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In addition, the TMC entity implements an input connector table that is
dynamically allocated according to RSU number. Connection between TMC and
RSU is ensured by NED gates of both RSU and TMC modules shown in Fig. 6.

In addition, we have modified8 Application component of the Car entity to
implement a new C++ class CarApps. This new class is able to implement
independently a set of applications with specific traffic behaviors for the car in
the same way as TMCApps class. New classes are drawn in red in Fig. 6.

6 Performance Evaluation

We present in this section simulation tests to validate the enhancement we pro-
posed to the VEINS simulation framework. We select a set of ITS applications
modeling the application categories presented in Sect. 2.

Hazard warning (HW) is an event-driven safety application. It defines the broad-
cast of safety message by a vehicle when it notices a hazard through the road.
Messages are broadcast to one-hop neighbor vehicles. If an RSU gets the message
it forwards it to the TMC. The later then broadcasts it to vehicles in a more
large area through RSUs. HW application has the highest IEEE 802.11p priority
AC-VO (3).

Dynamic speed limit (DSL) is a traffic management application. It defines the
broadcast of speed limit messages from TMC to vehicles through RSUs. The
IEEE 802.11p priority attributed to DSL application is AC-VI (2).

Point of interest (PI) and weather information (WI) are comfort applications.
They define the broadcast of information messages from TMC to vehicles through
RSUs. PI and WI applications have respectively priorities AC-BE (0) and AC-
BK (1). For test scenarios, we consider Wave Short Messages (WSMs). We have
simplified these applications by defining a periodic generation (fixed period) of
WSM messages with fixed size. Table 1 summarizes this configuration.

Table 1. Applications parameters

ITS services Priorities Message length Inter-Message time Communication

Hazard warning AC-VO (3) 1282 bytes 95ms V2I and V2V

Dynamic speed limit AC-VI (2) 1282 bytes 95ms I2V

Point of interest AC-BE (0) 1282 bytes 95ms I2V

Weather information AC-BK (1) 1282 bytes 95ms I2V

We consider a simple network architecture with two RSUs covering a 2500 m
2-lanes highway. Figure 7 shows the considered network topology. We vary the
8 https://github.com/Mounakaroui/AppsModuleFor VEINS Simulator.

https://github.com/Mounakaroui/AppsModuleFor_VEINS_Simulator
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Fig. 7. Network topology

number of vehicles from 20 to 100. Each vehicle is equipped with an IEEE 802.11p
network interface card on which the HW application is implemented. Vehicles
are moving according to a maximal speed of 12.5 m/s. Table 2 summarizes this
configuration.

Table 2. Scenario parameters

Hightway length 2500 m

Number of RSU 2

RSU transmission range 512 m

Number of vehicles [20–100]

Max vehicle Speed 12.5 m/s

Simulation Time 400 s

To evaluate the performances offered by applications, we consider two key
performance indicators:

– End-to-End Delay (E2E Delay): refers to the average time needed by messages
of an application to reach the destination.

– Throughput : refers to the average of successfully received data per second

We consider successively the continuous and alternating modes defined by
the WAVE. In the first mode, all messages are exchanged, regardless their appli-
cations, on the CCH channel. In the second mode, HW application messages are
exchanged on the CCH channel and DSL, PI and WI applications messages are
exchanged on an SCH channel. We run the simulation scenario in each mode
while varying the number of vehicles.

Figures 8 and 9 show the E2E Delay for the applications with respectively
the alternating and continuous modes. For data exchanged on the SCH channel
(alternating mode), E2E Delay is more important for all applications compared
to continuous mode. This is an expected result, as in alternating mode wireless
access for applications is available alternatively (50 ms for each channel).
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Fig. 8. E2E Delay in alternating mode Fig. 9. E2E Delay in continuous mode

Fig. 10. Throughput in alternating
mode

Fig. 11. Throughput in continuous
mode

In the both modes, hazard warning V2V has the lowest E2E Delay and
Weather Information the highest one. This is also an expected result given the
priority assignment (the highest priority for HW and the lowest for WI). We
have to notice that for HW V2I, delays are considerably greater than the ones
obtained for HW V2V, which is also expected. With HW V2I, messages are
sent by a sending vehicle to the TMC, through an RSU, and then forwarded
to a receiver vehicle. However, being favored by priorities, even with the V2I
exchange HW obtains better performances than DSL, WI and PI applications
as shown in Fig. 9.

Figures 10 and 11 present the average throughput experienced by applications
with respectively the alternating and the continuous modes. For this performance
indicator, we consider only V2I exchanges for the HW application given the dif-
ficulty to isolate the messages generated by one vehicles for V2V exchanges. The
first observation is that the results obtained are in accordance with the priorities
assigned to the applications as V2I exchanges of HW application have the high-
est average throughput in the two modes. However, alternating access offers the
best throughput in comparison with continuous mode for HW application. This
is expected as with alternating mode HW application is the only application to
use the channel while in continuous mode it shares the channel with the other
applications.
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For the DSL, PI and WI applications we observe better performance with
continuous mode. This result is logical as in alternate mode, these applications
share the bandwidth with half time access while in the continuous mode they
share the access continuously over time (with the HW application).

7 Conclusion and Future Work

Network simulation is an essential tool for research related to cooperative ITS
and vehicular communications. Indeed, simulation frameworks offer a way to
evaluate performances of ITS applications within contexts hardly achievable in
real work such as actual deployments and scalability tests. However, such kind
of evaluations requires simulation tools able to implement network architectures
and applications close to reality. In this work, we have proposed a set of enhance-
ments to VEINS simulation framework to be able to implement realistic network
architectures and multi-application contexts. We have realized a set of simula-
tion scenarios to evaluate the performances offered to cooperative applications
including a safety application, a traffic management application and two com-
fort applications. The obtained results have validated our simulation module
regarding specially QoS differentiation and alternating mode use. In addition,
we showed the ability of proposed simulation module to implement realistic sce-
narios. In our future work, we target to use this enhancement to evaluate more
complex actual deployments such as urban contexts while considering a more
realistic application load.
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This work presents a jamming-resistant and deterministic wireless communication
system, which is intended to be used in industrial communications. These kind of
applications require data communication to be bounded in the time and reliability
domains, no matter which is the harshness of the environment or the presence of
malicious interferences. In harsh propagation environments, communication systems
suffer from severe signal degradation, including delay spread, deep fading and Doppler
spread. Besides, they must also deal with other system’s interference and jammer
attacks.

Unfortunately, traditional wireless communication systems are not able to over-
come all these difficulties and, at the same time, fulfill with the aforementioned
requirements. As a consequence, it is necessary to deploy new wireless communication
systems like the one presented in this work, based on cognitive radio technology. The
proposed wireless communication system, shown in Fig. 1, is based on a custom
Orthogonal Frequency Division Multiplexing (OFDM) modem design which has been
implemented on the programmable logic of a Xilinx Zynq Field Programmable Gate
Array (FPGA). The modem is fully customizable, in case it is needed to add new
features, and it is similar to the IEEE 802.11a/g physical layer standard. On top of this
modem, a deterministic, real-time and cognitive Medium Access Control (MAC) layer
has been implemented and evaluated. Based on a Time Division Multiple Access
(TDMA) MAC, which ensures deterministic communications in the absence of inter-
ference, cognitive capabilities have been added. Unlike traditional cognitive radios,
which are used in order to enhance spectrum utilization, the presented wireless com-
munication system is able to detect interference (malicious or coming from other
wireless communication systems) and switch the communication to an unoccupied and
safe frequency band.
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A test setup has been prepared with the communication system configured with a
frame length of 3.85 ms and a data lifetime of 30 ms. Besides, a jammer generating
interferences has been added. In a scenario in which only the frequency the commu-
nication system is working is interfered, a single frequency hop is forced and a
recovery time bounded between 8.5 and 12.5 ms is achieved. If both, the frequency in
which the communication system is working and the one into the first hop is performed
are interfered, thus forcing two frequency hops, the achieved recovery time is bounded
between 20 and 23.7 ms. In both scenarios the 30 ms data lifetime is fulfilled.

Fig. 1. Detail of the test setup: OFDM modem and jammer.
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