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Chapter 3
Big Data Analytics for ICT Monitoring 
and Development

Ritu Chauhan, Harleen Kaur, Ewa Lechman, and Adam Marszk

Abstract  The expanded growth of information and communication technology has 
opened new era of digitization which is proving to be a great challenge for research-
ers and scientists around the globe. The utmost paradigm is to handle and process 
the explosion of data with minimal cost and discover relevant hidden information in 
the least amount of time. The buzz word “BIG DATA” is a widely anticipated term 
with the potential to handle heterogeneous, complex, and unstructured data. We can 
say that big data has evolved as a monitoring tool for ICT to detect relevant patterns 
which were previous unknown. This chapter focuses on ICT and big data applica-
tion in varied application domains. The aim is to design a framework for business 
data resources which gather at unprecedented pace and derive relevant information 
with big data analytics for better decision-making. In addition, this chapter dis-
cusses a novel framework where big data analytics is utilized as potential decision- 
making step for relatively better management policies.
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3.1  �Introduction

Data exploration has opened newly challenges for information society to develop 
new ways to handle data. The “Big Data” in information and communication tech-
nologies (ICTs) has evolved to provide services and hidden information which can 
benefit end users. The big data is a widely anticipated paradigm which has the capa-
bility to handle complex and heterogeneous nature of data that can be utilized in 
varied application domains. In this context, big data has been exploratory used in 
healthcare, agriculture, economic, sensor-based technology, mobile data network, 
and other ICT data to get insights of data for future decision-making [25].

The overall trend today is to detect hidden and unknown information from big 
data to explore new ventures. However, traditional technology was insufficient to 
handle and process such billion bytes of data. Big data provides a complement sys-
tem to handle complex nature of data and discover hidden facts for future knowl-
edge discovery. We can also say that big data can be leveraged with new advanced 
technology in ICTs [13]. Moreover, the key challenge faced is to synchronize data 
from various sources, which otherwise can provide inaccurate results. Hence big 
data can prove to be a game changer where it can applicably demonstrate the relative 
facts among the data gathered from various sources for decision-making. Business 
companies are investing billions of dollars to investigate the cause relationship 
among customer patterns to increase their profit margins. They need an appropriate 
technology which can benefit them in terms of minimal cost and delivering accurate 
patterns. So exploration of data is focused on big data analytics where the competi-
tive situation is to deliver real facts and knowledge from complex data resources.

The potential of new intervene technology is to preprocess the voluminous data 
and extract information with respect to pace of data gathering. Thus, insights into 
business consumer behavior are one of the leveraged determinate factors that all 
leading companies want to acquire in order to attain or retain their customers. The 
relative factor is to meet the customer needs and determine factors which are capa-
ble of retaining customers with big data analytics. So the business market is focused 
on the use of new ICT-based technology which is big data analytics to overwhelm 
the need of today’s market value.

The customer data gathered from emerging digitization technology comprises 
of heterogeneous and unstructured data congregated from online, shop, mall, and 
other sources such as a group of people with different behavioral patterns. Hence, 
big data can withdraw varied patterns to benefit companies to draw interference to 
retain their valued customers [8, 37, 40–43]. For example, customers doing online 
shopping express their views and sentiments while buying the products; if this data 
is interfaced in a proper way, one can detect behavioral pattern and cost sensitivity 
of a product. This information can help to monitor clear and broad view of market 
for decision-making. However, there exists a global shift where the customer older 
market research is linked with the new likes and dislikes of current customers to 
determine the competitive nature of products or services and create awareness 
patterns for organizations to have a clear picture of market so that they can dis-
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semble their products with the growing need of market. This will certainly help 
them to identify their privilege customers and contribute to the need to align strate-
gies that make them distinctive and benefit their customers’ retaining policy. 
Further, we can say that ICT-based technology can gather data from various 
resources without the struggle to store the data with predetermined purpose and 
analyze this information with overwhelming strategies in tune with the needs of a 
business to fulfill customer needs.

The chapter is organized as follows. The next section presents the background 
literature review of ICT and big data potential on varied application domains. In 
Sect. 3.3, we describe the predictive analytics in ICT for discovery of patterns for 
future decision-making. Then, a novel framework is discussed utilizing big data 
analytics and decision-making for appropriate future management policies. We 
finally conclude the chapter summarizing is learning from it.

3.2  �Background

Over the last decade, data has been growing at an explosive rate. As data is invari-
ably related with digital explosion and the Internet, the challenge is to invariably 
utilize algorithmic technology and deploy IT-based tools to deliver known facts 
from big data. For example, consumer behavior patterns are changing in fast, 
each time a click on the Internet is recorded for likes and dislikes. The data gener-
ated each day is tremendous in nature; further the analysis of such data plays a 
vital role for future decision-making. Hence, the big data term is a commonly 
utilized term for unstructured flow of data where the focus is to detect hidden 
patterns with minimal amount of time. The approach of big data is to provide 
services in the form of analysis, where new process models can be revealed with 
potential knowledge network.

The big data in ICT can be illustrated with the ever expanding use of the 
Internet, mobile phones, electronic health care, geographic information 
data, scanner data, and other data resources that are applicable to varied 
application domains [1, 27, 28, 30]. In earlier times, in the traditional-
based system, the data was getting collected from specific resources which 
tended to be manual in nature. However, the advent of the Internet has 
proved to be a game changer and has opened gates for electronic data sys-
tem. The growth in ICT has potentially driven the society to digital explo-
sion. For example, traditionally when a customer used to buy products from 
shopping areas on daily basis, there was never a check on the amount of 
items bought by a specific customer nor were the items ever categorized on 
quality and productivity. Further, today’s customer behavior is integrated 
with the Internet buying and selling over the Internet. The data collected is 
then decodified to understand customer needs across the globe. The infor-
mation is not just about the customer buying trends but business can also 
categorize the customer in accordance to their sales in correspondence to 
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their sociodemographic factors. Hence, organizations are earning millions 
of dollars while retrieving hidden facts and knowledge from complex and 
heterogeneous nature of data.

We can say that there is a revolution in ICT with big data where small or big 
organizations’ day-to-day functionality is driven by computers [2–8]. The database 
gathered each day from varied resources, if analyzed or predicted, can deliver true 
instances for future decision-making. Moreover, business organizations are in era of 
online operation where everyday several customer and financial data is shared 
through the Internet. For example, big organizations are compiling their inventory 
system, financial expenditures, tax fillings, employee personal evaluation, and regu-
latory activities with online-based portals to analyze the cross-sectional profits and 
reduce cost to acquire maximum benefit for end users.

Further, we can say that data is being gathered for years, but why there exists 
more concern for knowledge now? The answer is digitization or ICT where the 
scope has increased from higher to lower. Obliviously, the Internet has expanded 
the vision of society, the customer behavior and trends have changed, and mostly all 
the developed and developing nations have acquired online buying and selling por-
tals, which itself is a global shift to new IT-based interventions. This has led to 
insights for analytics where the scope is to discover hidden effective and efficient 
patterns for knowledge discovery.

A major change witnessed is that data has expanded with an exponential rate 
where the challenge among the researchers and practitioners is to optimize tools 
which can handle and process such large databases. However, the evolution of ICT 
has redefined the global scenario; earlier data was gathered in few bytes which 
could easily be processed or handled by traditional or statistical tools. But, the evo-
lution of Internet or digitization has seen an exponential increase in data from a few 
bytes to millions of bytes every day. In such cases, we require optimized technology 
to process, store, and analyze data for effective and efficient knowledge discovery 
for future decision-making.

For instance, nowadays, the complex and heterogeneous data is available which 
is recorded from various resources. We can say that data in hospital-based system 
consists of patient healthcare records, scanned images, and sensor-based data, 
which comprises of electric cardio gram (ECG), financial data, and location-based 
data. These databases are distinctive in nature and require huge number of correla-
tions to determine hidden facts and knowledge from the same. For example, if we 
have the entire database available for each time a patient visits the hospital, it can 
benefit healthcare practitioners to determine the patient behavior and predict which 
vaccination can benefit more. Besides, the data can also provide information on 
what drugs the patient is allergic to and other such facts that can help doctors pre-
scribe medications accordingly. So we require optimized tools which can make cor-
rect prediction when dealing with real world data.

Eventually, the socio-behavior is an amazing scale of modernized datasets gen-
erated through online consumer buying patterns. Data collectively recorded com-
prises of varied observations which show most purchased and disliked social 
network connections, complete shopping history, and other background data. If 
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this data is analyzed, it can provide a wealth of information on customer behavior 
and benefit the organization to retain their valued customers by bestowing them 
with great deals and offers in accordance with their likes and dislikes.

Although, big data is a term for any data that is more than a few bytes and is dif-
ficult to be handled due to its complex and unstructured features. Certainly, big data 
poses a significant challenge among the researchers to conceive and reform an 
approach which can grip varied application domains [14, 15]. The confrontation is 
analysis, which is the major concern while retrieving some specific patterns from 
large-amount databases [9–15]. Data analytics is gaining momentum with associ-
ated challenges to discover novel facts from large-scale databases.

We can certainly demonstrate that big data is the latest buzz in the market. As we 
know, data is generated by all companies, but significantly there occurs a global 
shift for data digitization [24, 27, 29, 32]. Big data offers a constructive way to 
handle information with lower cost and effectiveness and analyze it for future effec-
tive knowledge discovery. Big data reflects concern about volume, variety, and 
velocity, which are gathered through new ICT interventions. The big data is signifi-
cantly divided into four categories which are also known as 4Vs:

Volume  There is tremendous increase in digitization at all spectrums from varied 
resources. The data comprises of administrative data, financial data, healthcare data, 
transaction-based data, socio-networking, organizational data, and other activities 
involved by end users utilizing ICT-based tools. The traditional tools utilized for 
computational analysis for volume of data are not viable. Most companies try to 
store their data for convenient report generation.

Velocity  The speed at which data is being generated is explosive. For instance, traf-
fic management data, mobile communication, imaging and sensor-based data, GIS, 
and streaming-based data tend to be major sources which are being generated at an 
explosive speed. However, big data and developed ICT tools have brought real-time 
handling, but certainly there is great expansion of data that requires concerns for 
gaining knowledge for future discovery. The challenge is to handle big data with 
vast volume to achieve insight of data with advanced predictive analytics techniques 
to discover novel hidden patterns. Big data provides a recommended technological 
domain where the emphasis relies on handling volumes of data.

Variety  The growth in ICT and digitization has given rise to a number of sources 
for gathering data. We can say that data resources may be structured and unstruc-
tured due to availability of data in different formats which may include audio, video, 
text, sensor, imaging, and streaming. To gather information from varied sources to 
compile to big data, there is considerable requirement of valid assessable tools 
which can benefit decision-makers for policy making. Hence, big data meets the 
challenges to handle the data with the unknown resources and predicts the relevant 
information as and when required.

Veracity  As the volume of data is increased with varied data streams, the need is to 
extract authenticity of data with certain and uncertain sources. The analysis of data 
must be done keeping in view the sources and the authentication from various resources. 
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The traditional tools available tend to be unsuited to handle uncertainty among the 
resources; hence big data analytics produces a viable technology to make decision-
making utilizing the heterogeneous nature of data. These technological advances will 
certainly benefit different application domains to generalize data and discover informa-
tion which is hidden due to unconventional tools and complex nature of data.

Value  Another V is value that is generated with respect to socioeconomic devel-
opment that occurs due to big data. There are several transaction-based data that 
are generated during the course of a transaction process which can reveal certain 
facts for decision-making. For example, if consumer wants to take a loan, during 
the course of entire verification, the phone calls made, transaction process, and 
other information can lead to discover information which can benefit decision-
makers to relatively identify various facts and knowledge related to the overall 
process. The subset of data generated during the course of action with socio-behav-
ioral facts which are generated is variably true and can really benefit decision-
makers. This improved technology and services can assist to extract value from 
vast explosion of data to determine actual knowledge. In addition, big data has 
proven unprecedented development in varied application domains to discover 
knowledge and hidden facts from varied data streams with high volume, variety, 
and varsity of data. The knowledge driven out from big data analytics is not infor-
matics but cost-effective; both rural and urban development organizations are uti-
lizing the exceptional powers of big data to improve their services and forefronted 
use of the same for extraction of information and operational domains to increase 
time utilization. We can also say that big data is widely opted due to various ser-
vices provided which includes monitoring and its role for timely delivering the 
hidden facts which can enhance the future policy making for socio well-being.

3.3  �Predictive Analytics for ICT

The growth of ICT offers enormous benefits to developed as well as developing 
nations for future decision-making. The data captured through ICT is growing at an 
unprecedented speed to confront researchers and scientists to develop automation 
tools to discover knowledge from big data. Big data itself intensifies data captured 
through ICT-based technology. The major source of big data is through ICT which 
includes Internet, telecommunication, social economic web portals, mobile data, 
and others. The ICT development has exponentially embarked the growth globally, 
producing heterogeneous and complex nature of data [21, 24, 26, 31]. In addition, 
providing policy makers to discovery has new instantiated tools for predictive ana-
lytics. Collectively, ICT-based predictive analytics can prove exemplary benefits to 
gain insights of data for future decision-making.

Big data and ICT go together where data is generated by ICT tools and handled 
by big data optimization tools to discover hidden knowledge and information. The 
most remarkable use of predictive analytics is in business processes to determine 
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the outcomes for current models. The technology advances such as predictive ana-
lytics with ICT are proving to benefit with less cost and higher efficiency. For exam-
ple, online web portals Amazon, Snapdeal, Flipkart, Google, Twitter, and others are 
availing consumer information, both before prior purchases and after purchases [11, 
36]. This information proves to be vital to discover the usage patterns with socio-
behavioral analysis to predict models for relevant customer to upgrade them to sub-
stantial offers. In addition, online web portal data, if analyzed properly, can facilitate 
to discover risk factors and fraud customers which prove to be set back for compa-
nies’ growth. This information can widely be anticipated at a global platform to 
enhance overall net profit for development purposes.

The application of predictive analytics approach can be utilized in healthcare 
application domain where the data is generated, while patient is admitted during the 
stay in hospital for a specific cause. Further, the online web databases can be main-
tained globally to deliver predictive models and improve healthcare cost [19–23]. 
Specifically, risk scores can be identified, for example, which patient is at risk of 
disease due to specific drug or chances of survival for definite disease. This will 
certainly benefit healthcare practitioners with a whole set of information relating to 
insurance policy, pharmacy genetics, financial services, and fraud detection for 
future median diagnosis. An algorithmic-based Palo Alto company is among the 
million dollar companies whose major role is to develop algorithms to determine 
terrorist’s threats using communication devices and other related data.

Further, big data analytics also has provision to detect the socio-behavior of 
patient to discover fraud patients in respect to financial constraints. Similar 
approach can also be utilized to discover user behavior for credit card handling. 
The customer financial accounting data may be investigated by banks based on 
scoring and transactions to enquire about the rational status of user or to deter-
mine whether the user pertains to an effective account or not. These policies, 
when implemented with backbone of predictive data analytics, provide fruitful 
decision-making for business organizations.

There exist considerable amount of work on predictive analytics using statisti-
cal and machine learning platform to discover trends from big data [38]. The 
widely used techniques for analytics include classification where the emphasis of 
study relies on discovering patterns in respect to specific class; clustering is 
mostly utilized when the class is not specific and generates visualized patterns in 
respect to similarity measurements, for example, if we want to find the similarity 
between the consumer behavior in respect to socioeconomic features which 
include age, gender, and location specific, then we can utilize several clustering 
techniques such as K means, Grid-based, hierarchical, and density-based, as per 
outcomes required [18, 35, 37, 40]. In addition, association rules are used in 
empirical studies to relate the consumer buying patterns, in context, for example, 
if the consumer is buying a shirt what all are the associated other purchases or 
likes made by him or her. This will help to detect the consumer buying patterns to 
determine valid offers to retain him or her as the valued customer. In a similar 
way, outlier detection is widely optimized to discover consumer patterns for credit 
card fraud detection techniques, where the consumer’s financial details are dealt 
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with an onset implemented policy to detect which customer may have high risk 
factor of defaulting. So, it can benefit a bank organization to investigate the cus-
tomer and approve or reject credit card accordingly.

3.4  �Decision-Making Through ICT and Big Data Analytics

Decision-making is of utmost priority in a management plan to gather maximum 
profits for stakeholders and organizations. The management plan should be able to 
encounter all the varied possibilities to enlarge the current scenario with maximum 
profits to target. The decision predictive analytics should be marked in the manage-
ment plan to discover trends to get insights of data. As there exist subsisting amount 
of challenges to understand and deliver services to consumer, there is a constant 
need to utilize new innovated ICT-based technology, which is able to detect hidden 
patterns from big data.

A novel decision-making framework is discussed in Fig. 3.1 where ICT-based tech-
nological advances can be occupied to discover hidden patterns from big data. The 
bottom of framework discusses about business data resources which can be gathered at 
an unprecedented pace, and the nature of data can be heterogeneously collected through 
logistics, online portal, transactional databases, supply chain management, insurance-
based data, consumer data, management data, RFID data, spatial data (location based), 
and other resources which are high dimensional and unstructured [3, 12, 16, 40]. As we 
know, the data is in vast volumes; hence, the next question is to extract relevant infor-
mation from such big data [17]. So application domain relies on what information 
needs to be extracted as per management plan or identifies the factors which need to be 
closely related or conferred to gather maximum profit to organization.

Furthermore, the management plan should be attained with previous decisions in 
correspondence to new decision-making to deliver exact knowledge for future ben-
efits of an organization. The management plan is to rebuild its policies with per-
tained data analytics for financial risk. After extensive knowledge, the management 
can decide which all patterns can be extracted during analytics to discover hidden 
trends which can ensure maximum cost efficiency and provide services to end users. 
The big data analytics utilize high-end advance technology to deliver nodal factors 
which can potentially deliver benefits to decision-making bodies [33–35]. After the 
factors are analyzed, the decision-making body relates various results with ongoing 
policies and makes changes to management policy with new patterns detected to 
benefit the stakeholders and consumers for retaining them as valued customers.

The building block of any organization is its management and decision-making 
team. The decisions should not be hassled with traditional technology as this can 
generalize data and infer wrong patterns which can highly impact the organizational 
growth. The new intervened ICT-based technology with big data analytics has 
opened wide scope and benefited organizations to reap rich dividends. The attainment 
of predictive analytics from the last decade has opened new ventures for an organi-
zation which certainly has revealed to attain them better policy making.
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In addition, big data analytics with business ventures has helped organizations to 
deliver maximum cost-effective and consumer-retaining policies which are poten-
tially proven to optimize the current scenario. The transition has occurred where 
decision-making in current management policies has extensively utilized big data to 
determine factors for extensive growth.

3.5  �Conclusion

The current big data has potentially proven beneficial to complement the needs of 
organizations with prior information to provide insights of data for a channelized 
decision-making. In particular, the ICT technology is providing challenges to 
researchers and practitioners to develop new synthesized tools to handle bulk data 
generated in structured and unstructured formats. In addition, this chapter discusses 
a novel framework where big data analytics is utilized as potential decision-making 
step for relatively better management policies.

The main application of ICT is to produce insights of information and to develop 
utmost technology for analytics to discover hidden information from big data. In 
particular, ICT has increased the growth of digitization globally, which itself is pro-
ducing millions of bytes each day. Paramount technological capabilities are required 
to enhance the digitization and algorithmic powers to attain necessary tools which 
can handle and process big amount of data. Big data analytics itself is a composite 
term which has grown in the last few years. More and more organizations are now 
being forced to adopt big data analytics to remain competitive in the market. Big 
data researchers are impounding enough efforts to mainstream technology in devel-
oping nations so it can benefit all end users with maximum benefits.

Many organizations are working to develop models from data resources with 
analytics approach for developmental purposes. These organizations are taking 
advantage of the analytical approach to detect customer patterns for greater under-
standing of consumer knowledge and incorporating in their product cycle for greater 
benefits. Big data analytics plays an important role for monitoring of ICT, where it 
proliferates a constant need to discover hidden facts and knowledge from big data. 
Certainly, integrating data from various sources is a need of today’s time to explore 
knowledge for future technological interventions.

We can say that environmental organizations, when they share data with hospital-
based systems, will be able to generate various causes or alarms which are proving 
to be cause or prognosis of disease. There exists a constant scope to explore variable 
factors and technological tools to handle and process big data. Further, we can say 
as big data moves toward more advance technology, it will assist users and scientists 
around the globe for knowledge extraction.
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