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Abstract Semiotic Engineering (2005) is an HCI theory that perceives an interac-
tive system as a computer-mediated communication in which the designer of a sys-
tem conveys to system users who the system is for, what it can be used for and how
to interact with it. Based on this communicative perspective, the theory aims at
providing explanation about the phenomena related to the design, evaluation, and
use of interactive systems. To do so, Semiotic Engineering draws on Semiotics — the
discipline that studies signs, significations processes and communication — and
makes connections to Computer Science concepts.

Introduction

Within the communicative perspective of Semiotic Engineering, both designers and
users are interlocutors of a communicative act, in which the designer is the sender
of a message to users. The message is the interface itself, which conveys to users
who are the users the system is designed for, what kind of tasks they can perform
with the system and how they can interact with the system to achieve their goals.
The content of the message can be paraphrased as:

“Here is my understanding of who you are, what I’ve learned you want or need to do, in
which preferred ways, and why. This is the system that I have therefore designed for you,
and this is the way you can or should use it in order to fulfill a range of purposes that fall
within this vision.” (de Souza 2005; p. 25)

As users interact with the system, they understand the designer’s message. Thus, the
designer-to-user communication is in fact a meta-communication, since it takes
place through the system-user communication. Also, it is unidirectional, since users
do not have the opportunity to talk back to designers at interaction time.
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In this chapter, we focus on the Semiotic Engineering for collaborative systems.
By collaborative systems we mean any system that aims to connect people to inter-
act with each other through the system, be it to communicate, share information or
coordinate activities (Grudin and Poltrock 2012), and thus encompasses a range of
different systems, such as teleconference systems or social network sites.

In collaborative systems, although the designer’s meta-message conveys the
same overall decisions presented in the general template, this message becomes
more complex since the designer is not communicating with one person at a time,
but rather with a group of people (Prates and de Souza 1998). The designer’s under-
standing of who the users are may need to consider the different roles they can take
in the system, who can take each role, as well as the relationships among them. The
definition of what they want to do and how may differ for each role. Furthermore,
the interface must convey the designers’ decisions not only about the users and the
system, but also about how users can interact with other users through the system.
Thus, the designer-to-user message must also transmit who can interact with whom;
which codes and protocols are available for them to do so; and what information is
available to them about others and their activities. Thus, in collaborative systems the
designers’ message to each role in the system may be different. Nonetheless, they
must be consistent with each other. For instance, designers of a Virtual Learning
Environment will have different messages to instructors and students about what
they can do in the system, how to interact with it, what they can communicate with
other users, and by which means. However, for the system to work well these differ-
ent messages need to be consistent with each other and create an overall cohesive
message about the system.

Collaborative system meta-message template: “Here is my understanding of who you are,
what I’ve learned you want or need to do, in which preferred ways, and why. This is the
system that I have therefore designed for you, and this is the way you can or should use it
in order to fulfill a range of purposes that fall within this vision. You can communicate and
interact with other users through the system. To do so, the communication, the system
will help you check:

*  Who is speaking? To whom? What is the speaker saying? Using which code and
medium?
* Are code and medium appropriate for the situation? Are there alternatives?
* Is(are) the listener(s) receiving the message? What if not?
e How can the listener(s) respond to the speaker? Is there recourse if the speaker real-
izes the listener(s) misunderstood the message? What is it?”” (emphasis added) (de
Souza 2005; p. 210).
In this chapter, we present our research along the years in supporting designers in
the design of their meta-communication for collaborative systems. Thus, in the next
section, we present some main Semiotic Engineering concepts that will be impor-
tant to the understanding of this chapter. The following section presents the
EpisTAMICS architecture models. We then describe the existing models that have
been proposed based on EpisTAMICS. We end with a discussion of the status of the
research in this direction, its contributions and next steps.
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Some Semiotic Engineering Concepts in a Nutshell

Semiotic Engineering brings designers of interactive systems to the front stage of
HCT processes and, ontologically, defines designers and users as equally important
(de Souza 2005). By doing so, it aims to contribute to the awareness of what design-
ers are doing and how it impacts users and their interaction with the system.

The designers message to users (i.e. the system’s interface) is composed of signs.
A sign is anything that means something, in a context or situation, to somebody
(Peirce 1992-1998). Semiotic Engineering classifies the signs present in an inter-
face into three types: static, dynamic, and metalinguistic (de Souza and Leitdao 2009;
de Souza et al. 2010). Static signs are interface signs that are present in the interface
at any single moment in time and can be interpreted independently of causal and
temporal relations (e.g. buttons, menus, images, etc.).

Dynamic signs are bound to temporal and causal relations of the interface, and
can only be interpreted in relation to the interaction and behavior of the interface.
For instance, in a text editor, as the user selects a word ‘example’ and presses the
button that represents bold, the text changes to ‘example’. The dynamic sign is the
behavior of changing the text to bold format. A dynamic sign usually represents the
transition between two states of the system represented by static signs.

Finally, metalinguistic signs are interface signs that refer to other interface signs
with the goal of explaining the meanings encoded in them. Typically, they are
instructions, explanations or tips about other signs. They can be present at the inter-
face level, such as tooltips or instructions, or in another context such as a help sys-
tem or even a website about the system.

It is interesting to notice that an interface element may have static, dynamic, and
metalinguistic signs associated to it. For instance, a button in a toolbar is itself a
static sign in the interface. There may be a tooltip or an entry on the help system
associated to it, which represent metalinguistic signs that explain it. Its behavior
(what the system does when the user presses it) is a dynamic sign that associates two
states of the interface represented by static signs.

The designer’s activity in creating an interactive system involves deciding and
producing the content and expression of the message. Defining the content involves
learning or deciding who the target audience of the system is, what goals can be
achieved by using it, and how to interact with it (interaction paradigms or principles
to be used). Producing the expression of the message involves selecting and
combining static, dynamic, and metalinguistic signs. The quality of the designer’s
message represents the system’s communicability — that is, whether the system con-
veys to users the design intents and interactive principles in an organized and
resourceful way, which allows them to achieve the intended result (Prates et al.
2000; de Souza and Leitao 2009).

Semiotic Engineering argues that any interactive system is a linguistic intellec-
tual artifact (de Souza 2005 p. 10). A linguistic intellectual artifact is defined as the
result of a human intellectual activity that encodes a particular interpretation of a
problem, as well as of a particular set of solutions for that problem. The encoding is
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fundamentally linguistic, which means that it is encoded and can be interpreted
based in a set of semantic rules. In order for the artifact to achieve its purpose, its
users must understand the linguistic coding system in which it is formulated and be
able to explore the available set of solutions proposed by its designer. Interactive
systems also require that the linguistic system formulated be computable.

In order to support designers in designing their systems, Semiotic Engineering
proposes that there should be tools available to support their intellectual activity.
These tools should be epistemic tools, that is, tools that do not yield a direct answer
to a problem, but support designers in understanding the problem itself, experiment-
ing with different candidate solutions, evaluating the results, and anticipating the
implications they may bring about.

In HCI, design models, scenarios, and guidelines can be perceived as epistemic
tools, even if they are not framed as such. Nonetheless, the Semiotic Engineering
epistemic tools differ from others since they are based on the perspective of the
system as meta-communication artifact and support the designer in reflecting upon
the system as a communicative act, even if different epistemic tools may focus on
different aspects of the message and its design.

In the next section, we briefly present the main steps of a Semiotic Engineering
design process, and describe a Semiotic Engineering based architecture model for
collaborative systems epistemic tools that support designers in reflecting upon the
content of the message they are sending to users.

Collaborative Systems Epistemic Tools

Throughout the years, some epistemic tools have been proposed within the Semiotic
Engineering framework (Barbosa and Paula 2003; Silveira et al. 2001; Salgado
et al. 2011; Barbosa et al. 2007). Existing epistemic tools have been proposed for
different steps of the design process. In designing a communicative act, there are
two main activities involved, defining What to communicate? (content) and How to
communicate it? (expression).

The first step in defining What to communicate? involves making the necessary
decisions to fill out the meta-message template'. In other words, it involves deciding
who the system is for, what they can do, and how to interact with it. The meta-
message template itself can be perceived as an epistemic tool, which allows design-
ers to express and reflect upon the overall message they want the system to convey.
In the case of the collaborative system template, it may be easier to fill out a tem-
plate for each role available, but they should be checked against each other to guar-
antee their cohesiveness.

"Notice that, although learning about the users, their needs and contexts would be expected, it is
outside the scope of the Semiotic Engineering theory (de Souza and Leitao 2009). Such activities can
be performed using known HCI methods, such as direct observation or interviews (Lazar et al. 2010).
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Once designers have defined what to communicate, they can work on deciding
how to communicate it. The expression of the message can be thought in terms of
the interaction, in which the designer defines the possible system-user communica-
tions that can take place to convey the meta-message. To do so, a Modeling Language
for Interaction as Communication (MoLIC) has been proposed (Barbosa and Paula
2003; Silva and Barbosa 2007). It was initially proposed for single-user systems,
but it has recently been extended for collaborative systems (MoLICC) (Souza and
Barbosa 2015; Souza et al. 2016).

In this chapter, we will focus on the epistemic tools aimed at supporting collab-
orative system designers in defining the content (or a specific part of it) of their
meta-message. In this direction, some conceptual models have been proposed that
aim at helping designers to focus, make decisions, and reflect upon part of the con-
tent of the message that they are defining. Although each proposed model has a
different focus, they all stem from an overall support model. We will refer to it as
EpisTAMICS and will present it in the next section.

EpisTAMIiCS Architecture Model

EpisTAMICS stands for Epistemic Tools Architecture Model for Collaborative
Systems design. It proposes an architecture organizing components which could be
useful to the proposal of epistemic tools aimed at supporting reflection on the con-
tent of the meta-message. The model is a review of the first architecture model
proposed (Prates 1998) and its variants over the years (Barbosa 2006; Pereira Jr.
2016). The model is comprised of five components:

* Design Language (DL): a design language that allows designers to describe
(specific) aspects of the collaborative system model being designed. The lexical
elements represent a set of dimensions that describe the collaborative system
model in some aspect and the set of values each of these dimensions can take.
The syntax of the language describes how the lexical elements can be combined
and, its semantics, the possible meanings that can be expressed through the
language.

* Interpretive Rules: a set of interpretive rules that act upon the model created by the
designer using the design language. The set of rules identify possible combinations
of the lexical elements of the DL and their values that could be problematic in some
situations. The set of rules is defined as context-separable and descriptive (as
opposed to being prescriptive) (Prates 1998). It is context-separable because the
combinations identified do not take into account the actual context for which the
system is being designed. It is left to the designers to take the context into consider-
ation as they make decisions about the system. And it is descriptive because the
rules should describe to designers the reasons why a specific combination has been
identified as a potential problem in order to allow them to decide whether it is in fact
an issue for the system being designed and its context, as well as to reflect upon
other possibilities.
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* Design Rationale (DR): The Design Rationale component stores decisions
regarding a model generated by the designer and the underlying reasons for
them. Initially the DR component contains the explanation to all interpretive
rules available. Whenever the designer complies with an interpretive rule that has
pointed to a potential problem, the explanation for the rule represents the reason
why the designer has made that decision. Ideally, the designer should be able to
add information to the explanation to contextualize it, if necessary. In case the
designer decides that a potential problem is not relevant, s/he should also be able
to enter the explanation of why that issue is not a problem in that specific context.
For a complete DR of a system, designers should be able to associate the ratio-
nale for their decisions to the model being created using the DL.

* Future Scenario Generator: One of the challenges in collaborative systems is
being able to fulfill the needs of different people, different contexts, and even
interaction styles among users through the system, as well as how they change
over time (Prates et al. 2015a). Therefore, one popular solution is to offer users
flexible systems, i.e. systems that may be customized or adapted to users or con-
texts. In order to do so, designers must define at design time what aspects of the
systems can be defined at use time, by whom and how. Ideally, the DL would
have lexical elements that allow designers to describe the flexible points of the
system. Therefore, the goal of the Future Scenario Generator is to generate,
based on the designers’ description, the relevant scenarios that may be created by
users at use time. This could be interesting for the designer, since the combina-
tion of aspects defined as flexible may allow users to create a large number of
different scenarios, and they may not be easily anticipated by the designer. Also,
by applying the interpretive rules to them, designers could be able to identify any
scenarios that may be problematic or undesirable to users.

e Design Description Interpreter: Analyzes the model created by the designer
using the DL. It identifies lexical or syntactic problems, and also checks if any of
the interpretative rules are being broken, and if so points it out to the designer.

Figure 1 depicts the EpisTAMiCS model and how it would be used by a designer.
The designer would use the design language available to describe (part of) the con-
tent of meta-message, in other words, to create a conceptual model of (part of) the
collaborative system being proposed. Her/his explanations about the model created
would go into the design rationale base. If the designer had described any changes
that could take place in time in the system, the future scenario generator would
generate the description in the design language for the (relevant) scenarios that
could be created. The design interpreter would check the model (description of
system and future scenarios). To do so, it would check the lexical and syntactic
description of the model, and then apply the interpretive rules. In case the rules
identified any relevant situation, it would present to the designers the situation iden-
tified and the explanation about potential problems or aspects that designers should
take into consideration. Designers could then change their models to comply with
rules or could enter into the design rationale base an explanation why in the context
of the system the situation was not a problem. Notice that in Fig. 1 we depicted the
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EpisTAMICS: Epistemic Tools Architecture Model for Collaborative Systems design
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Fig. 1 EpisTAMICS: Epistemic tools architecture model for collaborative systems design

interactions between the designer and the EpisTAMiCS components using dashed
lines.

EpisTAMICS family models intend to support designers of collaborative systems
in two different capacities. The first one is by offering the DL to describe (part of)
their meta-message. By doing so, the designer has to reflect upon the dimensions
represented in the DL, the possible values they could take, and which one represents
their intended solution. Representations in general work as epistemic tools since the
definition of what to express and how to do so tend to lead to the identification of
aspects that may not have been thoroughly defined yet or that might be inconsistent
with other aspects represented. The difference of the Semiotic Engineering epis-
temic tools is that they are based on the theory and its perspective of the interface as
a communicative act, leading the designer to reflect upon it explicitly or implicitly.
The second capacity is by offering designers the interpretative set of rules, which
can identify points of the model defined that might raise a potential issue, and
explaining to designers what these are. This will allow designers to take into account
potential aspects that could be problematic in some contexts and to analyze whether
it would be the case in the context of the system being developed.

Next we will briefly describe the models that have been proposed within the
EpisTAMICS framework. We will notice that most of them have not defined all the
components of the architecture model (yet), but having been conceived within the
context of EpisTAMIiCS, one may consider their addition in the future.
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EpisTAMIiCS Family Models
MArq-G

The first model of the EpisTAMICS family was MArq-G — its architecture model
contained all the components described above?>. However, the Future Scenario
Generator was only described theoretically and not instantiated (Prates 1998; Prates
and de Souza 1998). The design language in the model was denominated
MetaCom-G, and it focused on group models and allowed designers to describe the
main features of a groupware system. The lexical elements of the DL described: the
roles the users can take; the hierarchical relation among them; the group’s collabo-
ration model — i.e. how much each role’s activity depended on the activity of other
members; the objects available in the system, and whether they were private or
shared (and by whom); with whom each member could communicate and how, and
what they could see in the system. The set of rules contained heuristics that aimed
at identifying situations that could hinder the group’s work, such as if users shared
an object but could not communicate to each other about it; or if members who col-
laborated with each other by having to do some activities together did not have any
awareness of the other members’ activities. The Design Rationale base contained
the explanation for the rules and allowed designers to enter an explanation when-
ever a potential problem was identified which s/he did not consider to be a problem
in the context of the system.

Later these models were extended to provide the possibility of a richer description
of the communication among group members (Barbosa et al. 2005). The motivation
for this extension was that MetaCom-G focused on the collaboration among mem-
bers based on their activities, whereas in some systems, such as online communities,
communication itself was the main activity among members. The new DL, denomi-
nated MetaCom-G*, allowed for a more detailed description of the communication
among group members. To do so, it exchanged the existing lexical elements that
allowed designers to express that there was a communication between members for
lexical elements that allowed designers to describe the purpose of the communica-
tion based on Searle’s Speech Act Theory (Searle 1992) and its structure.

Prototypes to allow for the use of these models (original and extended versions)
as epistemic tools were developed in Prolog, and had as interface a command lan-
guage that implemented the model’s design language. Both models underwent pre-
liminary evaluations, conducted mainly by their proponents.

>This first model proposed an extra component, which was the Widget Advisor. The goal of the
Widget advisor was to suggest possible interface elements, based on the model described. However,
this component was later dropped, since the architecture model aimed at supporting designers in
defining the content of the meta-message and the widget advisor was an attempt to support the
designer in thinking about its expression. Furthermore, the other components focused on an
abstract model, whereas the Widget Advisor would be dependent on specific technologies.
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Manas

Once Semiotic Engineering was consolidated as a theory (de Souza 2005), there
was a new proposal of a model based on EpisTAMICS, denominated Manas
(Barbosa 2006; Barbosa et al. 2007). The goal was that the model would help
designers to not only make decisions about the collaborative activity, but also lead
them to think explicitly about the design as a communicative act. To achieve this
goal, Manas proposed describing any interaction among users through the system as
a communicative act among them. Manas’ architecture model was based on
EpisTAMICS, except for the Future Scenario Generator, which was not included.
The design language proposed, named L-ComUSU, proposed as lexical elements:
interlocutors (senders and receivers — addressed and not-addressed), the purpose of
the communication (described by Searle’s speech act), its topic and content. For
each of these elements a set of attributes should be defined. Namely, designers
should describe if there was an explicit representation of the value of the dimension
within the system; what its scope would be (or value it could take); who would
determine the value (user or system), if the value should be mandatory, and if a
default value should be assigned. Also, designers should specify what level of pro-
cessing the system should perform on the information (e.g. just show it, organize it
or generate new aggregate data).

Manas’s interpretive rules focused on potential social impacts of the systems
upon users. Thus, the heuristic rules proposed identified aspects related to social
values, such as politeness and privacy. Often the rules would indicate benefits and
costs associated to a decision (and not only potential problems). For instance, if the
designer decided to explicitly represent in the system the purpose of a communica-
tion, Manas would inform her/him that, if on the one hand this decision could pro-
vide for a clearer communication intent, but on the other hand it might not be
pleasant to the listener or even put the speaker in an awkward position. Another
example would be if the designer defined that the system would be responsible for
determining who the receivers of a message were, Manas would inform her/him that
this could be efficient to maintain communication protocols, but could prevent send-
ers from privately speaking to other users, which might not be desirable.

Manas was evaluated in an analytical context and a review of some of the lexical
elements was proposed (da Silva and Prates 2008; da Silva 2009). The review did
not introduce any new elements, but proposed changes to some of the existing ones.
The main change was to propose that for any user communicative act it would be
relevant to be able to represent its attributes for senders and receivers separately (if
needed), since they might have a different view of some of the elements of the com-
municative act. For instance, in sending a message it might be possible for the
sender to include not-addressed receivers, of whom the addressed receivers would
not be aware. Also, a new attribute was included that allowed designers to specify in
which moment of the communicative act the element would be explicitly repre-
sented (during the definition of the message, or after it had been sent). Furthermore,
changes to the set of values of two other dimensions were proposed (explicit repre-
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sentation: to allow for the definition of which type of signs would be used in the
representation — metalinguistic, dynamic or static; and values for processing level).
A few new rules related to the changes and new issues that might be relevant were
added to the original set of rules.

Based on this review, a modeling tool for Manas — SMART (collaborative sys-
tems Social iMpacts identificAtion suppoRt Tool) — was developed and made avail-
able (Fig. 2 shows some SMART screenshots) (da Silva et al. 2010). The tool
allowed other analyses of Manas in a design context (as part of a course’s project)
(Prates and Silva 2010), as well as other evaluation contexts (da Silva and Prates
2008; Barros and Prates 2014). The main findings of these works were that Manas
was useful in designing and evaluating collaborative systems, and supported design-
ers in reflecting upon the system’s social impacts. In the design experiment one of
the participants commented that by using Manas L-ComUSU, they paid more atten-
tion and thought more about social aspects of their design than they had up to that
moment. Some participants also reported that some of the explanations about poten-
tial problems led them to make changes to their designs. The evaluation of existing
systems using Manas allowed evaluators to identify points they considered to be
problems and to think about redesign proposals for the system. These works reported
that the main cost in using Manas was learning L-ComUSU (what the dimensions
meant and their values), as well as the theory and knowledge that was necessary to
understand Manas and use it, for instance, how to think about and express activities
in the system as communicative acts.

More recently, new models have been proposed with focus on specific prob-
lems — one of them focuses on helping designers anticipate possible scenarios
resulting from user configurations and the other on privacy in social network sites.
In both cases, one point considered was whether they should extend one of the exist-
ing models, or should propose yet a new model and design language. In both works,
the decision was to propose a new model. The main cost of this decision is having
many different models available that do not interact with each other, making it dif-

Fig. 2 SMART (Interface in Portuguese). (a) Presents each communicative act and how they are
structured; the color represents whether there is any feedback regarding the rules associated to that
communicative act; (b) When a rule is broken, it presents the rule and its explanation to the
designer, and allows him/her to include their explanation about the context
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ficult to provide a suite that could allow designers to benefit from having learned
one, when using the others. Also, in terms of Semiotic Engineering theory, a more
cohesive set of models could be more useful in allowing for a broader adoption of
the theory and its models. Nonetheless, one aspect that motivated the decision was
that the existing models could not easily represent the dimensions identified as rel-
evant. Thus, it would require a large adaptation of the design language, and it could
make learning the models, which is costly, even more so. Furthermore, since the
focus was very specific, having a more focused model could be more attractive to
designers that could be potential users of the models.

SIGMa

Allowing users to customize collaborative systems to their own needs and contexts
makes systems more flexible, and allows them to better fulfill users’ needs in differ-
ent situations. In order to allow collaborative systems to be customizable, designers
must define, at design time, all the features or parameters that should be flexible,
and how users can change them at use time. One of the challenges of designing flex-
ible systems is that designers may not be able to anticipate all the possible scenarios
that users may create by changing and combining flexible aspects of the system
(Prates et al. 2015a). Thus, designers may inadvertently make it possible for users
to generate scenarios that would not be desirable (Pereira Jr. et al. 2014).

In order to support designers in modeling how users’ interaction with the system
and among themselves through the system could change over time, SIGMa
(Scenarlo Generator Model) was proposed. It was based on EpisTAMICS, with
special focus on the Future Scenario Generator component, that before SIGMa had
only been described theoretically, but had not been instantiated in a working proto-
type. It was decided that a new design language that focused on possible changes
would be better to investigate the full potential of such a model®. The goal was to
create a language that could express well different types of changes that designers
may want to make available to users in a concise way. The focus was the design
language and future scenario generator. The interpretative rules component was
planned to be focused on at a later moment, and only a few rules were identified as
a proof of concept.

SIGMa-dl contains as lexical elements: time period, roles, groups, artifacts
(unary or composed), ownership, actions, changes, and relations. Time period rep-

3The alternative would be to use MetaCom-G or Manas L-ComUSU. Although MetaCom-G had
the concept of expressing changes over time, they were limited. Furthermore, since MetaCom-G
was not being used, there would be no requirement or need to maintain it and try to adapt it. Manas,
on the other hand, was more recent and had been used more. However, it did not include the con-
cept of time and changes, and including that would require a large change in the design language
and might make it more complex and less usable.



92 R.O. Prates

resents a period of time in which context within the system does not change (and not
a chronological time). Roles describe the roles that users can take in the system,
whereas groups allows designers to describe a set of behaviors available to a group
that includes members of different roles, or a subgroup of members of a role.
Artifacts describe elements that can be manipulated by users within the system —
unary artifacts are a low-level unit that makes sense; whereas composed artifacts are
those that combine unary or other composed artifacts. Ownership allows designers
to define which artifacts are owned by which roles or groups. Actions represent the
description (conceptual, not as a sequence of steps) of possible actions in the system
that different roles or groups can take. Finally, changes and relations are deeply
related. Changes describe what possible changes the designers want to make avail-
able in the system. There are four types of changes that can be described: role
change, change of the time period (or context of the system), changes in an artifact,
and changes in the set of actions available. Relations are how designers can associ-
ate a described change to an action that may trigger it.

To model a system using SIGMa-dl, the designer must define at least one time
period and describe the system using the other lexical elements available. The goal
of the Scenario Generator component (denominated SIGN) is to allow designers to
explore the future scenarios, by simulating which changes may come into effect
under which circumstances and analyzing how the context of the system will change
in time. A prototype that supports designers in modeling possible changes using
SIGMa-dlI and exploring possible changes and their impacts on the systems context
has been implemented (Fig. 3).

The model has been evaluated in three different aspects. First of all, it was evalu-
ated using the Cognitive Dimensions of Notations (CDN) — a framework that pro-
vides a vocabulary that allows for the evaluation of notations (Blackwell and Green
2003). Next, in order to evaluate its expressiveness, SIGMa-dl was used to describe
existing systems that allow users to customize aspects of the system — namely
Facebook and Google Inactive Account Manager. The goal was to use it to describe
real customization possibilities and analyze whether all the systems’ possibilities
could be described using SIGMa-dl, as well as inspect whether the scenarios gener-
ated by SIGN were consistent with the ones that could actually be created in the
systems. In special, in a previous work, a problematic scenario for users of Facebook
was pointed out (Pereira Jr. et al. 2014), and it was relevant to analyze if it would be
correctly generated by SIGN. Finally, SIGMa was evaluated with six system design-
ers who represented its potential users. The evaluation consisted in an activity that
involved the analysis of an existing system, and a (partial) modeling of a new sys-
tem. The results of these evaluations generated positive indicators about SIGMa’s
expressiveness (there were no aspects or situations of the systems considered in the
evaluations that SIGMa-dl could not identify); and its role as an epistemic tool (the
use of SIGMa in the analysis and design activities led participants to change their
views of the system or on how to design it) (Pereira Jr. 2016).
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Fig. 3 SIGMa prototype (in Portuguese). There are two tabs, one for modeling and one for the
scenario generator (being depicted): (1) indicates the time period being explored; (2) shows the
scenario generated for that time period; (3) shows a graphical view of scenarios; (4) shows syntac-
tic or semantic inconsistencies identified

Privacy Design Model (PDM)

The final model that has been based on EpisTAMICS is the Privacy Design Model
(PDM), which focuses on supporting designers in modeling privacy aspects regard-
ing users’ communication through social network sites. With the wide adoption of
collaborative systems, in special social network sites, privacy became a “hot topic”.
Although there is a broad corpus of research on privacy, one challenge that remains
open is to support designers’ in incorporating privacy principles at design time (pri-
vacy by design) rather than as an afterthought (Cavoukian 2006).

PDM draws not only on Semiotic Engineering, but also on Altman’s theory of
privacy (Altman 1975). PDM structures the user-system-user communication based
on Semiotic Engineering’s design space (Villela and Prates 2015; Villela 2016).
Thus, PDM’s design language requires the designer to reflect upon user to user
communication through the system and their impacts and represent it in terms of:
information source (who is the sender of the information being shared about an
individual®); audience (who is the receiver of the information being shared);

“In this chapter, we refer to the user about whom the information is being shared as individual.



94 R.O. Prates

communication space (where within the system the individual’s information is
being disclosed); individual’s information expression (whether the format in which
the information is expressed in the system is predefined by the system or defined by
the user); individual’s information content (defines how personal is the individual’s
information being shared); femporal persistence (defines how long the information
being shared is available within the system for). There are also lexical elements that
refer to the effects of the communication within the system (e.g. how it may be dis-
seminated by the system or other users): notification to individual (describes
whether the system informs the individual when other users perform any activities
involving his/her information); speech about the individual (describes whether the
system is able to disclose information about an individual to other users on its own);
information dissemination (describes whether the audience is able to share an indi-
vidual’s information).

The designer must identify each possible type of user-to-user communication in
which personal information can be shared, and then describe it using PDM. For
each of the dimensions above, the designer chooses one or more values the dimen-
sion can take. For each dimension designers also define who has control over its
value, in other words, who can assign its value: if the designer — either at design
time or through the system at use time — or the user. If the value of the dimension is
left for users to define, designers define at design time the set of possible values that
users can assign to it. As of now, PDM contains only the DL component of
EpisTAMICS. There is also available to designers a discussion on how different
combinations of values for the dimensions increase or decrease users’ privacy in the
system (Villela 2016). Nonetheless, this knowledge has not yet been formalized in
terms of rules that could be used to compose the Interpretative Rule component. An
investigation of whether this knowledge could be organized in terms of heuristic
rules to be applied on the model created by the designer is a future step of the
research.

A visual representation of the model has been proposed aimed at providing
designers with an overview of the different privacy dimensions related to a possible
communication type between users. Based on this visual representation a tool —
PryMeVis® (PRivacY design Model Visualization) — has been developed to support
the use of PDM (Villela et al. 2016) (see Fig. 4). The visual representation depicts a
honeycomb and each PDM dimension is shown as a hexagon. PryMeVis requires
designers to define the relevant communication types in the system and for each one
of them to define the value to be assigned to each dimension, as well as determining
who controls it. The hexagons are filled with a color that is related to the possible
set of values — the darker the color, the higher the level of privacy assigned to the
dimension. Figure 4 shows a screenshot of PryMeVis of a communication type
described by the designer.

An initial evaluation of PDM was performed with the goal to collect qualitative
indicators on the PDM DL’s expressivity (Villela 2016; Villela and Prates 2016). In
that direction, two aspects were of interest: (1) whether PDM was able to describe

3 Available at: http://pensi.dcc.ufmg.br/applications/
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Fig. 4 PryMeVis — Visual tool for PDM modeling (in Portuguese)

privacy decisions in Social Network Sites (SNSs); and (2) whether it could express
the differences in the designer’s decisions about privacy. In order to explore these
issues, PDM was used to describe three different existing SNSs (Facebook,
ResearchGate and CaringBridge) and in an analytical activity with potential users
of the model. The results indicated that PDM DL could be used to describe the dif-
ferent privacy aspects of the SNSs. Furthermore, through its representation of the
design decisions, designers could understand their differences and discuss how dif-
ferent combinations could be more interesting in the distinct contexts — showing its
potential as an epistemic tool.

Discussion and Final Remarks

All the models of the EpisTAMICS family aim at supporting designers in defining
part of the content of their collaborative system meta-message. In other words, the
goal is to support them in taking into consideration relevant aspects of a collaborative
system as they are making decisions about the solution they are going to offer users.
The models’ design language lead designers to think about the different dimensions
and their values and combinations as they use it to describe their solution. The models
interpretative rules go further and point designers to situations that could result from
their decisions that may be potential problems, and worth considering.

As we have presented, MetaCom-G focuses on an overall description of activi-
ties of groups working together, and the impact of the designer decisions may have
on the interactions and relations of group members. SIGMa-dl dimensions also
allow for the description of group activities (allows for the representation of objects,
with whom they are shared and how), but focus mainly on allowing designers to
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describe changes and generating the future scenarios for designers’ analyses.
SIGMa was motivated by the original MArq-G work and efforts to create systems
that can be customized, adapted or extended by users. Even in looking only at cus-
tomizable systems there are a number of challenges that users face (Pereira Jr. et al.
2014; de Souza et al. 2010; Prates et al. 2015b, 2016), and that designers should
consider and anticipate at design time (Prates et al. 2015a). Nonetheless, there is not
much work that supports designers in this effort (Wulf and Golombek 2001), and
SIGMa is an epistemic tool that may be useful in advancing the state of the art in
this direction.

Manas and PDM focus more on social aspects of systems’ use. Manas allows for
the description of the communication among group members and analyzes (by
means of its heuristic rules) the social impacts it may have on users. It is interesting
to note that Manas can be used to model systems in which there is no direct com-
munication, by thinking and modeling activities as indirect communicative acts (da
Silva and Prates 2008; da Silva 2009). By doing so, it makes the Semiotic
Engineering communication perspective explicit to designers and helps them frame
their decisions as communicative acts. Although Manas is able to offer some feed-
back regarding privacy, it does not make explicit to designers which aspects of the
communication directly impact users’ privacy. As current systems and technologies
have made privacy a relevant concern for users and designers, PDM was proposed
to support designers in taking privacy into account at design time for social network
sites. It frames communication among users in terms of the Semiotic Engineering
design space dimensions and associates them to privacy aspects.

Learning a new representation has an associated cost to designers. However, in
order for the model to be useful, its benefits need to justify the cost of learning it.
Although all the EpisTAMICS family models have been initially evaluated, most of
the assessment performed focused on the expressiveness of the model and identify-
ing whether it could bring benefits as epistemic tools, that is, whether they could
lead designers to take into consideration new relevant aspects and situations they
had not reflected upon. Models that have a very specific focus, such as SIGMa and
PDM, can have their use motivated in contexts in which future scenarios generated
by customization and privacy are relevant issues to designers. The downside is that
there are fewer opportunities to use the design language learned and even consoli-
date its understanding, if compared with more general models such as
ConcurTaskTrees (CTT) (Paterno 2004) or UML (Rumbaugh et al. 2004). At any
rate, they bring a relevant contribution to the investigation on how to deal with these
issues at design time.

All the EpisTAMICS family models advance the research in Semiotic Engineering
by investigating tools that can support a design process that is based on the theory,
even if they currently only support part of process needed to make decisions and
design a meta-communication act. Furthermore, by increasing the number of case
studies of systems being designed within a Semiotic Engineering theoretical
grounding, we can collect data that in the long term will allow us to discuss how
theoretical based models, methods, and approaches can or cannot offer different
results than empirical HCI methods.
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The next steps in this research involve performing a more extensive evaluation of
the models including collecting data on each one’s costs and benefits. Also, a direc-
tion of interest is investigating how these models can be integrated with other
Semiotic Engineering epistemic tools, such as MoLICC. The idea would be not
only to combine them in different steps of the process, but rather to explore whether
one could facilitate in any capacity the generation of the next one.
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