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Abstract. Blind signature allows a user to get a signature of a signer on an
arbitrary message, without leaking any information about the message. The
verifier can check that whether the signature is indeed generated by the signer,
and the signer cannot recall the signing situation. This property is essential when
the signed message needs privacy protection for the user, like a bank bill or a
trade secret. Lattice-based system is the most promising quantum-resistant
primitive, and the first lattice-based blind signature is proposed by Riickert. For
another, identity-based system is an alternative to public key infrastructure, as it
can simplify the key management procedures in certificate-based public key
systems. Illuminated by the demand of identity-based blind signature in the
post-quantum circumstance, we consider the lattice-based identity based blind
signature (IBBS) based on hard worst-case lattice problems. Besides, all existing
lattice-based blind signatures are constructed and proved to be secure in the
random oracle model. In this work, we construct an identity-based blind sig-
nature from lattices in the standard model. Our construction is proved to be
one-more unforgeable under the selective identity and chosen message attacks
(sID-CMA), and unconditionally blind in the standard model.
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1 Introduction

1.1 Backgrounds

Digital signature can ensure the integrity of information transmission, identify the
message sender, and avoid the repudiation in business deal. The signature is always
created by the signer under his signing key, and the signer often knows the message
signed. However, sometimes, the message signed may need privacy protection, and the
owner of the message only needs a signature of a particular signer under the message
without leaking its privacy.

Bind signature was first introduced by Chaum [1] in 1982 as a new type of sig-
nature with novel functionality, which enabled a user to get a signature from a signer
S on an arbitrary message M without leaking any information about M, any verifier can
check the signature whether it was indeed a signature on M signed by S. Blind signature
is applicable in many situations, such as e-voting applications, anonymous Internet
banking, and oblivious transfer.
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Shor’s algorithms [2] show that the integer factoring and the discrete logarithm
problems can be solved in polynomial time under quantum computers, on which the
hardness of many existing blind signature schemes are based. Thus, these blind sig-
natures become insecure once quantum computers become mature development, and
quantum secure primitives are in urgent needs. Therefore, tremendous efforts have been
made on the classical schemes that remain secure against a quantum adversary, which
is called post-quantum cryptosystems. Lattice-based cryptography has become a hot
research topic in post quantum cryptography, and many significant achievements have
been obtained [3-10] in recent years.

A natural goal is to design blind signature from lattices. Riickert put forward the
first lattice-based blind signature [11] at ASICRYPT’10 in the random oracle model.
His signature protocol had 4 moves, and would fail with certain probability during
generating signatures. Afterwards, Wang et al. constructed a lattice-based blind sig-
nature with random oracle [12] of 2 moves from pre-image sample function without
failures in the signing procedure.

To simplify the key management procedures in certificate-based public key set-
tings, the first identity-based signature was introduced by Shamir [13] in 1985. In an
identity-based cryptosystem, the public key is the unique string that recognizes the
user’s identity, for instance, it can be an ID number, the email address, or the room
number. A trusted-third-party generates the secret key by a specific algorithm and a
private key. By identity-based cryptosystems, the existing problems in the public key
infrastructure (PKI) can be well resolved, such as the public-key substitute problems,
and the performance bottleneck of authentication center problems.

However, few literature studies on lattice-based IBBS, much less without random
oracle. An interesting research topic is the design of lattice-based IBBS without random
oracle. Therefore, we initiate the research on IBBS from lattices without random oracle
in this research. A lattice-based IBBS scheme without random oracle is constructed
based on hard worst-case lattice problems. Our construction is proved to be uncon-
ditionally blind and one-more sID-CMA unforgeable in the standard model (SM).

1.2 Related Works

Early IBBS schemes appeared in [14, 15] were designed with random oracles. The first
secure construction of IBBS scheme in the standard model was constructed from the
generic approach proposed by Galindo et al. [16] at ASIACRYPT 2006. The main
approach was considerably straightforward and obvious: adding the authentication
information of the signer to the general signature. But this led some disadvantages: the
signature size was large because it includes two parts, and their scheme was inefficient
as the computation and the verification needed double operations. Phong et al. [17]
constructed an IBBS scheme based on bilinear parings with security based on the
elliptic curve discrete logarithm problem.

All IBBS schemes were constructed based on classical number theories such as the
integer factoring problem and the discrete logarithm problem, until Riickert made the first
step in designing lattice-based blind signatures [11] at ASICRYPT 2010. But his schemes
would fail with certain probability during generating signatures. Wang et al. [12]
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put forward a lattice-based blind signature with random oracle of 2 moves from pre-image
sample function without failures in the signing procedure. To the best of our knowledge,
no literature studies on lattice-based IBBS scheme in standard model so far.

2 Preliminaries

2.1 Notations

R(Z) denotes the set of real numbers (integers). For a positive integer d € Z, [d] de-
notes the set of integers {1,---,d}. Vectors are denoted by bold lower-case letters in
column form and matrices by bold capital letters. The I, and /,, norm are denoted by
|| -] and || - ||, respectively. A matrix A € R™™ is always viewed as the set of its
column vectors A={a;,---,a,}, and [&:{51, -++,a,} denotes the Gram-Schmidt
orthogonalization of vectors ay, - - -, a,, taken in that order. For matrix B € R™" | the
connection by columns of A and B is written as [A|[B] € R™ "+,

Let n be the security parameter, other quantities can be expressed by the functions
of n. log denotes the natural logarithm, and A(X,Y) =1%" _, |Pr[X = a] — Pr[Y = d]|
defines the statistical distance of two random variables (X and Y) over a domain D. The
notations of O, ® are frequently used for describing the growth of function. For some
constant ¢, f(n) = O(g(n)) denotes the function f(n) = O(g(n) - log(n)) is denoted by
f(n) = O(g(n)) and f(n) = O(n°) by poly(n). A function is negligible in n if f(n) =
n~¢ holds for sufficiently large n and positive c. An arbitrary such function is denoted
by negl(n), and a probability is overwhelming if it is 1 — negl(n).

2.2 Definitions

Definition 1(Lattices). Let B = {b;,---,b,} be set of n linearly independent vectors
over R™. The lattice generated by B is defined by

ﬁ(B) = {zn:x,-bi|x[ S Z}
i=1

Generally, /; (£(B)) denotes the shortest vector of the lattice £(B). Fori € {1,---,n},
we denote the successive minima by 4;(£), which is the smallest value such that the
sphere of radius /;(£) of center the origin contains at least i linearly independent lattice
vectors.

Definition 2 (SIS, ,, ., s problem). Given a random matrix A € ZZX”‘, find a non-zero
vector v € Z™ such that Av =0 € Z; and ||v|| <.
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2.3 Discrete Gaussian Distribution and Smoothing Parameter

Discrete Gaussian distribution and the smoothing parameter are important tools in
analyzing integer lattices. For arbitrary s > 0, a Gaussian distribution with parameter
s and c as its center is defined as Vx € R", p; .(x) = e~l=cll/s* The Gaussian dis-
tribution on lattice A is defined as Vx € A, Dpsc = p;.(x)/p;(A).

Theorem 1 ([7]). Given a trapdoor T for a lattice with dimension 7, center ¢ € R" and
parameter s > ||T||w(v/Togn), there exists a probabilistic polynomial-time algorithm,
whose outputs statistically close to the distribution D ..

Theorem 2 ([7]). If the rows of a matrix A € ZZX’” generate the space ZZ with m > 2n,
¢€(0,1/2), and s>, (AJ‘ (A)), u = Aemodg statistically close to the uniform dis-
tribution over Z; when e ~ Dzn ;.

2.4 Identity-Based Blind Signature

Syntax of IBBS. An IBBS scheme always consists of four algorithms (Setup, Key-
Extract, Sign, Verify), where Sign is an interactive protocol between a signer S and a
user U.

Setup. The KGC runs this algorithm to generate the security parameter and the master
key pair (mpk, msk).

KeyExtract. Given the identity information ID, (mpk, msk), this algorithm generates
the corresponding private key sk;p for ID.

Sign. This algorithm describes the joint execution between S and U, it always consists
of three algorithms.

Blinding the message (executed by U): Takes the original message m and a ran-
domness r as inputs, and outputs a blinded message m ’;

Signing the blinded message (executed by S): Takes the blinded message m ' and
the secret signing key sk as inputs, outputs a blinded signature ¢;

Unblind the signature (executed by U): Takes the blinded signature ¢’, and the previous
randomness r as inputs, this algorithm outputs the real signature for message m ’.

Verify. Given m, mpk, ID, and o, this algorithm outputs 1 to accept if ¢ is a valid
signature of m under ID and otherwise O to reject.

Security Requirements for IBBS. Blindness. Assume that (1, 0;) and (y, of,) are
two blinded message/signature pairs. Given p,, a;, where b € {0, 1}, an IBBS scheme
meets the blindness if, any polynomial-time signer or distinguisher can output a bit
b’ = b with a probability at most 1/2+ 1/n°, where n is enough large, and ¢ is a
constant. That is, (uy,d,) and (g, 0,) is indistinguishable for the signer and
distinguisher.
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One more unforgeable under sID-CMA. An IBBS scheme is sID-CMA one more
unforgeable, if any polynomial-time adversary wins the following game with negligible
probability of success.

Setup. The adversary claims the challenge ID” in advance. Then, the challenger
generates the security parameter and the master key pair (mpk, msk), and sends the mpk
to the adversary with msk as his secret key.

Queries. The adversary is allowed to make two kinds of queries to the challenger.

Key-extract query. The adversary can query on any ID except ID". The challenger runs
algorithm KeyFExtract to return the corresponding sk;p.

Signing query. The adversary adaptively chooses message m and ID, and gets the
blinded signature ¢’ of the blinded message m " under ID.

Forge. After [ key-extract and signing querles the adversary outputs a bind signature
o* of the [+1-th message m" under ID". The adversary wins if the verifier outputs 1
when it checks the forgery (m",0%).

2.5 Key Algorithms

Algorithms TrapGen and SamplePre. Let g = poly(n) be a prime, m be an arbitrary
positive integer that m > 5n loggq.
With a security parameter n as input, algorithm TrapGen outputs the matrix A €

ZZX’“ and BeZ™"”. Here B is a good Dbasis of lattice
1 _ m _ D
A, (A)={veZ":Av=0modg}, and |JB|| <O0(y/nloggq).
With A € Z;"™", B € Z™*", any ¢ > |[B| - »(y/logn) and vector y € Z{ as inputs,

algorithm SamplePre outputs a randomly nonzero vector e € {e € Z" : ||e|| < oy/m}
such that Ae = y mod g with overwhelming probability.

Algorithms ExtBasis, RandBasis and ExtRandBasis. Let T € Z"™*" be an arbitrary
basis of A*(A) for some A € ZZX’" whose columns generate the entire group Z;, and
let A € Z,*" be arbitrary.

There is a deterministic polynomial-time algorithm ExtBasis(T,A’ = A||A) that
outputs a basis T> of A*(A")CZ™*" such that ||T'|| = ||T||. See Lemma 3 in [5] for
more details of ExtBasis.

Algorithm RandBasis is a probabilistic polynomial-time algorithm, which takes a
basis T of an m-definitional integer lattice A and a parameter s > ||T|| - w(y/Iogn) as
inputs, and outputs a basis T’ of A that HT/H <sy/m. See Lemma 4 in [5] for more
details of RandBasis.

Algorithm ExtRandBasis can be implemented by algorithm ExtBasis and then
algorithm RandBasis. It is a probabilistic algorithm that inputs an arbitrary basis T of
A*(A) for some A € ZZX'" whose columns generate the entire group Zj, a parameter
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5 >||T|| - w(v/Tog n), an arbitrary A € Z’;Xﬁ’, and outputs a basis T’ of A*(A' =
A[JA)CZ"+™ such that ||T']| < s/m.

Algorithms SampleLeft and SampleRight. Assume that A, B € ng’”, R €
{—1,1}™", and the matrix F of form F = [A||[AR+B] € Z;“’", algorithms Sam-
pleLeft and SampleRight can sample short vectors from A; (F) for some u € Z’; with

either a trapdoor for A;‘ (A) or a trapdoor for A;‘(B). We describe them briefly as
follows, you can refer to [4] for more details.

SampleLeft. Given a rank n matrix A € Z;*" with a ‘short’ basis T, for AqL (A), a
matrix M, € ZZX'"‘, a vector u€ Zg, and a Gaussian parameter
o> ||Ta|| - @(y/log(m+ my)). The algorithm sets F; = [A||M;], and outputs a vector
e € Z"t™ sampled from a distribution statistically close to DA;<F1),U. The vector e is
generated as follows:

(a) Sample a random vector e, € Z™ distributed statistically close to Dgm ;

(b) Run e; — SamplePre(A, Ta,y,0) where y =u— (M;e;) € Ly;

(c) Output e < (e;,ey) € Z" ™.,

SampleRight. Given matrices A € ZZX" and B € Z;" with a basis Ty for Aj (B)
where B is rank 7, a matrix R € Z¥", sz = ||R|| = sup|iy—1 ||Rx]|, a vector u € Z,
and a parameter ¢ > ||Tg|| - spav(y/log m), this algorithm sets F, = [A||AR + B] and
outputs a vector e € Z" ¥ sampled from a distribution statistically close to D,\Z(FZ)’J.

The vector e is generated as follows:

(a) Construct a set Ty, of (m+k) linearly independent vectors in A; (F,) where
ITe, || < [|Tl[(sw + 1);
(b) if needed, by Lemma 7.1 in [17] to convert Ty, into a basis Ti,z of Aj(Fz) such
_, -
that ||Tg,[| = [|Tr,|[;
(c) invoke e « SamplePre(F,, Ty ,u, 0) to generate a vector e € A;’(Fz) such that
e is distributed close to DA;(FZ),J.

3 Our Construction

Assume that n is the system security parameter, other quantities are determined by
n. q is a prime positive integer such that ¢ = poly(n), m = O(2n log q), L=8+/n logq,
s > Lo(y/Togn).

Setup. Assume that the key generation center (KGC) has an n-dimensional lattice A
with a trapdoor basis B, we denote the check matrix of A by A € ZZX”‘, and the
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Gram-Schmidt orthogonal basis of B by B. The smooth parameter of A is denoted as
n.(A). Set s = |[B||s’, and d = ||B||/2, Ly is the database of all signed blinded mes-
sages. The identity information of a signer is defined by id € {0, 1}*, H : {0, 1}* — Zy,
and Hy:{0,1}" — Z, are secure collision-resistant hash functions, and H, : Z; —
ZZX” is an encoding with full-rank differences (FRD) function. The output of H is
denoted as viy=H(id) € Z;,. The message is in {0, 1}". The KGC operates as follows:

(a) Pick matrixes Cy,Cy,---,Cy € Z;X"{
(b) Uniformly choose random A, A3 from Z)*".

(c) Output the system public parameters as P = {n,m, q,s',s, H, Hy, H, }, the master
secret key as msk={B}, and the master public key as
mpk = {A7A23A37 C07 Tty Ck}

KeyExtract(id, P, msk, mpk). Take an identity id as input, the PKG generates the
secret key for the identity as follows:

(a) Compute Ay = [A||A; + H;(vig)As] where H;(vig) € ZZX”;
(b) Extract a short basis T;; < ExtRandBasis(B, A||A; + H;(viz),s’) as the secret
key for identity id, where s' > max{||Ti4||w(y/Tog n)}ide{onl}k.

Figure 1 shows the key procedure of the IBBS scheme, the signature issue protocol.
It has two moves between the signer and the user, and consists of three algorithms
(Blind, Sign, Unblind).

Signer(id, A, T,,,n, P) User(M,A,id, P)
h="H,(M)
v, =H(d), A, =[A| A, +H(v,)A;]
If pel,,  return L. —E— C%DD,,,_J,,tE(l,d),
A, =[Al A +H (VA C+ D (DMC]
pn="h+ Kidc) modg
Else, v, = H(id),
A, =[AIA+H (VA G+, (DTC]

V'eSamplePre(K[d,T}d,s'ﬁ,u)
Check K,dv’:pmodq and || v'||< s'\m

If not, sample again.
Else, L,, < L,, U{u}. — s v=((v'-¢),output (id,M,v)

Fig. 1. Signature issue protocol of the IBBS scheme
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Blind(M, P, mpk, id). Take the message M € {0,1}" and the public parameters as
inputs, the user blinds the message as follows:

(a) Compute h=HyM) € Z;, and Aig = [A||Az + Hi(vig)As] where
vig=H(id) € Zy;

(b) Choose a random vector ¢ = (cy,¢2, -+, C3m) — Dz o with the origin as its
center, then ||c|| <s'v/3m holds with overwhelming probability from Theorem 2.
If not, repeat it.

(¢c) Compute A = [A||Az + Hi (vig)A3]|Co + Zie[k] (—l)id[i]Ci} for
id = (id[1],- - - ,id[k]) € {0, 1}*.

(d) From Theorem 2, Aj;c is approximate uniform.

(e) Choose an arbitrary ¢ € Z, such that 1 <r<d.

(f) Compute the blinded message p = (+~'h+ A;z¢)mod q.

Finally, the user sends p to the signer with identity id.

Sign( p,T;4,P, mpk, Ly;). The signer with identity id signs the blinded message p as
follows:

(a) Search p in Ly, if p € Ly, output L; if not, go to step 2.
(b) For id= (id[l],---,id[k]) € {0,1}*, compute A = [A||A; + H;(Vig)As]|
Co+ Y (—1)“"'Ci.

(c) Extract a basis Tiy < ExtBasis(Aig, Tig, ).

!/

(d) Run V' <« SamplePre(Aiy,Tiy,s',p) to generate v ', then check if
A;svV' = pmod g, and ||V'|| <s'v/3m. If not, repeat it.
(e) Add pinto Ly,.

Finally, the signer id outputs v ' as his signature of the blinded message p.

Unblind(P, mpk, v ', ¢, t, id). Upon receiving the signature v ’, the user computes
v =t(v/ — ¢) as the signature of message M signed by the signer with id.

Verify (P, mpk, id, M, V). The verifier computes A=
[AllA2 + Hi (via)As]|Co + X icy (=1)“M¢;] and h = Hy(M), and then checks that:

(1). Aigv =hmod g; (2). ||v|| <sv3m. The verifier outputs 1 if both the two condi-
tions are satisfied, else output 0.

Correctness. As n is the security parameter, other parameters in the scheme allow the
algorithms SamplePre and ExtRandBasis to operate correctly. In particular, the PKG

can generate a trapdoor basis for larger dimension lattice /\qL (Ajs) as it has the trapdoor
basis of /\ql (A). The signer can generate a short random vector for lattice /\qL (Ajq) with
the trapdoor basis T;; as his secret key. Besides, v’ is the output of algorithm Sam-
plePre, A;yv' = pmod ¢ and||v'|| < s’ /m holds with overwhelming probability. So we
have A,V =p=1"h+Ayc, tAi;v' =h+1tAc, Agt(vV —¢)=h, and A;;v =h.
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On the other hand, we have ||v|| = 1[|(V' — ¢)|| <|B||/2 - 25'\/3m = sv/3m. Therefore,
an honestly created signature will be accepted with overwhelming probability.

4 Security Analysis

In this section, we prove that our scheme is unconditionally blind, and one-more
unforgeable under selective identity and chosen message attacks (sID-CMA) in the
standard model.

Theorem 3 (Blindness). Our IBBS scheme is unconditionally blind.

Proof. From Theorem 2, Ayc is uniformly distributed. As the output of Hj is
approximate uniform, and ¢ is randomly chosen, the blinded message p =
(t"'"h+ A;s¢) mod g is indistinguishable from a uniform distribution over Zy. The
signer chooses a random vector over Z; and a random integer ¢ <d, and then tries to
recover the hash value of the real message from mu = h+ A, c. Next, we show that the
statistical distance of the resulting distribution of the signer is O from the uniform
distribution, that is,

1
Al =0l =337 ey P =Ruer) = )] = PriHy (M) =]

1 NN T
- EZheZ;,cleZZ’., HEZ, 1 <||B||/2 [(5) (5) ] =0

Therefore, they are indistinguishable, and our scheme is unconditionally blind.

Theorem 4 (One-more unforgeability against sID-CMA). Assume that the
SIS, 45 m problem is hard, our IBBS scheme is one-more unforgeable against
sID-CMA in the standard model.

Proof. Assume that there is a successful adversary A with the advantage of ¢ breaks
one-more unforgeability of the proposed scheme, we can construct an algorithm B to
solve the instance of the SIS, g25v/3m Problem by employing A to be a subroutine.
Suppose that we get an instance of SIS,, , . ;. /m = (A,n,m,q,1,s), where A € Ly,
[ is the total query number that the adversary can make at most in the interactive game.

Our goal is to find a vector such that Ae = 0 mod ¢ and ||e|| < s\/m. The adversary
outputs a challenge identity id* = (id*[1],- - -, id*[k]). Next, we simulate the circum-
stance to interact with A, and solve the given instance using A.

Setup. Assume that we receives the instance Ac Z;X’”. The system parameters are set
as our scheme, we generate the public key mpk = {A, Az, A3, Cy, -, C;} as follows:

(a) Compute (A3, T)« TrapGen(n,m,q), and then randomly choose R* €
{_1’ l}mxm.
(b) Set A=A, and A, = AR" — H,(id")As.
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(c) Run the trapdoor sampling algorithm to generate a random lattice A;(So) with
So € Z;*™ and its corresponding trapdoor basis To € Z™".

(d) Pick k short random matrices Ro,Ry,---, Ry € Z™™. Fix wy =1 € Z,, uni-
formly pick random scalars wy, - - -, wi € Zy.

(e) Set Ridj =Ry + Zie[k] (_l)idj[i]Ri € zmxm Wig = 1+ Zie[k] (—l)idj[i]Wi c Zq'

(f) Send the public key {A,A;, A3, Cy,---,Ci} to A, where C; = AR; +w;S for
i=0,1,--- k.

B maintains two lists to store the extraction queries and the signing queries.

Extraction queries. For a fresh identity id; # id*, j€[l|, B first computes
Aidj = [AHAQ + H1 (V,'dj)Aﬂ = [AHAR* + [Hl (Vidj) — H1 (V,’d*)]A3]. By construction,
we know that [H(Viq,) — Hi(Vig-)] is non-singular and therefore T is also a trapdoor for
A ([H1(Vig)) = Hi(via-)]A3). Using the trapdoor basis T, B first generates a random
trapdoor basis T,'d/. for Aj (Aid/.), then adds (id}, Tid/.) into list L;, and finally sends it to
A as the response. If 4 sends an old identity id that has been queried before, BB searches
(id;, Tiq;) in Ly, and answers with Tjg,.

Signing queries. On inputs a blinded message p; and an identity id; for j € [1], algo-

rithm B computes Aiy, = [A||AR" + [H) (vig) — Hi(Via-)JAs]|Co + 3 (1)),
where Hj(vig) € Z;”" and answers in two cases:

Case 1. id; # id". B searches (p;, id; Vj/) in L,. If it exists, B returns vy/. Otherwise,
using T and the SampleRight algorithm, B first generates the trapdoor T;;for
Fiq, = [A|[AR" + [H\(viq,) — H{(Vig-)]A3], and then computes a random trapdoor T,-dj

for Aj (Fidf). With the trapdoor T,-d].and the SampleLeft algorithm, 5B generates

vjf « SamplePre(Aiq;, Tiq;, W;, 5)as a signature. Finally, B adds (;, id;, Vj/) into L, and

returns v,/ as his response. 4 decodes (unblinds) v to obtain the real signature.

Case 2. id; = id". B searches (W, id;, v;) in L. If it exists, B returns v;/. Otherwise,
using Tp and the SampleRight algorithm, B constructs the matrix Fj,. =
[A||AR;z + wig+Sp| and generates a random trapdoor T;;- for A; (F;.). Then, with the
trapdoor Tz and the SampleLeft algorithm, B generates a random trapdoor T;;+ for
A, (Fig), where Fig: = [Fj,.[|AR"] = [A||ARi- +wia-So||[AR'] € Z}">". B obtains a
short random Vv, € A;‘ (Fig-) with [[¥) ||| <sv/3m by using the trapdoor Tjs-and the
SamplePre algorithm. Finally, B changes the order of the corresponding vectors of v/,
to get a short random trapdoor v, € A; (Aig) for Aig- = [A]|AR"[|[ARg + wig-So]. As
Cot iy (—1)C; = Rig + wigSo and Aiy = [A||AR" + [H, (vig) — Hi (Via.)|As |
Co+ Zie[k] (—1)"‘1"["}C,<], we have A;- = Ajg-. So V' is also a short random vector in
A, (Aig-) such that [|¥", || < sv/3m. Finally, B adds (;, id",¥.) into L, and sends as
his response. A decodes (unblinds) V. to obtain the real signature.
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Challenge. After receiving / message-signature pairs, A outputs the /+1-th valid for-
gery (W, ,.id*,v;", ), such that Aidwl*’“ =, and ||v;’ ]| < sv/3m. B checks that
B #w for j=1,---,1 that is, pj, ; of a fresh message. Then, B generates a
signature v* for the blinded message p;, ; as in the signing queries, where A v =
py,, and [|[vY|| <sv3m. If v/ = v;’ |, B aborts (with negligible probability). Other-
wise, B operates as follows:

(a) Compute R;jy- = Ry + Eie[k] (_l)id*[i]Ri e 7™M and Wi = 1+ Zie[k] (_1);'(1*[1']
w; € Zq.
(b) If wig- # 0mod g, abort the simulation (with a probability of about 1 — é).

(c) Compute e = |V — v;’, ||, and parse e = (e|, e, €3)", where e, e,, €3 € Z".

(d) Return e¢* = e; +Re; +Rip-e3 € Z™.

We show the success probability of B in solving SIS, 1 4.25y/3m- From the above
analysis, Ry = Rg + Zie[k] (—1)id*mR,- cZ™" and wig- = 1+ Zie[k] (—l)id*["]w,- €
Zq, we have Ay (Iv7 =i’ ||) = [A||AR*||[ARz + wia-Sole = 0. If wi; = Omodg,
we have [A||/AR*||AR;;](ej, e, e3) =0modg, that is, [A||A||A](e;,R"e,,
Rid*eg)’ = 0 mod g. By the similar method as in Lemma 26 in [6], it can be obtained
that e* is a short non-zero vector as a solution to the given SIS instance with high

1

probability. The probability of an abort in the above simulation is about (1 — 5). The

view of A in the game is identical to its view as provided by B. Therefore, 3 can solve
the SIS problem with probability at least és.

Table 1. Comparison of the related blind signature schemes

Schemes [11] [12] Sect. 6
Moves number | 4 2 2
Signature size | O(nlogg) | O(nlogg) | O(nlogq)
Without failure | x v v
ID-based X X v

Security model | ROM ROM SM

Table 2. Bit length of concrete instances

Instances |1 2 3 4 5

n 284 284 284 284 284

4 516 220 224 227 230

m 9088 11360 13632 15336 17040

L 539 603 660 701 738
Secret key | 1355/ 151s’ 165s ' 175s ' 185s '
Public key | 4.1k" x 107 | 6.5k x 107 | 9.3k' x 107 | 1.2k’ x 108 | 1.5k" x 10®
Signature | 165s ' 185s’ 202s ' 214s’ 226s '
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5 Conclusions

Table 1 lists the comparison with the existing lattice-based schemes [11, 12], in terms
of the interactive move numbers, failures in generating signatures, ID-based system,
and security models. Here, the move number denotes the number of interactive moves
in the issue protocol of the blind signature, without failure means there is no failures
occur in the blind signing procedures. We use “ID-based” to denote if that scheme
meets the requirement of identity-based cryptosystems, and “the security model” is to
show the security model of that scheme, that is, in the random oracle model (ROM) or
standard model (SM).

Many researchers still wonder whether a secure scheme constructed in the random
oracle model keeps their security in practice, because the random oracles are replaced
by hash functions when implemented. The highlight of our construction is that, it is
designed without random oracle, while other schemes are constructed in the random
oracle model.

Moreover, Table 2 shows the bit length of concrete instances of our scheme.
During the experiments, we set m = 2n logg and L = 8y/n loggq. s ' is the smooth
parameter that s > Lw(+/logn) with L=8+/n log ¢, k '=k+4 where k denotes the bit
size of the identity. The secret key, public key, and signature sizes are tolerable when
parameters are suitable set.

Comparing with the schemes designed in the random oracle model, the ones
constructed without random oracles are much convincing in security and practical in
engineering. From the above description, our construction has three additional
advantages:

1. Similar to the scheme in [12], our scheme has 2 moves.
2. Our scheme has no failures in generating blind signatures.
3. Only our scheme is applicable to the ID-based system.

We conclude this work with a brief summary. This research studies on IBBS
scheme from lattices. An identity-based blind signature scheme is put forward based on
hard worst case lattice problem, which is considered to be the most promising one
among the post quantum primitives. By the technique introduced in [18], our selec-
tively secure constructions can be converted into adaptively secure ones by using
chameleon hash functions. However, it needs more efforts to research on identity-based
blind signature from lattices. For example, the verification matrix of the scheme in the
standard model is three times of the master public key in dimension, and thus the
signature sizes is increased. More exploration is needed for reducing the signature size
of identity-based blind signature from lattices.
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