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Ethics and Policy of Forensic Biometrics
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Abstract Ethical issues raised by forensic biometrics partly overlap with general
ethical implications of biometrics. They include issues related to collecting, pro-
cessing, and storing, personal data, privacy, medical information, and respect for
body integrity, risks of misuse and subversive use, and respect for human dignity.
There are, however, also ethical issues specifically raised by forensic biometrics.
One of them is particularly intriguing. It concerns the nature of biometric evidence
and to what extent biometric findings could be accepted as an evidence in court. At
a first glance, this problem could seem purely legal, without major ethical impli-
cations. Yet, at a deeper analysis, it turns out to have significant ethical components.
I will focus on them and on some recent policy developments in this field.

Ethical issues raised by forensic biometrics partly overlap with general ethical
implications of biometrics [1]. They include issues related to collecting, processing,
and storing, personal data [2], privacy [3], medical information and respect for body
integrity [4], risks of misuse and subversive use [5], respect for human dignity [6].
There are, however, also ethical issues specifically raised by forensic biometrics.
One of them is particularly intriguing. It concerns the nature of biometric evidence
and to what extent biometric findings could be accepted as an evidence in court. At
a first glance, this problem could seem purely legal, without major ethical impli-
cations. Yet, at a deeper analysis, it turns out having significant ethical components.
I will focus on them and on some recent policy developments in this field.
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16.1 Biometric Evidence in Law Enforcement
and Criminal Justice

The history of biometrics largely coincides with the history of its forensic appli-
cations, which include applications used for crime prevention, crime investigation,
and administration of justice. Also prejudicial scientific discourses applied to
criminology, such as physiognomy and phrenology, owed mostly to biometrics
their temporary good scientific reputation (incidentally, this is likely to be one the
reasons why biometrics have had later on such a bad press among human rights
advocates and ethicists).

In early 1900s, law enforcement agencies started collecting fingerprints from
convicted criminals and suspected individuals, and rather soon, they created vast
fingerprint libraries. In parallel, the refinement of methods for latent fingerprints
retrieval made biometric identification a fundamental tool for investigation at the
crime scene. Finally, fingerprints (and later on, palm prints and impressions of bare
soles) were accepted as admissible evidence into courts in most jurisdictions. Since
then, biometrics (chiefly fingerprint) have been increasingly used for revealing or
confirming the identity of people involved in the criminal investigation or in the
judicial process (including victims); for establishing whether an accused person was
at the scene of a crime or used an item that was used in perpetration of the crime;
whether other person was at the scene of the crime or touched an item that was used
in perpetration of the crime; whether an alleged victim was at some place that was
consistent with the prosecution; whether a witness was at a place it is claimed he
was. Biometrics have been also used to impeach the credibility or integrity of a
suspect or a witness or a victim, based upon criminal records that show his prior
history. Into courts, biometrics provided also a certain, additional, “scientific
objectivity” to “traditional” (e.g., eyewitness) circumstantial evidence.

The way of assessing of biometric findings varies among jurisdictions, notably
between common law and civil law systems. There are, however, also important
similarities. As it happens with most scientific evidences,1 usually biometric find-
ings are not considered immediate evidence, but they have to be presented in court
by one or more qualified experts who provide their testimony. Their opinions are
assessed by the judge, who takes the final decision about whether biometric findings
are admissible as an evidence in that specific case. In some jurisdictions (especially
in the civil law area) the law establishes the minimum number of biometric details
that should be analyzed in order to produce a positive identification; in other
jurisdictions (especially in the common law area), the judge simply assesses
experts’ qualification and credibility. In both cases, the judge asks the expert to state
whether a given biometric finding allows recognizing an individual, say, whether it
matches with any recorded biometrics collected in the past, or with biometrics

1
“Scientific evidence” in court is an evidence that is inferred from a known fact by using the
scientific method.
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gathered from any relevant individual involved in the judicial procedure. Experts
are expected to answer yes or no.

In conclusion, the main events occurring under the heading of forensic bio-
metrics include (1) the preventive activity of police and other law enforcement
agencies, which collect biometrics from convicted criminals and suspected indi-
viduals in order to monitor them and prevent crime; (2) if a crime occurs, biometrics
could be collected on the crime scene and in other relevant contexts, in order to
ascertain the identify of supposed victims, suspected criminals, and alleged wit-
nesses; (3) finally biometric findings are usually brought into court where the judge
(after hearing experts and parties) decides whether, and to what extent, these
findings could be considered an evidence and will contribute to form the judicial
decision.

16.2 Digital Biometrics

This scenario is changing with the arrival of new digital biometrics. New digital
biometrics (automated biometrics) entered into the market in the late 1970s, chiefly
thanks to the development of new sensors, capable of capturing a vast array of
different inputs. Sensors are devices that turn various inputs—generated by the
interaction between them and physical object—into electrical outputs, whose
electrical magnitude is proportional to the magnitude of the initial signal. Through
the repetitive measurement of the electric output at certain intervals of time, the
magnitude of the voltage is turned into a proportional number, which is further
encoded into a binary number, or a gray code, or still in other ways. This allows
representing bodily attributes (including those that were traditionally considered
qualitative, such a skin color, or walking style) as measurable physical properties.2

Two or more individuals could be subsequently compared in quantitative terms to
ascertain whether they share the same properties as far as specific bodily attributes
are concerned. From such a comparison, one could deduce whether two (apparent)
individuals are actually the same individual, whose attributes were captured in
different fractions of time, say, one could identify the individual (in the literally
sense of assessing whether there is only one individual, considered under different
accounts, instead of two or more distinct individuals). The main conceptual dif-
ferences between pre-digital and digital biometrics is that digitalization allows
performing the comparison (1) always in quantitative terms, avoiding qualitative
assessment; (2) automatically, by exploiting ad hoc computer algorithms; (3) on a
huge number of bodily attributes, unthinkable in the pre-digital era.

2Physical properties are discrete elements that can be put in bi-univocal correspondence with a set
of numbers. There are seven base physical properties, Length, Mass, Time, Electric Current,
Temperature, Amount of Substance, and Luminous Intensity. Biometric sensors measure one or
more of these properties.
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Absolute identity is logically and practically impossible. It does not take a
Heraclitus, to realize that all bodily attributes, even the most stable and persistent,
change (maybe slightly) over time, and conditions of data collection change, as well
as sensor sensitivity. In other words, biometric features vary, sometime degrade by
themselves; moreover, they also vary in the way in which they are presented to
sensors. Finally, sensor precision is limited and may vary at different sites and
according to different conditions of usage. This implies that it is impossible that two
or more data sets captured by a sensor and turned into digits might exactly match,
digit by digit. In other words, digital biometric recognition is always by approxi-
mation, and it inevitably implies some errors. This could be mitigated by creating,
storing and comparing normalized biometric samples, called “templates”. Yet errors
cannot be eliminated because of their systematic nature. Accordingly, one of the
main features to be considered in any given biometric system is always its error
rate. One speaks of “false rejection”, or “false negative”, when the system fails to
recognize someone; and “false acceptation”, or “false positive”, when the system
recognizes someone erroneously. The ratio between false negatives and the total
examined population is called “specificity”; the ratio between false positives and the
total examined population is called “sensitivity”. Specificity indicates the system
ability to discriminate between different individuals; sensitivity indicates the system
ability to detect all searched individuals. In principle, sensitivity and specificity are
independent, in practice; there is a tradeoff, such that they are almost inversely
proportional to one another. Also pre-digital biometrics could not avoid systematic
errors, but their degree of uncertainty have been never studied in rigorous proba-
bilistic terms, as it is today with new digital biometrics.

If only biometric features perfectly matching, point by point, led to recognition,
the system would never recognize anyone because such a perfect identity can never
be obtained. Consequently, the system tolerance level must be tuned, that is to say,
the system must be “told” within what confidence interval it should consider two
different biometric sets as though they were identical. In practice, this means that
engineers have to decide when the gap between two biometric series can be con-
sidered negligible. Rather intuitively, the narrower the confidence interval is, the
higher are the probabilities that the recognition is accurate, say, there will be less
false positive. Yet, with a too narrow confidence interval, the system would increase
the risk of failing to recognize the same individual presented twice, because the gap
between his biometric features, taken in different moments and circumstances,
could fall outside the confidence interval. Larger confidence intervals would miti-
gate this risk, but they would increase false acceptation (someone confused with
someone else). It is important to emphasize that there is not a “right” confidence
interval, but it depends on the specific context and application. Ultimately, the
decision on the confidence interval depends on the policy adopted by system
administrators.
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16.3 Probabilistic Biometrics in Court

Past debates on forensic biometrics chiefly focused on conditions of admissibility of
biometric evidence and qualifications of expert witnesses [7]. Today, legal experts,
jurists, and scholars find increasingly problematic the probabilistic nature of bio-
metric identification. I will only hint at the main terms of this debate, which is richer
and full of nuances, because it is not the focus of my article, although it is a
necessary premise to my argument.

Current debate on probabilistic biometrics in court is driven by two main facts.
The first is a 1993 decision of the US Supreme Court,3 which introduced new
standards for scientific evidence. Although this decision was directly relevant only
to the US legal system, its philosophy is considered a benchmark and has deeply
influenced many other legal systems, including those belonging to the civil law
area. In this sentence the Supreme Court ruled that a scientific evidence could be
admitted into court only if it respects the following five criteria: (1) the evidence
“can be (and has been) tested” using a scientific method; (2) such a method has
“been subjected to peer review and publication”; (3) it is known the “potential rate
of error” of the method in question; (4) the “existence and maintenance of standards
controlling the technique’s operation”; (5) the “general acceptance” of the tech-
nique within the relevant scientific community. Would biometric evidence survive
Daubert criteria? This has been the core discussion, developed first within the US
forensic community and then among scholars and legal experts belonging to other
jurisdictions and legal schools. In particular, some scholars [8, 9] have argued that
the scientific soundness and reliability of expert-testimony-based biometrics is
definitely suboptimal. This was emphasized also by a few clamorous cases of error,
for instance the one that occurred in the wake of Madrid terrorist attack [10].

The second driver of the current debate is a technological driver. With the rapid
development of new digital biometrics (and a vast array of new biometric appli-
cations, exploiting modalities whose existence were not even imaginable in the
pre-digital era) the issue of probabilistic identification has become paramount.
Scholars [11, 12] have advocated a more mindful, and scientifically refined,
approach to forensic biometric by adopting a probabilistic mindset. For instance,
Champod et al. [13] have suggested that, instead of posing the naïf question
whether a biometric feature is identical to another, a biometric examiner should ask
to himself “Given the detail that has been revealed and the comparison that has
been made, what inference might be drawn in relation to the propositions that I
have set out to consider?’ (p. 25).

The two discussions are clearly intertwined, as Daubert criteria should be
applied to new digital biometrics, and digital biometrics should come to terms to
more stringent legal criteria for admissibility of scientific evidence [14]. The
interplay between the notion of forensic evidence and the probabilistic nature of

3Daubert v. Merrell Dow Pharm. Inc., 727 F. Supp. 570, 575 (S.D. Cal. 1989).
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biometrics is the core of the next chapters, in which I will present my central
argument.

16.4 Law Enforcement and Administration of Justice:
Two Different Missions

In the first chapter of this paper, I listed the main activities included under the
heading of forensic biometrics, say, anticipation of crime, criminal investigation,
and administration of justice. Although practically and theoretically distinct, these
three main activities belong to a unique cycle, whose languages must be interop-
erable if the cycle works. Two of these activities (anticipation of crime and criminal
investigation) are carried out by law enforcement agencies; the third (administration
of justice) is up to the judicial system. Law enforcement and judicial systems are
thus distinct but interoperable. Their missions are different, yet in democratic and
liberal societies, they have been developed rather harmonically in order to com-
pensate each other.

Law enforcement’s overarching mission is to prevent, and, in case, repress
crime. To be sure, crime prevention includes many other activities, which are not up
to law enforcement agencies, such as education, social policies, urban management,
and so. Yet, there is an important aspect of crime prevention that is up to law
enforcement authorities, that is to say, pre-crime (anticipative) investigation.
Anticipative investigation [15] aims to prevent crime by identifying potential
criminals and future criminal events, and by taking action accordingly. Ultimately,
anticipative investigation is based on the assessment and management of risks, its
goal is to prevent risks or, at least, to mitigate them. While anticipative investigation
is proactive, criminal investigation is reactive, it follows crime and it aims to
ascertain facts, identify, and prove the guilt of one or more suspects. Ultimately, its
goal is to repress crime by bringing the suspects into the judicial system. Overall,
anticipative and criminal investigations do not aim to discover truth, to pursue
justice, or to achieve fairness—at least as their primary goal—rather they simply
aim to reduce the rate of crimes in society. Unpleasant though it may sound, law
enforcement must be ruled by the “principle of suspicion” (of course opportunely
mitigated), that is to say, anybody could be in principle suspected.

The judicial system aims instead to administer the justice. What is “justice”? Lay
citizens often think that making justice means to discover factual truth about a crime
or a civil case. Yet legal scholars know that in court factual truth is hardly at stake.
Actually, the business of a court of justice is not to discover the truth, as Oxford
professor and distinguished English legal scholar, Sir Frederick Pollock (1845
−1937) put it,

Its real business is to pronounce upon the justice of particular claims, and incidentally to
test the truth of assertions of fact made in support of the claim in law, provided that those
assertions are relevant in law to the establishment of the desired conclusions [16]
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In other words, the goal of the judicial procedure is not to ascertain the “truth” in
trivial sense, rather to identify the “legal truth”. The “legal truth” is the truth as it
emerges from the judicial hearing [17]. It may or may not corresponds to the totality
of facts. Even when it does not correspond to facts, the “legal truth” is still prac-
tically effective, say, it produces effects, as it is showed, for instance, by the
principle that a defendant cannot be tried twice on the same charge following a
legitimate court decision. The notion of “legal truth” is better understood by con-
sidering it in parallel with another notion, which is foundational for the whole
Western legal system, the principle of presumption of innocence. Presumption of
innocence is a legal principle adopted in criminal cases. In criminal cases, the gap
between “factual” and “legal” truths could produce inacceptable outcomes; pre-
sumption of innocence mitigates this risk. Its original formulation dates back to
Roman law and reads “Ei incumbit probatio qui dicit, non qui negat” (the burden of
proof is on he who declares, not on he who denies), also “in dubio pro reo” (when
in doubt, for the accused).4

In modern terms, presumption of innocence is usually expressed by saying that a
defendant is innocent until proven guilty,

In a criminal case the truth of facts against the accused must be established “beyond a
reasonable doubt,” and in certain civil cases, e.g., where punitive damages may be awarded
for fraud, the truth of facts against the defendant must usually be shown by “a clear and
convincing preponderance of the evidence”. The more that is at stake, e.g., criminal blame,
or punitive damages, the higher the standard of proof. In an ordinary civil case involving an
ordinary claim for damages, the facts against the defendant need only be shown by a
“balance of probabilities”, a significantly lower standard of truth. Thus, depending on the
relevant standard of truth, the very same evidence would warrant a finding of truth in one
type of case but not in another. Thus, truth varies with standards of proof, and standards of
proof vary with what is at stake. Yet, as indicated, there are good reasons for these
variations in standards of truth. In criminal cases for example, we accept a higher risk of
erroneous acquittals in order to minimize the risk of erroneous convictions. Moreover, this
may have the effect of increasing the total number of erroneous verdicts. Our tolerance for
the risk of divergence, here, goes up the more that is at stake [17]

Presumption of innocence, which was initially a legal procedural rule, has become
one of the main principles of Western legal systems, a constitutional principle in
many democracies,5 and a fundamental human right. The Universal Declaration of
Human Rights, Article 11, reads

Everyone charged with a penal offence has the right to be presumed innocent until proved
guilty according to law in a public trial at which he has had all the guarantees necessary for
his defense

Similarly Article 6.2 of the Convention for the Protection of Human Rights and
Fundamental Freedoms of the Council of Europe reads

4
“Digesta seu Pandectae 22.3.2” (http://webu2.upmf-grenoble.fr/Haiti/Cours/Ak/Corpus/d-22.htm).
5Presumption of innocence is mentioned for instance by Italian, French, German, Brazilian,
Canadian, Russian constitutions. It is not explicitly mentioned by the US Constitution, yet there is
a consensus that it follows from the 5th, 6th, and 14th amendments.
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Everyone charged with a criminal offence shall be presumed innocent until proved guilty
according to law

Finally, the same principle is iterated by Article 48 of the Charter of Fundamental
Rights of the European Union, which reads

Everyone who has been charged shall be presumed innocent until proved guilty according
to law

In conclusion, law enforcement and administration of justice have different (although
congruent) missions and follow two distinct logics; the former is ruled by the prin-
ciple of suspicion, while the latter is governed by the presumption of innocence. In
democracies, these two different perspectives are mutually consistent, because sys-
tematic errors made by the former are compensated by systematic errors made by the
latter. In other words, the law enforcement system shows a natural tendency to
minimize false negative (no criminal should get off scot-free), although this could rise
false positive (an innocent could be unjustly accused); the judicial system shows the
opposite behavior, say, it aims to keep false positive as lower as possible (no innocent
should be wrongly condemned), although it could increase false negative (it could
happen that a guilty individual is acquitted). If the two systems work properly, and
each one of them respects its mission, the overall cycle functions rather well because
opposite errors mutually compensate. The law enforcement tight mesh net may
capture also innocents, but they will be eventually released by the judicial wider mesh
net (of course, it is always possible that a criminal escapes and an innocent is con-
demned, I am just arguing that the two systems are theoretically complementary).

16.5 Probabilistic Biometrics and Presumption
of Innocence

I have illustrated the probabilistic nature of biometric recognition and the way in
which biometric applications deal with it, by tuning the tolerance of the system
according to different user requirements. I would like now to pose a question: could
law enforcement and judicial systems adopt the same degree of tolerance? Say, are
user requirements the same in the two systems, which jointly form the forensic
cycle? This question could seem purely technical; on the contrary, I argue that it is
the main ethical question raised by forensic biometrics.

Suppose that positive identification is the critical element to determine who
committed a crime (e.g., detecting and identifying terrorists who attacked a metro
station). Suppose that positive identification should rely on biometrics (e.g., face
recognition carried out on a videotape recorded on the crime scene) and suppose that
the biometric matching system is based on a similarity score6, which range from 0.0

6Beyond similarity scores, there are also other mathematical tools used for comparing two bio-
metrics, but this would not change the sense of my example.
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(no match at all) to 1.0 (exact match digit by digit). As I have previously explained, a
perfect match is theoretically and practically impossible, consequently the similarity
score should be set by administrators at any value lower than 1.0. For instance, if one
sets the system at a similarity score of 0.95, it means that only biometrics which have
a score beyond this threshold will match. Now, suppose that we know (from pre-
vious performance tests) that a 0.95 score implies a very low—suppose 0.1%—risk
of false recognition (that is to say, almost all recognitions are right). Yet from the
same tests, we also know that the score 0.95 implies 20% failed recognition (20%
guilty individuals who escape from our biometric fishnet). If we lower the score to
0.75, the failed recognition rate will decrease dramatically to 1% (only 1% guilty
individuals would escape recognition). Unfortunately, such a lower score would also
provoke a hike of false recognitions, which would increase to 10%, say, our fishnet
will wrongly fish also 10% innocent people. What should system administrators do?
In the investigation phase, they would be plenty legitimate to set the system at the
lowest similarity score compatible with its correct use. This would respect the logic
behind criminal investigation, which aims to avoid that a criminal gets off scot-free.
This might imply that some 10% innocent people are unjustly accused of being
terrorists. In an ideal world, these people would be discharged by the judicial system.
What happens if probabilistic digital biometrics is admitted as an evidence in court?
It happens that the 10 % innocent people of our example are burdened by a “positive
identification”, notwithstanding the doubt that they could be “false positive”. The
principle of presumption of innocence is de facto bypassed, because its foundation,
in dubio pro reo, could not put up with an evidence obtained through a system whose
initial aim was to detect the highest number of suspects.

I argue that if a biometric system is tuned in order to meet law enforcement
requirements, its results should not be transferred, as they stand, into the judicial
system, which has different, even opposite, user requirements. Also pre-digital
biometrics were somehow probabilistic, at least in very rough terms, but today one
can set the degree of confidence of the system. In other words, differently from the
past, probabilities of recognition can be tuned. If biometrics in law enforcement were
tuned to minimize the risk of false recognition, I would not see any ethical problem
in being their results transferred in court as well. Yet, would law enforcement
agencies ever accept to purchase (and use) a system burdened by a higher failed
recognition rate when that system could be tuned in order to minimize it?7 I doubt.

If a system fulfills law enforcement requirements, it cannot also fulfill judicial
requirements, and vice versa. Both requirements are fully legitimate, but they
should work in parallel. If one of them “takes the leadership” (notably, law
enforcement requirements) this becomes a serious ethical and democratic problem.

7The biometric performance at different thresholds is expressed through the “Detection Error
Tradeoff” (DET) curve.
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16.6 Solutions and Trends

The ideal technical solution to this ethical challenge would be to develop more
robust, accurate, and sensitive, biometric applications, with negligible false rejec-
tion and false acceptance rates. If false rejection and false acceptance rates were
truly negligible, the contradiction between law enforcement and judicial system
requirements would be eliminated and one could transfer results from one system to
the other, without major ethical issues. This is the illusion that has ruled forensic
biometrics till almost today. This illusion is no longer tenable and there are not
current applications which are contemporarily—in real life (not in labs)—as
specific and sensitive as to consider negligible both their false rejection and false
acceptance rates. In principle, a strategy exists that could increase contemporarily
both specificity and sensitivity. This strategy is based on tighten requirements on
the quality of biometric input data. Unfortunately, this would imply that a larger
number of people could not be enrolled in the system, because of their poor bio-
metric features, due to various causes, including the way in which in real life
conditions biometric features are presented to sensors. Notably, this solution would
not be applicable to biometrics extracted from materials, which were not originally
designed for collecting biometrics. This is the case of latent fingerprints, but also of
other “biometric traces” (e.g., recorded images, voices, pictures, etc.) that we are
increasingly able to detect and collect for forensic reasons.

This leads to the problem posed by biometrics extracted from outside the
forensic context, and brought into the legal cycle only at a later stage. Recorded
faces, images, and voices, found online, in the Internet, are the largest (accidental)
biometric library ever created (it is enough to think of the number of freely available
pictures of Facebook users). Searching these huge, dispersed, online, databases is
becoming one of the main activities, not only in criminal investigations, but also in
crime prevention and judicial decisions.8

Online face and voice recognition—often coupled with soft biometrics9 and
geolocalization—are increasingly used for searching and recognizing people. This
is destined to become still more pervasive with the arrival of new and emerging
biometrics. New behavioral biometrics (also including electrophysiological bio-
metrics) and cognitive biometrics will be able not only to extract biometric features
from recorded online materials, but also to elicit meaningful biometric information
from online behaviors and human-machine interaction patterns. New biometrics are
extremely promising for law enforcement purposes. Will these biometrics be ever

8To give an idea of the magnitude and pervasiveness of this phenomenon, it is enough to mention
that the Internet is today the main source of evidence on marriage validity or nullity in Catholic
ecclesiastic courts.
9Sex, ethnicity, age, body shape, skin color, and so.
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admissible in court? I doubt if presumption of innocence still rules criminal pro-
ceedings. Yet, trends seems to go toward an opposite direction.10

In November 2013, the European Commission presented a package of proposals
to strengthen procedural safeguards for citizens in criminal proceedings. Inter alia,
these proposals included a proposal of “Directive on the strengthening of certain
aspects of the presumption of innocence and of the right to be present at trial in
criminal proceedings”,11 aiming at harmonizing this principle (considered chiefly
in its dimension of procedural right instead of human right) in different EU juris-
dictions. When legislators feel the need to rule on great principles, it is often
because they aim to mitigate them. Indeed, after a long preamble and four initial,
generic, articles, Art.5 of the proposal directive focuses on Burden of proof and
standard of proof required. Par.1 reaffirms the principle that

Member States shall ensure that the burden of proof in establishing the guilt of suspects or
accused persons is on the prosecution. This is without prejudice to any ex officio fact
finding powers of the trial court

But Par.2 seriously mitigates it, by allowing Member States to shift the burden of
proof on the defendant for any “sufficient important” (!) reason

Member States shall ensure that any presumption, which shifts the burden of proof to the
suspects or accused persons, is of sufficient importance to justify overriding that principle
and is rebuttable.
In order to rebut such a presumption it suffices that the defense adduces enough evidence as
to raise a reasonable doubt regarding the suspect or accused person’s guilt.

The Commission explained the rationale behind Art.5 Par.2 in an accompanying
Communication on Making progress on the European Union Agenda on Procedural
Safeguards for Suspects or Accused Persons—Strengthening the Foundation of the
European Area of Criminal Justice,12 which reads,

In criminal proceedings, the burden of proof should be on the prosecution and any doubt
should benefit the suspect or accused person, without prejudice to the independence of the
judiciary when assessing the suspect or accused’s guilt. A judgment must be based on the
evidence put before it and not on allegations or assumptions. However, the ECtHR13 has
accepted that in specific and limited cases, the burden of proof may be shifted to the
defense, and the Directive will reflect this standard, striking a balance between the public
interest in effective prosecution and the rights of the defense.

10In his 2003 paper on Evaluation of Forensic Science [18], Arizona State University Professor of
Law, Michael J. Saks, raised the issue of reversal of the burden of proof related to biometric
evidence. His argument is different from mine, because he focuses on the fact that some courts are
asking the defendant to demonstrate that biometric evidence does not fulfill Daubert criteria,
instead of assessing by themselves whether it does. However, it is interesting to note that trends
move in the same direction.
11COM(2013) 821 final, Brussels, 27.11.2013.
12COM(2013) 820 final, Brussels, 27.11.2013.
13European Court of Human Rights.
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The initial formulation of COM (2013) 821 has raised many perplexities in the
LIBE14 (main) and in the JURI15 (opinion) Committees of the European Parliament.
More recently, the Council16 has proposed to modify Art.5 Par.2 by eliminating the
expression “sufficient importance” in its place listing cases in which it would be
possible to shift the burden of proof on the defendant, say,

(…) in two situations:

(a) in case of certain minor offences, notably traffic offences (see recital 15a);
(b) in case of certain other types of offences, when two conditions have been complied

with:

(i) the shifting of the burden of proof must be strictly necessary in the interest of the
criminal proceedings; and

(ii) the shifting of the burden of proof must be justified to override the principle that
the burden of proof is on the prosecution (see also recital 15b);

It is definitely out of scope of this article to discuss this important debate, and its
potential consequences on the European legal system. I think that the reader has
probably understood that the issue at stake is something more important than
“minor traffic offences”.17 This is also suggested by the web page of the Justice
Directorate of the European Commission, which is not, of course, a Commission
official statement or a policy document, but it is expected to represent the Com-
mission’s point of view,

When designing and implementing measures in this field, it is important for the EU to get
the balance right between measures that protect such rights and those that facilitate18 the
investigation and prosecution of crime [19]

This is why the current debate is likely to be so relevant also to ethics of forensic
biometrics, because it finally concerns the delicate balance between pursue of the
common good, and respect for individual liberty.
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