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Abstract. Quick response (QR) code payment has become the mainstream of
mobile payment in China. However, severe security threat greatly influences
consumer confidence. Unifying security and convenience of QR code is a dif-
ficult issue. The paper proposes a secure and efficient mobile payment (SEMP)
solution where signed and encrypted payment data are embedded into QR code.
Since private keys are issued by fully distributed private key generators (PKGs),
no matter malicious user, dishonest third party payment platform (TPP), or
dishonest PKG, can not impersonate a legal person to authorize a payment or
eavesdrop on the communication to obtain privacy information. The scheme has
confidentiality and unforgeability. Especially, it can resist against authority
attacks. Since no public key certificate is required, it has clear advantage over
existing PKI schemes. The comparisons with related schemes show our SEMP
scheme maintains less communication cost, while it provides higher security
level. So it can better meet security and convenient requirements of mobile
payment and it can apply in the QR code payment environment with dishonest
authority.

Keywords: Mobile payment � QR code � Security � Signcryption � Authority
attacks

1 Introduction

As smartphone is becoming prevalent, mobile payment steps into daily life and brings
more convenient services to people. Since quick response (QR) code has the characters
of convenient generation, easy publication and quick reading [1], it has been used in
payment, advertisement, access control, etc. In China, QR code payment is vigorously
promoted by WeChat [2] and Alipay [3], and it has become a mainstream way of
mobile payment.

However, when an illegal person embeds malicious URLs into QR code, an
ordinary user lacks the ability of detecting malicious URLs, Trojan and virus. If he
continues to visit the websites, malicious software will be downloaded and installed
quietly. What’s worse, if his smartphone infects some payment virus, his money
account will suffer serious threats. By modifying color of specific blocks of QR code,
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literature [4] launched a tampering attack. Data leak is also a hidden danger when QR
code is plaintext.

Figure 1 shows the application scenario of QR payment. Entities in a QR payment
system may include smart phones, payment terminals and third pay platform (TPP).
Private key generator (PKG) may be included due to the use of cryptographic tech-
niques. The communication between users and terminals uses QR code and other
communications use wireless or wired network. is shown in. When a user scans a QR
code from a payment terminal, he has no idea whether the code really comes from a
legitimate store; he wishes that the content of the code is not known by attackers.
When TPP receives a request for payment, he needs to decide whether it is an authorize
payment. Furthermore, a user and a shop both wish that PKG does not leak their
secrets. How do they prevent PKG from leaking? In order to solve the upper issues, we
propose a secure and efficient mobile payment (SEMP) scheme using QR code. The
scheme can ensure confidentiality and integrity of payment data, authentication of
payer identity, convenience and non-repudiation of payment operation. Especially, it
can resist authority attacks.

The remainder of this paper is organized as follows. Firstly, we introduce related
works in Sect. 2, which will emphasize the motivation of our work. We then describe
the framework of our solution in Sect. 3 and the proposed SEMP scheme in details in
Sect. 4. We analyze security and performance of our scheme in Sects. 5 and 6,
respectively. Finally, we conclude the paper in Sect. 7.

2 Related Works

There exist two patterns in QR application. Active scanning means that a user scans QR
code, which is generated by a shop. Otherwise, it is called passive scanning.

For active scanning, checking QR code credibility is an idea. Yao et al. [5] pro-
posed a SafeQR scheme for Andriod phone using Google Safe Browsing API and

Fig. 1. A scenario of SEMP service
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Phishtank API; the system should frequently update phishing website list. Literature [6]
introduced a third party to detect URL and the burden of the third party is heavy.
Milburn et al. [16] presented an identity authentication system, which is based on the
SQRL (secure quick reliable login) system by Steve Gibson [17]. In SQRL system,
website address and master key are hashed together to create a private key for identity
authentication; there are no usernames, passwords or keyboard interaction; if the master
key is exposed, the identity unlock key can cancel the master key; however, after
analysis, we find if someone steals the smartphone of some person, anyone in pos-
session of the phone can impersonate the person; so complete withdrawal is difficult
[16, 17]. Secure design of QR code is another research idea. Czuszynski et al. [7]
proposed that the hospital check center encrypts patient data. Lee et al. [8] suggested
that a user signs sensitive data with his private key; the communication between a shop
and a user requires a payment gateway, which is the bottleneck of system performance.
In [8], embedding a public certificate into QR code is a hidden issue due to limited
capacity of QR code. How to unify convenience and security deserves attention. For
passive scanning, it decreases phishing attacks. But it has the following security threats:
(i) money for payment is decided by a shop, and it lacks user’s confirmation. (ii) A
malicious shop might forge QR code by violent searching for a collision.

Therefore, anti-forgery, anti-leak and convenience are the most concerned issues in
mobile payment. In general PKI schemes, the user require obtaining public key cer-
tificate before encryption. In identity based encryption (IBE), the public key certificate
is not required. IBE has clear advantage over PKI schemes in communication costs [9].
However, PKG in IBE generates all private keys, and he may leak all secrets if he is
dishonest, which violates high security requirements of a payment. Some IBE schemes
are accountable [10, 11], which eliminate key escrow by combining users and PKG to
generate a private key. However, they cannot thoroughly prevent a dishonest PKG
from impersonating users.

To solve the above issues, we propose a secure and efficient mobile payment
scheme. The main contributions are: (i) Ensure confidentiality and integrity of payment
data, authentication of payer identity, non-repudiation of payment operation; (ii) QR
code is used to ensure convenience of mobile payment; (iii) The authority can neither
forge a signature, nor leak private keys. Our scheme is security and effective when
facing a dishonest authority.

3 Overview of the SEMP Scheme

The SEMP scheme supports QR code secure payment when users buy goods from
shops. This section provides the system framework, the payment process and security
requirements.

3.1 QR Code

QR code is two-dimensional bar code. It can store up to 4296 alphanumeric characters.
In our scheme, QR code contains the signed and encrypted payment message.
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The message is date || order id || shop id || goods description || total fee. A shop signs
and encrypts it, then embeds it into QR code; a user scans and decrypts it. The
communication between a user and a shop adopts near field communication; other
communications use wireless or wired network. It means that TPP and PKG neither
read QR nor generate QR.

3.2 Payment Process

The payment system consists of a user (U), a shop (S), third party payment platform
(TPP) and private key generator (PKG).

• A user: A user is equipped with a smartphone, a PDA or a Laptop. He can access
the Internet. He can generate and read QR code. His identity, public key and private
key are denoted as IDU, QU and DU, respectively. His phone number or email
address may be as IDU.

• A shop: A shop is equipped with PC terminals. By terminals, he has ability of
generating and reading QR code. The identity, public key and private key of the
shop are denoted as IDS, QS and DS, respectively.

• TPP: TPP is an independent agency to protect the interests of both trading parties. If
money accounts of trading parties are both on TPP, money is transferred directly
from buyer account to seller account. Otherwise, TPP forwards message to a bank.
The identity, public key and private key of TPP are denoted as IDTPP, QTPP and
DTPP, respectively.

• PKG: Users, shops and TPP need to obtain their private keys from PKG. If only one
authority acts as PKG, abuse occurs. We extend one authority to n authorities
forming PKG group {P1, P2, …, Pn}. The extension will increase some costs. The
costs generally occur during system setup phase and user registration phase. Since
setup occurs once and registration generally occurs once for users, the impact of
increased costs is limited.

A user finishes purchasing goods and he comes to a counter for payment. If money
accounts of buyers and sellers are on the same TPP, a payment process is as follows.

1. A shop signs and encrypts payment data, embeds them into QR code and shows QR
code to a user.

2. The user scans the QR code, extracts data from the QR code, decrypts and verifies
the data. If passed, he sends a signed and encrypted payment request to TPP.

3. TPP decrypts and verifies the message. If verification is passed, he transfers money
from buyer account to seller account.

4. TPP notices the user money is paid and notices the shop money is received.

When money accounts of buyers and sellers are both on the banks, TPP leads the
user to the interface with the bank. The communication between a user and a bank can
adopt our proposed signcryption method.
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3.3 Security Requirements

We assume that the user, the shop and PKG are all dishonest. They might eavesdrop on
the communication to obtain trading information and launch a passive attack. They
might forge a signature to obtain illegal money and launch an active attack. So the
security requirements are as follows.

Definition 1 (Confidentiality). For attackers, it is computationally infeasible to obtain
plaintext from ciphertext.

Definition 2 (Unforgeability). For attackers, it is computationally infeasible to forge a
legitimate signature.

Definition 3 (Resistance against authority attacks). For a dishonest authority, it is
computationally infeasible to impersonate other entity or leak secrets of others.

Definition 4 (IND-CCA2). A signcryption scheme is semantically secure against
chosen ciphertext attack if no probabilistic polynomial time adversary has a
non-negligible advantage in the following game.

1. The challenger C runs the setup algorithm and sends system public parameters to the
adversary A.

2. In the first phase, A makes polynomial bounded number of queries to the following
oracles.

Extract Oracle: A produces an identity IDi and queries for the private key. The
challenger C returns the key.
Signcrypt Oracle: A produces a message m, a sender identity IDi and a receiver
identity IDj. C returns the signcrypted ciphertext.
Unsigncrypt Oracle: A produces a sender identity IDi, receiver identity IDj,
and a signcryption result. C returns the decrypted result.

3. A produces two messages m0 and m1 of equal length and an arbitrary sender
identity IDA. C randomly chooses a bit u 2 {0,1} and computes the signcryption σ*,
and returns σ* to A as a challenge.

4. A is allowed to make polynomial bounded number of new queries as in Step 2 with
the restrictions that it should not query Unsigncryption Oracle for σ* and Extract
Oracle for IDB.

5. At the end of this game, outputs a bit u′, A wins the game if u = u′.

4 Description of the SEMP Scheme

Since smartphone is a resource constrained device, it cannot bear much burden.
Signcryption can complete digital signature and public key encryption at the same time,
and its communication and computation costs might be lower. In the IBE, the public
key is directly from the identity, and the user does not need to get public key certificate.
So based on IBE, we design a signcryption scheme. It is derived from the IBE proposed
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by Boneh and Franklin [12] and Paterson [13] and a distributed structure proposed by
Feldman [14]. In the scheme users need one time scan to complete the communication
with payment terminal.

Definition 5 (Bilinear map). Let G1 be a cyclic additive group with a generator P,
whose order is a prime q, and G2 be a cyclic multiplicative group with the same order
q. A map e : G1 � G1 ! G2 is a bilinear map if following properties are satisfied:
bilinearity, non-degeneracy and computability.

4.1 Setup

Let H1 : f0; 1g� ! G1, H2 : f0; 1gl � f0; 1g� ! Z�
q , H3 : G1 ! Z�

q and H4 : G2 !
f0; 1gl be collision-resistant functions.

1. Each member Pi ð1� i� nÞ in PKGs randomly picks a secret di 2 Z�
q as his member

private key, computes and broadcasts his member public key Ppubi ¼ diP and fur-

ther computes the group public key Ppub ¼
Pn

i¼1
Ppubi . He chooses a random poly-

nomial fiðxÞ ¼ fi;0 þ fi;1xþ fi;2x2 þ . . .þ fi;t�1xt�1 over Z�
q , where fið0Þ ¼ di.

2. Pi computes si;j ¼ fiðIDjÞmod qð1� j� nÞ and sends si;j to Pj secretly. He broad-
casts Fi;l ¼ fi;lPð1� l� t � 1Þ.

3. Pj receives si;j from other members and verifies si;jP ¼ Pt�1

l¼0
Fi;l � IDl

j If the validation

passes, he computes the share sj ¼
Pn

i¼1
si;j mod q and broadcasts sjP. sjP will be

accepted by other members if sjP ¼ Pt�1

l¼0
FlIDl

j, where Fl ¼
Pn

i¼1
Fi;l. Otherwise, Pj will

be complained. When the complaint number achieves a threshold value, Pj will be
added to a blacklist.

After implementing the steps, each member obtains public parameters {P, Ppub,

fsiPg1� i� n} and his secrets {si, di}. The group private key d¼Pn

i¼1
di is owned jointly

by PKGs; any single member does not know d. The group public key Ppub satisfies

Ppub = dP since Ppub ¼
Pn

i¼1
Ppubi ¼

Pn

i¼1
diP ¼ dP. The two verification equations in

Step 3 are clearly established since si;jP ¼ fiðIDjÞP ¼ fi;0Pþ fi;1P � IDj þ . . .þ fi;t�1P �

IDt�1
j ¼Pt�1

l¼0
Fi;l � IDl

j and sjP ¼ Pn

i¼1
si;jP¼

Pn

i¼1

Pt�1

l¼0
Fi;l � IDl

j ¼
Pt�1

l¼0

Pn

i¼1
Fi;l � IDl

j ¼
Pt�1

l¼0
Fl � IDl

j.

The protocol is implemented among PKGs. It increases the burden of PKG. Since
the setup protocol occurs once, the impact of the increased costs is limited.
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4.2 Registration

A user, a shop or TPP needs to obtain his private key from t participating members of
PKGs, namely, P1, P2,…, Pt. First, the applicant sends his identification ID to t par-
ticipating members.

1. Each participating member Pi ð1� i� tÞ computes siQID and sends it to the
applicant secretly. Here, QID ¼ H1ðIDÞ.

2. Assume the applican has obtained member public key siP, and he verifies
eðsiQID;PÞ ¼ eðQID; siPÞ. If passed, he computess the private key

DID ¼ Pt

i¼1
lið0ÞsiQID, where lið0Þ¼

Qt

j ¼ 1
j 6¼ i

j
j�i and DID ¼ Pt

i¼1
ðP

n

j¼1
sj;iÞlið0ÞQID ¼

ðP
n

j¼1
ðP

t

i¼1
sj;ilið0ÞÞÞQID ¼ ðP

n

j¼1
djÞQID ¼ dQID.

After interaction between the applicant and t participating members of PKGs, the
applicant obtains his private key DID, i.e., the user obtains DU, the shop obtains DS or
TPP obtains DTPP. In the above process, even if m participating members
(m < t) launch collusion attack, they cannot obtain a legitimate DID. Our registration
protocol maintains good property of security in the presence of dishonest authorities.

4.3 Bill Generation

When a user comes to a counter for payment, a shop generates a payment list and signs
it. The payment list is denoted by m, where m = date || order id || shop id || goods
description || total fee. Their byte length is 2, 16, 10, 100 and 8, respectively.

1. A shop picks a random number r 2 Z�
q , computes R ¼ rP and makes a signature

S ¼ H2ðm; IDSÞPþH3ðRÞDS

rþH2ðm; IDSÞ ð1Þ

where IDS and DS are the identity and the private key of the shop, respectively.

2. The shop computes w ¼ eðQU ;PpubÞr, where QU ¼ H1ðIDUÞ, IDU and QU is the
identity and the public key of the user respectively. Then, the shop encrypts m and
obtains the cipher

c ¼ H4ðwÞ � m ð2Þ

He further embeds the results ðc;R; SÞ into QR code and shows QR code to the user.
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4.4 Bill Payment

1. The user scans QR code and obtain ðc;R; SÞ.
2. He computes w ¼ eðDU ;RÞ, where DU is his private key. Then he makes a

decryption m ¼ H4ðwÞ � c.
3. The user verifies

eðS;RþH2ðm; IDSÞPÞ ¼ eðP;PÞH2ðm;IDSÞeðQS;PpubÞH3ðRÞ ð3Þ

where QS ¼ H1ðIDSÞ.
4. If verification passes, the user generates the payment request m′ = date || order id ||

shop id || user id || total fee.
5. He picks a random number r0 2 Z�

q , computes R0 ¼ r0P and makes a signature

S0 ¼ H2ðm0;IDUÞPþH3ðR0ÞDU

rþH2ðm0;IDUÞ . He computes w0 ¼ eðQTTP;PpubÞr and c0 ¼ H4ðw0Þ � m0

and submits a payment request ðc0;R0; S0Þ to TPP.
6. TPP receives ðc0;R0; S0Þ, computes w0 ¼ eðDTTP;R0Þ and m0 ¼ H4ðw0Þ � c0, further

verifies eðS0;R0 þH2ðm0; IDUÞPÞ ¼ eðP;PÞH2ðm0;IDUÞeðQU ;PpubÞH3ðR0Þ, where DTPP

is his private key. If passed, TPP transfer money from the user account to the shop
account.

Equation (3) is correct since eðS;RþH2ðm; IDSÞPÞ ¼ eðH2ðm;IDSÞPþH3ðRÞDS

rþH2ðm;IDSÞ ;

ðrþH2ðm; IDSÞÞPÞ ¼ eðH2ðm; IDSÞP;PÞ eðH3ðRÞDS;PÞ ¼ eðP;PÞH2ðm;IDSÞeðQS;PpubÞH3ðRÞ.

5 Security Analysis

Definition 6 (Computational bilinear Diffie-Hellman (CBDH) problem). Given P 2 G1,
aP, bP, cP for some unknowns a; b; c 2 Z�

p , find eðP;PÞabc.
Definition 7 (CBDH assumptions) The advantage of any probabilistic polynomial time
algorithm in solving the CBDH problem is negligibly small, i.e., CBDH problem is
assumed to be hard.

Proposition 1. Our scheme is secure against any IND-CCA2 adversary under the
random oracle model and CBDH assumption.

Proof. The challenger C receives an instance (P, aP, bP, cP) of the CBDH problem. His
goal is to compute e(P, P)abc. We expect that C can use an IND-CCA2 adversary A to
solve the CBDH problem. C gives A public parameters {P, Ppub = cP}. The descrip-
tions of some oracles are as follows.

• H1(IDi): C checks whether there is a tuple (IDi, Qi) in list L1. If it exists, C returns Qi

to A. Otherwise, C does the following: If IDi = IDB, C returns Qi = bP; else chooses
a random number x 2 Z�

q and returns Qi = xP. Then, add (IDi, Qi) to L1.
• H2(m, IDi): C checks whether there is a tuple (m, IDi, h2) in L2. If it exists, C returns

h2. Otherwise, C chooses a random number h2, adds (m, IDi, h2) to L2 and returns h2.
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• H3(R): C checks whether there is a tuple (R, h3) in L3. If it exists, C returns h3.
Otherwise, C chooses a random number h3, adds (R, h3) to L3 and returns h3.

• H4(w): C checks whether there is (w, h4) in L4. If it exists, C returns h4. Otherwise, C
chooses randomly a l -bit integer h4, adds (R, h4) to L4 and returns h4.

• Extract (IDi): If IDi = IDB, return stop simulation. Otherwise, get (IDi, Qi) through
H1 and return Di = cQi.

• Signcrypt (m, IDi, IDj):
– IDi ≠ IDB. Get the private key Di by running Extract Oracle. Choose a random

number r. Compute R ¼ rP. Get a tuple (m, IDi, h2) through H2 and (R, h3)
through H3. Compute S ¼ h2Pþ h3Di

rþ h2
. Get (IDj, Qj) through H1. Compute

w ¼ eðQj;PpubÞr. Get (w, h4) through H4. Compute c ¼ h4 � m. Finally, return
signcryption results (c, R, S).

– IDi = IDB. Choose random numbers r and k. Compute R ¼ rP and S ¼ kP. Get
(IDj, Qj) through H1. Compute w ¼ eðQj;PpubÞr. Get (w, h4) through H4.
Compute c ¼ h4 � m. Return signcryption results (c, R, S).

• Unsigncrypt(c, R, S, IDi, IDj):
– IDj ≠ IDB. Get Dj through Extraction oracle. Compute w ¼ eðDj;RÞ. Get (w, h4)

through H4. Compute m ¼ h4 � c. Get (IDi, Qi) through H1, (m, IDi, h2) through
H2 and (R, h3) through H3. Verify eðS;Rþ h2PÞ ¼ eðP;PÞh2eðQi;PpubÞh3 . If
verification does not pass, C stops simulation. Otherwise, C returns m.

– IDj = IDB. Traverse each tuple (w, h4) in L4 and compute m ¼ h4 � c. Get (IDi,
Qi) through H1, (m, IDi, h2) through H2 and (R, h3) through H3. Verify
eðS;Rþ h2PÞ ¼ eðP;PÞh2eðQi;PpubÞh3 . If the above equation holds for a certain
tuple, then C returns related m. If not passed for all tuples in L4, C stops
simulation.

After the first stage, A outputs two plaintexts m0 and m1, C chooses u 2 {0,1} and
signcrypts mu. Assume R* = aP and w = h, then C return σ* = (c*, R*, S*) to A. A
performs a second series of queries which is treated in the same way as the first one. At
the end of the simulation, A returns a bit u′ to C for which he believes the relation
σ* = Signcrypt (mu′ IDi, IDj) holds. If u = u′, C outputs h = e(R*,DB) = e(aP, cbP) = e
(P, P)abc as a solution of the CBDH problem, otherwise C stops.

If there is an adversary who can succeed in such a CCA2 attack with non-negligible
advantage, that means there is an algorithm to solve the CBDH problem with
non-negligible advantage. The scheme is secure against any IND-CCA2 attack under
CBDH assumption.
Proposition 2. Our scheme has the existential unforgeability against adaptive chosen
messages attacks under the random oracle model and CBDH assumption.

Proof. The scheme is based on Paterson’s scheme [13] and Paterson’s scheme can resist
existential forgery against adaptive chosen messages attacks.
Proposition 3. Our scheme can resist authority attacks under CBDH assumption.
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Proof. Since the hardness of the discrete logarithm problem, siQID cannot leak out si
and Ppub cannot leak out d. For a given identity ID, at least t members are needed to
issue a valid private key. Therefore, any entity, even including PKG and TPP, cannot
impersonate others to forgery valid signature.

We compare our scheme with similar works that are intended to ensure security of

QR code. The results of comparisons of security features are shown in Table 1.
Czuszynski et al. [7] used AES algorithm to encrypt data for confidentiality. Lee et al.
[8] made a digital signature on a payment list, which is unforgeability. However, a trust
center exists in the two schemes: the check center for encryption in [7] and CA in [8].
The schemes are suffered attacks from a trust center. Milburn et al. [16] used AES
encryption and ECDSA signature, which achieves confidentiality and unforgeability. In
[16], a user issues private key and public key by himself and no third party knows the
private key. It seems secure. But a server can also issue private key and public key, and
then claims that the keys are issued by the user. For any assessment institution, he
cannot distinguish the keys issued by the user from the keys issued by the server. So the
method is still unable to resist this kind of authority attacks. In our scheme, the
payment list is signed and encrypted. Private keys are generated by distributed PKGs.
The collusion of less than n members cannot know the private key and further forge a
valid signature. Therefore, our scheme has confidentiality, unforgeability and resistance
against authority attacks.

6 Performance Analysis

For convenience to evaluate the computation costs of the scheme, we ignore some
operations such as a hash function and a multiplication operation since they are quite
lighter in terms of load. We focused on some time-consuming operations defined in the
following notations. TP denotes the time of executing a bilinear map operation. All
exponentiations in G2 can be transformed into scalar multiplications in G1 to get a fast
implementation of a bilinear map. So we use TG1 to represent the time of executing a
scalar multiplication or an exponentiation operation. To evaluate the communication
costs, |q|, |G1|, |c| and |c′| denote the length of the order of G1, the element in G1, the
cipher c and c′, respectively.

Table 1. Secutity features comparisons

Confidentiality Resist forgery Resist authority attacks

Czuszynski et al.’s scheme [7] Yes No No
Lee et al.’s scheme [8] No Yes No
Milburn et al.’s scheme [16] Yes Yes No
Our scheme Yes Yes Yes
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6.1 Performance of the SEMP Scheme

Table 2 shows computation and communication costs of SEMP scheme during four
different phases, i.e., setup, registration, bill generation and bill payment. In the table,
n is the number of total members in PKGs and t is the number of members participating
to issue private keys.

6.2 Performance Comparisons with Our Schemes

To achieve the similar security level of 1024 bits RSA signature, Literature [15]
proposed |q| = 160 bits = 20 bytes and |G1| = 161bits ≈ 20 bytes; it requires 4.5 ms to
perform a bilinear map and 0.6 ms to perform a scalar multiplication in G1. For elliptic
curve digital signature algorithm (ECDSA), if the key is 28 bytes, then ECDSA sig-
nature is 53 bytes; the point on the elliptic curve is 29 bytes; public certificate is 84
bytes. It requires 0.8 ms to perform a signature and 4.2 ms to perform a verification
[18]. For AES algorithm, it requires 94 μs to perform encryption, the same with
decryption [19]. Raya proposed that when HMAC is based on SHA-224, the output is
28 bytes and the operation time is 28 μs [18]. From the definition of the bill list in
Sect. 4.3 and the payment list in Sect. 4.4, we obtain |m| = 2 + 10 + 16 + 200 +
8 = 236 (bytes) and |m′| = 2 + 16 + 10 + 10 + 8 = 46 (bytes). Since c ¼ H4ðwÞ � m,
|c| = 236 bytes. Similarly, |c′| = 46 bytes.

In the following, we shall mainly compare our SEMP scheme with Lee et al.’s
scheme [8] and Milburn et al.’s scheme [16]. The framework of Lee et al.’s scheme is
similar to ours. Though Milburn et al.’s scheme is mainly used in identify authenti-
cation environment and the system framework is not similar to ours, we extend it to a
QR payment environment.

In Lee et al.’s scheme [8], both a user and a shop have to obtain their public
certificates from CA during the initialization. Then they register themselves to payment
gateway (PG) using certificate. When finishing shopping, payment information and
digital signature are transmitted to PG. After verification, the shop shows shop number,
payment number and digital signature value in the form of QR to users. Then the user
downloads payment information from PG. During payment, he signs payment data and
transmits them to PG. In Milburn et al.’s scheme [16], the SQRL app hashes the
website address and master key together to create a private key. The identity of the user
is proved by the digital signature with the private key. There is no third party

Table 2. Computation and communication costs of the SEMP scheme

Setup Registration Bill
generation

Bill payment

Computation
costs

((n–1)
(2t + 1) + t + 1)TG1

2tTP + 2tTG1 TP + 4TG1 9TP + 11TG1

Communication
costs

(t + 1)|G1| + (n–1) |q| 2t|G1| |c| + 2|G1| |c′| + 2|G1|
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involvement in the authentication process. When master key leaks, SQRL identity lock
uses Diffie-Hellman key agreement to revoke it.

Figures 2 and 3 show communication and computation cost comparisons during
different phases, respectively. Here, n = 5 and t = 3 in our scheme. We observe that
setup phase in our scheme requires more computation and communication costs,
compared with the existing solutions [8, 16]. It is because we adopt a distributed key
generator structure to resist authority attacks and a detection method to find dishonest
authority nodes. Considering the setup protocol generally performs one time in the
system, its influence is limited. In addition, bill payment phase in our scheme requires
more computation cost. It is because the phase requires 9 bilinear map operations,
which is time-consuming. For communication cost, our SEMP scheme has better
performance to the existing solutions [8, 16] during registration, bill generation and bill
payment, while providing higher security level, especially in the aspect of resisting
authority attacks.

Fig. 2. The computation cost comparisons in different phases

Fig. 3. The communication cost comparisons in different phases
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7 Conclusion

Anti-forgery, anti-leak and convenience are the most concerned issues in mobile
payment. In this paper, we formalized the definition and secure payment model.
Subsequently, we proposed a SEMP scheme. In the scheme, payment data are signed
and encrypted based on IBE and private keys are issued by fully distributed PKGs.
Malicious users, dishonest TPP or dishonest PKG cannot impersonate a legal user to
authorize a payment. Our scheme has confidentiality, unforgeability and resistance
against authority attacks. Since no public key certificate is required, it has clear
communication advantage over PKI schemes. Security analysis and performance
analysis show that it has high security and convenience and it can be applied in mobile
payment efficiently.

For future research, we will discuss how to put the scheme into a practical system to
satisfy specific security and application requirements of mobile payment.
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