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Abstract In ESORICS2014, Liang et al. proposed an efficient cloud-based revoca-
ble identity-based proxy re-encryption scheme for public clouds data sharing, aimed
at both supporting user revocation and delegation of decryption rights. The main s-
trategy is to let the cloud periodic re-encrypt ciphertexts under the current time peri-
od to the next time period. If the user is revoked in the forth coming time period, he
cannot decrypt the ciphertexts by using the expired private key anymore. Compared
with traditional revocation technique by using PKG, this method has the advantage
of computation and communication efficiency. However, in this paper we show an
attack which allow the revoked user can decrypt the ciphertexts under the future
time period, if the revoked users colludes with the proxy. Although cloud-based re-
vocable identity based proxy re-encryption is a great idea for public cloud storage
sharing, it needs further research before this scheme can be practically adapted.

1 Introduction

Nowadays it is a very popular method to store personal or business files on the cloud
for its very cheap cost and instant accessing everywhere/everytime. Cloud service
providers can manage the hardware and software for cloud storage very flexible and
efficient in a cost-effective way. However there are some issues need to be solved
before cloud storage can be adapted more widely. Roughly speaking, there are two
main kinds of obstacles for cloud storage.
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The first one is the bandwidth, although there are rapid development on the com-
munication bandwidth these years such as we witness the growing from 2G, 3G to
4G, several years ago the personal average bandwidth is about 30kb while now it
is about 20Mb, the growth rate is about 1:200. However this growth rate for cloud
storage is still a great problem. Please note the data generation and growing speed
is more sharply. Several years ago average a person has 100MB datum but now this
amount is 1TB, the growth rate is about 1:10000. Although we shall use 5G tech-
nique in the near future, the bandwidth shall be still a problem compared with the
burst growing of datum.

The second one is the security and usability, most users prefer to upload their
datum to the cloud only if their files can be sure to be protected well. Most users
require the controllability of their uploaded files, or more better, the visibility of
their files. However now most cloud storage services can not do this well. In the
past when users store their file in their own computers or storage equipments, they
can be sure their files being secure for only themselves control on the equipments,
there are some physical boundaries on the file’s security. However if we upload the
files to the cloud, the physical boundaries are not exist anymore, every one’s files
are virtually organized in the cloud servers, and the attacker can break in the servers
to get other person’s files or launch the side channel attack on other person’s files. If
the uploaded files can not be used anywhere/anytime/anyplace, then cloud storage
will be no more attractive, thus usability is also an important concern for cloud
storage service. Furthermore, how to share files with others is another important
usage for cloud storage, if the data owners can not easily and securely share their
files with others, lots of effective business corporation among many parties can not
be implemented, which will hurdle cloud computation’s widely adapted.

To solve these challenges, especially the security problem in cloud storage, we
need develop some novel techniques such as PDP, POR, verifiable computation etc.
Here we focus on one basic requirement for cloud storage, how to share files se-
curely and flexibly. Proxy re-encryption is a primitive used to share files securely by
using cryptographic techniques [1] [2]. In proxy re-encryption [3] [4], a file encrypt-
ed under delegator’s public key can be re-encrypted by the delegatee’s public key by
the proxy, without the proxy knowing the underlying plaintexts or secret keys. For
the cloud has very powerful computation ability and is semi-trusted, thus it can be
the proxy for re-encryption. Thus until now there are many work on the construc-
tion of proxy re-encryption [18] [5] [7, 8] [12] [13] [14—17] and how to use proxy
re-encryption to share the files with others [9—11], these works are very impressive.
In 2001, Boneh and Franklin proposed the first practical identity based encryption
scheme, which can reduce the burden caused by public certificates via public key
infrastructure. By utilizing the benefits of identity based encryption and proxy re-
encryption, a new primitive called identity based proxy re-encryption [6] has been
proposed and used for sharing cloud data securely. Recently, Liang et al. proposed
a cloud-based revocable identity based proxy re-encryption scheme, which can not
only support ciphertext re-encryption, but also support revocation of cloud users,
which is a basic requirement for cloud data sharing. However in this paper, we show
their scheme can not resist the collusion attack, that is, if the revoked users collude
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with the proxy, they can derive some secret information (master private key) which
can decrypt any ciphertext in any period. Thus although we think cloud-based re-
vocable identity based proxy re-encryption is a great idea for public cloud storage
sharing, it needs further research before this scheme can be practically adapted.

2 Definition and Security Model

2.1 Definition

Definition 1. A Cloud-Based Revocable Identity-Based Proxy Re-Encryption (CR-
IB-PRE) scheme consists of the following algorithms. Below we let . ,. 9, .# be
identity space, time space and message space, respectively.

1. Setup: the setup algorithm intakes a security parameter k and a maximal number
of users N, and outputs the public parameters mpk, the master secret key msk,
the initial state st and an empty revocation list RL. For simplicity, we assume the
following algorithms include mpk implicitly.

2. KeyGen: the private key generation algorithm intakes msk, and a users identity
id € 1, and outputs a private key sk;; for the user id and an updated state st.

3. TokenUp: the token update algorithm intakes msk, an identity id, a token update
time period 7; € .7 , the current revocation list RL and st, and outputs a token 7,
where i € [1, poly(1¥)].

4. DeKeyGen: the decryption key generation algorithm intakes sk;;, T;, and outputs
a decryption key sk;,; for the user id under the time period 7; or L, if id has been
revoked, where i € [1, poly(1%)].

5. ReKeyGen: the re-encryption key generation algorithm intakes sk;q);, msk, T
and T/, and generates the re-encryption key as follows, where 1 <i <7'.

a. ReKeyToken: The re-encryption key token generation algorithm intakes msk,
T;, Ty, outputs a re-encryption key token y;_, .

b. ReKey: the re-encryption key algorithm intakes sk;;; and y;_,», outputs a
re-encryption key rk;;_,;;» which can be used to transform a ciphertext under
(id,T;) to another ciphertext under (id, Ty).

6. Enc: the encryption algorithm intakes id, T;, and a message m € .# and outputs
an original ciphertext C under (id, T;) which can be further re-encrypted.

7. ReEnc: the re-encryption algorithm intakes rky;,, and a ciphertext C under
(id,T;), and outputs either a re-encrypted ciphertext C under (id, Ty ) or a symbol
L indicating C is invalid, where 1 <i </

8. Dec:the decryption algorithm intakes skiq|; and outputs either a message m or a
symbol | indicating C is invalid.

9. Revoke: the revocation algorithm intakes an identity to be revoked id, a revoca-
tion time period T;, the current revocation list RL, and a state s¢, and outputs an
updated RL.
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Correctness: For any (mpk,msk) output by Setup, any time period T; € .7,
any message m € ./, and all possible states st and revocation list RL (where i €
[1, poly(1"))), if skiq is output by KeyGen(msk,id), T +— TokenU p(msk,id, T;, RL, st), skiq|;
DeKeyGen(skia, i), rkiq)i j <~ ReKeyGen(skiq|;,msk,T;, T;) (note for simplicity we
set j =i+ 1 here), we have

e if id is not revoked by Ti: Dec(skiy)1,Enc(id,Ti,m)) = m.
e if id is not revoked by T;:

Dec(skig)i, ReEnc(rkigji—1 i, - ,ReEnc(rkiq -2, Enc(id, Ty,m))) -+ ) = m

3 Review of Construction

In our construction we let state st be an unspecified data structure DS, and it depends
on which structure we use, e.g., st can be a binary tree. By a tuple (RL, st) we mean
a revocation list and its corresponding data structure

1. Setup(1¥,N). The setup algorithm runs (g, g, p,G,Gr) + % (1%), where ¢ is the
order of group G, it chooses a, €g Z*, group elements g»,g3,v1,v2 € G, a
random n-length set U = {u;|0 < j < n} and a target collision resistant (TCR)
hash function TCR, : G — Zj, where uj €g G. The public parameter is mpk =

(2,81,82,83,v1,v2,U, TCRy), the master secret key is msk = (g glpha,gg), RL=10
and st = DB, where g = g%.

2. KeyGen(msk,id). PKG chooses ri; €g Z}, sets the partial private key sk;; as
skiq, = gg (uo [Tje, uj)'e, skia, = g"id, where V4 is the set of all j for which the
Jj-th bit (of id) is equal to 1.

3. TokenUp(msk,id, T;,RL,st). PKG will check RL first so as to see whether id is
revoked or not. If it is revoked, output _L; else proceed. Choose r7, € Z;, and set

the token 7; as 7; | = (g‘zx/gf) (v -v;i)’Ti, Ti» = g'"i, where i is the index for the
time period.
4. DeKeyGen(skiy, T;). A user id runs the algorithm as follows.

a. Choose 7 €g Zj}, and randomize the token as 7,1 = 7; 1 - (vi -, ) Tio="Ti2" g
b. Choose ry,r2 € Z,, and set the updated secret key sk;q|; for identity id and
time period 7; as

skiglin = skia, - Tin - (uo T )™~ (v Vi
i€

$(up H uj (vi-vy )r2

J€Va

r 2 r 7
skiajip = skia, - 8" = &', skigjiz = Tin 8 =87,
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where 7| = rig +r1, /> = r1; + 7+ ry. Note the user will share ry,r>, 7 with the
PKG (suppose it is fully trusted) such that the PKG can store (id|i,7,7) in a
list List*™*ii for further use.

5. ReKeyGen(skiq|;, msk, T;, T). The re-encryption key rk;);_. is generated as fol-
lows.

a. ReKeyToken(msk, T;, T}). If a user id holding sky; is allowed to update
his key to another time period 7y, PKG generates the re-encryption key to-

v )IRE ) A A A -

T - (CO,C17C27C3) (*Enc(ld,’f;“é),

ken @; . as (P,-(L),-/ = s Py
(VI'VZI)rz 1—1
where & €g Gr, 7 is recovered from (id|i’, /1, /) which is stored the List*fiali
b. ReKey(skiq|i, ¢;ir)- After receiving ¢;_,y from PKG, the user id generates
the re-encryption key as follows.

. 1
i. Choose p €x Z;, and set rki = skigiy - @', - (uo I, u))P s ko = skigji -

gP,and rk3 = q)(z)

i—i"

ii. Output the re-encryption key rk;q);_,y = (rk1,rkz,rk3).

6. Enc(id,T;,m). Given an identity id, a time period 7;, and a message m € Gr,
the encryption algorithm chooses 7 €g Z;, and sets the original ciphertext C as
Co=m-e(g1,82),C1 =g, C2 = (uojer, u;)',C3 = (i -v2Ti)’. We assume that
the identity id and the time period 7; are implicitly included in the ciphertext.

7. ReEnc(rk;qjiy,C). Parse the ciphertext C under (id,T;) as (Cy,Cy,C2,C3),
and the re-encryption key rk;q|; .y as (rky,rky,rks3). The re-encryption algorith-

m computes Cy = igg:@; =e(g,8% (v -vg"/)TCR1 (€)), and next sets the re-
encrypted ciphertext C under (id, Ty) as (Cp,C1,Cs,rk3). Note if C under (id, Ty)
needs to be further re-encrypted to the time period Ty, then the proxy pars-
es rks as (Cp,C1,Ca,C3). Given a re-encryption key rkid|i,_>iu = (rk}y, rkh, rk%),
e(él,rk’l)

e(Cy,rkh)

the proxy computes C) =

(Co,C] ,C4,éo,él ,C:/‘, rkg)
8. Dec(skiq);,C). Given a ciphertext C under (id, T;), the decryption algorithm work-
s as follows.

, and sets the ciphertext C under (id,Ty) as

a. For the original ciphertext C = (Cy,Cy,C»,C3), the decryptor computes

e(C1,skig)i,1)
e(Ca, skig)i2)e(Cs, skig)i 3

] =e(g1,8)

and outputs the message

Co :m'e(glagZ)t _
e(g1,82) e(g1,82)

b. For the the re-encrypted ciphertext C:
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i

ii.

If the re-encrypted ciphertext is re-encrypted only once, i.e. C = (Cy,C1,Cy, rk3 =
(Co,C1,C2,C3)), then the decryptor computes

Coe(Ca,skigjin)e(Cs, skigyi 3)
e(C1,5kigji1)

=
Accordingly, the decryptor can finally compute

T\TCR, (£)
Co- e(Cly(Vl"Cz‘4) ) —m

If the ciphertext under id is re-encrypted [ times from time period 77 to
Ti+1, we denote the re-encrypted ciphertext as clHh) = (C(()l) , CEI) , Cil), e
C(()Z) , Cgl) , Cz(ll) , rkglﬂ)), where C(()l) and CEI) are the components of original
ciphertext under (id,T}), and rkglﬂ) = (C(()lH),C§’+l),C§l+l),C§’+l)) is the
ciphertext under (id, T;41)(i € [1,1]). We recover the message m as follows.
First set

I+1
C<()+ )e(C2(I+1)aSkid\l+1,2)e(C3(l+l)aSkid\l+1,3)

e(C1 Y skigyirn)

:g(l)

fromi=1to 2 set

cWe(Cl), (ks TCRIED))

J — 5(1‘71)
o

finally compute

ce(cl), wivB)TemE)
ci)

=m

9. Revoke(id,T;,RL,st). Update the revocation list by RL <— RLU {id,T;} and re-

turn the updated revocation list.

4 Our Attack

Our attack is based on the following observation: Assume user A is revoked at time
period 7/, and he maliciously at time period T;(i < i) colludes with the cloud which
holds the re-encryption key, they can derive a powerful secret key which can decrypt
the ciphertext for any time period 7 for j > i’. Considering this scenario: data owner
distributes his data contents with users A,B,C,--- ,Z, and these users have paid fee
for this content sharing service. Note here user A can be revoked by the data owner
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for his payment is not continued any more. A try to corrupt with the cloud by pay
a much less fee to the cloud, but the cloud want to hide this corrupt for the data
owner, thus it honestly do the re-encryption process but leak the re-encryption keys
to user A. By using this re-encryption key, A can derive the powerful secret key
which is enough to decrypt the future data contents of data owner, while data owner
can not blame the cloud for leaking the re-encryption keys, for these re-encryption
keys maybe leaked by other ways, such as leaking in the outsourcing process to the
cloud. Concretely the attack can be described as following:

1. According to the DeKeyGen algorithm, User A at time period 7; is with the secret
key
T;
skiaji1 = Skig, - Ti1 - (uo H uj) - (vievy)?
je/y/u{

zguonu/ vlv)

J€%a
r i r 7
skiqiiz = skia, -8 = 8", skigiz = Ti2-8* =7,

2. The cloud holds the re-encryption key rk;g;—1_,; where i — 1 <1, which is

1
rki =Skid71\i71,1'(Pi(,)H,-'(Mo [T )P rka = skigji—1,1 - 8°

i€
2
rks = ¢i(—3i/
where
i—1—i (Vl _V;",-,l)fz

<Pi(E)H,- = (Co,C1,65,G3) < Encl(id, T, §)
The cloud sends the re- encryption key to user A.

3. User A then can decrypt the (pl 1 _,;and get &, with this &, he can get (v ~v§’” )2,
and thus can get

Fskigi11 =85 (uo [T u)*P
i€V

— ot
Fskigjio1,=8"""

4. Itis easily to see Fskjq|; 1,1, Fskiq;—12 are powerful secret key for id, which can
decrypt any period ciphertext for id. For example, for ciphertext (Cy,Cy,Cy,rk3),
user A first decrypt rksz (with only (Cp,Cy,C5) to get &, and then finally get

e(Cy, (vlv )TCR1(§))
Co- =m
Cy

5. Thus user A can decrypt period ciphertext for id, whether he has revoked or not.
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5 Conclusion

In this paper, we show an attack to a recently proposed cloud-based revocable iden-
tity based proxy re-encryption scheme by colluding the proxy with the revoked user.
Our research results show that, although using cloud for revoking users with iden-
tity based proxy re-encryption is a great idea to reduce the complicated burden for
private key generation centers if using traditional method, it needs carefully design
and more consideration for being adapted widely.
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