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Abstract: With the development of information technology, the Internet of Thing (IoT) is
extensively employed in many fields such as logistics, medical healthcare, food safety and
intelligent transportation. The Radio Frequency Identification (RFID) technology is an
important building block of the IoT. Therefore, how to address security problem in RFID
system is a crucial issue for the security of the [oT. The RFID authentication protocol is a key
cryptographic protocol ensuring communication security because it could provide
authentication between the tag and the server. Recently, elliptic curve cryptography (ECC)-
based RFID authentication protocols were studied widely because they could provide better
security attributes compared with traditional RFID authentications. Lv et al. proposed three
ECC-based RFID protocols and claimed their protocols could overcome weaknesses in
previous protocols. Unfortunately, in this paper, we show that Lv et al.’s protocols cannot
withstand the man-in-the-middle attack. To solve security problems in their protocols, we

propose three improved ECC-based RFID authentication protocols.

Key words: Radio-frequency identification; Authentication protocol; Elliptic curve

cryptography; Man-in-the-middle attack;

1. Introduction

The Internet of Things (IoT) is an emerging paradigm based on the modern
wireless communication technology. Using embedded intelligence, the IoT could
provide interconnections among different things including physical objects, cyber

objects, and social objects [1]. With the development of many related technologies,
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such as communication technology, electrical production technology and system
integration technology, the IoT has been extensively used in many fields including
logistic management, supply chain management, electronic commerce, electronic
government and industrial manufacturing. According to a recent study [2], about 50 to
100 billion things will be connected to the Internet through the IoT by 2020. Due to
wireless communication, the IoT is more vulnerable to different attacks compared
with the traditional networks. Therefore, how to solve the security problem in the Iot
become a very important issue in practical applications.

To expand the application of the IoT, many technologies and network devices
such as the Radio Frequency Identification (RFID), wireless sensor networks and
cloud computation have been used in the IoT. As an important building block of the
IoT, the RFID technology attracted worldwide attentions from different fields. As an
important automatic identification and data capture technology, the RFID technology
is introduced during the Second World War. It could identify different objects such as
goods and animal using radio waves. Compared with the traditional barcode
technology, the RFID technology has many advantages: 1). Providing both read
capability and write capability; 2). Providing the function of reading many tags
synchronously; 3). Requiring no line-of-sight contact. Therefore, it could be applied
in many environments and considered as the best replacement of the traditional
barcode technology. According to a recently study [3], the market value of the RFID
technology will gross over USD 25 billion in 2018.

RFID authentication protocol is an important security protocol for ensuring
secure communication in RFID systems because it could provide authentication
between the tag and the server. Due to the limited computing power and storage of the
tag, it is difficult to design authentication protocols for RFID systems. Many RFID
authentication protocols [4-13] using XOR operations or hash function operations or
pseudo-random number generator have been proposed. According to Lee et al.’s study
[14], the Elliptic Curve Cryptography (ECC) is also suitable for the design of RFID
authentication protocol. Several ECC-based RFID authentication protocols [14-17]
have been proposed to support mutual authentication between the tag and the server.
The authentication process of those protocols is very complicated. In many
applications such as logistic management and supply chain management, only the

function that the server could authenticate the tag is needed. Compared with ECC-
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based RFID authentication protocols supporting mutual authentication, ECC-based
RFID authentication protocols supporting single authentication have better
performance.

Lee et al. [18] proposed an Elliptic Curve Discrete Logarithm (ECDL) problem
based randomized access control (EC-RAC) protocols for single authentication in
RFID systems. They demonstrated that their protocols were provably secure in the
generic group model. Unfortunately, Bringer et al. [19] and Deursen et al. [20]
pointed out that Lee et al.’s EC-RAC authentication protocols cannot withstand
tracking attacks and replay attacks. To solve those security problems, Lee et al. [21]
proposed three improved EC-RAC protocols. However, Deursen and Radomirovic
[22] pointed out that Lee et al. improved EC-RAC protocols were still vulnerable to
the tracking attacks. Lv et al. [23] also pointed out Lee et al.” protocols [21] were
vulnerable to tracking attacks. To withstand tracking attacks, Lv et al. proposed three
improved EC-RAC protocols. In this paper, we analyze the security of Lv et al.”s EC-
RAC protocols. We demonstrate that their protocols cannot withstand the man-in-the-
middle attacks. Afterwards, we proposed three improved EC-RAC protocols by
modifying Lv et al.’s protocols slightly.

The organization of the paper is sketched as follows. Section 2 reviews Lv et
al.’s EC-RAC protocols briefly. Section 3 analyzes the security of Lv et al.’s EC-
RAC protocols. Section 4 proposes the improved EC-RAC protocols to solve
problems in Lv et al.’s protocols. Security analysis and performance analysis are
proposed in Section 5 and Section 6 respectively. At last, Section 7 gives some

conclusions of the paper.

2. Review of Lv et al.’s protocols

To enhance security, Lv et al. proposed three ECC-based RFID authentication
protocols, i.e. Lv et al.’s EC-RAC 1 protocol, Lv et al.’s EC-RAC 2 protocol and Lv
et al.’s EC-RAC 3 protocol. For convenience, some notations used in the paper are
defined as follows.

® F(q): afinite filed;

® n:alarge prime number;

® E(F(q)): an elliptic curve defined in F(q) ;
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® P:apointon HF(p)) withorder;
® G the group generated by the point P;
® (y,Y): the p nrivate/public key pair of the server, where Y = yP;

® (x,,X): the secret information of the tag, where X = x,P,i =1,2;

2.1. Lv et al.’s EC-RAC 1 protocol

This protocol is a kind of secure identity transfer scheme. In the protocol, the
server could authenticate the tag by checking whether the received identity verifier is

stored in its database. At the beginning, the server chooses system
parameters params = {F(q ),E(F(q)),n,P,Y}. It also stores (X,) and (x,,Y) in

its database and the tag’s memory separately. As shown in Fig. 1, the following steps

will be executed between the tag and the server.

1). The tag generates a random number r,,, computes T, = r,,P and sends

12 1
the message {7} the server.

2). Upon receiving the message {T}, the server generates a random number
r.,,» and sends the message {r .} to the tag.

3). Upon receiving the message {r,}, the tag computes T, = (r,, + ro,x,r,,)Y
and sends the message {T,} to the server.

4). Upon receiving the message {7} , the server computes
U = r;(y"'T, = T,). The server checks whether U and x,T, are equal. If they are

not equal, the server rejects the session; otherwise, the tag is authenticated.
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Server (y) Tag (x.Y)
Generate 7, € Z,
B i L=np
Generater,, € Z,, {2}
T} Ty = (m+ myayy)Y

U= 0"L-T)
Check U=xT,

Fig. 1. Lv et al.’s Modified EC-RAC 1 protocol

2.2. Lv et al.’s EC-RAC 2 protocol

This protocol is a kind of secure identity transfer scheme and secure password
transfer scheme. In the protocol, the server could authenticate the tag by checking
whether the received identity verifier is stored in its database and the corresponding

password is correct. At the beginning, the server chooses system parameters
params ={F(q),E(F(q)),n,P,Y}. It also stores (x,, X, X,, X,) and (X, X,,Y)
in its database and the tag’s memory separately. As shown in Fig. 2, the following
steps will be executed between the tag and the server.

1). The tag generates a random number f,,, computes T, = r,,P and sends

1° 1
the message {7} the server.

2). Upon receiving the message {T}, the server generates a random number

r,,,» and sends the message {r} to the tag.

3). Upon receiving the message {r.,} , the tag computes
T, =(r, +roxr)Y, T, =(r, X, + r,x,,,)Y and sends the message {T,, T} to
the server.

4). Upon receiving the message {7, T} , the server computes

W=r(y™T,-T) and V = r (y'T, - x,T). The server checks whether both
equations W= x,T. and V = x,I, hold. If either of them does not hold, the server

stops the session; otherwise, the tag is authenticated.
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Server (x, X, x,, X,) Tag (x.7%,,Y)
Generate 7, € Z,
P {n} h=nf
Generater,) € Z,, {r)

L= +ryxm)Y
{0, 5} L= un +nxn)?

A

U=ri(7G-T)
Check U=xT,
V=ri O7E - 5T

Check V=x, 7}

Fig. 2. Lv et al.’s Modified EC-RAC 2 protocol

2.3. Lv et al.’s EC-RAC 3 protocol

This protocol is a kind of secure identity transfer scheme and secure password
transfer scheme. In the protocol, the server could authenticate the tag by checking
whether the received identity verifier is stored in its database and the corresponding
password is correct. At the beginning, the server chooses system parameters
params ={F(q),E(F(@)),n,P,Y}. It also stores (x,, X, X,, X,) and (x,, X,,Y)
in its database and the tag’s memory separately. As shown in Fig. 2, the following

steps will be executed between the tag and the server.

1). The tag generates two random numbers r,,, r,,, computes T, = r, P,
T, = r,,P and sends the message {T,,T,} the server.

2). Upon receiving the message {7,, T}, the server generates a random number
r.,,and sends the message {r_} to the tag.

3). Upon receiving the message {r,} , the tag computes
T, =(r, +roxr)Y, T, =(rX, +ryx,r,)Y and sends the message {7, T,}

to the server.
4). Upon receiving the message {T,,7,} , the server computes

U=r(yT,-T) and V = r (y"'T, - x,T,). The server checks whether both
equations U = x,T, and V = x,I, hold. If either of them does not hold, the server

stops the session; otherwise, the tag is authenticated.
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Server (x, X}, x,, X,) Tag (x.7%,,Y)
Generae 7,1, €2,
T=nrP
- {Tp Tg} ?; = fnP
Generater,) € Z,, {ra}
3.

 J

L=l trymndt
(R +ryxn)Y

o
1

(T3 )

U= 07G-T)

Check U=xT,
= rs_ll()‘_lﬂ -50)

?
Check F=x, 7]

Fig. 3. Lv et al.”’s Modified EC-RAC 3 protocol

3. Security analysis of Lv et al.’s protocols

With the development of the cryptographic theory, several security model for
RFID authentication protocols have been proposed . According to Vaudenay’s work,
attackers against the RFID authentication protocols could be divided into wide (or
narrow) attackers and strong (or weak) attackers. A wide (narrow) attacker is the one
who could (not) get the verification result of the server. A strong (weak) attacker is
the one who could (not ) extract a tag’s secret and reuse it. It is easy to say the wide—
strong attacker is the most powerful. We call a RFID authentication protocol is wide-
strong privacy-preserving if it is untraceable against the wide—strong attacker.

Lv et al. claimed that all their three protocols are wide-strong privacy-preserving
against the wide—strong attacker. Unfortunately, we will show their protocols are not

secure against the wide—strong attacker through proposing three concrete attacks.

3.1. Security analysis of Lv et al.’s EC-RAC 1 protocol

In this subsection, we analyze the security of Lv et al.’s EC-RAC 1 protocol. As

show in Fig. 4, the man-in-the middle attack is described as follows.
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1). The tag generates a random number r,,, computes T, = r, P and sends

the message {7} the server.
2). Upon intercepting the message {7}, the adversary generates a random

number r,, computes T, = r T and sends message {T;} to the server.

3). Upon receiving the message {T}, the server generates a random number

r.,, and sends the message {r ,} to the adversary.

s1?

4). Upon receiving the message {r_,}, the adversary sends it to the tag directly.

5). Upon receiving the message {r,}, the tag computes T, = (r,, + ro,x,r,,)Y

and sends the message {T,} to the server.
6). Upon intercepting the message {7,}, the adversary generates a random

number r,, computes T, = r_T, and sends message {T,} to the server.

2 a2

7). Upon receiving the message {T,} , the server computes

U = r;(y 'T) = T) . The server checks whether U and x,T, are equal. If they are

not equal, the server rejects the session; otherwise, the tag is authenticated.

Server (y) A Tag (%,¥)

Generate 7, € Z,
n} h=nf

Generate 7, € 2,

(T} T =rn7
Generater,, € Z,, ()
3
—_—
{ra}
Ty=(m+nyxn)¥

T} 3=+ raxm)

o T =nh

U= 0 G-T)

Check U= x T

Fig. 4. Attack against Lv et al.’s Modified EC-RAC 1 protocol
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Since T, =r, P, T/=rT, T, =(r,, + r,x,r;,,)Y and T = r,T,, then we

a a2’

could get that
U=riy o -T)=r (y'r,T, - r.T)

rs_11(y_1ra( Fey + rs1X1rt1)Y - I’al’HP)

ray'r(r, +roxr,yP —r.r,P)

s171 t1 at1

)

rs‘f(ra(r” + rs1x1r”)P— rarmP)

-1
rs1(rart1P+rars1x1rt1P_rart1P)

-1 _ _ /
rs1 rars1X1rt1P - X1rart1P - X17;

Thus, the message {T.} and {T;} could pass the verification of the server.

Therefore, we can conclude that Lv et al.’s EC-RAC 1 protocol cannot withstand the

man-in-the-middle attack.

3.2. Security analysis of Lv et al.”’s EC-RAC 2 protocol

In this subsection, we analyze the security of Lv et al.’s EC-RAC 2 protocol. As

show in Fig. 5, the man-in-the middle attack is described as follows.

1). The tag generates a random number r,,, computes 7, = r,,P and sends

12 1

the message {7} the server.
2). Upon intercepting the message {7}, the adversary generates a random

number r,_, computes 7' = r_ T, and sends message {T.} to the server.

3). Upon receiving the message {T}, the server generates a random number

ry,, and sends the message {r,,} to the adversary.

4). Upon receiving the message {r_}, the adversary sends it to the server
directly.

5).  Upon receiving the message {r,} , the tag computes
T, =(r, +ryxr)Y, T, =(r,x, + ryx,r,,)Y andsends the message {T,,T,} to

the server.
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6). Upon intercepting the message {T,, T.}, the adversary generates a random
number r,, computes T, = r.T,, T =r.T, and sends message {T,,T.} to the
server.

7). Upon receiving the message {T,,T;} , the server computes
W=r(y'T/-T) and V = r_(y T — x,T)). The server checks whether both

equations W= x,T” and V = x,I" hold. If either of them does not hold, the server

stops the session; otherwise, the tag is authenticated.

Server (x, Xy, x,, X)) A Tag (x.%,, )

Generate 1, € Z,
Tk h=nf

Generete 7, € Z,

f

Ty I =rh
Generater,, € Z,, )
sl

B
{ra}
o=y trgmn)y
{5, 5} L = (mx +rpxm)t
T =nT;
T ) T =rnT,

U=r] 0"G-T)
Check T/= 'xl TI'
V=r (" -xh)

Check V= x, T

Fig. 5. Attack against Lv et al.’s Modified EC-RAC 2 protocol

Since T, =r,P , T'=rT T, =(r, +ryxr)yY

s171° t1

T, =(r.x, +r.X,r)Y, T,=rT and T = rT,,thenwe could get that

a2 3 a3’
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U=riy L -T) = rgyrT, - 1,T)
= rs_11(y_1ra(rt1 + 1 X, )Y = r,r,P)

= rs_11(y_1ra(rt1 + rs1x1rt1)yP— rarmP) ?)
= rs;1(ra(rt1 + r Xy )P = r.r,P)

o
_rs1(rart1P+rars1X1rt1P_rart1P)
-1

4
=TIy rars1x1rt1P = X1rart1P = X17;

and

V = rs;1(y717:3, - X17;,) = rsi11(y71ra7(—3 - X T)

1 a1

= rs_11(y_1ra(rt1x1 + rs1x2rt1)y - X1rart1P)
= rs_11(y_1ra(rt1x1 + 1 X L )YP = x,r.r,.,P) 3)

-
= rs1(ra(rt1x1 + rs1x2rt1)P_ X1I’ar”P)

-1
rs1(rar!1X1P+rs1x2rt1P_X1rar!1P)

_ - - xT
- rS1 rs1x2rt 1P - X2rt1P - X27:
Thus, the message {7,} and {T,, .} could pass the verification of the server.

Therefore, we can conclude that Lv et al.’s EC-RAC 2 protocol cannot withstand the

man-in-the-middle attack.

3.3. Security analysis of Lv et al.’s EC-RAC 3 protocol

In this subsection, we analyze the security of Lv et al.’s EC-RAC 2 protocol. As

show in Fig. 5, the man-in-the middle attack is described as follows.

1). The tag generates two random numbers r,,, r,,, computes T, = r, P,

T, = r,,P and sends the message {T,,T,} the server.

2). Upon intercepting the message {7, T,}, the adversary generates a random
number r,, computes T =rT , T)=rT, and sends message {T,T} to the
server.

3). Upon receiving the message {7, T,}, the server generates a random number

ry,, and sends the message {r_} to the tag.
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4). Upon receiving the message {r_}, the adversary sends it to the server
directly.
5). Upon receiving the message {r,}, the tag computes T, = (r,, + r_x,r,,)Y,

s1717 t1

T, =(rXx, + ryx,r,,)Y andsends the message {T,,T,} to the server.
6). Upon intercepting the message {T,,T,}, the adversary generates a random

number r,, computes T,

L =rT, , T, =rT, and sends message {T,, T} to the

SCrver.

7). Upon receiving the message {T,,T,} , the server computes
U=r(y'T]-T) and V = r (y"'T, - x,T}). The server checks whether both
equations U = x,T” and V = x,T, hold. If either of them does not hold, the

server stops the session; otherwise, the tag is authenticated.

Server (x, X}, x,, X)) A Tag (%, 7, Y)
Generate 7,7, €2,
f=nf

013} L=rP
Generate 7, € Z,
f
T =rf
) L =n0
-t e
Generater,, € Z, )
T e
{r_u_}
=l rrrm)y
T T4} Ty = gy tryxn)¥
T =n;
{To 7% Tver =n7

U=r (BT}
Check U7 = ‘xl T
V=o' G - 5%

?
Check V=2, 7{

Fig. 6. Attack against Lv et al.’s Modified EC-RAC 3 protocol
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Since 7; = r”P’ T2 =r P’ 7;': rT;’ 7’2’: rTZ’ 7; :(f't1 +rs1x1r”)Y,

t2

T, =(rx, +r. x,r,)Y, T=rT and T = r.T,,thenwe could get that

Us=ry T =-T) =ry7rT, -
= rsjl1(y71ra(rt1 + I Xry Y = r,r,P)
P)

T)

a1

IV
=1y orln, + roxn)yP —r.r,
(2)

= rs_11(ra(rt1 + I'S1X1I'H)P— f'af'HP)

-1
rs1(rar”P+rars1x1r”P—rar”P)

— 1 — — 4
- rs1 rars1x1rt1P - X1rart1P - X17;

and

V = rs;1(y717:1, - X17;,) = rs;1(y71ra7:t - X r T)

17 a2

rs;1(y71ra(rt2x1 + rs1X2rt2)y - X1rar12P)

rs;1(y71ra(rt2x1 + rs1X2r12)yP - X1rart2P) (3)

-1
rs1(ra(rtzx1 + rs1x2r12)P—x1rar12P)

-1
rs1(rart2X1P+rs1X2rr2P_X1rart2P)

— -1 — — 4
- rs1 rs1x2rt2P - X2r!2P - X2T2

Thus, the message {T,T,} and {T.,T,} could pass the verification of the

30 4
server. Therefore, we can conclude that Lv et al.’s EC-RAC 3 protocol cannot

withstand the man-in-the-middle attack.

4. The proposed protocols

From the description of Lv et al.’s protocols, we know that there is linear
relation between two messages sent by the tag. The linear relation could be used by
the adversary to carry out the man-in-the-middle attacks. Subsequently, breaking the
linear relation is the simplest way to withstand those attacks. Based on such thought,

our protocols are described as follows.

4.1. Our EC-RAC 1 protocol

This protocol is a kind of secure identity transfer scheme. In the protocol, the

server could authenticate the tag by checking whether the received identity verifier is
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stored in its database. At the beginning, the server chooses system parameters
parans ={Fq),HHRq)),n P, Y} . It also stores (X,) and (x,,Y) in its

database and the tag’s memory separately. As shown in Fig. 7, the following steps

will be executed between the tag and the server.

1). The tag generates a random number r,,, computes T, = r,,P and sends
the message {7} the server.

2). Upon receiving the message {7}, the server generates a random number
r.,,and sends the message {r} to the tag.

3). Upon receiving the message {r,} , the tag computes
T, =(r,x(T,) + ryx,r,,)Y and sends the message {7,} to the server, where x(T,)
denotes the x-coordinate of the elliptic curve point T, .
4). Upon receiving the message {7} , the server computes

U =r(y T, = x(T)T,). The server checks whether U and x,T, are equal. If

they are not equal, the server rejects the session; otherwise, the tag is authenticated.

Server (y) Tag (%,¥)
Generate 7, € Z,
) 5] L=nP
Generate r,, € Z, {ra}
) Ty = (g x(T) +rymm)Y

-

U=rl 07 - 2(HT)

Check U=xT,

Fig. 7. Lv et al.’s Modified EC-RAC 1 protocol
4.2. Our EC-RAC 2 protocol

This protocol is a kind of secure identity transfer scheme and secure password
transfer scheme. In the protocol, the server could authenticate the tag by checking

whether the received identity verifier is stored in its database and the corresponding
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password is correct. At the beginning, the server chooses system parameters
parans ={Hq), HHq)),n, P,Y}. It also stores (x,, X, x,, X,) and (x,,X,,Y)
in its database and the tag’s memory separately. As shown in Fig. 8§, the following
steps will be executed between the tag and the server.

1). The tag generates a random number r,,, computes T, = r,,P and sends

12 1

the message {7} the server.

2). Upon receiving the message {7}, the server generates a random number
r.,,and sends the message {r} to the tag.

3). Upon receiving the message {r,} , the tag computes
T, =(r,X(T)+roxr)Y, T, =(r,xx(T,)) + r,x,r,,)Y and sends the message
{T,,T.} to the server, where X(T,) denotes the x-coordinate of the elliptic curve
point T, .

1

4). Upon receiving the message {7,

I}, the server computes

W=r(y T, - xT)T,) and V =r_(y T, = xx(T)T.) . The server checks
whether both equations W= x,T. and V = x,T. hold. If either of them does not

hold, the server stops the session; otherwise, the tag is authenticated.

Server (x, X, xp, X)) Tag (x,x,Y)
Generate 7, € Z,
P I} L=nP
Generater,, € Z, {ra}

T = (ryx(T) +rxm)Y
{0, 5} L = (xx(T) +raxrg )Y

-

U=r'07'G - x@G)T)

Check U==x T,
V=r] 07 G- xx(DT)

Check V= x,7,

Fig. 8. Lv et al.’s Modified EC-RAC 2 protocol
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4.3. Our EC-RAC 3 protocol

This protocol is a kind of secure identity transfer scheme and secure password
transfer scheme. In the protocol, the server could authenticate the tag by checking
whether the received identity verifier is stored in its database and the corresponding

password is correct. At the beginning, the server chooses system parameters
params ={F(q),E(F(g)),n,P,Y}. It also stores (x,, X, X,, X,) and (x,, X,,Y)

in its database and the tag’s memory separately. As shown in Fig. 9, the following

steps will be executed between the tag and the server.

1). The tag generates two random numbers r,,, r,,, computes T, = r, P,

T

, = I,P andsends the message {7, T} the server.

2). Upon receiving the message {7,, T}, the server generates a random number
r,,,and sends the message {r} to the tag.

3).  Upon receiving the message {r,} , the tag computes
T, =(r,X(T)+r.xr)Y, T, =(rxx(T)+r.x,u,)Y and sends the message

{T,, T,} totheserver, where x(T,) and X(T,) denote the x-coordinate of the elliptic

curve points T, and T,

] , respectively.

4). Upon receiving the message {T,,7,} , the server computes
U=r(y T, =x(T)T,) and V =r_(y T, = xx(T)T,) . The server checks
whether both equations U = x,7 and V = x,T, hold. If either of them does not

hold, the server stops the session; otherwise, the tag is authenticated.
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Server (x, Xy, x,, X,) Tag (x.7%,,Y)
Generae 7,1, €2,
T=nrP
- {T], Tg} ?; = 'erP
Generater,) € Z,, {ra}
3.

 J

L = (ryx (@) +rgmn )Y
(

{7 Ty} Ty = (namx(T) + nyxyhg) Y

-

U=ri OG- x(DT)

Check U=x T,
V=r (07T - xx(D)T)

?
Check V'=x,7

Fig. 9. Lv et al.’s Modified EC-RAC 3 protocol

5. Security analysis

In this section, we just analyze the security of our EC-RAC 1 protocol because
security analysis of the other two protocols is similar. We demonstrate that our EC-
RAC 1 protocol could provide security properties and withstand various attacks.

Authentication: According to the description of our EC-RAC 1 protocol, it is

impossible to generate T, = (r,,x(T,) + r,,x,r,,)Y without the secret key x,

because the adversary faces the ECDL problem. Thus, the server is able to
authenticate the tag by checking if U = rs’11( y’17; - x(T)T) and x.,T, are equal in
step 4 of our EC-RAC 1 protocol.

Anonymity: The adversary may intercepts messages {7}, {r} and {T}

transmitted between the tag and the server, where T =r P and

T, =(r,,x(T,) + ryx,r,,)Y . Due to the hardness of the ECDL problem, the adversary

cannot get any information about x, from T, because he does not know the

2

server’s secret key ¥ . Thus, our EC-RAC 1 could provide anonymity.
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Man-in-the-middle attack: Upon receiving the message {T.} generated by the

computes T, = r,T and sends

tag, the adversary generates a random number r ]

a’

message {T,} to the server, where T, = r,,P. Upon receiving the message {7}, the

server generates a random number r,,, and sends the message {r.,} to the
adversary. Upon receiving the message {r_}, the adversary sends it to the tag
directly. Upon receiving the message {r_,} , the tag computes

T, =(r,X(T) + r_xr,,)Y and sends the message {7,} to the server. Upon

intercepting the message {T,}, the adversary generates a random number r_,

computes T,

5 = r,T, and sends message {T;} to the server. Upon receiving the

message {T}}, the server computes U = r_(y'T) - T)). The server checks whether

U and X17;' are equal. It is easy to check that U and X17;' are not equal. Then,
the server could find the attack. Thus, our EC-RAC 1 protocol could withstand the
man-in-the-middle attack.

Impersonation attack: The adversary generates a random number r,, ,

computes T, = r,,P and sends the message {7} the server. Upon receiving {T},

the server generates a random number r_,, and sends the message {r_} to the

s1?

adversary. However, the adversary cannot generate T, = (r, x(T,) + rox,r,,)Y
because he does not the secret key X, . The server could find the attack by checking

whether U = rs’1( y’1T2 - x(T)I) and x,T, are equal. Thus, our EC-RAC 1

1
protocol could withstand the impersonation attack.

Replay attack: Suppose the adversary intercepts messages {7,} and {T,} sent

by the tag, where T, =r, P and T, =(r, x(T,) + r.x,r,,)Y . The adversary

replays {7} to the server. Upon receiving {T;}, the server generates a random

number r,, and sends the message {r_} to the adversary. Then, the adversary

s1?
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replays {T,} to the server. However, the server could find the attack by checking
whether U = r(y T, — x(T,)T,) and x,T, are equal because the server generates

a new random number r_, for each session. Thus, our EC-RAC 1 protocol could

withstand the replay attack.

Tracking attack: The adversary may intercepts messages {T .}, {r,,} and {7,}

transmitted between the tag and the server, where T =r P and

T, =(r,X(T)) + r_x,r,,)Y . However, he cannot get information about tag’s identity

from those messages because he does not the server’s secret key y . Thus, our EC-

RAC protocol could withstand the tracking attack.

6. Performance analysis

In this section, we give performance analysis of our three EC-RAC protocols.
We also compare the performance of our protocol with that of Lee et al.’s three EC-
RAC protocols [21] and Lv et al.’s three EC-RAC protocols [23]. Some notations

used in our analysis are defined as follows.
® T :the running time of a modular addition operation;

® T :the running time of a modular multiplication operation;

o T

., - the running time of a modular inversion operation;
® T _:the running time an elliptic curve point addition operation;

® T :the running time an elliptic curve point multiplication operation;

Table 1. Computation cost comparison

The server The tag
Lee etal.’s EC-RAC 1 2T +1T _+3T IT_+1T _+2T,_
Lvetal.’s EC-RAC 1 2T +1T_+3T 1T +2T +2T_
Our EC-RAC 1 2T +1T  +4T_ IT 3T, 2T
Lee etal.’s EC-RAC 2 2T, 2T, +4T, 2T, 3T +3T_
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Lvetal.’s EC-RAC 2 2T 2T +6T 2T +5T +3T
Our EC-RAC 2 2T, 2T +1T 2T +1T, 43T
Lee et al.’s EC-RAC 3 2T +2T  +4T_ 2T +3T +4T_
Lvetal.’s EC-RAC 3 2T 2T +71T 2T +5T +4T,
Our EC-RAC 3 2T 42T +8T 2T +7T, +4T

The computational cost comparison of our three EC-RAC protocols, Lee et al.’s
three EC-RAC protocols [21] and Lv et al.’s three EC-RAC protocols [23] is
demonstrated in Table 1. According to Table 1, the Lee et al.’s EC-RAC 1/2/3
protocol and Lv et al.’s 1/2/3 protocol has better performance than our EC-RAC 1/2/3
protocol. However, Lee et al.’s three EC-RAC protocols [21] suffer from the tracking
attack and Lv et al.’s EC-RAC protocols [23] suffer from the man-in-the-middle
attack. As a cryptographic protocol, the security is the first important factor in the
design of RFID authentication protocol. Our three EC-RAC protocols sacrifice
performance slightly to solve the security problems in Lee et al.’s protocols and Lv et

al.’s protocol. Therefore, our EC-RAC protocols are more suitable for RFID systems.

7. Conclusions

With the widespread use of the RFID system in our daily life, the design secure
RFID authentication protocols attract extensive attention. Recently, ECC-based RFID
authentication protocols were studied widely because they could provide better
security. Based on Lee et al.’s work, Lv et al. proposed three EC-RAC protocols for
authentication in RFID systems. We first demonstrate that Lv et al.’s protocol suffer
from the man-in-the-middle attacks. Subsequently, we proposed three security
enhanced EC-RAC protocols to solve security problems in Lv et al.’s protocol.

Analysis shows that our protocols are more suitable for RFID systems.
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