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Abstract. In this paper will be presented comparison and security features of
biometric and linguistic threshold schemes. Additionally efficiency evaluation
for such protocols will be done. Possible application of presented algorithms
will be described with future directions in the area of strategic information
management, and security for cloud applications.

1 Introduction

For division of strategic data cryptographic threshold protocols were proposed. The
first sharing methods were proposed in late seventies, but till now it have been
proposed many complex, efficient, and secure algorithm. All such techniques define
two different classes i.e. secret sharing techniques and secret splitting. Data sharing
algorithms were presented manly in [1], [2], [3], and the main idea of such methods is
to secure information by split them between particular groups of participants. All
secret splitting methods allow to generate a particular number of secret parts (called
shadows), than distribute them among participant of protocol. But to restore the
original information it is necessary to compile all the secret parts. In secret sharing
approaches shadow generation is very similar, but to restore the original information
it is enough to compile a less number of secret parts. Secret sharing is more universal
and allows to restore the previous information also in case of losing any secret parts.

For similar tasks we propose two new types of threshold procedures called
biometric threshold schemes and linguistic threshold schemes. These algorithms
allow involving some personal information into the encryption process [4], [5], [6],
[7]. In following section will be presented these procedures with theirs features
evaluation and comparison.
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2 An Idea of Linguistic Threshold Schemes

The first proposed technique for information sharing is linguistic threshold procedure
[1]. The main idea of such methods lays in using mathematical linguistic formalisms
for representation of shared data and encoding procedure. In this technique it is
necessary to define special type of formal grammars which enable encoding bit
sequences with different length. It only depends on the defined formal grammar as
well as some features, which may be additionally encoded in one of generated secret
parts. The way of information encoding using linguistic procedures is more general
encoding scheme use in DNA cryptography [8], [9]. However in classic DNA
cryptography can use only four nitrogen bases, to encode particular bits of
information or two bits block in particular nitrogen bonds.

In linguistic threshold schemes it is possible to create more general encoding
structure, which allows encoding in one step, more than two bits of information e.g. 5,
6 or more.

3  Information Division Using Biometric Threshold Schemes

Second approach is connected with using some personal features in sharing protocol.
Such technique is called biometric threshold schemes and was proposed by authors in
[9]. In biometric threshold schemes each shadow is generated using biometric
features. In biometric threshold schemes is possible to use the single biometric feature
or several different patterns [10], [11]. The most popular biometric patterns
appropriate for this purpose are:

fingerprint patterns,

handwriting features,

retina patterns,

facial features,

hand vein layouts,

voice parameters.

Sometimes we can also consider different non-standard personal features obtained
from different sources like medical records, personal habits or behavioral feature [12],
[13].

The biometric data encryption is realized in two separated steps. The first one, is
after splitting the information, and contains indexing procedure for each shadow by
biometric features. The second one, is realized while combining the strategic
information.

Such techniques allow to perform secure data sharing processes, because each
participant gives only shadow marked by his or her personal features. It isn’t possible
to give shadow to non-trusted participants.
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4  Comparison of Linguistic and Biometric Sharing Protocols

Both described classes of proposed threshold procedures i.e. linguistic threshold

procedures and biometric threshold protocols are not only very interesting from

scientific point of view, but also extend features of classic threshold procedure.

Biometric and linguistic threshold procedures are extensions for classic threshold

procedure, and remain all security features, which characterize classic protocols. Both

of them have also some important additional features, which are not present in classic

threshold algorithms. Among such additional features in linguistic threshold

procedures we can find:

1. Application of formal grammars and languages to split strategic information.

2. Possibility to encode block of information with different bit length.

3. Polynomial complexity which depends on applied formal grammar.

4. Possible application for strategic data sharing in different management structures
like layered as well as hierarchical structure [14], [15].

5. Possibility to generate personalized shadows, which determine the way of
information encoding.

6. Application in secure information management tasks for different structures.

7. Possibility to generate different number of secret parts considering personal
accessing grant to original information.

Most important additional features in biometric threshold procedures are
following:

1 Possibilities of creating personalized shadows. Such shadows allow not only
restoring original information but also determining the owner of secret part [16].

2 Applicability with cognitive information systems at the stage of personal feature
extraction [17], [18].

3 Standard and non-standard biometrics may be use in shadow generation.

4 Unlimited number of shadows can be generated.

Mentioned features, make these systems very universal with many possibilities of
different application.

5 Conclusions

Described in this paper sharing protocols have many important features, which make
them applicable in personalized cryptography or secure information management
tasks. These protocols seem to be very efficient and secure because security features
are guaranteed by basic threshold procedure, which may be use in the whole sharing
protocol. Additionally both of these procedures have some special properties, which
extend its functionality.

In biometric threshold procedures it is possible to use some personal
characteristics, which finally allow creating personalizes parts of divided information.
Such feature allows determining who is the owner of secret part, what also prevent the
information leakage, when such protocol may be violated.
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In linguistic threshold schemes it is possible to divide information in different
manners considering the numbers of trusted persons and also theirs accessing grants
to restore original information. Both of these protocols may be applied in general
secret sharing application, but also in professional strategic data sharing and
management, and trusted communication infrastructures [19]. They may also be
applied in secured data distribution in the cloud environment, and information or
services management in ubiquitous computing or ambient world.
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