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Abstract. Integration testing of automotive embedded software func-
tions that are distributed across several Electronic Control Unit (ECU)
system software modules is a complex and challenging task in today’s
automotive industry. They neither have infinite resources, nor have the
time to carry out exhaustive testing of these functions. On the other
hand, the traditional approach of implementing an ad-hoc selection of
test scenarios based on the testers’ experience typically leads to both test
gaps and test redundancies. Here, we address this challenge by proposing
a verification strategy that enhances the process in order to identify and
mitigate such gaps and redundancies in automotive system software test-
ing. This helps increase test coverage by taking more data-driven deci-
sions for integration testing of the functions. The strategy was developed
in a case study at a Swedish automotive company that involved multiple
data collection steps. After static validation of the proposed strategy it
was evaluated on one distributed automotive software function, the Fuel
Level Display, and found to be both feasible and effective.

Keywords: Verification strategy - Distributed automotive embedded
software - Test coverage - Test process improvement * Case study

1 Introduction

The automotive industry has been significantly affected by the industrial soft-
ware revolution over the past decade. The share and importance of software
within a vehicle is growing steadily. Early on it was anticipated that 90 % of all
future automotive innovations will be driven by software [10] and since then it
has become clear that the industry is increasingly software-centric.

An automotive vehicle consists of Electronic Control Unit (ECU) systerms,
which are essentially embedded microcontrollers with corresponding software
components. These ECU systems interact in order to execute the desired func-
tionality in the vehicle like controlling the engine and operating air bags.
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In the past, each single ECU system had a single dedicated function. Hence,
execution of a function required the software within only one of the ECU sys-
tems to execute independently. Nowadays, the functions are being designed to be
realized through the interaction among different sub-functions and ECU systems
via multiple Control Area Networks (CANSs) [11]. Such cross-functionality i.e., a
function distributed across multiple ECU systems and consequently across sev-
eral system software modules is a common and complex phenomenon in today’s
automobile vehicles.

In the automotive industry, the standard V-model is most widely used for
the engineering processes of embedded system software development. A typical
V-model implemented by Scania [1], a major manufacturer of commercial heavy
vehicles in the European automotive industry, can be seen in Fig. 1. Similarly,
across the automotive industry, testing of the embedded system software func-
tions occurs at different test levels. Here, the term ‘test level’ is used to indicate
the test focus. “Fach test level describes an area of test responsibility” [1]. For
instance, at the system test level, for each individual ECU system of the vehicle,
the software modules are mounted on the corresponding ECU system hardware
like the engine and the gearbox and tested independently. At the vehicle inte-
gration test level, the software modules corresponding to all the ECU systems
which make up the vehicle are tested together in their actual operational vehicle
environment. The testing across the test levels is performed either as Hardware
in the Loop (HIL) testing, where individual ECU systems or the entire vehicle
is executed under simulated environments [12], or using real ECU systems or
vehicles. The exact number of test levels and terminology used to describe each
test level may differ from one automotive company to another. But what remains
the fundamental similarity in the concept of testing is that, at each test level,
the test strategy adopted aims to address and test the system software behavior
at a different level of abstraction and provides a different degree of coverage of
the object under test [21].
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Fig.1. The V-model implemented at Scania [1] to test their distributed embedded
software functions
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The distributed nature of functions across several embedded system software
modules makes integration testing of the automotive system software a complex
and challenging task [17]. Exhaustive integration testing of the distributed func-
tions using the numerous variants across the software modules is not feasible since
the automotive industry neither has infinite resources nor has the time to carry
out such exhaustive testing [3]. On the other hand, going by the traditional app-
roach of implementing an ad-hoc selection of test scenarios based on the testers
experience typically leads to both test gaps and test redundancies across the test
levels [8]. Hence, there is a pressing need for a feasible and effective verification
strategy for integration testing of the distributed automotive embedded software
functions that would help improve test coverage while reducing test redundancies
and test gaps across the test levels. A review of research in test, verification, and
validation in the automotive domain has revealed that research focusing on study-
ing such challenges of high-level integration testing of the distributed automotive
embedded software functions like in [11,27], is limited. More over, research propos-
ing and validating strategies and solutions to cope with such critical integration
test challenges, like in [3], has been found to be sparse.

2 Research Design

The research was conducted in association with Scania, a major manufacturer
of commercial heavy vehicles in the European automotive industry. This section
provides an overview of the research design. It is based on the guidelines for
conducting and reporting case study research in [20].

2.1 Research Questions

The goal of the research was to initially identify the challenges in automotive sys-
tem software testing of the distributed functions. Thereafter, the research aimed
to propose and evaluate a verification strategy which was based on addressing a
suitable subset of the identified challenges. Here, the evaluation of the proposed
strategy was in terms of its effectiveness and feasibility. Initially, the strategy was
evaluated based on static comparitive analysis using scientific literature knowl-
edge and industry expert opinion. Thereafter, the strategy was evaluated based
on its implementation on a legacy distributed automotive software function- Fuel
Level Display. Hence, in addition to having a realistic real world setting where
the proposed strategy was studied, the analysis has been extended towards inves-
tigating the perceived effectiveness and feasibility of the proposed strategy based
on static data collected from industry experts and scientific literature.

Based on the above mentioned aims of the study, the research questions (RQ)
formulated are as follows.

RQ1: What are the major challenges with the current approach to test distrib-
uted software functions across test levels at the automotive case company?
RQ2: What is the feasibility and effectiveness of implementation of the proposed
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process enhancement based verification strategy according to (a) scientific lit-
erature knowledge, (b) industry expert opinion and (c) Historic data in a real
world setting?

2.2 Case Selection

Scania was chosen to be a suitable case for conducting the research and answering
the research questions. Scania is present in more than 100 countries and has been
successfully running for 250 years with over 45,000 employees. It represents a real
world setting of an automotive industry that is facing software-related challenges
in several fronts including the area of integration testing which is the focus of
the current research. Hence, this single-case study has been deemed appropriate
due to its representitive nature [31] of the automotive industry companies that
are effected by the advent of software in the field of integration testing.

2.3 Data Collection Procedure

One of the data collection methods was through conducting interviews of differ-
ent practitioners involved in the software testing activities at the case company.
A non-probabilistic judgement based sampling technique [14] was employed for
selection of interview subjects. Practitioners who were involved in, and had ade-
quate knowledge and experience in testing were chosen. The identified practition-
ers included a total of 13 test engineers from different departments with varied
experience belonging to 3 categories based on test levels, which are, System
Test Engineers, Function Test Engineers, and Lab and Vehicle Integration Test
Engineers. The interviews conducted were face-to-face, semi-structured inter-
views with open-ended and close-ended questions. Apart from interviews, data
from relevant artifacts in databases and archived documents in the form of test
reports, test results, test cases, function requirements specification and func-
tion architecture design documents among others have been used as alternative
sources of data to achieve data triangulation [20].

2.4 Data Analysis Procedure

The data collection methods facilitated collection of both qualitative (predomi-
nant) and quantitative data through interviews, archived documents and data-
bases. Strauss and Corbin’s Grounded Theory (GT) approach [26], a commonly
used method that facilitates the analysis of qualitative and quantitative data was
employed to answer the research questions. The three steps of coding process -
open coding, axial coding and selective coding- were performed. The theory so
generated was confirmed through the hypothesis confirmation method of trian-
gulation. In addition to data traingulation, user-group triangulation [30] based
on selection of interview subjects from multiple categories and multiple sub-
jects from each category, and evaluator traingulation [30] based on reviewing
the results obtained with several researchers working within similar areas of
research was employed. Hence, the final output of data analysis presents results
that are both grounded and supported by a body of evidence.
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2.5 Validity Procedure

The proposed strategy addresses process-based challenges. The validity of the
strategy was evalutated based on its effectiveness of obtaining the desired
results and its feasibility for implementation with optimum cost and effort. To
assess these aspects of the strategy, a static comparitive analysis of the process-
enhacement approach proposed in this strategy with alternative process enhance-
ment approaches was performed. This analysis was based on scientific literature
knowledge and industry expert opinion. Here, scientific literature knowledge was
captured by conducting a literature review as per the guidelines presented in
[19]. To capture industry expert opinions, six practitioners from Scania with
vast experience and high knowledge in the relevant areas were carefully cho-
sen. The evaluation study was conducted based on an assesment of the cost,
in terms of time and people effort in implementing the strategy, certainty of
Return on Investment (ROI) in terms of the likelihood that the implementation
of the strategy would bring the desired results, and value of the ROI in terms of
the extent to which the results obtained on implementing the strategy solve the
challenges at hand. There after, historic data pertaining to testing a distributed
automotive software function - Fuel Level Display across the different test levels
for three test rounds spread over three months was collected. This historic data
was then used to implement the proposed strategy and analyse the results to
assess its feasibility and effectiveness in a real world setting.

3 Challenges in Automotive System Software Testing

The challenges, in the form of issues, pertaining to the approach implemented to
test distributed automotive software functions across the test levels at the case
company have been summarized and presented in Table1 to answer research
question RQ1. It was identified that the challenges found through the case study
were similar to the challenges presented in exisiting scientific literature [11,27].
The study of the interdependent relationships that exist among the identified
issues helped establish that there is a very intricate relationship that can be
represented through a multi-way dependency among the identified set of people,
process and technology issues. For instance, let us consider the complex relation-
ship between one identified set of people, process and technology issues presented
in Fig. 2. Hence, it was inferred from the results obtained on performing several
steps of data analysis that, an intricate set of people, process and technology
issues formed the source for the fundamental issues for integration testing of the
distributed software functions at the case company.

A further study of the areas of people, process and technology and the rela-
tionships that exist between the issues within these areas in the current context
was performed. It was then identified based on literature [18] and on case study
results (refer to Fig.2), that process issues lie at the core of the three identi-
fied issue areas. Technology is adopted to fit the process established, and people
knowledge and effort is built around the process. Hence, addressing the process
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Table 1. Identified challenges in the form of issues with current approach to test
distributed embedded software functions at Scania

SNo | Issue category Description of issues

1 People Issues Ambiguity of test role at function test level and a
lack of bigger picture of function test effort distri-
bution across test levels

Lack of appropriate means to share knowledge per-
taining to test results across the test levels

2 Process Issues Incomplete, vague and untestable higher level func-
tion requirements specification

Variant-focused testing is highly dependent on each
individual tester’s knowledge with lack of means to
handle function variants through simplistic repre-
sentation

Lack of adequate traceability across requirements
and test results of the different test levels

3 Technology Issues Lack of tool support to assist in test manage-
ment, requirements management and change man-
agement

Complexity of having test artifacts (test results,
test reports, test cases, etc.) and function and sys-
tem requirements spread across multiple locations
with limited interoperability

4 Fundamental Test Issues | No comprehensive function test coverage informa-
tion across test levels

Ambiguous and inaccurate test reports generated
at vehicle integration test level

Lack of test report generation at the function test
level

Lack of appropriate means to identify where or
whether redundant testing and risky test gaps are
present across the test levels

KPeople Issue - Test reports not shared across \

test levels
Due to Explicit Test Issue - Lack
- of means to identify
Technology Issue - No comprehensive test where/whether redundant

management tool that fits needs testing or risky test gaps are
leads to

Due to present

Process Issue - Lack of test result
traceability across test levels

N %

Fig. 2. An instance of the identified people, process and technology issue relationship
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issues was deduced to be suitable to help pave the way for studying and address-
ing the people and technology issues that persist around the established process.
Thus, the verification strategy proposed in this research aims to address the
process issues in order to resolve the fundamental test issues identified in the
approach for testing distributed embedded software functions at the automotive
case company.

4 Process Enhancement Based Verification Strategy

The verification strategy proposes to enhance the function requirements speci-
fication by implementing a semi-formal scenario-based modelling that provides
a means to capture complete and testable requirements with adequate function
variant information. Thereafter, the strategy proposes to adopt a multi-level
reuse concept of combining test results from the system, function and vehicle
integration test levels by establishing appropriate traceability across the require-
ments and among the test results. Here, test levels with a focus on requirements-
based test coverage have been considered to be within the scope. The obtained
comprehensive test coverage information can then be used to identify test gaps
and test redundancies and take more data-driven decisions to enhance inte-
gration testing and thereby improve test coverage of the distributed software
functions.

4.1 Steps for Implementation of the Verification Strategy

The steps for implementation of the proposed verification strategy are presented
in Fig. 3. A brief description of these steps is discussed below.

‘ Step 3. Comprehensive
function test coverage
information

Step 1. Enhancing function ‘ Step 2. Establishing
requirements specification traceability across test levels

— . . " 7 Step 2.1: Considering the system —7
Step 1.1: Identification of function test level

use cases
" . Step 2.1.1: Breaking down
Step 1.2: Identmcanon_of function each scenario to theg
Uis% cass varlnls corresponding system
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Descriptions (UCII_)S) Step 2.1.2: Mapping
;’:‘f‘:r;d;i%zale variant fgs&e‘grxgm’ss tosystem a. Identify test gaps and test
dundancies
Step 1.4: Generating Use Case Step 2.1.3: Mapping jhe "
Trees (UCTs) system requirements to b. En:_alnce :95' etffeC:'VetV‘ESS fOf
Step 1.5: Identification of all system requirements test vehicle integration testing of
possible paths in the coverage results distributed functions through
ucT Step 2.2: Considering the more data-driven decisions
Step 1.6: Generating MSCs for function test level
each identified UCT Step 2.3: Considering the vehicle
path integration test level
Step 1.7: Presenting a Step 2.4: Presenting the
comprehensive view of function's

the function comprehensive test
\ coverage information /

Fig. 3. Steps for implementation of proposed process enhancement based verification
strategy
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STEP 1. Enhancing Function Requirements Specification

The first step deals with adopting a semi-formal scenario-based modelling of the
distributed software function requirements. It initially involves the identification
of function use cases and use case variants. Here, each use case of a function
describes one of its unique behaviour and use case variants are all possible con-
texts in which the function use case takes a different sequence of actions to
execute the same behaviour described by the use case. For example, let us con-
sider the function Fuel Level Display, for which two use cases are activation and
deactivation of the feature of displaying low fuel level warning on the Instrument
Cluster (display component) of the vehicle, when the activation and deactivation
conditions are met. Here, for one of the use cases- activation of low fuel level
warning- its variants can be identified to be all those contexts in which different
steps are executed to reach the same outcome of displaying low fuel level warning
when activation conditions are met. This here would mean that if activation of
low fuel level warning is executed differently in vehicles with liquid engine and in
vehicles with gas engine, then the use case variants include vehicles with liquid
engine and vehicles with gas engine.

The next step is to generate a Use Case Description (UCD) for each use case
of the function and a Use Case Tree (UCT) for each function. A UCD is a step-
by-step description of the interaction between the participating systems required
to execute the use case in its operational environment, written in structured
natural language. There are several different templates proposed in literature
for generating UCDs. One such template is presented by Somé [25] which is
the inspiration for the current template proposed. The template is tailored and
enhanced to be fit the automotive industry. A UCT is a graphical tree-structure
representation of all possible paths containing unique combination of steps from
the UCD for the execution of the use case.

Thereafter, all possible UCT paths, termed ‘scenarios’, are to be identified
and corresponding Message Sequence Charts (MSCs) [25] are to be generated
such that

(a) Nodes common to all variants are covered at least once for each variant, and
(b) Nodes specific to a particular variant are covered at least once for that variant.

Here, a scenario is one single sequence of interaction between the involved sys-
tems to execute a use case of the function. Adequate notes should be used within
the MSCs to capture the important information of the UCD within the scenario
models to enhance their understandability. This representation can hence be
used to provide a comprehensive view of the function as a set of complete and
testable function requirement scenarios with adequate variant information.

STEP 2. Establishing Traceability across Test Levels
This step deals with establishing traceability to obtain comprehensive test cov-
erage information for the functions across the System, Function and Vehicle
Integration test levels.

Initially, the system test level is taken into consideration. Here, there is a
need to establish traces between the function scenarios involving multiple ECU
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systems and system level requirements of each involved ECU system. There
after, the system level requirements test coverage pertaining to the mapped
requirements are to be captured against the function scenarios. This provides
an understanding of how much of the function is tested at the system test level
across all the relevant systems. To establish traces between the function scenario
and system level requirements, each function scenario is taken and broken down
to the system view. Thus, each scenario has a corresponding set of system views
of all the systems that contribute to its realisation. Here, each system view
represents a set of all relevant input and output combinations pertaining to that
system’s role in the scenario.

The next sub-step is to consider the function test level. The test focus at this
level is on testing the overall function requirements. Therefore, the test results
should be mapped to the corresponding scenarios. Here, the scenarios and their
expected outcomes represent the function requirements that are to be tested.

The last sub-step is to consider the vehicle integration test level. At this test
level the test focus is on interface communication across the systems involved in
the execution of the function scenarios. Therefore, at this test level, similar to the
function test level, the test results are to be mapped against the function scenar-
ios. Finally, as a result of implementation of this step, the obtained comprehensive
function test coverage information across test levels is to be presented.

STEP 3. Comprehensive Function Test Coverage Information

The comprehensive function test coverage information so obtained can then be
used within the last step of the strategy to identify risky test gaps, avoidable test
redundancies and make a more data-driven decision during integration testing
of the distributed embedded software functions to enhance their test coverage.

5 Validation Results and Discussion

The results of the study to validate the feasibility and effectiveness of the pro-
posed verification strategy to answer research question RQ2 are presented and
discussed in this section.

5.1 Scientific Literature and Industry Expert Opinion

As presented in Sect. 4, the proposed strategy is a semi-formal process enhance-
ment approach (Approach 2) to solving the fundamental issues in integration
testing of the distributed software functions. Hence, a static comparitive analy-
sis to its alternatives - informal and formal process enhancement approaches
(Approaches 1 and 3) was conducted to validate its relative feasibility and effec-
tiveness. For the three alternative process enhancement approaches, the cost,
the certainty of ROI and the value of the ROI was assessed using a relative
ordinal scale of Highest(H), Medium(M) and Least(L). The results so obtained
are presented in Table 2.
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Table 2. Comprehensive results of comparative analysis of alternative process enhance-

ment approaches

Approach | Estimation based on Scientific Literature | Estimation based on Industry Expert
Opinion
Cost | Certainty of ROI | Value of ROI Cost | Certainty of ROI | Value of ROI
(1) L M L L H L
(2) M H M M M H
(3) H L H H L M

It has been identified based on scientific literature knowledge that, informal
approaches using natural language for the concerned process enhancement areas
(refer to Table 1) present ease of adoption and lack of need of any special skills
which implies low cost of implementation [9]. Yet, such natural language textual
requirements and requirements based testing, irrespective of the level of abstrac-
tion of the system or software, have been found in ample of cases to still be prone
to misinterpretation, ambiguity, inconsistencies and inaccuracy [5]. Moreover, it
has been found through experience and reported in literature that in the auto-
motive industry, textual natural language requirements and requirements based
testing are “only part of the game” [29]. The industry identifies the need for
the textual requirements at each level to be supported with adequate ways to
capture, model and present various other complex attributes of the industry
and thereby facilitate enhanced testing. A similar opinion has been found to
prevail among the industry experts interviewed. It is evident that majority of
them believe the ROI on such an investment will relatively add least value to
the industry in terms of solving the test process issues at hand.

While formal methods have been found to be one of the best options for model
based requirements specification, testing and aligning these two disciplines for
safety critical systems like the systems within automotive industry [4], it has
also been found to be difficult for practitioners to implement. It requires high
experience in representing requirements in mathematical and logical notations
[5,22]. This makes it is a highly cost-intensive solution. Such is also the opinion
of the experts interviewed, who believe that formal approaches might lead to
relatively highest cost of implementation with least certainty of ROI.

On the other hand, focusing on semi-formal methods through use cases and
scenarios as a means to model and test the functional behaviour of a software
or a system has been found to have their own challenges like the challenge
of generating executable test cases for enhancing efficiency of testing [2]. But
exploring semi-formal Model Based Testing (MBT) methods and addressing the
challenges within it has been found to generate solutions that are more cost
effective and scalable as compared to the formal MBT methods. This makes it
an interesting area of research with high focus from the industry for whom cost
effectiveness and feasibility of solutions are critical [4]. A similar estimation of
relatively high value of implementing this approach has been found to be the
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opinion of industry experts. While it might cost the industry considerable time
and effort for its implementation, majority believe it is a relatively most feasible
approach that will likely produce relatively most effective results.

5.2 Historic Data

The strategy was implemented for Fuel Level Display function which is distrib-
uted across six systems, with two function variants and six function scenarios.
The comprehensive function test coverage information across the test levels was
captured for three test rounds (refer to Fig. 4). This helped identify the following:

— It was evident that most of the test effort across the test levels was focused
on liquid engine trucks. This exposes the risky test gap in testing the function
adequately across test levels for its implementation in gas engine variant.

— There is redundant testing of the main function scenarios (SCN), SCN1 and
SCNS5, at the function and vehicle integration test levels. On obtaining com-
prehensive function test coverage information across test levels, such redun-
dancies can be avoided by ensuring the function and vehicle integration test
levels cover different scenarios of the function.

— On analysing the system level function test coverage information, it was iden-
tified that most of the test gaps at the system level lie in three of the six
systems involved.

— With this data, any change can be traced from the system it is pertaining to,
to the appropriate function scenarios that it effects. This reduces the effort in
analyzing the change impact at the vehicle integration test level.

Besides successfully obtaining the desired results, two critical gaps which have
the capability to potentially hamper the effectiveness of the strategy were also iden-
tified. These include missing system-level requirements and missing test reports at
the function test level. Another critical result obtained was the identification of a
potential error in the function design for one of its variant which was unnoticed
previously. This opens up the interesting possibility to more extensively study the

TW1602 TW1606 TW1610
l:,s:,ic::: Function | syctemTest | FunctionTest | Integration | SystemTest | FunctionTest | Integration | SystemTest | FunctionTest | lIntegration
Scenarlo (SCN) [Tl Level Test Level Level Level Test Level Level Level Test Level
SCN1 61.11% 100% 100% 77.78% 100% 100% 72.22% 100% 100%
SCN2 57.89% Not Tested Not Tested 73.68% Not Tested Not Tested | 73.68% Not Tested Not Tested
Liquid SCN3 50% Not Tested Not Tested 71.42% Not Tested Not Tested 64.28% Not Tested Not Tested
SCNS 52.94% 100% 100% 76.47% 100% 100% 52.94% 100% 100%
SCN6 40% Not Tested Not Tested 50% Not Tested Not Tested 50% Not Tested Not Tested
SCN1 53.33% Not Tested 100% 46.67% Not Tested 100% 40% Not Tested 100%
SCN4 26.67% Not Tested Not Tested 46.67% Not Tested Not Tested | 46.67% Not Tested Not Tested
e SCNS 43.75% Not Tested Not Tested 75% Not Tested Not Tested 50% Not Tested Not Tested
SCN6 40% Not Tested Not Tested 50% Not Tested Not Tested 50% Not Tested Not Tested

Fig. 4. Comprehensive Fuel Level Display function scenario test coverage across the
test levels for three test rounds
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effectiveness of the proposed strategy for enhancement of distributed embedded
software function design through scenario-based requirements specification.

While the implementation of the strategy in a real world setting helped study
its practical feasibility and effectiveness, it also helped identify that its efficiency
will likely reach its highest potential with the incorporation of suitable tool sup-
port and right people knowledge at steps of the strategy where maximum effort
in terms of time and cost was invested. These steps include manual generation of
the function scenario models and gathering information spread across multiple
data sources to establish the desired traces across the test levels. Hence, these
aspects that account to maximum effort in implementation present areas where
the efficiency of the strategy can most likely be further enhanced. The current
study therefore sets the process focused platform for moving towards a com-
prehensive solution for the issues with the current approach to test distributed
embedded software functions in the automotive industry.

5.3 Threats to Validity

Refering to Runeson et al. [20], a description of the validity threats, along with
the counter measures adopted to reduce them to the best of the researchers’
ability are presented in this section.

Construct Validity. Construct validity deals with whether the operational
measures studied accurately represent what is being investigated. In the con-
ducted research, one construct validity threat was a possibility of designing inter-
view questions for the case study which may be misinterpreted by the intervie-
wees and lead to collecting irrelevant data. This risk was controlled by reviewing
and revising the interview questionnaire and by performing simultaneous data
collection and data analysis so the questionnaire can be readjusted if deemed
necessary. Moreover, traingulation methods were employed to ensure the valid-
ity of what was being studied.

Repeatability and Reliability. Repeatability deals with whether the research
conducted is repeatable, hence making it reliable. There was a risk that the case
study conducted will not be adequately documented to make it repeatable. This
risk was controlled by using the case study protocol to design and well document
the research. Moreover, the actions undertaken throughout the research were
reviewed and discussed among the researchers. Such auditing has been found to
help mitigate this risk [31].

Internal Validity. Internal validity deals with how causal relationships are
examined and relevant conclusions are drawn. In the conducted research, there
is a possible risk of poor data analysis leading to incorrect conclusions. This
risk was countered by discussing the results in length among the researchers and
other senior practitioners at the case company. Moreover, the results of data
analysis were backed with adequate literature support to validate the conclusions
drawn. However, there still exists a possible internal validity threat that exists in
this research due to the consideration of limited test data for drawing conclusions
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from the implementation of the proposed strategy. This threat can be reduced
further by focusing future work on studying the results of implementation of the
verification strategy on more extensive test data spread across several test rounds.

External Validity /Generalisability. External validity deals with the extent
to which the findings can be generalized. Since the research was conducted within
a single automotive company, the findings may not hold in other cases. This risk
was reduced to a great extent by explaining in sufficient detail the context within
which the study was conducted in Sect.2.2. Another major external validity
threat lies in the implementation of the proposed strategy for only one dis-
tributed embedded software function. These threats exist and can be mitigated
by focusing future work on implementating the strategy to a larger number of
more complex distributed functions and studying its feasibility and effectiveness
within other automotive companies.

6 Related Work

Modelling requirements for verification is not a new concept. It has been adopted
for various verification activities, most popularly for testing and is termed MBT.
MBT has been found to help significantly enhance the testing process [4]. A
semi-formal approach, based on the use of scenarios for modelling requirements
within MBT is being increasingly studied in literature [2,15,28]. A large part
of the research that focuses on using such semi-formal model-based approach
to aligning requirements specification and testing through traceability has been
found to involve proposing solutions but little research focus is on evaluating
and validating these proposed solutions [4].

Tsai et al. in [28] explore scenario-based traceability in order to select test
cases for impact analysis and regression testing of changes. The authors propose
the use of scenarios in regression testing of system software function changes
for reduced test effort through improved impact analysis. While fundamentally
it is similar to the work in the current research in terms of exploring scenarios
for improved testing, it differs in aspects where the current research aims to
capture scenarios and propose their suitability in reducing test gaps and test
redundancies and improving test effort distribution across multiple test levels of
the automotive industry V-model.

Nebut et al. in [15] present work on deriving function tests from use cases
in the form of test scenarios through test objectives. The major focus of the
presented research, similar to [28], is on the automation of the process of using
scenario-based requirements specification and testing. Where as, in the current
research, the focus is on studying and validating the effectiveness of using sce-
narios for testing and traceability in the automotive industry.

Within the context of embedded system software, specifically in the auto-
motive industry, most previous related work in MBT and subsequent study on
traceability and alignment of the disciplines of requirements specification and
testing is based on formal methods [13,24]. While some studies focus on the
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concept of test scenarios as a means of managing the requirements of the increas-
ingly complex automotive embedded software, they take a formalized approach
to the generation and use of test scenarios like in [7].

Moreover, most of the testing focus through such formal modelling methods
is concentrated at the system integration and lower test levels of the automotive
V-model [23]. While some apply their approaches to distributed functions at the
vehicle integration test level like in [24], focus on this area in general is limited.
MBT at the vehicle integration test level of the automotive test process and more
specifically a semi-formal scenario-based MBT with established traces to lower-
level system requirements and testing is unknown today but with great potential
for improvement [6]. Such a multi-level reuse of test effort has been recognized for
test effort reduction during test case generation [16]. Within the current thesis
research, this concept of multi-level reuse is dealt with a broader perspective of
reducing test effort by providing a means to take more data-driven decisions to
improve test coverage by identifying and mitigating test redundancies and test
gaps. Such comprehensive test strategies to cope with the complex aspects of the
automotive software testing process like [3], are limited for integration testing of
the distributed software functions.

7 Summary and Conclusion

With the advent of software for the realization of several functions of a vehi-
cle, there has been and continues to be several challenges that the automotive
industry faces to which it was unfamiliar a few decades ago [10,12,29]. One such
identified facet of the software-related challenges is in the area of system software
testing [11,27]. The automotive embedded software functions are increasingly
distributed in nature, implying that the software modules for the realization of
the functions are distributed across several ECU systems of the vehicle. This
adds to the complexity of integration testing of the distributed software func-
tions [27]. Research focusing on studying the challenges in integration testing
of the distributed software functions [11,27] and possible effective and feasible
strategies to tackle these challenges [3] within the automotive industry is lim-
ited. Hence, the current research contributes to the area of integration testing
of distributed automotive embedded software functions.

The scenario-based function requirements specification proposed as part of
the process enhancement based verification strategy in this research has been
found to provide an effective and feasible means to capture test-driven require-
ments in the form of function scenarios. This was found to make them suitable
for establishing the desired traceability. Thereafter, the stategy proposed in this
research presents a manner in which the requirements and testing data across
test levels can be comprehensively tied together to aid in effectively performing
the integration testing of the distributed embedded software functions within the
automotive industry. Implementation of the proposed strategy in a real world
setting has given promising results. The broad concept of multi-level reuse of
test results across the test levels of the automotive V-model was found to pro-
vide an effective and feasible means of capturing comprehensive test coverage
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information pertaining to the distributed software functions. Consequently, it
has been identified that there is a critical link between requirements and testing
that needs to be established across all test levels for implementing the multi-level
reuse concept. Such traceability links provide a means to assess the effectiveness
of the current approach to test the distributed software functions by identifying
and mitigating test redundancies and test gaps across the test levels. It hence
helps take more data-driven decisions for integration testing of the distributed
software functions and thereby enhance function test coverage.
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