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Abstract. Secure routing is vital in wireless ad-hoc networks for estab-
lishing reliable networks and secure data transmission. However, most
routing security solutions in wireless ad-hoc networks make assump-
tions about the availability of key management infrastructures that are
against the very nature of ad-hoc networks. In this paper, we propose
DASSR scheme, a new secure routing approach based on a fully distrib-
uted authentication and self-organized public key management scheme
without any central authorizing entity. In DASSR, routing messages
are authenticated between neighboring nodes (hop-by-hop) and between
source and destination nodes (end-to-end) by using nodes’ signatures.
Once authenticated, messages are guaranteed for integrity and non-
repudiation, hence the scheme could prevent potential routing attacks
from malicious nodes. We evaluate our proposed scheme DASSR by
applying it to the AODV routing protocol, a representative of reactive
ad-hoc routing protocols, and demonstrate the effectiveness and security
properties of the proposed approach. A comprehensive review of related
secure routing protocols is presented and compared with the proposed
scheme DASSR.

Keywords: Mobile - Wireless ad-hoc - Security - Secure routing
protocol - Distributed - MANET

1 Introduction

A wireless ad-hoc network is a network of nodes, commonly mobile nodes,
communicating to each other by self-organizing without a fixed or centralized
infrastructure [7,26]. Mobile ad-hoc networks (MANETS) and wireless sensor
networks (WSNs) are two instances of a wireless ad-hoc network that are widely
deployed and used in practice such as in military, vehicular networks, disaster
recovery [24], and many other domains. Wireless ad-hoc networks have been also
integrated with Internet of Things (IoT) to carry out more powerful applications
to real-world [2].

In a wireless ad-hoc network, the connectivity is ad-hoc in the sense that each
node can create and join a network “on-the-fly” by performing basic networking
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functions such as routing, forwarding, and service discovery. Nodes in a wire-
less ad-hoc network participate in routing processes to establish data forwarding
policies for end-to-end communications. In order to realize multi-hop communi-
cations, effective multi-hop routing protocols, such as AODV [22], OLSR [25],
HWMP [5], must be implemented in each node [6,31].

Ad-hoc network routing protocols mainly focus on providing the convenience
for nodes to join the networks, improving collaborations between nodes in an end-
to-end multi-hop communication fashion. These protocols normally assume that
every node performs and follows the protocol and have not considered security
aspects. However, there is no mechanism in a routing protocol to ensure that
every node in an ad-hoc network follows the protocol. For example, a malicious
node can modify a field in a routing message illegitimately to falsify the routing
information in a network, which cannot be detected and prevented in wireless ad-
hoc network standard routing protocols. This makes wireless ad-hoc networks be
vulnerable with various security attacks including data forwarding attacks (e.g.,
denial of service, data fabrication, packet delay, data dropping and spoofing,
etc.,) and network control attacks (route fabrication, making loop on networks,
changing network topology) [1,3,16,29] (c.f. Sect. 2 for detailed attacks).

In addition, in the dynamic environments of ad-hoc networks, nodes are
dynamically issue control messages for network establishment and management.
Specifically, in the reactive routing protocol such as AODV [22], a node can issue
control messages, e.g., for route request, whenever it wants to transfer data. This
creates a great chance for malicious nodes to attack the network. For example,
a malicious node can spoof the address of its neighbor nodes to send a false
routing message to break an active routing path [1]. As a result, security for
wireless ad-hoc network routing protocols is a great challenge attracting many
researchers recently.

There have been a number of works proposing secure routing protocols in
wireless ad-hoc networks [1,12,16,23,28,30,33,34]. Most routing security solu-
tions such as SAODV [34], ARAN [28] assume the availability of key management
infrastructures. This assumption is impractical in wireless ad-hoc networks as
it violates the nature of this network architecture that does not have a fixed
infrastructure. Furthermore, in our security analysis, there is no previous secu-
rity scheme examining the integrity of transactions between neighbor nodes,
which create security flaws for fabrication attacks. Some other works attempt to
resolve this issue by proposing a cryptographic model [3] or a public-key scheme
using MAC addresses on layer 2 based routing protocols [8,10]. However, the
cryptographic approach needs a complex algorithm embedded in a routing pro-
tocol, while the later one cannot be able to work on layer 3 routing protocols
which are commonly used in wireless ad-hoc networks.

In this work, we aim at filling the aforementioned gaps by proposing a simple
yet efficient authentication scheme for secure routing based on a self-organized
public-key mechanism in wireless ad-hoc networks. Our proposed scheme, namely
DASSR (Distributed Authentication Scheme for Secure Routing), is different
from previous approaches that it is fully distributed without requiring a trusted
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server while still can defense the network against the identified attacks with low
overhead. In summary, the main contributions of this paper are:

— A fully distributed authentication scheme is proposed to ensure the integrity
and non-repudiation of routing messages between neighbors’ nodes (hop-by-
hop communications), and between the source and destination nodes (end-to-
end communications) in wireless ad-hoc networks. The proposed distributed
scheme is based on a key exchange and a revised self-organized public-key
mechanism without a certification server.

— The proposed approach does not rely on MAC addresses for identifying public
keys so that it can work on layer 3 protocols which are commonly used in
ad-hoc networks. An application of the proposed scheme DASSR on AODV,
a reactive routing protocol has been performed to illustrate the effectiveness
of the approach.

— The proposed authentication method is based on signatures, which is sim-
ple for implementation and introduces low overhead compared to hashing or
cryptography-based counterparts.

— A deep security analysis is performed to demonstrate that the proposed scheme
DASSR can prevent identified attacks. We also present a comprehensive review
of existing solutions and compare their security properties with DASSR.

The rest of this paper is organized as follows. Section 2 presents background of
this work including routing protocols in wireless ad-hoc networks, security flaws
in routing protocols, and examines current approaches to securing routing proto-
cols. In Sect. 3, we detail our proposed distributed authentication scheme DASSR
and key exchange for reactive routing protocols. We present an implementation
of the proposed scheme in the AODV routing protocol in Sect. 4. Section 5 ana-
lyzes the security properties and advantages of the proposed scheme DASSR,
and performs a comparison of DASSR and related secure routing schemes.
We conclude our contributions and address further work in Sect. 6.

2 Background and Related Work

In this section, we review routing protocols in wireless ad-hoc networks, analyze
and discuss the security issues in the existing routing protocols, and present
related work.

2.1 Routing in Wireless Ad-Hoc Networks

In wireless ad-hoc networks, network topology is dynamically changed with fre-
quent joining or moving out of mobile nodes. To realize multi-hop communica-
tions, effective multi-hop routing protocols must be implemented in each node.
Two main branches of routing protocols, namely the proactive and reactive rout-
ing protocols have been proposed. The proactive protocols statically build rout-
ing tables for mobile nodes in advance (before the routes/paths are used) and
periodically update those routing tables. This approach is suitable for small
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networks, but it is inefficient for large networks involving a huge number of con-
trol packages traveling through. Representatives of proactive routing protocols
are OLSR (Optimized Link State Routing Protocol) [25], DSDV (Destination-
Sequenced Distance-Vector Routing Protocol) [17], STAR (Source-Tree Adap-
tive Routing) [11]. In contrast, the reactive counterparts, such as AODV
(Ad hoc On-Demand Distance Vector Routing Protocol) [22], DSR (Dynamic
Source Routing Protocol) [13,15], DYMO (Dynamic Manet on Demand Routing
Protocol) [18], TORA (Temporally Ordered Routing Algorithm) [19], examine
routes on-demand when a node needs a route/path for data forwarding.

With the flexibility nature in ad-hoc networks as mobile nodes can actively
issue control messages to establish routing processes for data forwarding, specif-
ically in reactive routing protocols, the networks are exposed to attacks by mali-
cious nodes. Typical types of attacks are described in the following sub-section.

2.2 Typical Attacks in Wireless Ad-Hoc Routing Protocols

As mentioned earlier, security issues have not been considered in ad-hoc net-
work routing protocols. Any node can join a network, and read, forward, and
send routing messages to neighbor nodes in a network without authentication.
This design allows malicious nodes to launch serious attacks. In this subsection,
we detail three types of attacks that are common in reactive routing protocols
in wireless ad-hoc networks. The proposed scheme DASSR aims to detect and
prevent these attack types.

Impersonation Attacks. A malicious node misrepresents its identity in the
network so that it will break route discovery or path maintenance processes.
A malicious node listens to its neighbor nodes to identify their identities and
then modify its identity such as MAC or IP address in outgoing packets to
generate falsified routing information: (1) a malicious node impersonates the
source node, (2) a malicious node impersonates the destination node or neighbor
of destination by forging a Route Reply with its address as a destination node,
and (3) a malicious node forms a loop by spoofing nodes to change an existing
route to a circle so that the message is relayed in the loop continuously without
reaching the real destination.

Modification Attacks. When a malicious node is in the route discovery path,
it might modify the route request or route reply. As a consequence, the dis-
covered path causes the source node to transmit data wrong. The modification
can happen for the following things: (1) route sequence numbers and (2) hop
count. As for case (1), when a malicious node M receives a route request, that
is destined to node D from source node S, from its neighbor node N, the mali-
cious node M, after re-broadcasting the message, redirects transactions toward
itself by unicasting to N a Route Reply containing a much higher destination
sequence number for D than the value last advertised by D. In consequence, on
receiving valid Route Reply from D, N will discard this message. As for case
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(2), malicious nodes can modify the hop count field of a Route Request message
by resetting this value to zero or setting this value to infinity. This modification
leads the route discovery process wrong.

Fabrication Attacks. In reactive routing protocols in ad-hoc network, when
a node in an active path moves, the path is broken. Routing protocols such as
AODV has a route maintenance mechanism to recover such broken paths. This
is implemented by the node upstream of the broken link, broadcasting a Route
Error message to all active upstream neighbors [28]. However, this mechanism
is vulnerable as a malicious node may falsify an existing route by generating
a Route Error message that in fact is not true, resulting in a denial-of-service
attack in the network as nodes receiving falsified Route Error message cannot
verify the correctness and thus delete the active path.

2.3 Related Work

In the following paragraphs we summarize related work for security in wireless
ad-hoc networks.

Data Forwarding Security. Several works have been dedicated for data
forwarding security in distributed systems like wireless sensor networks and
MANETS, where there is no centralized element to manage the security pol-
icy. Rezvani et al., proposed a collaborative-based reputation method to which
the credibility of each node is evaluated by other nodes in the network [27]. Based
on the credibility, the trustworthiness of mobile nodes is measured. This allows
the network to detect malicious or untrusted nodes, protecting network nodes
from receiving data from attackers. The accuracy of the propagated credibility is
validated using the variances of sensors whereby the distribution of noise in sen-
sors is modeled by Gaussian distribution which is not always correct in the real
wireless environments. In addition, the credibility propagation may also include
judgments from untrusted/malicious nodes.

Routing Security. Beside data forwarding security, because of its nature, wire-
less ad-hoc network is significantly vulnerable with routing security as routing
establishment and management are essential and these processes are conducted
frequently. Various researches have been dedicated for routing security methods
which mainly rely on cryptography [3]. Ben-Othman et al., proposed an Identity
Based Cryptography (IBC) method for node identity in the Hybrid Wireless
Mesh Protocol (HWMP) [8-10] for IEEE 802.11s mesh network [5]. As HWMP
is a layer 2 routing protocol, MAC addresses of mobile nodes are used as the
public keys for the control messages such as route request (RREQ), route reply
(RREP). As a result, this approach does not need a centralized entity to verify
the authentication of public keys. Therefore, it is suitable for security routing in
infrastructure-less ad-hoc networks. The essential issues in this method, however,
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are that (i) IEEE 802.11s is not the only standard protocol for ad-hoc networks,
meanwhile more commonly used routing protocols work on layer 3 where IP
address is used instead of MAC address; (ii) theoretically, MAC address can also
be faked by malicious nodes thus the system needs a secured scheme to protect
MAC address fabrication. Our work in this paper is different which focuses on
layer 3 secure routing protocols which are commonly used in ad-hoc networks.

In another aspect, there have been a number of solutions for securing routing
protocols working on layer 3 in wireless ad-hoc networks such as [1,4,12,16,20,
23,28,30,33,34]. These solutions both have advantages and disadvantages. The
most common disadvantage is that they assume a fixed infrastructure, which is
against the nature of ad-hoc networks, and is complex to implement in practice.
In a previous work [23], we proposed a hash-based authentication scheme among
two nodes to authenticate the messages without introducing a fixed infrastruc-
ture. While that approach can ensure the integrity of messages, it still be open to
fabrication attacks as there is no end-to-end authentication between the source
and destination nodes. The proposed scheme DASSR in our work overcomes
these weaknesses by introducing a fully distributed authentication mechanism
without a fixed server while providing end-to-end authentication. We present
DASSR in detail in the next section and perform a comprehensive comparison
of the proposed scheme DASSR and related solutions in Sect. 5.2.

3 Distributed Authentication Scheme for Reactive
Routing Protocols

Reactive routing protocols demonstrate the effectiveness in wireless ad-hoc net-
works as it works on-demand, reducing the broadcasting messages for updates.
However, this feature makes the network vulnerable to attacks since there is no
mechanism to authenticate the messages from neighbor and source nodes. With-
out authentication, reactive routing protocols are vulnerable to three main attack
categories: impersonation attacks, modification attacks, and fabrication attacks
as analyzed in Sect.2. Our approach to preventing these potential attacks is to
authenticate all messages in a routing protocol. Using authentication, routing
messages are guaranteed two main properties:

Integrity. This property ensures that the content of routing messages from
an untrusted node cannot be altered or modified by malicious/unauthorized
nodes thanks to the signature verification. The integrity of routing messages
are guaranteed by a hop-to-hop and end-to-end authentication mechanism.

Non-repudiation. Routing messages are signed using a private key by the
sending node, and will be validated by the receiver using public key of the
sender. The successful validation guarantees the non-repudiation of the mes-
sages, which ensures that the messages are sent by the node signed the mes-
sages and cannot be spoofed by other nodes.

The authentication process in DASSR is performed in 2 steps: hop-by-hop
authentication at intermediate nodes and end-to-end authentication at the des-
tination node. The authentication uses RSA Public-key crypto-system: messages
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will be signed by the sender using its private key and verified by the receiver
using the sender’s public key. The original message with signature from a sender
will be forwarded to the destination receiver so that the receiver can verify its
integrity. Thus in this scheme, each node needs to store a public-key reposi-
tory for the authentication process. In the following subsections, we present the
process in detail.

3.1 Overview of the Proposed Scheme

The overview of the proposed scheme DASSR is depicted in Fig. 1 and explained
as follow. Before a source node S sends/broadcasts a routing message M accord-
ing to a routing protocol, it first signs M with its private key to create a sig-
nature signature S and attach to M. Then S broadcasts the signed message
[M,signature.S]. When its neighbor node n receives the signed message, n uses
the public key of S to verify signature_S. If the verification succeeds and n is
not the destination, it additional signs the message with its private key then for-
wards the double signed message [M,signature_S,signature_n] further. At any
intermediate node %, once it receives a double signed message, it verifies the
second signature (which is signed by a neighbor node). The verification ensures
the integrity of the message from the neighbor node. If the destination address
does not match with 2’s address, it signs the message and generates its signature
signature_i, then replaces the signature_n by its own signature signature_i, and
finally forwards the new double signed message further. This process is similar
at a destination node d except when checking if the destination address matches
with d’s address, d needs to verify the signature of S signature_s.

In summary, routing messages are authenticated among intermediate nodes
(hop-by-hop) and from the source to destination nodes (end-to-end authen-
tication). The authentication is based on signature using RSA Public-key
Cryptosystem [14]. Thus, each node in a network generates its own pair of public
key PuK and private key PrK . For hop-by-hop authentication, each node keeps
track of a list of neighbor nodes and for each neighbor, maintains its neighbors’

Routing Routing Routing Routing
Message : 4 Message : 4 Message : 4 Message

Lo signature_S signature_S signature_S

) s Lo signature_n MR signature i

Slng ';he rgesstage if not destination, - .- Verify signature_n,; £ =

and broadcast Pt : = . :

o sign and forwﬂ'd'x: : if not destination, -.© verify signature._i,
R : \ R : sign and replace : if destination,

- IR . " signature_n ce : verify signature_S -
Routing |- : : Routing : : a,?d forward - : sl T
Message : ‘| Message : : \ S
signature_S : signature_S : Gou“ng NFroutlng

........................ : " essage | . : :
source node S : signature_n g R : : essage
neighbor node n S|.gnature73 destination node
signature_i
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Fig. 1. Overview of the proposed distributed authentication scheme DASSR for secure
routing.
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address and public key. For end-to-end authentication, a destination node needs
to keep the public key of the sender in order to verify the signature. The big
challenge in this scheme is how each node can keep public keys of other nodes
for the authentication. Using or assuming a centralized element or certification
server to distribute public keys or certifications is not suitable for wireless ad-
hoc networks. Our approach for this issue is that each node when joining the
network first exchange its public key with the neighbor nodes. Each node in
the network exchanges its public key repository to neighbor nodes so that even-
tually, any node in the network will have public keys of the other nodes in a
self-organized and distributed manner without having a central element. These
steps are presented in detail below.

3.2 Public Key Exchange Process Between Neighbor Nodes

A node that wants to join a network sends a join request message to its neighbors
to exchange their public keys. The node broadcasts a message requesting the
key exchange to its neighbor nodes. The receiving node responds with a join
reply message that includes its public key. The pseudo-code algorithm is given
in Fig. 2.

Sender i:

1. Generate RSAPairKey = (PuK, PrK);
2. Broadcast Join.Req = (AGREEMENT_REQ, request_id, sender_addr, PuK);

Receiver j:

1. Receive a message;
2. If packetType == AGREEMENT_REQ then
Send Join.Rep =
(AGREEMENT_REP, request_id, sender_addr, neighbor_addr, PuK);
Else if packetType == AGREEMENT_REP then
Store it to public key list;

Fig. 2. Public key exchange process between neighbor nodes

A sender 4 before joining the network first generates its RSA private and pub-
lic key pair PuK, PrK, then it broadcasts a join message with the packet type
AGREEMENT_REQ, together with the request id, its address and public key
PuK.

Once a node receives a message with a packet type AGREEMENT _REQ,
it will unicast back the key exchange agreement message with the packet type
AGREEMENT_REP, together with the request id, its address, and the
neighbor address and its public key PuK. If the packet type is AGREE-
MENT_REP, it will extract the neighbor public key and store in its neighbors’
public key list.
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3.3 Public Key and Certificate Repository Exchange

In our proposed scheme DASSR, an end-to-end authentication must be per-
formed to ensure the integrity and non-repudiation of the original message from
the source node. Therefore, a node must keep the public key of other nodes in
the network to be able to verify the signature of the source node. To this end,
we adopt and revise self-organized public-key management scheme proposed by
Capkun et al., [32], which is suitable for wireless ad-hoc networks as the man-
agement scheme does not rely on any trusted authority or fixed server.

Overview of Self-organized Public-Key Management Scheme [32]. This
public key management scheme works based on the following principle:

“If a user w believes that a given public key PuK_v belongs to a given
user v, the user w can issue a public-key certificate in which PuK_v is
bound to v by the signature of uw.”

Based on that principle, nodes that receive the newly issued certificate from a
neighbor add it to their own certificate graph and further distribute the updated
certificate graph. When a node u wants to verify the authenticity of another node
v’s public key, it merges its local certificate repositories and then evaluates the
authenticity of PuK_v from the merged repository.

The scheme also provides the way that detects misbehaving users and resolves
the conflicting certificates during operation. The solution requires users conscious
involvement in creating their public/private key pairs and issuing certificates; all
other operations (including certificate exchange and construction of certificate
repositories) are fully automatic.

Revised Scheme for Public Key and Certificate Repository Exchange.
We adopt and revise the aforementioned self-organized public key management
scheme to apply in our distributed authentication scheme to ensure end-to-end
authentication. The modified scheme is detailed below.

Nodes exchange their certificate graph and construct their updated certificate
repository by following the certificate exchange process given in [32]. The scheme
is applied to our scheme with a modification in which after certificate repository
exchange, nodes perform public key exchange with its neighbors.

Upon receiving a public key exchange request, a node validates the public
key by looking up its certificate repository. If found, it exchanges the public key
and then store the tuple (node id, public key) in its trusted neighbor list. If not
found, it waits for the convergence time Tep (that is the expected time after
which, when issued, a certificate reaches all the nodes in the network [32]) and
then looks up its latest updated certificate graph again. If still not found, it
refuses to exchange public key.

Through this exchange process, a node will have a up-to-date certificate
repository and the list of trusted neighbors’ public-keys. The certificate graph
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is used for authentication of end-to-end transactions in a network; whereas the
list of neighbors public-key is used for hop-by-hop authentication.

According to this scheme, at least one node in the network has to issue the
certificate for inclusion of a new node. If the certificate is issued, its public-key
certificate is distributed throughout the network during the convergence time.
Otherwise, it means that no node in the network know the new node. Thus, the
new node is not allowed to take part in the further networking activities.

4 An Implementation of the Proposed Scheme DASSR
for the AODV Routing Protocol

To demonstrate how our proposed authentication scheme works in a particular
reactive routing protocol, we deploy the scheme in the AODV (Ad hoc On-
Demand Distance Vector) routing protocol. In this section, we first review the
AODV protocol, then we present a secure AODV protocol using our distributed
authentication scheme DASSR.

4.1 AODYV Protocol

As mentioned earlier, AODV protocol is a routing protocol for wireless ad-hoc
networks using a reactive routing approach, which does not keep every node in
the network on a routing table but builds a path on-demand. The routing pro-
tocol has three main different packets: Route Request (RREQ), Route Reply
(RREP), and Route Error (RERR) [21,22]. When a node wants to send a
message to a destination that is not cached in the routing table, it issues a Route
Request (RREQ). When a node receives a Route Request, it forwards further
or issues a Route Reply if it is the destination node or it has a fresh-enough route
to the destination. When a node issues a Route Reply, it constructs RREP mes-
sage and unicasts back to the neighbor node in the reverse path. A Route Error
message will be issued and broadcasted when there is an error in a discovered
path.

Similar to other routing protocols in wireless ad-hoc networks, AODV was
designed without security consideration. Hence it is also vulnerable to typical
attacks such as impersonation, modification, fabrication attacks presented in
Sect. 2.2. In the next subsection, we present the implementation of our distrib-
uted authentication scheme DASSR in AODV to secure the routing protocol.

4.2 Secure AODYV Using the Proposed Distributed Authentication
Scheme DASSR

In the following revised AODV protocol, we assume that the public key exchange
process presented in the previous section have been performed and completed.
Thus, each node has neighbor nodes’ public keys and a certificate repository of
other active nodes in the network.



DASSR: A Distributed Authentication Scheme for Secure Routing 229

Route Request. A node having a packet to send, so-called a source node S,
initiates a RREQ message. Eventually, this message arrives at the destination
node through the forwarding of zero or more intermediate nodes. In our scheme
DASSR, the source node S attaches its signature signed with its private key
PrK_S to the RREQ message as follows:

Message = (RREQ, signature_S)

where
signature_S = [bcastId, destAddr, destSeq, srcAddr, srcSeq]PrK_S

Note that the signature signature.S = [bcastId, destAddr, destSeq,
srcAddr, srcSeq]Prk.S indicates that it is signed by the private key PrK_S
on the content in [..], which are broadcast ID, destination address, destina-

tion sequence number, source address, source sequence number. These are non-
mutable fields in a RREQ message. The content is not encrypted so that any
receiving node can read to perform the routing protocol.

On receiving RREQ with a single signature from the source node S, a neigh-
bor node n first assures the integrity of the message by validating the source’s
signature with the source’s public key. If the message is valid, the node continues
the steps in the AODV routing protocol such as updating the hop count in the
RREQ.

The neighbor node n generates its own signature and appends this signature
to the message before forwarding. The new message contains:

Message = (RREQ, signature_S, signature_n)
where
signature_n = [bcastId, destAddr, destSeq, srcAddr, srcSeq, hopcount]PrK_n

Continuing with this revised AODV protocol, any intermediate node %
(except the neighbor node n which is one-hop from the source node) will receive
a double signed RREQ message. Upon receiving the double signed RRE Q mes-
sage, node ¢ validates the signature of the forwarding node only. This authenti-
cation process follows a hop-by-hop authentication that uses the exchanged and
trusted public-keys. If the validation succeeds, node % signs the RREQ message
similar to node n above, and replaces the forwarding node’s signature with its
own signature, and then rebroadcasts the message:

Message = (RREQ, signature_S, signature_i)

The signatures of intermediate nodes help preventing spoofing attacks. In this
way, the authentication process is performed in a hop-by-hop manner based on
the list of trusted neighbors’ public-keys, without accessing the local certificate
repository.

Repeating this procedure, the authenticated RREQ message arrives at the
destination node. Note that all intermediate nodes do not validate the signature
of the source node S in our scheme, except the neighbor node n and the destina-
tion node or an intermediate node initiating a Route Reply. At the destination,
it first validates the forwarding (neighbor) node’s signature and then validates
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the signature of the source node signature_S. If the validation succeeds, the mes-
sage is ensured its integrity (content is unaltered by unauthorized nodes) and
non-repudiation (it was actually sent by the source node ). The destination
node validates the signature of its neighbor node as the same procedure as that
in the intermediate nodes presented in the previous section.

For the signature of the source node, after successfully authenticating the
neighbor nodes signature, the destination node verifies the signature of the
source node to authenticate the original route request from the source node.
In our public key exchange mechanism presented in Sect. 3.3, the destination
node should have the public key of the source node. Thus, the destination node
of a RREQ can validate the signature of the source node. If the validation is suc-
cessful, the RRE Q message is guaranteed the integrity and non-repudiation from
source node to destination node and among intermediate nodes. This end-to-end
authentication process can prevent the modification attacks and impersonation
attacks that cannot been solved in a hop-by-hop authentication method such as
in [23].

In the case that the destination node cannot find the public-key of the source
node in its repository, it still can apply the authentication process proposed
n [32]. According to [32], when a user u wants to authenticate a public key
PuK _v of another user v, both nodes merge their updated certificate repositories
and w tries to find a certificate chain to v in the merged repository. If the
certificates are both valid and correct, u authenticates PuK_v. Here again,
u performs the certificate correctness check locally. If node u cannot find any
certificate chain to PuK_v, it aborts the authentication.

Route Reply. In the AODV routing protocol, a route reply message (RREP)
is initiated by either the destination or intermediate nodes which have a fresh-
enough route to the destination.

In this secure AODV protocol, the node initiating a route reply RREP mes-
sage signs the message by its own private key and unicasts back to the neighbor
node in the reverse path. The neighbor node of the initiating node validates the
signature of source node (physical neighbor) and then attaches its signature to
the message and forwards back to the next hop in the reverse path. Each node
along the reverse path back to the source, on receiving the RREP message, val-
idates the signature of the senders by using their trusted neighbors public key
list, replaces the signature of neighbor node by its own one and forwards back
to the next hop. When the source node receives the RREP message, it validates
the two signatures. This process is similar to the destination node validates the
RREQ message presented previously.

Route Error. Route Error (RERR) message in the route maintenance process
is another target for attacks; hence, it needs to be authenticated. The procedure
for authentication of route error is the same as RREP authentication process.
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In route reply and route error processes, if all validations succeed, the RREP
message is guaranteed the integrity and non-repudiation for end-to-end transac-
tions; therefore, this solution could prevent possible attacks mentioned above.

5 Evaluation and Comparison

5.1 Security Analysis of the Proposed Scheme DASSR

As presented and discussed above, our proposed authentication scheme DASSR
is fully distributed without any fixed server. Since the validation of signatures
does not need any central server, the authentication process imposes less over-
head on the network because it does not need to communicate with a server for
verification. In addition, the messages themselves are not encrypted, thus reduce
the computation overhead at nodes.

As discussed in Sect. 3, using the message authentication in DASSR, scheme,
the integrity and non-repudiation of routing messages are guaranteed among
nodes that include source, destination, and intermediate nodes. The integrity of
messages ensures that the content of messages is unaltered by a malicious node.
The non-repudiation guarantees that a received message came from the node did
construct and sent the message, a malicious node cannot spoof another node to
send a message thanks to signature verification. Therefore, our DASSR scheme
can prevent potential routing attacks including impersonation, fabrication, and
modification attacks. We present the detailed analysis as follows.

Impersonation attacks: By using hop-by-hop and end-to-end signature valida-
tion, our DASSR scheme can prevent any malicious node from spoofing the MAC
or IP address of other nodes. If a malicious node constructs a falsified routing
message using a spoofed address, the signature validation is failed because the
address does not match with its public key thanks to the signature. If the sig-
nature validation is failed, the received messages are dropped.

Fabrication attacks: Any malicious node can generate a wrong route error mes-
sage to falsify the network. However, our DASSR scheme authenticates any
type of message in the network. Therefore, malicious nodes cannot spoof other
nodes address to falsify route errors. Nevertheless, any trusted node can initiate
wrong information to do the network harm. Since the scheme ensures the non-
repudiation of messages, a trusted node that continues to inject false messages
into the network can be detected and thus deleted from trusted list of neighbors,
being excluded from future routing activities.

Modification attacks: Modifications such as source ID or destination sequence
number are detected by the end-to-end authentication. However, the falsified
modification of hop-count field can not be detected. For this case, we just rely
on the transitively trusted relationship in which all nodes in the network are
trusted directly or indirectly via some other nodes.
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5.2 Comparison

In this subsection, we review the state-of-the-art on secure reactive routing pro-
tocols in wireless ad-hoc networks and compare our DASSR scheme with the
existing secure routing protocols in literature.

ARAN [28]. ARAN (Authenticated Routing for Ad-hoc Networks) uses cryp-
tographic certificates to achieve authentication, message integrity and non-
repudiation in the route discovery process. It assumes the existence of a trusted
certificate server which forms a center element.

SAODV [34]. SAODV (Secure Ad-hoc On-Demand Vector) routing protocol
guarantees security based on a key management scheme in which each node
must have certificated public keys of all nodes in the network. This protocol
uses public key distribution approach. Therefore, it is difficult to deploy and it
costs high since it requires both asymmetric cryptography and hash chains in
exchanging messages.

OSR [4]. OSR, stands for On-demand Secure Routing Protocol Resilient to
Byzantine Failures, floods route request and reply messages to prevent Byzantine
failures. It uses digital signature to authenticate the source, however it requires
a public key infrastructure.

Ariadne [12]. Ariadne, stands for Secure On-Demand Routing Protocol, pro-
vides point-to-point authentication of routing messages using MAC (Message
Authentication Code) based on a shared key between two nodes. It assumes that
sender and receiver establish the shared key before exchanging routing messages.

IBC [10]. IBC (Identity Based Cryptography) uses MAC addresses and cryp-
tography to secure routing messages. MAC addresses are used as public keys,
therefore, the mechanism does not require a centralized entity. However, as dis-
cussed earlier, this protocol is applicable for layer 2 routing protocols while more
commonly used routing protocols work on layer 3 where IP address is used.

ESARP [33]. ESARP (Efficient Security Aware Routing Protocol) uses an
asymmetric encryption to encrypt routing messages. It uses a key exchange
scheme to distribute public keys so that it does not require a centralized server.
However, the encryption introduce high overhead in computation.

In summary, existing schemes for secure routing are either based on the
assumptions of the availability of key management infrastructures, which are
against the very nature of ad-hoc networks [4,12,28,34], or not applicable for
every ad-hoc network protocols [10], or high overhead due to complex crypto-
graphic algorithms [10,33]. Our scheme DASSR authenticates routing messages
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Table 1. Comparison of secure routing protocols with DASSR.

Scheme Security Verification mechanism Fixed infrastructure
required

ARAN [28] | Encryption Public Key Cryptography | Trusted certificate
server

SAODV [34] | Authentication | Digital Signature Key Distribution
System

OSR [4] Authentication | Digital Signature Public Key
Infrastructure

Ariadne [12] | Authentication | MAC* Key Distribution
Center

IBC [10] Encryption Cryptography None

ESARP [33] | Encryption Cryptography None

DASSR Authentication | Digital Signature None

& Message Authentication Code.

using digital signature without encryption, therefore it creates less overhead.
The public key exchange in DASSR is fully distributed without any centralized
element or fixed infrastructure. DASSR can prevent identified routing attacks in
ad-hoc networks as analyzed in Sect.5.1. Table1 shows a comprehensive com-
parison of our DASSR scheme compared with existing secure routing solutions.

6 Conclusion and Future Work

In this work, we proposed DASSR, a fully distributed hop-by-hop and end-to-end
authentication scheme for reactive routing protocols in wireless ad-hoc networks.
Its advantages are two-fold: (1) It uses an efficient hop-by-hop authentication
scheme, which prevents impersonation, modification, and fabrication attacks,
during path discovery without resorting to any central entity. (2) The proposed
scheme also provides an end-to-end authentication mechanism by adapting a self-
organized public-key management scheme. In this way, our DASSR scheme can
ensure the integrity and non-repudiation of original messages from the source
node, thus can prevent modification attacks without relying on a certificate
server. Our scheme can work on layer 3 protocols (as it does not rely on MAC
addresses) which are widely used in wireless ad-hoc networks. We demonstrate
the security properties and the effectiveness of the proposed scheme by deploying
it to the AODV protocol, a representative of reactive ad-hoc network routing
protocols. Secure routing protocols adopted the proposed scheme DASSR do not
use cryptography or rely on a central server, therefore the overhead is low. In
the future work, we will implement the DASSR, scheme in other reactive routing
protocols and compare its overhead and performance with other related secure
routing protocols to confirm the effectiveness as well as the efficiency of the
proposed approach.
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