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1 Motivation

The railway signalling sector has historically been a source of success stories
about the adoption of formal methods in the certification of software safety of
computer-based control equipment. Although it is not possible to exhaustively
cite such stories here, we can refer to some witnesses in the two main classes in
which we can roughly divide railway signalling systems:

– ATP/ATC (Automatic Train Protection/Control) systems guarantee safe
speed and braking control for trains, along the line, where the main safety
criterion is to guarantee that two trains travelling at speed in the same direc-
tion stay a safe distance apart. The basic concept in ATP/ATC is the braking
curve: safety is guaranteed if the speed is always below the line of the braking
curve; should the speed go above the line, emergency braking is enforced.
These systems accommodate both train distancing and protection of singular
points of the line: for the first purpose a line is divided in sections of which
appropriate sensors detect occupancy by a train. Distancing is obtained by
ensuring that at any moment the speed of the train is such that the train
can be brought to a halt before entering in an occupied section, that is, the
braking curve is at zero at the entrance of the occupied section: the value
of allowed speed given by the braking curve depend on the number of free
sections in front of the train. Protection of singular points of the line (e.g.,
an open level crossing) is obtained by setting the braking curve at zero at the
protected point.
ATP/ATC systems are constituted by on-board components that receive infor-
mation from wayside components. In the early computer-based systems of this
kind, this communication is rather simple and occurs at specific points of the
line. As a consequence, the safety enforcing algorithms were not excessively
complex and were directly amenable to formal specification [4].

– Interlocking systems establish safe routes through the intricate layout of tracks
and points. Interlocking systems have since many years called for a direct
application of model checking, due to the fact that their safety properties can
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be expressed in temporal logic, and that their specifications by means of con-
trol tables can be directly formalized [3,11,13,14]. Typical of these verification
tasks is the combinatorial state space explosion problem, due to the high num-
ber of boolean variables involved: the first applications of model checking have
therefore addressed portions of an interlocking system (e.g., [2,8]); but even
recent works [7,15,18] show that routine verification of interlocking designs
for large stations is still a challenge for model checkers.

The latest technological evolutions of signalling systems promise a significant
improvement on transport capacity, on the regularity of the service, on the very
quality and safety of the offered service. These solutions are increasingly based
on the presence, on board trains and at ground, of processors that deal with
more and more complex real-time information, and on the adoption of wireless
communication links between trains and ground.

Examples of this trend are the roll-out of ERTMS/ETCS (European Rail
Traffic Management System/European Train Control System) to improve capac-
ity and enhance cross-border operation within Europe, and the CBTC (Commu-
nication Based Train Control) systems deployed in metro and suburban railways
to improve capacity and to add automated driving capabilities.

This evolution poses big challenges to the consolidated safety certification
processes, and raises concerns about the guarantees to maintain the typically
high standards of safety in railway operation whilst being able to satisfy avail-
ability, capacity and interoperability requirements. The actual achievement of
capacity, availability and interoperability improvements prospected for the future
is still a challenge, also in view of the necessary economic investment that these
new technologies require. In addition, given the heavy presence of wireless com-
munication links in novel railway systems, security has become a central issue
to cope with. Finally, railway systems are by nature green transportation sys-
tems, which have to keep this desirable attribute even in presence of increasing
capacity requirements. Hence, energy consumption is also a primary aspect to
consider.

New visionary systems are also beginning to be proposed within the railway
signalling community [5]. These have in common the removal of historic assump-
tions and constraints that have ruled railway safety so far, by resorting to the
possibilities offered by technological advances. In particular, moving and distrib-
uting the intelligence, that is so far concentrated in a few control centres, is seen
as a step towards more efficient, less expensive, more easily maintainable con-
trol and management systems. Although distribution makes safety certification
much more complex, it promises a more flexible operation and reconfiguration to
address planned and emergency changes. These ideas will be the basis for future
innovative system architectures. Analysing their safety will be vital to ensure
that such innovations will be fit for purpose.

Coping with the challenges posed by the increasing scale and complexity of
railway systems, and by the novel technologies available, require the formal meth-
ods community to extend and customise the modelling and verification method-
ologies that showed their effectiveness in earlier computer-based railway systems.
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In particular, the community is asked to provide formal solutions that: (a) can
deal with systems-of-systems that, besides interoperability, have to guarantee
high safety and capacity standards; (b) are able to enforce system dependability
aspects that go beyond safety – especially security and availability; (c) take into
account the cyber-physical, hybrid, nature of railway systems to cope, e.g., with
the issue of energy consumption.

Addressing these challenges requires an effort from the formal methods
research community as well as a stronger cross-fertilisation with railway sys-
tems developers, operators, and certification authorities. On the one hand, this
will enable the research community to have a proper in-depth understanding of
the railway domain, and to focus on solutions to real-world needs of the domain.
On the other hand, this will ensure that solutions proposed within the academic
world will be properly tailored to be usable, and acceptable, for practitioners.

2 Goals and Contributions

Inspired by the track on “Formal Methods for Intelligent Transportation Sys-
tems” held at ISOLA 2012 [6], which actually focused mostly on railway appli-
cations, the track “Formal Methods and Safety Certification: Challenges in the
Railways Domain” of this year edition aims to present some advanced results
addressing the challenges discussed above, in order to show how existing mod-
elling techniques are extended and customized to cope with such challenges.
Although addressing different aspects of the domain, the contributions to the
track share the approach of basing their specific analysis of different dependabil-
ity characteristic on a rigorous formal modelling approach.

Three contributions to this track concentrate on the big challenge of verify-
ing large railway interlocking systems, proposing different verification strategies
to attack their complexity, in order to decrease the cost of their safety certifica-
tion. While [10] proposes the adoption of static analysis for the early detection of
defects in the specification of the interlocking logics, [12] exploits a compositional
approach for attacking large systems of this class. The short contribution [17]
describes an open integrated toolset for interlocking verification. The interest
of the research community to this challenge is witnessed also by a contribu-
tion to the track on “Variability Modelling for Scalable Software Evolution” [9],
which proposes an incremental approach based on techniques from the Software
Product Lines discipline in order to reduce the time and cost for certification at
system updates and layout changes of an interlocking system.

Not only safety contributes to the dependability of nowadays signalling sys-
tems: in the railway domain, safety is typically obtained at the cost of reducing
service, by halting trains in case of adverse situations; in the current quest of
gaining more and more capacity from existing rail lines, availability is indeed of
paramount importance. Contribution [16] shows how modelling and model check-
ing techniques used for safety verification can be employed as well, although at a
different abstraction level, to establish liveness of a railway line by the detection
of possible deadlocks.



264 A. Fantechi et al.

Contribution [1] shows how formal modelling can be exploited as well for
analysing particular aspects of physical components of the railway system: a
precise analysis of energy consumption of switch heaters, although a very local-
ized and apparently minor issue, contributes to the overall safety and availability
assessment of a railway system in an important way. In addition, the contribution
shows how formal techniques can be used to deal with cyber-physical aspects
related to energy consumption.

It is our opinion that, notwithstanding the limited space available, the con-
tributions to the track succeed to give a glance of the state of the art and of
the opportunities offered by up-to-date formal modelling and verification tech-
niques and tools in the railway domain. In the future, we foresee a stronger
effort towards refining the proposed solutions, and towards a major focus on the
issues related to security, and to the interplay between security and the other
dependability attributes.

References

1. Basile, D., Di Giandomenico, F., Gnesi, S.: Tuning energy consumption strategies
in the railway domain: a model-based approach. In: Margaria, T., Steffen, B. (eds.)
ISoLA 2016, Part II. LNCS, vol. 9953, pp. 315–330. Springer, Heidelberg (2016)

2. Bernardeschi, C., Fantechi, A., Gnesi, S., Larosa, S., Mongardi, G., Romano, D.: A
formal verification environment for railway signaling system design. Formal Meth-
ods Syst. Des. 12(2), 139–161 (1998)

3. Bonacchi, A., Fantechi, A., Bacherini, S., Tempestini, M., Cipriani, L.: Validation
of railway interlocking systems by formal verification, a case study. In: Counsell, S.,
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