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Abstract. A social matching service has recently become popular.
These services help a user to search friends having common preference
or interest. On the other hand, users use their personal information for
matching in social matching services, and thus the privacy-preserving
profile matching protocols have been well studied. However, although
there are various privacy-preserving profile matching protocols, they may
cause unwilling matching. In order to solve this problem, it is necessary
to achieve a fine-grained matching mechanism considering conditions.

In this paper, we propose a privacy-preserving profile matching pro-
tocol embedded with homomorphic encryption considering conditions:
matching is established only when the conditions are satisfied. Our pro-
tocol reduces computational cost of user’s device by using the map-to-
prime technique and setting an honest-but-curious server. Furthermore,
even if a server is attacked, user’s secret key or personal data does not
leak since our protocol is designed for a server without such confidential
data.

Keywords: Privacy - Profile matching - Homomorphic encryption -
Mobile social networks

1 Introduction

With the proliferation of mobile devices such as smart phones and tablets, a
social network is becoming an inseparable part of our life. A social matching
service has recently become popular. These services help users to search friends
having common preference or interest. Users can make new social connections or
friends based on matching of their personal profiles. However, a social matching
service deals with user’s personal profile which includes sensitive information
such as name, age, location and preference. Thus, we should protect user’s pri-
vacy. The service provider needs to reassure users by properly managing personal
data and hence it is necessary to prevent leaking personal data. It is also required
to safely manage user’s personal data for improving quality of service.

A lot of privacy-preserving profile matching protocols have been studied for
preventing the leakage of private information in recent years. So, in these pro-
tocols, matching is processed using encrypted user’s profile. For example, a user
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A answers some questions to construct her/his profile and then encrypts her/his
answers. A’s profile is compared with another profile of user B with encrypted.
After that, A and B obtain the matching result by decrypting.

Thanks to such cryptographic technology, even if their profiles include sen-
sitive information, a malicious user or a server cannot learn about it except for
the matching result. However, the existing privacy-preserving profile matching
protocols have a drawback of unwilling matching. In the existing protocols, if
two users have at least one common preference or interest, then they output the
result “matching is established”. Namely, even if a user B has one profile item
that another user A cannot accept, the matching between A and B may unwill-
ingly established. For example, we assume that A wants to match to another
user who likes baseball but A does not want to match to a smoker. If B likes
baseball but B is a smoker, the existing protocols reluctantly output the result
“matching is established” based on the attribute “baseball”, although A does
not fundamentally want to match to B. This result may disappoint A.

In this paper, we propose a privacy-preserving profile matching protocol
embedded with homomorphic encryption considering conditions: matching is
established only when the conditions are satisfied. As a result, our protocol can
prevent the unwilling matching, which occurs in the existing protocols, by setting
the conditions. If A wants to match to only a non-smoker, A sets the condition
of “non-smoker” against another user. Even if both A and B like “baseball”,
they are not matched because B is smoker, that is, B does not satisfy the condi-
tion of A. Our protocol reduces computational cost of user’s device by using the
map-to-prime technique and setting an honest-but-curious server. Furthermore,
even if a server is attacked, user’s secret key or personal data does not leak since
our protocol is designed for a server without such confidential data. We assume
that every entity has honest-but-curious setting and that secure channel is used
among A, B and S. A and B do not directly communicate in order to preserve
the fairness and to reduce computational cost on users’ devices.

The remainder of the paper is structured as follows: In Sect.2, we dis-
cuss some related works of a privacy-preserving profile matching protocol.
Section 3 includes preliminaries. In Sect. 4, we present the privacy-preserving pro-
file matching system. Section 5 gives our proposed protocol in detail. In Sect. 6,
performance evaluation is discussed. Finally, Sect. 7 concludes the paper.

2 Related Works

In 2004, PSI protocol using Oblivious Polynomial Evaluation (OPE) was pro-
posed for the first time by Freedman et al. [2]. Then, Kim et al. [4] reduced
computational cost of user’s device by using the map-to-prime technique instead
solution of the polynomial in OPE. Many existing matching protocols need to
generate one ciphertext for one question about user profiles, and this means
that the large amount of computational cost of encryption is required if the
number of questions increases. The map-to-prime technique makes it possible to
embed more than one profile inside one ciphertext and hence makes it possible
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to decrease the computational cost of encryption. We can mainly classify the
existing schemes into two types: (1) enhancing the privacy and (2) enhancing
the matching function.

Enhancing the privacy restricts the output contents of matching results.
Abbas et al. [1] proposes cardinality matching which outputs only the num-
ber of matched elements without revealing the matched elements. In [6,7], the
private attributes are certified by a trusted third party and these prevent honest-
but-curious and malicious users from learning profile information of honest user
by choosing their set arbitrarily. In [5,8,9], privacy is enhanced by restricting
the information obtained from the matching result as the privacy level rises. For
example in [9], in level 1 users can learn the matched elements and their level
of interest. In level 2 it outputs the matched elements between users. In level 3
users can learn only if they matched without learning the matched elements.

Enhancing the matching function achieves more detailed matching of user’s
profiles. Zhu et al. [10] proposes the conditional matching protocol which is
established only when the number of matched elements is equivalent to the
number a user requires. However, the condition setting of this protocol is not
realistic. He et al. [3] proposes more detailed matching protocol in which users
can set weights to their profile. Thapam et al. [8] proposes the practical match-
ing protocol which achieves a communication closer to real life, by using not
only users’ own information but also information of their friends. As explained
above, although various matching protocols have been proposed, the fine-grained
matching considering user’s conditions has not been achieved yet.

3 Preliminaries

3.1 Requirements

Fain-grained profile matching:
The existing matching protocols have a drawback of unwilling match. Even
if a user has some profiles that anther user is unacceptable, they may reluc-
tantly match each other as described in Sect. 1. In order to solve this problem,
the fine-grained profile matching protocol considering conditions is required.

Safety management of personal information:
Since user’s profile includes personal information, it is required to store user’s
profile to keep a secret. Also, it is required that a server does not have private
keys of users or a server and that it does not use them on itself. If a server
does not have secret information, the safety management of a server becomes
easy.

Reduction of computational cost:
Many existing matching protocols need to generate one ciphertext for one
question of profiles, and this means that the large amount of computational
cost, of encryption is required if the number of questions increases. In order
to solve this problem, one ciphertext for multiple profiles is required. This
can reduce the computational cost and memory consumption.
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3.2 Paillier Encryption

The protocol proposed in this paper is based on Paillier’s homomorphic encryp-
tion. In the following, we summarize Paillier crypto system.

Key Generation:
The trusted third party chooses two large prime numbers p and ¢ ran-
domly such that ged(pg,(p — 1)(¢ — 1)) = 1 and compute n = pg and
g = (1 +an)p™ mod n? and A = lem(p — 1,¢ — 1), where ged() and
lem() are the functions that computes the greatest common divisor and
the least common multiple, respectively. Furthermore, it computes u =
(L(g* mod n2))_1 mod n, where L(u) = (u — 1)/n. The Paillier public and
private keys are (n,g) and A, respectively.

Encryption:
Let M € Z,, be a message to be encrypted and r € Z}, be a random number.
The ciphertext could be given by

E(M) = g™r™ mod n? (1)
Decryption:
Given a ciphertext ¢ = E(M), the corresponding plaintext can be derived as
L(c* mod n?
L modn) odn = M )
L(g” mod n*)

Homomorphic:
Given my,mg, 1,72 € Zp, it satisfies the following homomorphic property:

E(my) - E(mz) = E(my +m2) (3)

3.3 Adversary Model

We consider an internal attacker that is a malicious user or server. We assume
that the adversary model is honest-but-curious setting. Honest-but-curious users
or server follow the protocol but they are curious to learn about user’s interest.
Additionally, we do not consider the collusion among users and server. This
model is required to satisfy correctness and privacy as follows.

— Correctness.
If two users output the matching result of each profile correctly, this protocol
has correctness.

— Privacy.
If nothing is known about each user’s profile which is not existed in the match-
ing result, this protocol has privacy.
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(3) conduct secure profile matching
server S

(2) send encrypted answer (2) send encrypted answer

(4) return encrypted
matching result

(1) encrypt answers (1) encrypt answers
Ql 4 (5) decrypt into final matching result I 9 Ql 4
Q23 - “ Q22
Q31 user A 1=4. 03=1 user B | Q3 1

Fig. 1. Privacy-preserving profile matching system.

4 Privacy-Preserving Profile Matching System

A privacy-preserving matching system is that each user answers some questions
about user’s profile and then obtain only the matching result with another user. If
users A and B are matched in some questions, they obtain only the matched items
each other. Figure 1 shows an overview of privacy-preserving profile matching
system. The basic procedure is as follows.

1. A and B encrypt their own answer about their profiles.

2. A and B send their encrypted answer to a server S.

3. S conducts the secure profile matching with keeping personal information
secret.

4. S returns the encrypted matching result to A and B.

5. A and B respectively decrypt the matching result received from S and then
they can obtain the final matching result.

In Fig. 1, the final matching result is Q1 =4 and Q3 =1 since A’s answers of
question 1 and 3 are the same as B. Note that the answer of question 2 is kept
secret since the question 2 is not matched between A and B.

We assume that A, B and S are the honest-but-curious entities. In other
words, S, A and B are curious to learn about a user’s interest but honestly
follow the protocol. In addition, we do not assume the collision among A, B and
S and assume a secure channel between the server and users.

5 Owur Protocol

In the existing protocols, even if a user B has preference or interest that another
user A cannot accept, the matching between A and B may unwillingly estab-
lished. In order to solve this problem, we propose a privacy-preserving profile
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Table 1. Notation.

Notation Description

pka, pkp Public keys of users A and B

C Choice set

S Set of prime numbers to C'

t Size of each prime in C

C. Choice set for condition, C. C C
y Number of questions
Xa={ai,...,ay} | A’s answer, a; € S

Xp =A{b1,...,by} | B’sanswer, b; €S
a=TII_,,b=TI[_, | Answers of A and B

Qe B’s condition for user A

be A’s condition for user B
Taas Tabs Tba, Thb Random numbers

Xap, XBa Matching results of A and B

matching protocol embedded with homomorphic encryption considering condi-
tions: matching is established only when the conditions are satisfied. Our proto-
col uses the map-to-prime technique to reduce the computational cost of user’s
device. Our protocol also has conditions that each user sets to achieve the fine-
grained matching. We assume that the secure channel is used among A, B and S
and that A and B do not directly communicate in order to preserve the fairness
and to reduce computational cost on users’ devices.

5.1 Notation

Table 1 shows the notation of our protocol. C' is a set of choices contained in
one ciphertext. Our protocol deals with single answer only from multiple-choice
question. S is the set of prime numbers corresponding to C'. Users A and B select
prime numbers corresponding to their own answers as X4 = {ai,...,a,} € S
and Xp = {b1,...b,} € S, respectively. User’s answer is represented by product
of prime numbers. More precisely, the answers of A and B are denoted by a =
[1)_,a; and b = [],_, b;, respectively. Each user chooses a condition from C, C C.
The conditions of A and B are denoted by b. € S and a. € S, respectively. If
A does not satisfy B’s condition a. or B does not satisfy A’s condition b., then
the matching result is not output. Only if both A and B satisfy conditions each
other, the matching is certainly established as usual.

5.2 Protocol Detail

We explain about the procedure that A obtains the matching result since users 4
and B are in a symmetric position. Figure 2 shows our privacy-preserving profile
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% : secure channel

user A4 server S user B
{pka, vk}
selected primes: X, = {al, --~,ay}, a €S selected primes: Xz = {bl, ~~,by}, b; €S
condition: b, € § condition: a, € §

EpkA (a), EpkB (a), be

EpkA (b), EpkE (b), ac

S L
(4 )

TaarYab, "bar Tbb
azt, b7t mod ny
az', b7t mod ng

EpkA(a)raaac-l (mod nAl) X EpkA(b)r‘l"bc_l (mod ny) Epkg (a)rbaa51 (mod ng) xfpka‘ (b)rbbb;1 (mod ng)
N r 4
decrypted result: decrypted result:
Xup = Taqaazt + 1,,bbz 1 (mod ny) Xga = 1peaazt + 1ypbbst (mod ng)
If a;| X5, then a; is the common prime. If b;|Xp4, then b; is the common prime.

Fig. 2. Privacy-preserving profile matching protocol considering conditions between
two users.

matching protocol considering conditions between two users. We need only one
ciphertext for plural questions of profiles owing to the map-to-prime technique.
Note that two or more ciphertext is required when ¢ty > |n4|. The protocol detail
is shown in Fig. 2.

1.
2.

S chooses a set S corresponding to a set C for the map-to-prime technique.
A and B respectively generate their own public key pks and pkp and send
them to S.
A receives pkp from S. A computes Epy,(a) and Ep,(a) by encrypting
her/his own answer, and then selects the condition b. from C.. A sends
Epi,(a), Epky(a) and be to S. B processes in a similar way.
S generates four random numbers rqq, Tap, Tpe and rp, Where |roq| = |7ap| =
|nal —ty+t—1and |rpe| = || = |ns| — ty+t — 1. These random numbers
are used to pad message space. S obtains the prime number corresponding to
each condition received from A and B. Then, S computes the inverse elements
of b, and a. on na and ng, i.e., b (mod na), a;t(mod na), b (mod np)
and a_!(mod ng). Finally, S computes the following Eq. (4) and returns it
to A.

Epk:A (a)raaagl (mod n4) % EpkA (b)rabb;1 (mod n4)

= Lpka (Taaaagl + Tabbbgl) (4)
= Lpka (XAB)7

where X g = raaaac_1 + rabbbc_l.

A decrypts Epi, (X ap) to obtain X 4p.

A verifies the matching result, that is, A conducts a;|Xap (i = 1,...,7). If it is
true, a; is the common prime between A and B, otherwise, a; is not common.
If A and B satisfy their conditions each other, both users can obtain the
matching result. Otherwise, neither A nor B can obtain any matching result.
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Note that we can easily construct the protocol among m users by operating our
protocol between two users in parallel.

5.3 Matching Mechanism Considering Conditions

In this section, we explain the matching mechanism considering conditions in our
protocol. Only if two users satisfy their conditions each other, they can obtain
their final matching result. More precisely, only if A selects a. and B selects b, in
their answers, then they can obtain their matching result, when the conditions
of A and B are b, and a., respectively. If neither A nor B is satisfied, they cannot
obtain any matching result.

We explain an example of our matching mechanism considering conditions.
We assume that two users A and B respectively have a = zdh (x € C,) and
b=yeh (y € C.), where z, y, d, e and h are the prime numbers corresponding to
answers. Additionally, A and B respectively select a. = x € C, and b, =y € C,
as a condition. In this case, since A and B respectively have a. and b, in their
answers (i.e., they satisfy their conditions each other.), they can obtain the
matching result except for conditions a. and b.. Users can derive h as their
common prime number as follows.

Epp,, (@)"eat%e " mod na) s g (p)revbe’ (mod na)
= Lpka (raaxdhz™ + ropyehy ™)

= Epi s (Taadh + rapeh)

= Epp s (W(raad + Tape))

The most important point of this computation is the cancel process of conditions.
In Eq. (5), the inverse elements z~! and y~! are canceled by the primes a, = x
and b, = y for conditions, respectively. From this computation, A and B can
know that h is matched between them. If the inverse element of condition is not
canceled, the matching result is randomized and hence two users cannot obtain
any result.

On the other hand, when the conditions of A and B are respectively b, = z €
C. and a. = x € C,, the computation by S for a user A is as follows.

()

Epk:A (a)'r'aaa:l (mod n4) > EpkA (b)ﬂmb:l (mod n.4)
— Lpka (Taaxdhxil + Tabyehzfl)
= Epip (Taadh™ + ropyehzh)

= Epi, (random)

(6)

In this case, the inverse element of A’s condition z is not canceled since B does
not select z. As a result, an overflow occurs with a high probability on message
space n4 and thus users cannot obtain the common prime number. Unless the
conditions are satisfied, the matching result becomes random.

We can regard our protocol as two-step matching by setting the conditions.
At the first step our protocol conducts the matching of conditions, and also at
the second step it conducts the matching of the profiles.
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Table 2. Comparison of efficiency.

Computation | Communication
KLC'11 [4] | o(|C)) o(lc])
TLSL’14 [8] | O(|C?) o(cl))
ZZSY’12 [9] | O(|C|) o(c))
Our protocol | O(|C|) o(cy))

6 Evaluation

6.1 Security Analysis

In an honest-but-curious model, we have only to prove correctness and privacy
as follows.

Theorem 1 (Correctness). Our protocol outputs a matching result correctly.

Proof. When we assume x € X4 N Xp, both a and b are divided by x and
hence both Xap = reeaa;! + rpbbs !t (mod ny) and Xpa = rpeaa;l +
repbb; ! (mod npg) are also divided by x. As a result, each user knows that
is a common answer. On the other hand, when we assume xz ¢ X4 N Xpg, we can
consider two cases: (1) z is included in X4 or Xp, and (2) « is included in nei-
ther X 4 nor Xp. However, in both cases, = is accidentally existed as a common
prime in X 4 N X p with a probability of P (see P in Subsect. 6.3). Therefore, our
protocol can guarantee the correctness with a failure probability of P. a

We show the following lemma of indeterminate equation.

Lemma 1. If ged(a,b) = 1, then solution (z,y) of ax + by = 1 is existed cer-
tainly.

We will not prove Lemma 1l since this is a famous theorem of indeterminate
equation. Using this Lemma, we show that our protocol has privacy as follows.

Theorem 2 (Privacy). An attacker cannot obtain any information about
answers of honest user except for common elements between users.

Proof. We assume that A is an honest user and another user B is an honest-
but-curious attacker. B wishes to know A’s answer. B can obtain b, Epy, (b),
Epk,,(b) and Xpy = rpaaa; t + bt (mod np) in the protocol. In order to
know the result of A’s selection, B needs to know the prime number selected
by only A from Xpa = mpeaa;t + rypbb;t = w(rpea’a;t + rypb’b L) (mod np),
where a = wa’ and b = wb’. Note that 7 is the common prime(s) between A and
B. Since B knows Xpa, b’ and 7, B needs o’ from following Eq. (7).

Tba(l/ + ’I“bbb/ = XBA/T(' (7)

ged(a’,b') = 1 holds since the common prime number is not existed in a’ and
b'. Even if @’ has any value in Eq. (7), both 7y, and ry, certainly exists from
Lemma 1. As a result, it is difficult for an attacker to compute a’. O
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user’s tablet device server PC
(1) answer questions = (2) send encrypted answers (3) match encrypted
and encrypt her/his L“% profiles in the database
choice

(5) obtain matching result database

Fig. 3. Flow of our demonstration.

6.2 Efficiency

We evaluate computational/communication complexities of our protocol on
user’s tablet device and a server PC. We also evaluate the computation process
time of our implemented system.

Complexity of Computation and Communication. Users send and receive
two ciphertexts in our protocol. The communication complexity of ciphertext,
which each user sends and receives, is 4|C|. Therefore, the communication com-
plexity of our proposed protocol is denoted as O(|C|).

We evaluate the computational complexity with the number of modulo expo-
nentiation. In Paillier crypto system, it is required two modulo exponentiations
in encryption and one modulo exponentiation in decryption. In our protocol,
the number of each user’s modulo exponentiation is 5|C| since it needs two
encryptions and one decryption. Therefore, the computational complexity of our
protocol is denoted as O(|C|).

Table 2 shows the comparison the efficiency of the existing schemes and our
protocol. We employ the existing schemes that users can know which elements
are matched, which is similar to our proposed protocol. The result show that
our protocol has lower computational /communication complexities.

Implementation Evaluation. We implemented our proposed protocol in
JAVA and evaluated it on a laptop with Intel Core i5 (1.4 GHz) and 8 GB RAM
and a tablet device NEXUS 7 with Qualcomm Snapdragon S4 Pro (1.5 GHz)
and 2GB RAM. We evaluated the running time of our protocol on a laptop
as a server and a tablet as a user’s mobile device. Figure 3 shows the environ-
ment of our implementation evaluation. A user constructs her/his own profile by
answering some questions. Figure 4 shows the answer window of our implemented
application on the tablet device.

We evaluated the running time of two encryptions, one decryption and the
verification of matching on a table device, and the matching process on the server
PC. Table 3 shows ten times average of running time in each processing.
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Table 3. Running time in each processing (10 times average).

Tablet Server PC
Encryptions (two times) | Decryption (one time) | Matching verification | Matching processing
165 ms 51.3ms 7.92ms 30.6 ms

AnswerActivity

~ Question ~

Q1. What subjects do you prefer ?
[C] Language(Literature)
Mathematics

[] Physics

[ chemistry

[[] History
Q2. What sports do you like the best ?
[ soccer

Track and field

[] swimming

Fig. 4. The answer window of our application on the tablet device NEXUS 7.

6.3 Probability of Failure Matching

We note that our protocol does not deterministically output the matching result.
For example, in spite of x &€ X4 N Xp,z € S, if x becomes accidentally the
common prime number of A and B, then the matching result becomes wrong.
Therefore, it is important that the failure probability is negligible. P is the failure
probability that a common ¢-bit prime number in X 4 N Xp may be accidentally

included in S as follows. 5|
1
P=1- (1 - 2t> (8)

We assume that the message space of E is 1024 bits, i.e., [na| = [ng| = 1024.
Since the message space is fixed, ¢ and C have the relation of tradeoff. As long

Table 4. The probability of failure matching when ¢ and |C| are changed.

t |C|| P

25|34 |5.07x107°
26|33 [2.46 x 107
27131 [1.15x 107¢
2830 |5.59 x 1077
29129 [2.70 x 1077
30128 [1.30 x 1077
31|27 16.29 x 1078
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as the probability of failure matching is less than 2720 (~ 10~7), we assume that
the correctness is guaranteed. Table 4 shows the probability of failure matching
when ¢ and |C| are changed. In order to satisfy the above condition (i.e., less
than 1077), we set ¢ = 28 bits prime numbers and |C| = 30 from Table 4. In this
implementation, a user selects a single answer from five items assigned to each
question.

7 Conclusion

We have proposed a privacy-preserving profile matching protocol considering
conditions. In the existing protocols, the unwilling matching may occur, that
is, a user may match to another unacceptable user. In our protocol, matching
is established only when the conditions are satisfied, and hence our protocol
can prevent such unwilling matching, which occurs in the existing protocols,
by setting conditions. Additionally, we have reduced computational cost and
memory consumption by using the map-to-prime technique and an honest-but-
curious server. As a future work, we try to enhance the privacy such as condition
hiding and configuration of privacy level, which restrict the matching result.
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