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Abstract The recent development of communication devices and wireless network
technologies continues to advance the new era of the Internet and the telecom-
munications. The vision for the Internet of Things (IoT) states that various “things”,
which include not only communication devices but also every other physical object
on the planet, are going to be connected and will be controlled across the Internet.
The concept of the IoT has attracted significantly attention from many investigators
in recent years. The incessant scientific improvements make possible to construct
smart devices with huge potentials for sensing and connecting, allowing several
enhancements based on the IoT paradigm. This chapter presents a review on
research on IoT and analyses several IoT projects focused on IoT architectures,
elements, Quality of Service (QoS) and currently open issues. The main objective
of this chapter is to allow the reader to have an overview on the most important
concepts and fundamental knowledge in IoT.
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1 Introduction

The basic idea of the Internet of Things (IoT) is the pervasive presence of a variety
of objects with interaction and cooperation capabilities among them to reach a
common objective [1].
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Is expected that the IoT will have a great impact on several aspects of
everyday-life and this concept will be used in many applications such as domotics,
assisted living, e-health and is also an ideal emerging technology to provide new
evolving data and computational resources for create revolutionary software
applications (also known as “apps”) [2]. Systems based on the IoT interact via
wireless technologies such as RFID (Radio-Frequency Identification), NFC (Near
Field Communication), ZigBee, WSN (Wireless sensor network), DSL (Digital
Subscriber Line), WLAN (wireless local area network), WiMax (Worldwide
Interoperability for Microwave Access), UMTS (Universal Mobile Telecommuni-
cations System), GPRS (General Packet Radio Service), or LTE (Long-Term
Evolution).

Moreover, IoT presents several challenges to be solved such as security and
privacy, participatory sensing, big data, and architectural issues apart of the known
WSN challenges, including energy efficiency, protocols, and Quality of Service
(QoS) [2]. In the one hand, technological standardization of the IoT is now starting
to be missed, so collaboration among IEEE (Institute of Electrical and Electronics
Engineers), ISO (International Organization for Standardization), ETSI (European
Telecommunications Standards Institute), IETF (Internet Engineering Task Force),
ITU (International Telecommunication Union) and other related organizations is
very important and urgent [3]. In the order hand, some authors define that premature
standardization could risk stifling innovation [4]. Industry applications, monitoring
and water control, smart homes’ architecture, estimation of natural disaster, medical
applications, agriculture application, intelligent transport system design, design of
smart cities, smart metering and monitoring, smart security are examples of inter-
esting applications of IoT [5].

This document is organized as follows. This paragraph concludes the introduction
in Sect. 1. In Sect. 2, IoT visions and architecture are introduced. The essential
elements of IoT are the subject of discussion in Sect. 3 and IoT applications, smart
homes and health projects are addressed in Sect. 4. Section 5 gives an overview
about IoT platforms and their open issues. In Sect. 6 important aspects about quality
of service issues in IoT are introduced and Sect. 7 focuses on security and privacy
concepts. Conclusions and future research topics are presented in Sect. 8

2 IoT Visions and Architecture

The paradigm of the IoT is referred to as the result of the merging of different
views: things oriented vision, Internet oriented vision, and semantic oriented vision
[6]. Under the same article, the IoT semantic oriented vision means a global net-
work of interconnected objects that have a unique address based on standard
communication protocols. The things oriented vision focuses on intelligent
autonomous devices that use technologies such as NFC and RFID objects, applied
to our daily lives. The Internet oriented vision focuses on the idea of keeping the
devices connected to the network, having a single address and using standard

116 G. Marques et al.



protocols. Semantic oriented vision focuses on storage, searching and organizing
information generated by IoT, seeking to create data and environment architectures
modelling solutions to handle efficiently with the produced information.

The architecture of the IoT can be divided into five layers such as: Objects Layer
or Perception Layer, Object Abstract layer or Network Layer, Service Management
Layer or Middleware Layer, and Application Layer and Business layer (Fig. 1). On
the one hand, the Perception Layer refers to physical sensors and actuators that IoT
systems absorb [7]. On the other hand, the Network Layer transfers data produced
by the Perception Layer to the Middleware Layer through secure channels using
technologies such as RFID, ZigBee, WPAN, WSN, DSL, UMTS, GPRS, WiFi,
WiMax, LAN, WAN, 3G and LTE. Furthermore, the Middleware Layer pairs a
service with its requester based on addresses and names in order to maintain
independence from the hardware. On the contrary, the Application Layer provides
the services requested by customers providing the system output information to the
user that requests that information.

Finally, the Business Layer manages the overall IoT system activities and
services to build a business model, graphs, flowcharts, etc. based on the received
data from the Application layer.

3 Elements of the Internet of Things

This section will revisit the elements of IoT such as identification, sensing,
communication, computation, services and semantic (Fig. 2).

Perception Layer 
(Physical objects, RFID, NFC, Sensors and Actuators)

Network Layer
(GPRS, UMTS, LTE, ZigBee, Bluetooth)

Middleware Layer
(Database, Ubiquitous Computing, Service management)

|Application Layer 
(Smart Applications and Management)

Business Layer 
(System Management, Graphs, Charts, Business Models)

Fig. 1 IoT architecture layers adapted from [7]
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The identification is essential for the development of the IoT and is important to
ensure correct identification of objects in order to match services with their demand.
Actually many identification methods exist such as electronic product codes
(EPC) and ubiquitous code (uCode). Object identification refers to its name or
designation and addressing refers to its IP address for communication on the net-
work. Addressing methods include today’s IPv4, IPv6 and 6LoWPAN that provides
compression on IPv6 headers [8]. With the large address space provided by IPv6,
all the addressing needs of the IoT are thought to be taken care of.

In IoT, sensing refers to acquire data from the environment and send it to a
database, remote, local or in a cloud, and as example of IoT sensors one can find
smart sensors, actuators or wearable sensors.

Moreover, the communication is an integral part of all IoT devices. Limited by
the nature of the “things” themselves, as for example, battery life or limited range of
data transmission, protocols such as WiFi, ZigBee, GSM, GPRS, UMTS, 3G, LTE
and 5G [9], among others, are common. The IEEE 802.15.4e standard was released
by IEEE in 2012 to enhance and add functionality to the previous 802.15.4 stan-
dard, as to address the emerging needs of embedded industrial applications [10].
There are also other communications technologies used for proximity communi-
cations like RFID [11], NFC [12] and Beacons (Bluetooth Low Energy) [13]. An
memoryless-based collision window tree plus (CwT+) protocol for simplified
computation in anti-collision radio frequency identification (RFID) is proposed by
[14], the authors concluded the outperformance of the CwT+ compared with earlier
protocols. A low-cost flexible NFC tags to allow everyday objects to communicate
to smartphones and computers and thus participate in the IoT is proposed by [15],
according to the authors the most important NFC regulatory standards are met, even
with relaxed 5 micron design rules, using optimized design topologies. Bluetooth
4.2 offers features that makes Bluetooth Low Energy an appropriate protocol for

Fig. 2 IoT elements
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low-power communication technologies in the IoT and are applied in 6LoWPAN
networks [16].

In addition, IoT are deployed using several hardware platforms applications such
as Arduino [17], Intel Galileo [18], Raspberry Pi [19] or ESP8266 [20]. Cloud
computing platforms are also an important computational part of the IoT paradigm
because they provide facilities for storing and/or processing data in real time.

The different IoT services can be categorized as Identity related services,
Information aggregation services, Collaborative-Aware services, and Ubiquitous
services [21]. Identity-related services are focused on the identification of objects,
whereas Aggregation services collet and summarize sensory data, and send them to
the backend application. Furthermore, Collaborative-Aware services are used to
turn the obtained data into a decision in order to react accordingly, while Ubiqui-
tous services aim to provide Collaborative-Aware services anytime to anyone
anywhere.

Semantic in the IoT is considered as the ability to extract knowledge from
machines to provide the required services by discovering and using resources and
modelling information. Thus, Semantic Web technologies examples are the
Resource Description Framework (RDF) [22] and the Web Ontology Language
(OWL) [23].

4 Applications

IoT turn into reality several important applications like smart homes, ambient
assisted living and health domains, which are detailed in the next sections.

4.1 Smart Homes

Smart homes have been researched for decades, being the first Smart Rooms project
implemented by the MITMedia Lab [24]. Nowadays, smart homes may be classified
into three different categories: The first category aims to detect and to recognize the
actions of its residents in order to determine their health condition. The second
category, aims at storing and retrieving of multi-media captured within the smart
home, in different levels from photos to experiences. The third category is focused
on the surveillance, where the data captured in the environment are processed to
obtain information that may help to raise alarms, in order to protect the home and the
residents. There is also a type of smart homes that have the objective to reduce the
energy consumption by monitoring and controlling electric devices [25].

Recent advances in information technology allowed lower prices of smart homes
but provide them intelligence environments to make complex decisions remains a
challenge. Thus, is expected an increasingly amount of interconnections among
sensors for collect data in real time.
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Three broad views about smart homes are introduced by [26]: a functional view;
an instrumental view; and a socio-technical view. The functional view sees smart
homes as a way of better managing the demands of daily living through technology.
The instrumental view emphasises smart homes’ potential for managing and
reducing energy demand in households as part of a wider transition to a low-carbon
future. The socio-technical view sees the smart home as the next wave of devel-
opment in the ongoing electrification and digitalisation of everyday life.

A really interesting smart home application is introduced by [27], called
Vital-Radio, which consists in a wireless sensing technology that monitors
breathing and heart rate without body contact. This method demonstrates through a
user study that it can track users’ breathing and heart rates with a median accuracy
of 99 %. In Europe, smart home projects include iDorm [28], Gloucester Smart
Home [29], and CareLab [30], which is distinguished by its importance for the
development of state of the art and due to innovative features.

Several challenges are related to IoT and AAL such as security, privacy, and
legal. IoT devices are typically wireless and exposed to public range, the ownership
of data collected from IoT devices must be clearly established. In fact, IoT devices
should use encryption methods and be equipped with privacy policies.

In order to try to resolve privacy issues, the ambient sensing system AmbLEDs
project, proposes the use of LEDs instead of other types of more invasive sensors
such as cameras and microphones. In fact, this type of applications reveal the
importance of using simple and intuitive interfaces for the interaction with people in
the ambient assisted living [31].

Humans will often be the integral parts of the IoT system and therefore IoT will
affect every aspect of human lives. In addition, due to the large scale of devices
arise continuing problems of privacy and security so as consequence cooperation
between the research communities is essential [32].

An really interesting example of IoT combined with ALL is proposed by [33]
where an integrated platform for monitoring and controlling of a household that
uses ZigBee Wireless network is reported which is distinguished by the use of
open-source technologies.

The SPHERE Project [34] aims to build a generic platform that fuses comple-
mentary sensor data to generate rich datasets that support the detection and man-
agement of various health conditions. This project uses three sensing technologies:
environment, video, and wearable sensing.

Furthermore, a cloud-based IoT platform for AAL proposed by [35], aims to
manage the integration and behaviour-aware orchestration of devices as services
stored and accessed on the cloud.

Well-known technologies like RFID, is still used to match IoT and ALL,
allowing the creation of intelligent systems that can detect user-object interactions
using for example supervised machine learning algorithms. In line with this, the
project described in [36] where the authours present weighted Information Gain
(wIG), an empirical method for reliably detecting unassisted, deviceless, and real
time—user-object interaction using RFID.
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In addition. the Home Health Hub Internet of Things (H3IoT) consists in an
architectural framework for monitoring health of elderly people at his home. This
framework presents several advantages such as: mobility, affordable price, usabil-
ity, simple layered design, and delay tolerant [37].

4.2 Health Projects Based on IoT

IoT is a suitable approach to build health care systems, based on the technology
advancements that allows to define new advanced methods for the treatment of
many diseases e.g. by monitoring of chronic diseases to help doctors to determine
the best treatments as proposed by [38].

A solution for diabetes therapy based on the IoT is proposed by [39]. This
solution supports a patient’s profile management architecture based on the personal
RFID cards. A global connectivity among the patient’s personal device, based on
6LoWPAN, the nurses/physicians’ desktop application to manage personal health
records, the glycaemic index information system, and the patient’s web portal is
provided.

On the last few years, the IoT has been proposed on several projects for remote
health care aiming at to improve acquisition and processing of data [40]. Despite the
potential of the IoT paradigm and technologies for health systems, there are still
room for improvement on different topics. The direction and impact of the IoT
economy is not yet clear, there are barriers to the immediate and ubiquitous
adoption of IoT products and services, and these solutions may sound feasible for
implementation, the timing may be too early [41].

In addition, IoT technologies provide many benefits to the healthcare domain in
activities such as tracking of objects, patients and staff, identification and authen-
tication of people, automatic data collection and sensing [6]. Thus, IoT gives a
considerable solution as a platform to ubiquitous healthcare using wearable sensors
to upload the data to servers and smartphones for communication along with
Bluetooth for interfacing sensors measuring physiological parameters [2].

Health-care applications should incorporate several mechanisms that should be
used to provide privacy of personal and/or sensitive information has harnessed the
adoption of IoT Technologies. The interconnection of many IoT systems and
sensors could trigger an intervention by the medical staff upon detection of con-
ditions that otherwise unattended could lead to health and wellbeing deterioration,
thus realizing preventive care [42].

In fact, security vulnerabilities exist in a Machine-to-machine (M2M)/IoT
communication, aiming at to ensure the proper access to the right entities at the
right time, and supported by a secure architecture. Other big challenge is that
M2M/IoT devices may not have enough capabilities to execute encryption methods
on the device [43]. This challenge must be solved if a secure health systems based
on IoT is provided.
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The Health-IoT (in-home health care service based on the IoT technologies) has
promising prospects. A business-technology co- design methodology is proposed
for cross-boundary integration of in-home health care devices and services based in
IoT [44].

An IoT based sensing architecture facilitates improving energy efficiency by
permit dynamic utilization of sensors and the use of IPv6 over Low Power Wireless
Personal Area Networks (6LoWPAN) has been proposed to connect energy con-
strained WPAN devices to the Internet [45, 46].

The IoT paradigm specifies a way to monitor, store and utilize health and
wellbeing related data on a 24/7 basis [47] and also provide services to be ubiq-
uitous and customized for personal needs [42, 48].

An proof of concept implementation of an IoT-based remote health monitoring
system includes an demo of a Smart e-Health Gateway called UT-GATE is pro-
posed by [49]. UT-GATE provides local services for health monitoring applications
such as local repository, compression, signal processing, data standardization,
WebSocket server, protocol translation and tunnelling, firewall, and data mining
and notification.

5 IoT Platforms

A IoT platform can be defined as the middleware infrastructure that supports the
interactions between devices and users. These platforms can be divided in general
into Cloud-based platforms (Fig. 3) and Local platforms (Fig. 4).

The most important characteristics of an IoT platform are the support to
heterogeneous devices, the data privacy and security, data fusion and sharing, the
support to APIs and to the IoT ecosystem. In line with this, this section will briefly
summarize a number of platforms for the Internet of Things. It is intended to

Fig. 3 Cloud platform
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highlight the most important platforms, so those who have more advantages and
which are distinguished by its importance for the development of state of the art and
due to innovative features.

1. OpenIoT: supports heterogeneous devices have a decentralized architecture, is
open-source (LGPLv3), have user-based privileges and service discovery [50].

2. The thing system: have a centralized architecture, provides service discovery,
is open-source (M.I.T. License), does not provide storage functionalities and
are designed to only provide access remotely to home’s smart devices [51].

3. Xively: is a proprietary cloud-based platform that provides open-source API’s
and supports RESTful API [52].

4. ARM mbed: is a proprietary platform with centralized/Cloud-based architec-
ture designed for embedded devices that supports security functionalities such
as Transport Layer Security (TLS), it supports CoAP and RESTful API for
create M2M networks [53].

5. H.A.T.—Hub of All Things: is an open-source platform that have a decen-
tralized architecture that aim to create economic and business opportunities
using generated data by IoT home’s systems and supports RESTful API [54].

6. Ericsson IoT Framework: is a PaaS that includes a REST API, data storage
functionalities and OpenId access control. It is a open-source (Apache license
2.0) platform with a centralized architecture [55].

7. Calvin-Base: is an open-source platform with a centralized architecture that
supports REST API and is main goal is to be extremely extendable and for that
it have a large amount of plugins applications to ensure interoperability [56].

8. OpenRemote: is an open-source platform with a centralized architecture that
supports REST API and have local store system. This platform supports home
and domotics environments [57].

9. ThingWorx: is a proprietary cloud-based architecture M2M platform (PaaS)
that supports REST API and service discovery [58].

Fig. 4 Local platform
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10. Sense Tecnic WoTkit: is a proprietary cloud-based architecture platform
supports REST API and service discovery and have secured access [59].

As referred by [60] the success of the platforms and frameworks is based on
different topics, as follows:

1. Enable devices, applications and systems to securely expose API’s for 3rd party
systems and to facilitate API management;

2. Enable systems to have protocol interoperability with other 3rd party API’s and
ensure they are extendable for new protocols;

3. Enabling constrained devices to participate into application networks. That is
size, bandwidth, power supply(battery) and processing power constraints;

4. Governance—Enabling management and governance of heterogeneous net-
works of devices and applications.

There are challenges and problems that cross all these IoT platforms including the
following: standardization, power and energy efficiency, Big Data, security and
privacy, intelligence, integration methodology, pricing, network communications,
storage and scalability and flexibility as showed in Fig. 5.

Fig. 5 Cloud platforms open issues
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6 QoS in IoT

IoT presents several QoS (Quality of Service) issues such as availability, reliability,
mobility, performance, scalability and interoperability, most of this issues are
identified by [5–7, 42].

On the one hand, the availability of the IoT systems refers to provide anywhere
and anytime services to customers. The IoT must try to be compatible with all
devices and follow the protocols such as IPv6, and 6LoWPAN. On the other hand,
the reliability refers to provide a high success rate for the IoT service delivery, and
implemented in software and hardware throughout all the IoT layers. In addition,
the mobility refers to connecting users with their desired services continuously
while on the move, interruption for mobile devices can occur when these devices
transfer from one gateway to another. An architecture based on IoT to support
mobility and security in medical environments is proposed by [61].

Moreover, the performance of IoT services is a big challenge because it depends
on the performance of many components of the IoT systems that needs to con-
tinuously develop and improve the performance of its services to meet the
requirements.

Furthermore, the scalability of the IoT refers to the ability to add new devices,
services and functions without affecting the quality of service. In the presence of
diverse hardware platforms and communications protocols adding new operations
and supporting new devices are challenging tasks. In addition, is not easy to assure
the interoperability on these large-scale applications composed by a large number of
heterogeneous things that belong to different platforms [62].

7 Security and Privacy

Security is the most significant challenge for IoT applications, and its architecture
should fit the lifecycle of IoT, and its potentials. Thus, IoT systems must take into
account the effect of packet fragmentation on security, with particular focus on
possible DoS attacks [63].

Manufacturing IoT must not only address technical problems, but also consider
planning, infrastructure, management, and security problems [64]. At the network
layer, the IoT systems must use encryption and enhance the capacity against DoS
attack.

In 2008 the ISO/IEC 29192 standards were created in order to provide light-weight
cryptography for constrained devices, including block and stream ciphers and
asymmetric mechanisms. Lightweight cryptography contributes to the security of
smart objects networks because of its efficiency and smaller footprint [65].

The attacks on IoT systems can be categorized as physical attacks, side channel
attacks, cryptanalysis attacks, software attacks and network attacks [66]. Physical
attacks refer to attack the physical hardware and are harder to perform. Side channel
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attacks makes use of information to recover the key the device is using. Crypt-
analysis attacks are focused on the cipher text with the objective to break the
encryption. Software attacks exploit vulnerabilities in the systems through its own
communication interface. Networks communications are vulnerable to networks
security attacks due to the broadcast nature of the transmission medium.

In fact, IoT systems that use wireless technologies may experience several
security issues like attacks on secrecy and authentication, silent attacks on service
integrity and attacks at network availability. Network availability attacks can be
catalogued as DoS (Denial of Service) attacks an occur at physical, link, network,
transport and application layers (Fig. 6) [67].

Although a lot of research has been done in order to increase the security in the
IoT, open problems remain in a number of areas, such as cryptographic mecha-
nisms, network protocols, data and identity management, user privacy,
self-management, and trusted architectures [68]. Several proposals for security
arrangements for IoT can be found in [69–74]. An overview of low-complexity
physical-layer security schemes that are suitable for the IoT is proposed by [69].
A novel system architecture, called the Unit and Ubiquitous IoT (U2IoT) is pro-
posed by [70] to face security issues. On the contrary, a two way authentication
security scheme for the IoT based on existing Internet standards, especially the
Datagram Transport Layer Security (DTLS) protocol is proposed by [71]. The
possibility of reducing the over- head of DTLS by means of 6LoWPAN header
compression is proposed by [72]. A new security solution for integrating WSNs
into the Internet as part of the IoT is presented by [73]. Authors of [74] demon-
strates the feasibility of using the Generic Bootstrapping Architecture (GBA) de-
fined by the 3rd Generation Partnership Project (3GPP) to perform secure
authentication of resource-constrained for IoT devices.

Security and 
privacy issues

Authentication 

Integrity 

Availability DoS Attacks

Physical Layer

Link Layer

Network Layer

Transport 
Layer

Application 
Layer

Fig. 6 Hierarchical diagram of security issues in IoT systems that incorporate wireless
technologies adapted from [68]
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8 Conclusions

The IoT is a paradigm that aims to improve the quality of human live. There are
several visions of the IoT such as things oriented vision, Internet oriented and
semantic oriented vision. The IoT can be divided into 5 layers such as Objects
Layer or Perception Layer, Object Abstract layer or Network Layer, Service
Management Layer or Middleware Layer, Application Layer and Business layer.

The main elements of the IoT are identification, sensing, communication, com-
putation, services and semantic and exist several examples of fascinating applica-
tions like prediction of natural disaster, industry applications, design of smart homes,
health applications, agriculture applications, intelligent transport system design,
design of smart cities, smart security, smart metering and monitoring.

The IoT systems and ALL will continue side-by-side mutually contributing
scientific advances in assisted living allowing also lower the cost of assisted living
systems.

The IoT platforms must support heterogeneous devices, data fusion and sharing,
data privacy and security, API’s for interoperability and standardization. There are
several open issues related with the IoT, such as standardization, security and
privacy, power and energy efficiency, intelligence, integration methodology, big
data, pricing, storage, network communications, scalability and flexibility. The IoT
continues to present several QoS issues such as availability, reliability, mobility,
performance, scalability and interoperability.

This paper presented an overview of the IoT concepts such as architecture,
vision, elements, main applications focus on smart homes and heath systems,
platforms, QoS and security issues, which should provide a good transversal sense
of IoT technologies.

Despite the numerous technologic enhancements, some issues in the design of
IoT systems continue to exist, namely corresponding to privacy, confidentiality,
security, and interoperability of such systems.
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