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Abstract. We present a satisfiability modulo theories based bounded
model checking (SMT-based BMC) method for timed interpreted sys-
tems (TIS) and for properties expressible in the existential fragment
of a Real-Time Computation Tree Logic with epistemic components
(RTECTLK). We implemented the standard BMC algorithm and evalu-
ated it for two multi-agent systems: a timed train controller system and
a timed generic pipeline paradigm. We used the Z3 solver.

1 Introduction

The formalism of interpreted systems (IS) was introduced in [8] to model multi-
agent systems (MAS) [19], which are intended for reasoning about the agents’
epistemic and temporal properties. The formalism of timed interpreted systems
(TIS) [22] extends IS to make the reasoning possible about not only temporal
and epistemic properties, but also about real-time aspects of MASs. The previ-
ous ten years in the area of MASs have seen significant research in verification
procedures, which automatically evaluate whether a MAS reaches its intended
specifications.

Model checking [4] is an automatic verification technique for concurrent sys-
tems such as: digital systems, distributed systems, real time systems, multi-
agent systems, communication protocols, cryptographic protocols, concurrent
programs, and many others. To be able to check automatically whether the sys-
tem satisfies a given property, one must first create a model of the system, and
then describe in a formal language both the created model and the property.

One of the main technique here is symbolic model checking [4]. Unfortunately,
because of the agents’ intricate nature, the practical applicability of model check-
ing is firmly limited by the “state-space explosion problem” (i.e., an exponential
growth of the system state space with the number of agents). To reduce this
issue, various techniques, including the SAT- and BDD-based bounded model
checking (binary decision diagrams based BMC) [10,15,18], have been advanced.
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These have been effective in permitting users to handle bigger MASs, however
it is still hard to check MASs with numerous agents. The point of this paper
is to help beat this inadequacy by employing SMT-solvers (i.e., satisfiability
modulo theories tools for deciding the satisfiability of formulae in a number of
theories) [2].

Bounded model checking for multi-agent systems is a symbolic model check-
ing method designed for finding counterexamples, and whose main idea is
to consider a model curtailed to a specific depth to search for an execution
(or a set of executions) of a system under consideration of some length k&, which
constitutes a counterexample for a tested property. It uses a reduction of the
problem of truth of a temporal formula [6] (an epistemic formula [8], doxas-
tic formula [12], and deontic formula [14]) in a model of MAS to the problem
of satisfiability of formulae. The reduction is achieved by a translation of the
transition relation and a translation of a given property to a quantifier-free first-
order formula. It should be emphasised that for a given temporal logic, bounded
model checking is mainly used to disprove safety properties and to prove liveness
properties.

A version of the SAT-based BMC method for specifications expressed in
RTECTLK, and MASs modelled by interleaved interpreted systems (the inter-
preted system with the asynchronous semantics (interleaving semantics)), in
which agents have time-limits or other explicit timing constraints to accomplish
intended goals, has been published in [21].

The original contributions of the paper are as follows. First, we propose a
SMT-based BMC technique for TIS and for RTECTLK. Second, we report on the
implementation of the proposed BMC method as a new module of a verification
system, and evaluate it experimentally by means of a modified generic pipeline
paradigm [17] and a modified train controller system.

We do not compare our results with other model checkers for MASS,
e.g. MCMAS [13] or MCK [9], simply because they do not support the
RTECTLK language and the timed interpreted systems.

Scheme of the Paper. The rest of the paper is organised as follows. In the
next section we briefly present the theory of the timed interpreted systems and
the RTECTLK language. In Sect.3 we present our SMT-based BMC method
and an example of translation to SMT. In Sect.4 we experimentally evaluate
the performance of our SMT-based BMC encoding. We conclude with a brief
discussion in Sect. 5.

2 Preliminaries

Timed Interpreted Systems (TIS) were proposed in [22] to extend interpreted
systems (ISs) in order to make possible reasoning about real-time aspects of
MASs. In the formalism of interpreted systems, each agent is characterised by
a set of local states and by a set of local actions that are performed following a
local protocol. Given a set of initial states, the system evolves in compliance with
an evolution function that determines how the local state of an agent changes
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as a function of its local state and of the other agents actions. The evolution of
all the agents local states describes a set of runs and a set of reachable states.
These can be used to interpret formulae involving temporal operators, epistemic
operators to reason about what agents know.

2.1 Timed Interpreted Systems

Let IN be a set of natural numbers, and IN; = IN\{0}. We assume a finite set
X of variables, called clocks. Each clock is a variable ranging over a set of non-
negative natural numbers. For z € X, € {<,<,=,>, >}, ¢ € IN we define a set
of clock constraints over X, denoted by C(X), The constraints are conjunctions
of comparisons of a clock with a time constant ¢ from the set of natural numbers
IN, generated by the following grammar:

cc:=true |z c|ccAce.

A clock valuation v of X is a total function from X into the set of natural
numbers. The set of all the clock valuations is denoted by IN*. For X’ C X, the
valuation which assigns the value 0 to all clocks is defined as: Vyex/v'(z) = 0
and Y ex\xv'(z) = v(x). For v € IN*, succ(v) is the clock valuation of X that
assigns the value v(x) + 1 to each clock x. A clock valuation v satisfies a clock
constraint cc, written as v |= cc, iff cc evaluates to true using the clock values
given by v.

Let A = {1,...,n} denote a non-empty and finite set of agents, and Ev
be a special agent that is used to model the environment in which the agents
operate, and AP = UiGAU{Ev} AP; be a set of atomic formulae, such that
AP, AP, =0 for all i1,i2 € AU {Ev}.

A timed interpreted system is a tuple
TIS = ({Li, Acts, Xi, Py, Vi, Li, ti }ic AU{ B} > Ui Ficas {tEo ),
where:

— L; is a non-empty set of locations of the agent 1,

— 1; C L; is a non-empty set of initial locations,

— Act; is a non-empty set of possible actions of the agent i, Act = Act; X ... X
Act,, x Actg, is the set of joint actions,

— X, is a non-empty set of clocks,

— P;: L; — 24 is a protocol function,

~t;: Ly X L, x C(X;) x 2% x Act — L; is a (partial) evolution function for
agents,

~ tgy : Lpy X C(Xp,) x 2%Bv x Act — L, is a (partial) evolution function for
environment,

~ Vi : Ly — 24P is a wvaluation function assigning to each location a set of
atomic formulae that are assumed to be true at that location,

- I;: L; — C(X) is an invariant function, that specifies the amount of time the
agent ¢ may spend in a given location.
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It is assumed that locations, actions and clocks for the environment are “pub-
lic”, which means that all the agents know a current location, an action, and a
clock valuation of the environment.

We also assume that if €; € P;(¢;), then t;(¢;, gy, c¢;, X, (a1,. .., an,apy)) =
¢; for a; = €;, any c¢; € C(X;), and any X C X;. Each element ¢ of ¢; is denoted by
<L, gy, cc;, X/ a, >, where ¢; is the source location, ¢} is the target location,
a is an action, cc is the enabling condition for ¢;, and X' C X is the set of clocks
to be reset after performing ¢. An invariant condition allows the TIS to stay at
the location £ as long as the constraint Z;(¢;) is satisfied. The guard cc has to be
satisfied to enable the transition.

2.2 Timed Model

For a given TIS let the symbol S = [[;cauqpey(Li ¥ IN*%) denote the
non-empty set of all global states. Moreover, for a given global state s =
((l1,v1)5 s (bn,vn), Upw,vEy)) € S, let the symbols [;(s) = ¢; and v;(s) = v;
denote, respectively, the local component and the clock valuation of agent
i € AU{Ev} in s. Now, for a given TIS we define a timed model (or a model) as
a tuple M = (Act, S,t,T,V), where:

— Act = Acty X ... x Act,, X Actg, is the set of all the joint actions,

- S= HieAU{Ev}(Li x IN®#) is the set of all the global states,

== [Licaugmeoy (i % {0}%+) is the set of all the initial global states,

= V: 8 — 247 is the valuation function defined as V(s) = U;c 4uz0y Vi(li(5)),
T C S x (ActU{r}) x S is a transition relation defined by action and time
transitions. For a € Act:

1. action transition: (s,a@,s’) € T (or s — s') iff for all i € AU{Ev}, there exists
a local transition ¢;(;(s), cc;, X', @) = I;(s") such that v;(s) | ce; AZ(1;(s))
and v(s') = v;(s)[X' := 0] and v{(s") E Z(l;(s")) (vi(s)[X' := 0] denotes the
clock valuation which assigns 0 to each clock in X" and agrees with v;(s) over
the rest of the clocks.

2. time transition (s,7,s') € T iff for all i € AU {Ev}, l;(s) = l;(s") and
vi(s') = v;(s) + 1 and vi(s") = Z(l:i(s")).

A path win M is a sequence m = (s, s1, - . ) of states such that (sg,7,51) € T
holds and for each ¢ > 0, either (s;,a;,si+1) € T or (s;,7,8;41) € T, and if
(8i, @i, Si+1) € T holds, then (s;41, 7, S;+2) € T holds.

Observe that the above definition of the path ensures that the first transi-
tion is the time one, and between each two action transitions at least one time
transition appears.

The set of all the paths starting at s € S is denoted by II(s), and the
set of all the paths starting at an initial state is denoted by IT = {J o, I1(s°).

Moreover, for a € ActU{r}, we sometimes write s — s’ instead of (s, a,s’) € T.
Eventually, for s € S and a € Act U {7}, the set of direct a-successors of s is
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defined as: Post(s,a) = {s' € S|s = s'}, and the set of direct successors of s
is defined as Post(s) = U, e acrugry P0st(s, a).

Given a TIS, one can define for any agent ¢ the indistinguishability relation
~;C S x S as follows: s ~; &' iff [;(s") = 1;(s) and v;(s") = v;(s).

We assume the following definitions of epistemic relations: Nﬁdéf Uier ~i

de . d,
~¢. e/ (~E)T (the transitive closure of ~£), ~P =f Mier ~i> where I' C A

2.3 Abstract Model

The set of all the clock valuations is infinite which means that a model has an
infinite set of states. We need to abstract the proposed model before we can apply
the bounded model checking technique. Let ¢; be the largest constant appearing
in any enabling condition or state invariants of agent 4, and v, v’ € N be two
clock valuations. We say that v ~; v’ iff the following condition holds for each
x € X1

v(z) > ¢; and v'(x) > ¢; or v(x) < ¢; and v'(z) < ¢; and v(z) = V' ().

Next, we define the relation ~ as follows: v ~ v’ iff v ~; o/, for every i €
AU{Ewv}. Obviously, ~ is an equivalence relation. It is easy to see that equivalent
clock valuations satisfy the same clock constraints that occur in TIS. Basing on
this observation one can define the abstract model for TIS. Namely, let ID; =
{0,...,¢; + 1}, and ID = UieAu{Eu}]ngi- For any v € ID let us define the
successor succ(v) of v as follows: for each = € X,

v(z)+1,if z € X; and v(z) < ¢,
suce(v)(z) =
v(z), if v € X; and v(z) > ¢;.

Now, one can define the abstract model as a tuple /\7 (Act, ST V)
where § = [Licavqmey (Li x D) 7=, V= V|g, and T C 8 x (ActU{r}) x
is a transition relation defined by action and time transitions. For a € Act:

L. action transition: (8,a,5") € T iff Vieady,ecx)Tx cx, (t:(li(5), ¢4, X, a) =
1i(5") and v; |= ¢iAZ(1i(5)) and vj(5') = vi(5)[X] —0] and vj(s') |= Z(1:(5')))

2. time transition: (8, 7,8) € TlffvzeAU{Ev}(l (s ) 1;(8")) and v;(3) = Z(1;(5))
and (SUCCEU;g))) = Z(li(5))) and Viea(vj(s') = succ(vi(s'))) and (vp,(s') =
succ(vpy (s

Given the abstract model one can define for any agent i the indistinguisha-
bility relation ~;C S x S as follows: § ~; & iff [;(§") = ;(5) and v;(8") = v;(9).

In the followmg paragraph and in the following two lemmas we assume that
M is the timed model for a timed interpreted system TIS, and M is the abstract
model for M such that for each i € AU {Ev}, maz(ID;) = ¢;.

It is easy to see that for each v € IN* there exist unique u € ID such that
u ~ v. Indeed, for z € X; let u(z) = v(z) if v(x) < ¢, and u(z) = ¢ + 1
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otherwise. Clearly, u ~ v. It is also easy to see that for each v € IN* and v € ID,
v ~ v implies succ(v) =~ succ(u).

The following two lemmas state that the timed and the abstract model for
TIS are trace-equivalent. Both the lemmas can be proven by straightforward
induction on j.

Lemma 1. For each path w in M there exist a path T in M such that Vi >
07(j) =~ m(j).

Lemma 2. For each path T in M there ezist a path © in M such that Vj >
0m(j) ~(j)-

In fact it is easy to prove that the timed model and the abstract model
for TIS are bisimulation-equivalent. Let us recall from [1] the definition of a
bisimulation. Let M; = (Act;, Sy, ¢, T;, Vi), t = 1,2 be timed models.

Definition 1. Let M; = (Act;, Si, 1, T;, Vi), i = 1,2 be timed models. A bisim-
ulation for (M, Ms) is a binary relation R C S7 X Sy such that

— for every s € i, there exists sy € 1o such that (s1,82) € R, and for every
S9 € Lo, there exists s1 € L such that (s1,52) € R
— for all (s1,s2) € R it holds:
1. V(s1) = V(s2)
2. if s} € Post(s1) then there exists sh € Post(ss) with (si,s5) € R
3. if sh € Post(sa) then there exists s} € Post(s1) with (s},s5) € R.

M1 and My are bisimulation-equivalent (‘bisimilar for short), if there exists a
bisimulation R for (M1, Ma).

For a given timed model M and the abstract model M of M let us define
a binary relation R C S x S in the following way: (s1,s2) € R iff s1 ~ so.
Obviously, R is a bisimulation for (M, ./\//T) As a result from this fact we obtain
the following lemma.

Lemma 3. Let M be a timed model and M be the abstract model of M. Then,
M and M are bisimilar.

2.4 RTECTLK

Multi-agent Systems (MAS) formalisms are typically built on extensions of com-
putational tree logic (CTL). For the purposes of this paper we consider spec-
ifications given in the RTECTLK language built from a set of propositional
formulae p € AP, and a set of agents i € A. An existential fragment of the soft
real-time CTL (RTECTL) [7] is a propositional branching-time temporal logic
with bounded operators, which was introduced to permit specification and rea-
soning about time-critical correctness properties. The RTECTLK [21] language
is an epistemic soft real-time computation tree logic that is the fusion [3] of the
two underlying languages: RTECTL and S5, for the knowledge operators [8].
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Syntax of RTECTLK. Let AP be a set of atomic formulae, A a set of agents,
and I be an interval in IN of the form: [a,b) and [a, c0), for a,b € IN. Hereafter by
left(I) we denote the left end of the interval I, i.e., left(I) = a, and by right(I)
the right end of the interval I, i.e., right([a, b)) = b — 1 and right([a, c0)) = occ.

Let pe AP, i € A, and I' C A. The set of RTECTLK formulae is defined
by the following grammar:

p:=true|false |p| p|oAp|oVe|EXp|E(eUwp) | EGp |
Ki¢ | Dre |Ere | Cre

U; and Gy are the operators, resp., for bounded “Until” and “Always”. The
formula EGpa is read as “there exists a computation such that o always holds in
the interval I” and the formula E(aUjf) is read as “there exists a computation
such that § holds in the interval I at least in one state and always earlier «
holds”. The other basic bounded temporal operators can be introduced as usual:

E(aRiB) Y EQ@BUi(a A B)) VEGS,  EFa Y E(trueUsa).

K; is the operator dual for the standard epistemic modality K; (“agent i knows”),
so K;a is read as “agent i does not know whether or not « holds”. Similarly, the
modalities D, Ep, Cr are the diamonds for Dy, Ep, C representing distributed
knowledge in the group I', “everyone in I' knows”, and common knowledge
among agents in the group I

Semantics of RTECTLK. As the semantics for the timed model and the
semantics for the abstract model are identical we shall present only the semantics

for the abstract model. Let M = (Act,g,f,f, 17) denote the abstract model.

. . by o~ by o~ b
An abstract path 7 in the abstract model is a sequence 55 —— 51 — 8§y — ...

of transitions such that for each ¢ > 1, b; € Act U {7} and b; = 7 and for
each two consecutive transitions at least one of them is a time transition. The
set of all the abstract paths starting at § € S is denoted by I1(3), and the
set of all the abstract paths starting at an abstract initial state is denoted by
IT = Uso e 11(3).

For the group of epistemic modalities we also define the following. If I" C A,
= Uier ~is ~¢ = (~E)T (the transitive closure of ~£), and ~2 =
Nier ~i- . .

A RTECTLK formula ¢ is true in the abstract model M (in symbols M =
@) iff M, 30 = ¢ for some 5° € 7 (i.e., ¢ is true at some abstract initial state of
the abstract model M\) For every § € § the relation |= is defined inductively
as follows:

SEpiffpeV(s),

= —piffp & V(3), -
Eanpif M,s = aand M,s | 3,

W) ®) ®

- M.
- M
- M,
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,§)=oz\/ﬁiff./(/l\§|—aorﬁ/l\§|:ﬁ,

,§ E EXa iff (HFEH(/S:)\)( (1) E a),

3 £ E(aU) iff (37 € 11(3)) @m e[, 7(m) |= 5
nd (Vj <m)M,7(j) k= o,

- M,g = EGa iff (37 € I1(3)) such that (Vm € I)[M,7(m) = o,
- M,§ = Ko iff (35 € §)(5~ & and M, 3 = a),
5 Yaiff (35 € S)(§~ 3 and M, E «a), where Y € {Dr,Ep,Cr},

and ~E {NF’ IE", C}

We end the section by defining the notions of validity and the model checking
problem. Namely, a RTECTLK formula ¢ is valid in M (denoted M = <p) iff
./\/l U E ¢, ie., @ is true at the abstract initial state of the abstract model M.
The model checking problem asks whether M E o

From the fact that the timed model and the abstract model for TIS are
bisimulation-equivalent it follows that the same formulae are true in both the
models.

We state the following theorem:

Theorem 1. Let M be the timed model, ¢ an RTECTLK formula, and M be
the abstract model of M. Then, M = ¢ iff M E ¢

3 SMT-based Bounded Model Checking

In this section we present an outline of the bounded semantics for RTECTLK
and define a SMT-based BMC for RTECTLK, which is based on the BMC
encoding presented in [21]. The main difference between the SAT-based encod-
ing and the SMT-base encoding is the representation of symbolic states, and
symbolic actions. In effect, the SMT-based encoding is the generalisation of the
propositional encoding.

RTECTLK formulae can be checked by BMC on an abstract model instead of
on the original model. The model checking for this class of formulae is decidable.
The complexity of standard SMT-based BMC is double exponential [5].

The SMT-based BMC is based on the notion of the bounded semantics, the
definition of which requires the concept of k-paths and loops.

3.1 Bounded Semantics

Let M = (Act, §,?, f, ]7) be an abstract model and k > 0. A k-path 7T in M is
a finite sequence « of abstract states (5o, ...,5) such that (5;,5;11) € T for cach
0<j< k. By Hk( 5) we denote the set of all the k-paths starting at § in M\,
and I, = Uses I,(3). A k-path 7, is a (k,1)-loop iff T, (I) = 7 (k) for some
0 <l < k; note that (k,l)-loop T generates the infinite path of the following
form: ¢ - 0¥ with ¢ = (7(0),...,7(l —1)) and 0 = (7(l),...,7(k — 1)). Since in
the bounded semantics we consider finite prefixes of paths only, the satisfiability
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of all the temporal operators depends on whether a considered k-path is a loop.
Thus, as customary, we introduce a function loop : II;, — 2N, which identifies
these k-paths that are loops. The function is defined as: loop(7,) = {I |0 <1 < k
and 7 (1) = T (k) }.

Definition 2. Given are a bound k € IN, an abstract model M\, and RTECTLK
formulae a, 8. M, = o denotes that « is k—true at the abstract state S of

/T/l\. The relation = i is defined inductively as follows:

= strue, M, .5 = rfalse,

= iff p e V(S),

= wp iff p £ V(5), .

)zka\/ﬁzﬁ/\/ls#kaorj\/ls#kﬂ,

)zkaAﬁzﬁMslzkaandMs|— &0,

EXazjjck>Oand(E|7TEHk( SHIM, (1) E ke,

kE(ozUIﬁ) iff (37 € (3 ))(30§m§ E)Ym €1 and M,m(m) E &
=

®) ®) Cn) m) m) m) o)

Eiiiiii
TT

d(VO<]<m)M W()):koz)

- ./\/l = wEG iff (37 € I1,(3))((k > right(I) and (Vj € I) M, 7r( i) = k)
or)()k < right(I) and (3 € loop(w))(Vmin(left(I),l) < j < k) M,7(5) =
kX)),

- M5 [ Yo iff (37 € I(D)(30 < j < k)M, 7(j) F ro and § ~ 7(j)),
where Y € {K;,Dr,Er,Cr} and ~€ {~;,~B ~E ~C1.

A RTECTLK formula ¢ is valid in an abstract model M with a bound k
(denoted M E rp) iff /\/l U E ke, ie., pis k—true at the abstract initial state
of the abstract model M. The bounded model checking problem asks whether
M E .

By straightforward induction on the length of a RTECTLK formula ¢ we
can show that the following lemmas hold.

Lemma 4. Given are a bound k > 0, an abstract model M\, and a RTECTLK
formula . Then, the following implication holds: M,s |= ¢ implies M,5 = ¢,
for each 5 in M.

Lemma 5. Given are an abstract model M, a bound k = |M\\ (where |M\\
denotes the number of states in the abstract model M\), and a RTECTLK formula
. Then, the following implication holds: for each s in M, if M,3 = @, then
there exists k > 0 such that M\,g E ke

The following theorem states that there exists a bound such that bounded
semantics is equivalent to the unbounded one, which means that the model
checking problem (M | ) can be reduced to the bounded model checking

problem (M = ). Its proof follows from Lemmas 4 and 5.

Theorem 2. Let M be an abstract model and ¢ a RTECTLK formula. Then, the
following equivalence holds: M E ¢ iff there exists k > 0 such that M E k.
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The reduction of RTECTLK to the quantifier-free first-order formula allows
us to use efficient SMT solvers to perform model checking. A function fj that
gives a bound on the number of k-paths of M, which are sufficient to validate a
given RTECTLK formula is defined in [21].

By straightforward induction on the length of a RTECTLK formula ¢ we
can show that ¢ is k—true in M if and only if ¢ is k—true in M with a number
of k—paths reduced to fk( ).

3.2 The Translation of RTECTLK to the Quantifier-Free
First-Order Formulae

Now we present our translation of a RTECTLK formula into a quantifier-free
first-order formula. Given are a model M = (Act,S,7,7,V), a RTECTLK
formula ¢, and a bound k > 0. It is well known that the main idea of the
BMC method consists in translating the bounded model checking problem, i.e.,
M [ ke, to the problem of checking the satisfiability of the following proposi-
tional formula:

M, @i o= M A o] 5r

The formula [M\“’ﬂk constrains the fx(¢) symbolic k-paths to be valid k-paths of
M , while the formula [¢] Kk encodes anumber of constraints that must be satisfied
on these sets of k-paths for ¢ to be satisfied. Once this translation is defined, check-
ing satisfiability of a RTECTLK formula can be done by means of a SMT-solver.

Let i € AU {Ev}. In order to define the formula [M, ¢];, we proceed as fol-
lows. We assume that each abstract global state 5 € S of M is represented by a
valuation of a symbolic global state w = ((u1,v1),..., (Un,vn), (WEy, VEy)) that
cousists of symbolic local states and each symbolic local state w; is a pair (u;, v;) of
individual variables ranging over the natural numbers, in which the first element
represents a location of the agent 4, and the second represents the clocks valua-
tion. Each joint action a € Act is represented by a valuation of a symbolic action
a=(a,...,an, agy,) that consists of symbolic local actions and each symbolic local
action @; is an individual variable ranging over the natural numbers.

In order to define the formula [M, @] we proceed as follows. A finite sequence
(Wo, ..., Wg) of symbolic states is called a symbolic k-path. Since, in general, we
may need to consider more than one symbolic k-path, we introduce a notion
of the j-th symbolic k-path, which is denoted by (Wy ,..., W ;), where W; ;
are symbolic states for 0 < j < fr(p) and 0 < i < k. Note that the exact
number of necessary symbolic k-paths depends on the checked formula ¢, and
it can be calculated by means of the function f; [21]. We define the following
quantifier-free first-order formulae:

— I3(W) - it encodes the abstract global state 5 of the abstract model M ;
H (w;, w}) - it encodes equality of two local states, such that w; = w)] for
ice AU{Ev};
— Ti(wy, (a,6),w’;) - it encodes the local evolution function of agent ;
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— A(Q) - it encodes that each symbolic local action a; of @ has to be executed
by each agent in which it appears;

N T(W, (5, 5)7W/) = A(ﬁ) A /\z’eAu{EU} ,Ti(wh (53 6)7 w;)v

— Let m; denote the j-th symbolic k-path, i.e. the sequence of symbolic transi-

. ___ Ay ,01,5 __ @z j,025 EV R
tions: wg; — " Wy1; —7 ... T/ W .

Thus, given the above, we can define the formula [/\7%% as follows:

o Tr(e) Tr(@) k=1
(M =\ L(Woo) A\ Woo=Wo; A N\ N\ Ty @ij,0i5), Wit))
s€T j=1 j=1 i=0

where W; ; and a; ; are, respectively, symbolic states, symbolic actions for 0 <
t1<kand1l<j< fr(p).

The formula [p]aqk encodes the bounded semantics of the RTECTLK for-
mula ¢, and it is defined on the same sets of individual variables as the for-
mula [M®#*];. Moreover, it uses the auxiliary quantifier-free first-order formulae
defined in [20].

Furthermore, following [20], our formula [¢] g,k uses the following auxiliary
functions g, gr, gu, hkU, th which were introduced in [23], and which allow us
to divide the set A C Fi(p) ={j € N |1 < j < fr(p)} into subsets necessary
for translating the sub-formulae of ¢.

Definition 3 (Translation of RTECTLK Formulae). Let ¢ be a
RTECTLK formula, and k > 0 a bound. We define inductively the translation of
@ over path number n € Fy(p) starting at symbolic state W, ,, as shown below.

SEXAN = (1) Wan = Womin(ay A ]l ™9 e s 0
(2) false, otherwise,
{E@UﬁMTmm<—Wmn—“mmnmAV ([ A (AT ED ()

AIn(i,T) A /\ [ ][J’mm(“‘) hu(Ak, fe(B ))(j)])7
- [EGIQ]LM’"’A] = Winn = Womin(a)A
(1) A;‘glitft(l)[ min(Ashe(AR @] i pight(T) < k
(2) \/z o (Fhmin(A) = Wimin(4)
A /\J min(left(I), z)[ ]b min(4).ha (4, k)(])]) otherwise,
- [Kia]gfmm’A] = I,(Wo,min(a)) N \/jzo([a] [7.:min(A),g,(A)]
NH;(Won iy Wjmin(A)))
Dral™" M = L omina) A V(]P0 )
A /\ieF H; (Wm,mW mm(A)))
T A (i

A \/zEF H; (Wm ns Wj, mzn(A))))
SCral™™ M= VA Eryagm
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The theorem below states the correctness and the completeness of the pre-
sented translation. It can be proven by induction on the structure of the given
RTECTLK formula.

Theorem 3. Let M be an abstract model, and ¢ a RTECTLK formula. For
every k € IN, M |= o if, and only if, the quantifier-free first-order formula
[M, @l is satisfiable.

4 Experimental Results

In this section we experimentally evaluate the performance of our SMT-based
BMC encoding for RTECTLK over the TIS semantics. We have conducted the
experiments using two benchmarks that are no yet widely used in the multi-
agent community: the timed generic pipeline paradigm (TGPP) TIS model [22]
and the timed train controller system (TTCS) TIS model [22]. We would like to
point out that both benchmarks are very useful and scalable examples.

TGPP. The abstract model of TGPP involves n+2 agents: Producer producing
data within the certain time interval ([a, b]) or being inactive, Consumer receiving
data within the certain time interval ([c,d]) or being inactive within the certain
time interval ([g, h]), a chain of n intermediate Nodes which can be ready for
receiving data within the certain time interval ([c,d]), processing data within
the certain time interval ([e, f]) or sending data, and the environment Ev. The
weights are used to adjust the cost properties of Producer, Consumer, and of
the intermediate Nodes.

Each agent of the scenario can be modelled by considering its local states, the
local actions, the local protocol, the local evolution function, the local weight
function, the local clocks, the clock constraints, the invariants, and the local
valuation function. Figurel shows the local states, the possible actions, and
the protocol, the clock constraints, invariants and weights for each agent. Null
actions are omitted in the figure. For environment, we shall consider just one
local state: Lg, = {-}. The set of actions for Ev is Actg, = {€gy,}. The local
protocols of Ev is the following: Pg,(-) = Actg,. The set of clocks of Ev is
empty, and the invariant function is Zg,(-) = {0}.

Given Fig.1, the local evolution functions of TGPP are straightforward
to infer. Moreover, we assume the following set of propositional variables:
AP = {ProdReady, ProdSend, ConsReady, ConsFree} with the follow-

ing definitions of local valuation functions: 17P(Pr0dReady) = {ProdReady},

Vp(ProdSend) = {ProdSend}; Vo(ConsReady) = {ConsReady},
Veo(ConsFree) = {ConsFree}.

Let Act = Actp X H?:l Actn, x Actc x Actg,, with Actp =
{Produce, Sendy,ep}, Actc = {Start,ii,Consume,Send,1,€ec}, Actn, =

{Start;, Send;, Send; 11, Proc;, e, }, and Actg, = {€g,} defines the set of joint
actions for the scenario. For @ € Act let actp(a) denotes an action of Producer,
acto(a) denotes an action of Consumer, acty, (@) denotes an action of Node 4,
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start *{ Node ,Start | start *{ Node  Start start *{ ConsStart

Start Start |
x,=0 -

ProdReady
XS b

start

Produce
XgZa

ConsFree
<h

Xn+1s

ProdSend

Node ,Send

Node  Send

Fig. 1. The TGPP system

and actg,(a) denotes an action of environment Fv. We assume the following
local evolution functions:

— tp(ProdReady, -, zo > a,0,a) = ProdSend, if actp(a) = Produce;

— tp(ProdSend, -, true,{xo},a) = ProdReady, if actp(a) = Send; and
acty, (@) = Send;;

— te(ConsStart, -, true, {xn41}, @) = ConsReady, if actc(a) = Start,i1;

— to(ConsReady, -, xpny1 > ¢, {xnt1},a) = ConsFree, if actc(a) = Send, 41
and acty, (a) = Sendp11;

— to(ConsFree,, xpt1 > ¢, {Tn+1},a) = ConsReady, if actc(a) = Consume.

The set of all the global states S for the scenario is defined as the
product (Lp x DEN x I (Ly, x ]DljfiNi‘) x (Lo % ]DlLXchl) X Lpy.
The set of the initial states is defined as 7 = {s°}, where s =
((ProdReady,0), (Node; Start,0), ..., (Node,Start,0), (ConsStart,0), (+)).

The specifications we consider are as follows:

— 1 = EF|g oy (ProdSend N EG, o)KcKp(Received)), where a = 2n + 1 and
n > 1 — states that it is not true that if Producer produces a product, then
ultimately in a or more steps, Consumer knows that Producer does not know
that Consumer has the product.

— g = EF[Oﬁoo)Kp(ProdSend N EF[g 4)(Received)) — expresses that it is not
true that Producer knows that if he produces a product, then always within the
next three steps later Consumer does not have the product.

- 3 = EF[O’OO)KP(ProdSend/\EF[n’nJA) (Received)) — states that it is not true
that Producer knows that if he produces a product, then always within interval
[n,n +4) Consumer does not have the product.
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start, start,|
X =0 )31:=0
away, try, away, try,
A A
lapproach approach |
out, A>x O O O out, A>x
iny %,:=0 in, X,:=0
*>8 Y X,>0 Y
tunnel1 wait1 tunneln waitn

n-1 ~~ e i=2,..., n-1

Fig. 2. The TTCS system

TTCS. The TTCS consists of n (for n > 2) trains 71, ..., T,, each one using its
own circular track for travelling in one direction and containing its own clock x;,
together with controller C' used to coordinate the access of trains to the tunnel
through all trains have to pass at certain point, and the environment Ev. There is
only one track in the tunnel, so trains arriving from each direction cannot use it in
this same time. There are signals on both sides of the tunnel, which can be either
red or green. All trains notify the controller when they request entry to the tunnel
or when they leave the tunnel. The controller controls the colour of the displayed
signal, and the behaviour of the scenario depends on the values § and A (A > §+3
makes it incorrect - the mutual exclusion does not hold) (Fig. 2).

Controller C' has n + 1 states, denoting that all trains are away (state 0),
and the numbers of trains, i.e., 1,...,n. Controller C is initially at state 0. The
action Start; of train T; denotes the passage from state away to the state where
the train wishes to obtain access to the tunnel. This is allowed only if controller
C is in state 0. Similarly, train 7; synchronises with controller C' on action
approach;, which denotes setting C to state ¢, as well as out;, which denotes
setting C to state 0. Finally, action in; denotes the entering of train 7; into the
tunnel. For environment, we shall consider just one local state: Ly, = {-}. The
set of actions for Ev is Actg, = {€g,}. The local protocols of Ev is the following:
Pg,(-) = Actg,. The set of clocks of Fv is empty, and the invariant function is

Tuo(-) = {0}
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The set of all the global states S for the scenario is defined as the product
[T, (L, x ]D‘T%T" l) x (Lo X ]DlLXCLc l) x Lg,. The set of the initial states is defined
as T = {5}, where s° = (awayi,0), ..., (away,,0), (0,0), (-).

Moreover, we assume the following set of propositional variables: AP =
{tunnely, ..., tunnel, } with the following definition of local valuation functions
for i € {1,...,n}: Vr,(tunnel;) = {tunnel;}.

Let Act = [[i, Actr, x Actc X Actg,, with Actc = {starty,...,start,,
approachy, ... ,approach,, Ny e ey iy, outy,...,out,}, Actr, =
{starty, ..., start,, approachy,...,approach,, iny,...,iny,, outy,...,out,}, and
Actg, = {€g,} defines the set of joint actions for the scenario. For @ € Act let
actr,(a) denotes an action of Train;, actc(a) denotes an action of Controller,
and actg,(a) denotes an action of environment Ev.

We assume the following local evolution functions for ¢ € {1,...,n}:
tr, (away;, -, true, {z;},a) = try,;, if actr,(a) = start; and acte(a) = start;;
tr, (tryi, -, A > x;,{x;},a) = wait;, if acty,(@) = approach; and actc(a) =
approach;; tr, (wait;, -, x; > 6,{0}, @) = tunnel,, if acty, (@) = in; and actc(a) =
ing; tr, (tunnel;, -, true, {0}, @) = away;, if actr, (@) = out; and acte(a) = out;.

The specifications we consider are as follows:

— 4 = EF[O,OO)(KTTM»M(InTunnell NEG2,o0)(mInTunnely))) — states that it
is not true that it is always the case that agent Train 1 knows that whenever
he is in the tunnel, it will be in the tunnel once again within a bounded period
of steps, i.e., within n steps for n > 2.

— 95 = EFj . (InTunnely N Krrain, (BG ny2)(Ai; (7InTunnel;)))) —
expresses that it is not true that it is always the case that if Train 1 is in
the tunnel, then he knows that either he or other train will be in the tunnel
during the next n + 1 steps.

All the above formulae are true in the model for TTCS.

4.1 Performance Evaluation

We have performed our experiments on a computer equipped with I7-3770
processor, 32 GB of RAM, and the operating system Linux with the kernel 4.5.1.
Our SMT-based and SAT-based BMC algorithms are implemented as stand-
alone programs written in the programming language C++. We used the state of
the art SMT-solver Z3 [16] (https://github.com/Z3Prover). All the benchmarks
together with instructions on how to reproduce our experimental results can be
found at the web page http://tinyurl.com/smt4tis-rtectlk.

TGPP. The number of considered k-paths for the formula ¢, is equal to 10 for
n=1and 4-(n+ 1) for n > 1; for the formula s is equal to 6 for n = 1 and
4 -n for n > 1; for the formula 3 is equal to 6 for n = 1, 3 - n, if n is an even
number, and 3 - n if n is an odd number.

From Fig. 3 one can observe that the SMT-BMC is able to verify the formula
1 for TGPP with 20 nodes, the formula ¢ for TGPP with 20 nodes, and the
formula @3 for TGPP with 8 nodes,


https://github.com/Z3Prover
http://tinyurl.com/smt4tis-rtectlk
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Fig. 3. TGPP with n nodes.

TTCS. The number of considered k-paths for both the formulae is equal to 7.
From Fig. 4 one can observe that the SMT-BMC is able to verify the formulae
4 and the formulae @5 for TTCS with 550 trains.

4.2 Performance Evaluation Summary

The experimental results show that the SMT-BMC is sensitive to scaling up
the size of the benchmarks. As one can see from the line charts in Figs. 3 and 4
showing the total time and the memory consumption for all the tested properties,
the experimental results confirm that our new SMT-based BMC for TIS and for
RTECTLK is promising.
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Fig. 4. TTCS with n trains.

5 Conclusions

We have proposed the SMT-based BMC verification method for model check-
ing RTECTLK properties interpreted over the timed interpreted systems. We
have provided a preliminary experimental results. The experimental results show
that the SMT-based BMC method is worth of interest. We would like to use
other SMT-solvers in our implementations and compare experimental results.
The BMC for RTECTLK and for TISs may also be performed by means of
Ordered Binary Diagrams (OBDD) and SAT. This will be explored in the future.
The module will be added to the model checker VerlCS [11].
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