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Abstract. Imagine that you are a citizen or a company and you are
able to file your tax declaration or exchange governmental information
by using your favourite existing electronic identity (eID), such as your
bank or consumer account. At present, citizens and companies quite often
have to create an individual account for almost every government appli-
cation to share or exchange information. Enabling “bring your own iden-
tity” (ByoID) for eGovernment means that access management (AM)
will gradually converge to create a single, user-friendly approach in the
future. From a technical point of view, many of the necessary features
and protocols already exist but have not yet been widely implemented in
eGovernment environments. This poses a very complex challenge, both
from an operational point of view and from an IT governance and compli-
ance perspective. The only way to solve this is close collaboration among
citizens, the private sector and the government. The basis will be an iden-
tity and access management (IAM) system that can be adapted to the
comprehensive requirements resulting from the aforementioned collabo-
ration. In this article, we describe the path the Swiss government has
taken for establishing such a flexible IAM system from the IT providers’
perspective while respecting security and privacy requirements.

1 IAM and Data Protection

The process of digitisation makes daily work easier by providing the possibility
to do things such as shopping at any time from home or elsewhere in the world.
The result for the user is a list with dozens of accounts and passwords. Hence,
the efficient use of digital offerings still lacks an uniform identity and access
management (IAM). People are very understanding when it comes to log-in to
different companies’ applications. However, when it comes to interactions with
the government, people are not as understanding as with the private sector,
since they see the government as one single “company”. Therefore, they want to
be able to log-in to all eGovernment applications with a single account or even
reuse an existing account. Moreover, governments increasingly want to motivate
people to use their electronic offerings in order to save money, as banks are doing
with online banking. This means that such a transformation will have an impact
on all levels, such as social, economic and political. On the governmental level,
the government will gradually become an IT service provider. According to the
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study prepared for the European Commission in [17], the prerequisites for the
increased future use of eGovernment services are both trust and accessibility.

IAM is the core building block to implement trust and accessibility and to
enable “bring your own identity” (ByolD). Holistic IAM provides the technical
means to ensure protection against unauthorised processing while providing good
usability for users. The basic function blocks of IAM are identity management
(IM), access management (AM) and access governance (AG). IM covers the tasks
involved with creating and maintaining an (electronic) identity. AM relies on IM
and deals with authentication and authorization of electronic identities. This
sounds very easy. But establishing an electronic identity (eID) that is accepted
both by the government and the private sector is a huge challenge. However, this
means that the IAM building block has to be very flexible while also providing
high security. That is why strong AG will be essential in the future. AG is the
functionality within the IAM discipline that is responsible for ensuring, inter
alia, that:

— Policies and regulations are applied correctly

— Access to IT resources is managed according to their risk profile

— User access is documented for valid reasons and separation-of-duty conflicts
are prevented

— Accountability, manageability and reporting to both business and IT owners
is deployed

Figure 1 illustrates a simplified view of IAM from an IT-provider perspective.
Depending on the type of data the IT resources are processing (personal data,
health records, critical business information, etc.), they are subject to differ-
ent kinds of compliance requirements. Examples are the Information Protection
Ordinance [9], Data Protection Law [8] or Electronic Health Record Law [3].
One aspect of ensuring the data’s privacy is to control who has access to the
IT resources. The Swiss Data Protection Law states that “personal data must
be protected against unauthorised processing through adequate technical and
organisational measures” (Art. 7 in [8]). We will outline the complexity of this
task from an IT provider’s perspective and introduce the necessary IT compo-
nents, such as a broker infrastructure in the following.

Switzerland is a federal republic, and the federal administration consists of
seven federal departments and the Federal Chancellery. Each department con-
sists of several federal offices or agencies (approximately 90) and about 40,000
employees. We will focus here mainly on IAM for the Swiss federal adminis-
tration’s applications as described in [12]. Outcomes of the Identity Network
Switzerland [20] programme - which takes into account the confederation, the
cantons, and the communes - will be considered where appropriate. A thorough
analysis of the establishment of an eID that could be used nationally and inter-
nationally is part of a strategic project [14] and summarised in [22].

In the following, we delineate on the basis of the development steps, starting
from an isolated approach in Sect.2.1 and moving on to a modern microservice
architecture in Sect. 2.4, how loosely coupled TAM microservices better support
the implementation of legal requirements imposed by data privacy and other
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Fig. 1. Controlled access to I'T resources

laws. Further, we outline in Sect. 2.3 that the need for delivering eGovernment
services, beside legal requirements, was an additional strong driver for this devel-
opment. While we demonstrate from the technical perspective that IAM could be
implemented to address the various compliance aspects, we describe in Sect. 2.4
the challenges from the IT governance and management point of view.

2 TAM - from Silo to Services

2.1 Past IAM - Monolithic Silos

In the past, direct interactions, such as business-to-business, were the core busi-
ness of most companies. Client-server architectures helped to address this busi-
ness. In this architecture, TAM was directly integrated into each application,
because at that time each application provided mostly only name and password
as an authentication method. Moreover, the application was usually connected
to an identity directory such as the Active directory' from Microsoft. The sep-
aration of applications was even seen as a unique selling proposition against
competitors, because separation provided high security.

A simplified outline of our environment following this architecture pattern
is illustrated in Fig.2. The Swiss government consists of seven departments,
which are further divided into agencies. Every agency is supposed to serve its
dedicated mission according its legislative basis. In order to fulfil their mission,
purposive applications, such as tax processing applications for the tax office
or data warehouse applications for the statistical office, had to be developed,
installed and operated for the agencies. Every application had its own inbuilt
TAM functionality.

Users, such as internal staff, staff from other agencies, citizens or people at
companies needed to be registered and maintained on an individual application
basis. Application owners were responsible for both administration and gover-
nance. Hence, every application owner was responsible for addressing compliance
issues, such as identifying the laws and legal requirements that had to be fol-
lowed according to the federal administration’s IT processes [13]. From an IT
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governance perspective, the main drawbacks of this monolithic TAM set-up were
poor scalability, high maintenance costs and a lack of a comprehensive overview
concerning compliance. Questions, such as “who has access to what” or “what
kind of access” individuals have at agency, department or even government level
could only be answered by asking every application owner separately.

As consumer orientation (business-to-customer) became the main driver for
business, Web application became the main key architecture. However, as the
number of Web applications grew, users started to complain about the fact that
they had to maintain a list of passwords to access applications. Therefore, organ-
isations started to integrate all of their applications into a single personalised
portal. This approach was tedious and expensive. For that reason, other solutions
were required. By this time, a new approach for IAM appeared.

2.2 Near Past IAM - Service Orientation

A few years ago, IAM solutions were developed that were still monolithic but
could be separated completely from Web applications. The advantages of this
approach are obvious. There was no need to introduce a separate identity direc-
tory for each Web application. As a result IAM governance became easier by
centralising the AM infrastructure while still giving the full freedom of AM
to the agencies. Figure3 shows the fact that IAM is provided as a dedicated
service for the agencies. The increasing level of centralisation induced the neces-
sity of having a formalised legal basis for providing IAM and other IT services
by dedicated IT providers. Therefore, the relevant enactments came into effect
delivering clear guidance on the roles and responsibilities of IT governance and
management, such as [4,5]. I'T management functions were partly consolidated
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But still, several drawbacks have to be tackled, such as the focus on internal
staff and the poor support of governance requirements [16]. Externally hosted
applications and commonly used platforms, such as Sharepoint or content man-
agement systems, require better integration support. This can be achieved by
managing each site as a “normal” application within a tenant of an agency. This
saves money, as only one license per platform is required and allows each agency
to manage one or more sites. There is a strong need for supporting a centralised
IM with decentralised AM structures. This enables citizens to register themselves
just once for all Swiss government applications while allowing AM to remain on
the agency side. Quite often, users already have (external) eIDs. Therefore, they
demand to re-use these to simplify log-in and AM. This requires the possibility
of linking different identities. In the next section, we describe how additional
eGovernment requirements foster the need for a new approach to TAM.

2.3 eGovernment: New Requirements for IAM

As competition grew increasingly fierce on the market, close collaboration
between companies became more and more important. Centralised AM was no
longer an appropriate solution, as each company or organisational unit, rather
than a centralised AM department, knew better who should have access to an
application. Moreover, centralised AM also required centralised IM. As a conse-
quence, sharing applications among different companies meant that employees
again had to manage a list of passwords. A similar development could be observed
in government infrastructures.

To cope with this, an TAM programme was launched [12], and requirements
for future IAM were broadly gathered from the relevant stakeholders. An initial
overview of the results is shown in [15]. The structuring of the requirements
was aligned with the business attribute taxonomy according to the SABSA
framework [18]. Of course, the attributes “access control” and “accessible” were
requested most frequently by the interview partners, both from the technical
as well as business side, in the context of an IAM programme. But “business
enabled”, “continuous” and “compliant” were also concerns voiced by many of
the stakeholders.

The meaning of every illustrated business attribute is derived directly from
the SABSA framework and adapted to the own context as needed. For example,
in our context the requirement “business enabled” means support for seamless
and smart eGovernment as defined in [17] and includes, inter alia, the following
aspects:

— Government-to-government: support secure interactions between government
agencies on the same federal level, but also between government agencies on
different levels (international, national, federal, community)

— Government-to-business: support secure interactions of people at companies
that have to interact with government agencies, e.g. for tax affairs, social
security aspects, and many other government-to-business applications

— Government-to-citizens: support secure interactions between citizens and gov-
ernment agencies
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The attribute “compliant” comprises both the needs to define the adequate legal
foundations for IAM in the context of eGovernment and to ensure compliance of
the TAM solution with the relevant laws. The requirement “continuous” includes
the continuity of the technical systems and the related business processes. The
more eGovernment applications are operational and accessible, the higher the
need for the operation of the IAM solution around the clock. This is even more
important for critical infrastructures, such as police applications, road control
systems, etc. - and impacts the I'T organisation of the provider for running IAM.
Finally, easy-to-use interfaces and applications are a feature most stakeholders
are asking for in their interaction with online government services. In the next
section, we will outline our architecture to implement these requirements.

2.4 Present and Future IAM - Microservice Architecture

Figure4 shows the current TAM architecture. It is a microservice architecture
consisting of small decoupled services such as a reverse proxy, trust broker,
identity provider, IM system and identity directories (for details, see also [19]).
This architecture offers standardised application programming interfaces (APIs),
meaning that the integration of all existing IAM components with the IAM bro-
ker could be accomplished quite easily. The usage of a dedicated API component
makes it possible both to integrate existing directories and to seamlessly migrate
from old applications on the mainframe to modern architectures such as Web
applications and, ultimately, the commonly used SuisseID for citizens [21]. This
broker architecture relies heavily on trust. Hence, a thorough IT governance is
needed to maintain a high level of security. Explicitly managing trust is therefore
essential in such a system.

Federation and ID Linking Services. In future, the IAM system will be
even more strictly developed according to the standards defined for the so called
SuisseTrustIAM (STIAM [7]). The STIAM-related standards are designed to
provide generic IAM services for eGovernment, eHealth, eEducation and eEcon-
omy in a standardised way across Switzerland. The most important service
will be a broker infrastructure that allows the verification of attributes derived
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from registers or directories for any subject that has been authenticated via
its eID. Traceability to support compliance will also be a part of the STTAM
functionality.

Subjects are able to re-use their already issued elID in the sense of ByoID. The
issuers of such IDs need to be assigned an appropriate trust level according to
the related eCH-standard (see eCH-0170: eID Qualitdtsmodell). The criteria for
defining the trust level are the identification procedure (physical presence, qual-
ity and validation of assertions), the credential-issuing process or the security of
the authentication mechanism. The Swiss standardisation working group devel-
oped the STIAM standards with an eye to being compliant with the relevant
European and international standards.

By implementing this modular TAM, the following improvements are
achieved: easier access via a self-service portal for all types of users; users are
able to customise individual configurations for fine granular access as requested
in [3] and link their existing external accounts (e.g. bank account) to agencies’
accounts and vice versa. Additionally, the administrators’ work is also simpli-
fied by linking accounts and by managing internal staff and external users in
the same way. Moreover, it is even possible to integrate applications from the
private sector into government processes or vice-versa, resulting in lower costs
for the government and the private sector.

TIAM: Future Work. In the sections above, we described how the functional
development of IAM has evolved from a silo approach to modular open archi-
tecture. Widespread technical standards are available and have been the main
drivers of this development. The ongoing concentration, consolidation and migra-
tion of the former IAM silos to open architecture on the one hand, while opening
interactions for eGovernment across the boundaries of own organisations on the
other hand, imposes new challenges on the steering and management of IAM
services.

The implementation of such trust and federation services is supported by
technical standards that are already in place and incorporated in many off-the-
shelf products. Further, the Swiss government funded participation in the pilot
environments of the STORK project [1]. The aim of this project was to establish
an European elD interoperability platform that will allow citizens to establish
new e-relations across borders, just by presenting their national eIDs. One of this
project’s outcomes was an essential contribution to the eIDAS Regulation [6]. A
statement in the final report, “STORK 2.0 fiir die Schweiz”, is the recommen-
dation of Swiss participation in mutual eID recognition as part of the eIDAS
regulation. Therefore, a process has to be started that is estimated to last about
two years. There will be a need of interim arrangements until this process is
implemented

Having the legal enactments in place is a vital premise for such eGovernment
services. In the initiation phase of a project, the mandatory project manage-
ment method HERMES prescribes that risks and the operational risks have
to be determined and the legal framework and the protection needs have to
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be analysed [10]. This method covers various scenarios, such as procurement
of standard software or dedicated software development, but not IT operation.
Therefore, the legal basis for providing and operating the described STTIAM
services has to be adjusted, and a dedicated IAM enactment is already under
development. The continuity of centrally provided IAM services was named fre-
quently in the above cited requirements from the stakeholders interviewed. To
build the legal foundation, the Swiss Federal Council has opened the consultation
phase for what will be known as the Informationssicherheitsgesetz (Information
Assurance Law [2]).

Besides legal considerations, it is also fundamental to have the organisational
structures aligned. To do so, the current design of boards, responsibilities and
processes in the management and steering domain will be reconsidered. The
Swiss government is responsible for granting what is known as the “Marktmod-
ell” [5] for all services that are operated as standardised services for the federal
administration. This model contains the future IAM service model, including
the required resources for its operation and future development. The revised
Marktmodell is an outcome of the TAM programme [12] and will be presented
to the Swiss government in the near future.

3 Conclusion - IAM as a Service is by Far More Flexible
but also Needs More Governance

In recent decades, the in-house production depth within manufacturing has
decreased gradually by focusing on assembly. The same development can be
seen in IT environments. Compared to the highly integrated IT systems of the
past, functional decomposition is now considered state of the art. In this paper,
we have illustrated this aspect of the IAM function and showed the development
from monolithic IAM to loosely coupled IAM consisting of microservices, where
users are able to bring their own identity (ByolID). ByolID can help to overcome
inhibitions related to eGovernment and may promote the collaboration between
the government and the private sector. This development will make easier some
aspects of TAM governance, such as AM, as stated in various laws. On the other
hand, ByolD is a challenging task for IAM governance in its mission to maintain
the same security as in the past. To master these challenges, the Swiss govern-
ment recently published specific actions in its IT strategy for the years 2016 to
2019 as:

— Strengthening the IT management system of the federal administration with
concise assignments of tasks, competences and responsibilities

— Regularisation of the governance of IT architecture

— Further developing strategic IT controlling

— Consolidating the IT default documents across all levels

The goals of these strategic aims are to steadily strengthen IT steering, to reliably
deliver a sound basis for decisions and to gradually increase the maturity of the
IT [11]. The next big challenge in TAM is to consider and integrate the identity
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of things as the Internet of things grows. Governments’ TAM will have to follow
this development, and policy makers will have to address this issue by providing
the relevant legal framework.
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