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Abstract Tactical networks are typically of an ad-hoc nature operating in highly
restricted environments and constrained resources. The frequent presence of commu-
nication disruptions and network partitioning must also be expected and managed,
while core functionalities must be maintained, providing asynchronous invocation
and access to services in a distributed manner. Supporting the required functional-
ities of the contemporary tactical environment, requires the dynamic evaluation of
security policies, incorporating semantic knowledge from various network layers,
together with facts and rules that are defined axiomatically a priori. However, the
required basis for such policy decisions can be excessively extended and dynamic.
Thus, it is desirable to locally minimize the scope of the policy maximizing effi-
ciency. In this paper, we therefore analyze criteria and optimization goals for the a
priori distribution and partitioning of security policies, ensuring the continuous sup-
port of the required capabilities, given the operational tasks of each deployed actor.

Keywords Ad Hoc network - Distribution * Security  Security policies * Tactical
network * Partitioning

1 Introduction

Tactical networks refer to mobile networks, with characteristics similar to Ad-
Hoc and mesh structures. They are typically adjusted and deployed to serve the
specifics of a particular operation, with characteristics known partially in advance.
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Consequently, the study, evaluation and realization of globally suitable security
mechanisms, must be able to dynamically adapt to the versatile and diverse nature of
tactical operations. The tactical environment is continuously studied, both in terms
of operational analysis and technical evaluation [1-5], allowing the extraction of
valuable information regarding their nature, characteristics and requirements.

The deployed assets for a specific operation should be expected to operate over
distinct platforms, with diverse capabilities and requirements, including the ability
to operate in coalition environments. Additionally, due to resource limitations and
the dynamically evolving topologies, no safe assumptions can be made regarding
continuous connectivity, since a tactical network may degrade to the point of par-
titioning. For the same reasons, communication failures, uncertain service delivery
and extensive delays must be expected and properly addressed. Within this environ-
ment tactical networks must be able to provide reliable and secure service delivery
and communication. Hence, the realized security mechanisms have to be distrib-
uted across the deployed assets, since no centralized security dedicated entity can be
assumed, due to inability of reassuring a continuously available link towards it.

In addition to the aforementioned constraints, the introduction and increasing
requirement of supporting Network Enabled Operations (NEO) and Network Cen-
tric Warfare (NCW), formulated a new set of requisite features regarding the func-
tionalities of contemporary tactical networks [6—8]. Thus, mechanisms based on the
Service Oriented Architecture (SOA) paradigm emerged as the most suitable medi-
ators for the realization of these requirements, within the deployed C4I (Command,
Control, Communication, Computers and Intelligence) and C4ISR (Command, Con-
trol, Communications, Computers, Intelligence, Surveillance and Reconnaissance)
systems [9-15].

Securing tactical SOA requires not only the accomplishment of general infor-
mation protection goals (such as confidentiality, availability, authenticity and con-
trol) but also the dynamic protection of communication, data at rest and processing,
within the aforementioned restrictions imposed by their nature. The realization of
suitable security mechanisms requires the conceptualization of the multitudinous
semantic attributes available across the network. Such elements rise among others
from services, terminals, information, communication links and subjects, alongside
their relations and interactions.

Well known mechanisms (Such as WS-Security, Ponder [16], SAML [17],
XACML [18], RT [19], cassandra [20], Peer-Trust [21], Tulip [22], ROWLBAC
[23], REI [24], KAOS [25], Kolter et al. [26]) have been extensively studied and
found to be unsuitable for the contemporary tactical environment for a variety of
reasons. Some face limitations in capturing and expressing the required semantics,
others are relatively heavyweight regarding their computational and communication
requirements, or lack the ability of decentralized operation. Furthermore, some are
not rigorous and flexible enough in expressing and reasoning over security policies,
face scalability limitations or a combination of these reasons. These studies (Includ-
ing but not limited to [23, 27-34]) promoted the use of ontologies for the definition
of general purpose security policies, due to their expressive power and ability to
overcome the aforementioned constraints.



Constraint Analysis for Security Policy Partitioning Over Tactical Service ... 151

For the same reasons in our previous study [35] we proposed a framework for
the realization of an ontologically defined security infrastructure, with the use of
Web Ontology Language (OWL), suitably adjusted to the constraints and high level
functional requirements of tactical SOA. Yet, although ontologies can provide the
required extended scope over the existing semantic attributes, the aforementioned
inability to rely on a centralized security dedicated entity requires the distribution of
the defined mechanisms across the deployed tactical nodes. However, due the func-
tional limitations of tactical nodes (e.g. computational capacity, storage capacity,
bandwidth availability), mere replication of those mechanisms across the network is
inefficient and commonly infeasible.

In this paper we present our findings regarding the partitioning and distribution of
ontologically defined security policies, suitably adjusted to the specifics of tactical
SOA, aiming to maximize efficiency by minimizing the local scope of the policy.
We approach this topic by identifying the criteria rising from the nature of tactical
SOA, seeking a reliable limitation to a problem similar in nature to a 0-1 multiple
knapsack problem, therefore subject to existing mechanisms of discrete optimization.
Furthermore, we identify suitable elements in order to minimize the complexity by
reducing the number of instances, maintaining the complete set of functionalities
supported by the defined security policies.

2 Ontologically Defined Security Policies for Tactical SOA

An ontologically defined security policy dedicated to the specifics of tactical SOA
must be able to provide the dynamic protection of communication, data at rest and
processing, alongside the general information protection goals. Such a mechanism
requires the conceptualization of the assorted semantic attributes, within a robust
yet flexible mapping between the involved elements. These elements comprise of
the defined Domains (Including but not limited to planning, protection, diligence,
detection and response), the required Capabilities (Similar to NATO Architecture
Framework/NATO Capability View (NAF/NCV) [36], including but not limited to
core, application, communication and inter-domain), the available Actions and a set
of governing Rules for each action, each of which incorporates a varying set of the
involved Conditions (Which correspond to the aforementioned dynamic and static
semantics). An outline of the security policy structure, including the overlaying rela-
tions, is presented at Fig. 1.

These elements are defined as OWL classes, which are populated according to
the requirements of each tactical operation. The Security_Core is the anchor of the
policy structure similar to owl: Thing of ontologies, incorporating all the other ele-
ments as subclasses. Furthermore, the Security_Core is the gateway towards the
TSI_common (Tactical Service Infrastructure common core ontologies) and addi-
tional ontologies that are required to be linked with the security infrastructure. Thus,
through the Security_Core the security policy can monitor the functionality of the
enabled capabilities, within each tactical domain. This is achieved by the on-line
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Fig. 1 Outline of security policy structure

evaluation of the environmental conditions, through the set of governing rules estab-
lished for each action.

This framework permits the multi-domain and cross-layer implementation of
security policies. Making use of the expressive power of description logic, com-
plex relations can be established between the defined elements. Thus, actions within
a specific capability can be linked to trigger the conditions evaluation of a rule estab-
lished over a different domain. Additionally, conditions collected from various layers
can affect decisions on other layers. Namely, a condition within the physical layer
can affect a decision regarding the application layer.

The conceptualization of the policy framework is achieved by the use of unary
and binary predicates, which are utilised to define the various network entities (data,
services, users, terminals) and the relationships among them. Thus, a complete rep-
resentation of the network can be achieved by defining the distinct constituting ele-
ments and their relations, as part of the tactical terminology. The tactical terminology
is constructed within the T-Box with unique and acyclic concept definition, while the
A-Box is used for instance identification with the use of concept and role assertions.

A detailed procedure for the ontological definition of security policies dedicated
to tactical SOA was described earlier [35].
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Table 1 Governing parameters for the distribution of security policies

Security policy distribution

Ontology Tactical nodes Dynamism

1-Syntactic complexity 3-Operational specialization | 6-Dynamic attributes

2-Structural complexity 4-Functional specialization 7-Dynamic policy evaluation
5-Operating features 8-Tactical decision cycle

3 Constraint Analysis for the Distribution of Security
Policies

Limiting the local scope of the security mechanisms in each tactical node, requires
the identification of the parameters enabling the partitioning and distribution of secu-
rity policies, within the context of tactical SOA. In the following sections, we present
our findings regarding the identified parameters of critical impact, as they are pre-
sented in Table 1.

Our study over the functional characteristics of tactical SOA and the operation
of ontologically defined security policies, promoted three main categories of gov-
erning parameters, regarding the attainment of the required horizontal and vertical
security policy distribution. The first category refers to the evaluation of the policy,
constructed based on the framework described in Fig. 1, regarding its overall and
local complexity. The second category refers to the evaluation and categorization of
the deployed tactical nodes, based on their expected functional and operational spe-
cialization, alongside their presumably known operating features. The last category
refers to the sufficient integration of dynamism, emerging from the aforementioned
characteristics of the tactical environment.

3.1 Complexity Inducing Components of Tactical
Ontological Constructs

As highlighted earlier, the definition of the ontological security policy is unique for
each tactical operation, constructed over an overlaying common framework (Fig. 1).

Regarding the syntactic complexity, OWL is provided in three increasingly expres-
sive subsets that can be used for the definition of suitable security policies, namely
OWL-Lite (Exp-time complete complexity), OWL-DL (NExp-time complete com-
plexity) and OWL-Full (Undecidability). OWL-Lite supports simple constraint fea-
tures and basic classification hierarchies. OWL-DL supports increased expressive-
ness, maintaining guaranteed computational completeness. Finally, OWL-Full pro-
vides maximum expressiveness and syntactic capabilities similar to RDF, yet rea-
soning is not reassured. A summary of the available constructs within OWL-Lite
and OWL-DL is presented in Table2 [37-39]. Furthermore, OWL 2 provides a
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Table 2 Summary of available constructs within OWL-Lite and OWL-DL

OWL-Lite
Category Constructs
Constructors Class, subClassOf, Property, subPropertyOf,

domain, Individual

Restrictions

Restriction, allValuesFrom, someValuesFrom,
intersectionOf

Equality

EquivalentClass, equivalentProperty, sameAs,
differentFrom

Cardinality (0 or 1)

MinCardinality, maxCardinality

Properties ObjectProperty, inverseOf, Datatype,
Transitive, Symmetric, Functional,
InverseFunctional

OWL-DL (In addition to the aforementioned)

Values HasValue

Cardinality (No limitation)

MinCardinality, maxCardinality

Class axioms

DisjointWith, equivalentClass, complementOf,

subClassOf, unionOf, intersectionOf

wide set of subset profiles, supporting assorted accommodation between expressive
power and reasoning efficiency. For instance, OWL 2 QL (NLogSpace complete
complexity) is dedicated to efficiently supporting extensive instance data and data-
base queries, OWL 2 RL (NP-time complete complexity) is optimized for scalable
reasoning without fully utilizing the available expressive power, while OWL 2 EL
(P-Time complete complexity) is suitable for large scale definition of properties and
classes.

Regarding the structural complexity of the defined security policy, a variety of
metrics with significant impact have been identified through our study. Their additive
complexity overhead must be contemplated during the initial construction of the
security policy, while they can be classified as:

1. Vocabulary size: The amount of the defined classes, individuals and properties.

2. Impurity: The deviation of the ontological structure from a pure tree form, as a
result of the defined rdfs: subClassOf axioms.

3. Mean inheritance: The mean overall distance between the defined ancestor
classes to the corresponding root classes.

4. Connectivity: A measurement of the connection density within the security pol-
icy, defined as the average number of connections for each of the defined elements
(Classes and individuals).

Additionally, estimating the significance of individual classes over the overall func-
tionality of the security policy, is pivotal for the identification of crucial distribution
links within the policy structure. Such an estimation is possible with the use of the
following metrics, for each of the defined classes.
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Fig. 2 Reasoning time escalation in relation to vocabulary size

1. Direct inheritance: The number of direct ancestors for each defined class. Mean-
ing the number of subclasses defined based on a specific class and affected by
changes within it.

2. Inheritance exponentiation: The depth of the most distant ancestor of a given
class. It can be used as a measure of information inheritance within classes that
belong to the same policy branch.

3. Individual connectivity: A connection density measure, referring to a specific
class, calculated as the sum of the defined relations from and towards this class.

A representation of how these parameters affect the complexity of the security
policy and the time required for reasoning over it, is provided in Fig. 2. In this set
from our executed simulations, the Pellet reasoner is used over a basic ontological
construct, structured using the ALC(D) fragment, in order to isolate and measure
the impact of the value of the Vocabulary_size parameter. Furthermore, Fig. 3 pro-
vides an illustration of the global complexity estimation, based on the aforemen-
tioned combination of the propagating syntactic and local structural complexities.

3.2 Classification and Management of Tactical Nodes

Tactical nodes refer to a plethora of mobile platforms, with restricted operational
characteristics and distinct requirements. Achieving a viable security policy distrib-
ution, requires the identification and incorporation of their influential attributes, for
which we can attain a priori awareness. Our study over the characteristics of tactical
nodes and the nature of tactical operations promoted three elements, of significant
impact, as presented in Table 1.
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The first two elements represent the operational and functional specialization of
tactical nodes, rising through the initial operational and contingency planning of a
tactical operation. The operational specialization refers to the identification of dis-
tinct operational groups among the entirety of the deployed assets, based on their
particular strategic objectives. Additionally, functional node specialization, occurs
due to the distinct roles of each node within the initial categorization into opera-
tional groups (e.g. Assuming a tactical team, the hand-held device of a medic, has
distinct service/security requirements from the hand-held device of the team leader
or a rifleman).

Hence, the defined operational and functional node specializations can provide
an initial classification of nodes, in discrete groups with distinct yet entangled secu-
rity requirements. This classification can form the basis for the horizontal (In terms
of Domain/Capability groups) or vertical (In terms of Action/Rule groups), distrib-
ution of security policies, incorporating the operational perspective. A representa-
tion of the aforementioned procedure is presented in Fig. 4, based on our executed
simulations. In this scenario, ten tactical nodes are organised in two operational
groups (OG1-square, OG2-circle), while three functional groups (FG1-green(—),
FG2-red(]), FG3-blue(\)) are globally defined.

An additional element that can significantly affect the distribution of security poli-
cies, within tactical SOA, is the presumably known operating features of tactical
nodes. Tactical nodes refer to a variety of platforms, which may differ in various
terms affecting their performance (Grouped afterwards as Computational Capacity).
These elements can be classified as:

1. Computational power

2. Environmental limitations

3. Physical limitations

4. Resolution/accuracy limitations
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Fig. 4 Node classification based on operational and functional specialization

5. Input/output limitations
6. Range/coverage limitations
7. Network interconnection limitations

The knowledge of these parameters and their incorporation within the policy dis-
tribution decisions, can be used to enhance the network performance, in terms that
include communication latency, service delivery/discovery and autonomy in case of
partitioning, since they are correlated with the elements presented at Sect. 3.1.

3.3 Incorporation of Dynamism

The aforementioned characteristics of the tactical ecosystem, describe a highly
dynamic and continuously evolving environment. Thus, the notion of dynamism has
to be embodied, not only within the definition of the security policy, but also through
the distribution mechanisms. For this reason, the realised security components must
incorporate the available dynamic attributes across the network elements/domains,
but also allow for the dynamic security policy evaluation, as presented at Sect. 2.
For the purpose of this study, achieving the efficient security policy distribution,
also relies on the incorporation of a suitable tactical decision cycle. John Boyd’s
OODA (Observe, Orient, Decide, Act), is a decision cycle developed and used by
military strategists, primarily within the strategic domain and the first two stages
(Preparation, Execution) of combat operations, with additional applications to the
third stage (Debrief/Evaluation). Evaluating the various suggested iterations of the
OODA loop [40], the NCW targeted OODA model, proposed by Smith [41], emerged
as the most suitable solution for tactical SOA, despite its complexity. Our decision



158 V. Gkioulos and S.D. Wolthusen

was promoted by the fact that this model can coincide with suitably adjusted ontolog-
ically structured security policies, into the representation of complex and dynamic
systems, providing in addition an enhanced level of granularity.

Similarly to the implementations within the strategic domain, the distinction
between the involved processes (Observe, Orient, Decide, Act) and further seg-
mentation to the defined domains (Physical, Information and Cognitive in Smith’s
model), can be eminently beneficial towards the technical implementation of a suit-
able distribution mechanism, within the tactical domain. Thus, the execution of the
distinct processes of the decision cycle, can be delegated and distributed within the
nodes of each operational group, allowing them to cooperatively reach the attainment
of each objective, while dispensing the computational and overall cost. Additionally,
the distribution of the involved processes, dispenses the required resources and time
for the achievement of the optimality point, within the Time Cost of Information and
Decision Confidence/Quality function, as described by Harrison [42].

4 Accommodation of the Defined Constraints for Security
Policy Distribution

Having defined the overall security architecture and the critical parameters, for the
distribution of security policies over tactical SOA, it is necessary to reconstruct the
framework presented in Fig. 1, in accordance to the aforementioned criteria. This
will allow the required minimization of the local policy scope in each tactical node,
maintaining all the requisite functionalities. Additionally, this procedure will pro-
vide a transformation into a problem similar in nature to a 0-1 multiple knapsack
problem, therefore subject to existing and widely studied optimization mechanisms.
Furthermore, the incorporation of the identified elements, prior to the implementa-
tion of these mechanisms, will significantly increase the computational efficiency,
due to the induced minimization of the number of instances.

Aiming to continuously support the required functionalities, within the defined
security mechanisms:

1. Capabilities may span across various domains.

2. Actions may span across various capabilities.

3. A specific action within the context of different capabilities or domains, may be
governed by a distinct set of rules.

Thus, a three dimensional space is required, in order to represent all the possible
combinations of domains, capabilities and actions. The multitude of these ordered
triplets constitutes the overall security policy of the tactical network, as presented in
Fig. 5, while every individual action can be represented by a vector:

Action A:ﬂ = (D? + C} + AlAc), where ?,}, k are unit vectors. €))

as presented in Fig. 6



Constraint Analysis for Security Policy Partitioning Over Tactical Service ... 159

Action{AX 4) -
Action(AX,3) .|
w <q
& Action(AX.2)
Action(AX,1)
<
No action
Capability(X) S
Capability(X+n) Domain{A+4n)
Capability(X+2n) - : Domain(A+3n)
Capabilities
Capability(X+3n)

Capabilty(x+4n) DomainA)

Fig. 5 Visualisation of a simplified security policy

Capabilty(X+4n) Damain{A}

Fig. 6 Visualisation of a distinct action within the security policy



160 V. Gkioulos and S.D. Wolthusen

Fig. 7 Specimen security policy vector sets for convoy and reconnaissance operational groups

Due to the aforementioned constraints, mere replication of the entire security pol-
icy across all the deployed nodes is not sufficient. The incorporation of node opera-
tional specialization (Third identified element—Table 1), can provide an initial filter-
ing, towards the minimization of the distributed policy branches. Thus, the specific
operational contexts of the various deployed groups of nodes, correspond to a distinct
set of basic vectors (Linearly independent), in the form:

Security policy : SpOg, = {A] ,A! |, .., Al } )
This mapping is based on the required/estimated actions of each operational group,
within each tactical operation, while it can be constructed a priori and automati-
cally recalled when needed. For instance, a convoy operation may incorporate vari-
ous operational groups including but not limited to the convoy, multiple protection
groups and a medical evacuation group. The structure of the corresponding security
policies, for each operational group, has a form similar to those presented in Fig. 7.
Yet, policy replication within an operational group is not the optimal solution,
due to the node functional specialization (Fourth identified element—Table 1). Thus,
the distinction between the functional groups of nodes across each given operational
group, allows for further partitioning of the security policy as:

SpO8) = SpFg(y U SpFgyi1y U ... U SpFg.y 3)

Hence, the security policy of a given operational group is defined as the union of the
security policies of the functional groups that constitute it. This allows for the defined
subsets (SpFgy)), to collectively compose or address distinct dimensions of the given
SpOg,- Yet, a given vector (Action: Al = (Di + Cj + Ak)) can span various sub-
sets (SpFg,) or be unique to one of them. A calculation of the sets intersections
(e.g. SpFg(,) N SpFg 1)) and the sets differences (e.g. SpFg,)/SpFg 1)), can pro-
vide a direct mapping between each action vector and the functional groups, across
which it can be distributed, as:
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As presented in the defined security policy framework (Fig. 1), each vector A’ =
(Di + Cj + Ak) corresponds to a set of governing rules, distinct for each individual
action, enabling the dynamic adaptation of the security policy to alterations of the
environmental conditions:

A:n = {R(Z)’R(Z+1)’ e ’R(z+n)} (4)

Each rule is constructed making use of the expressive power of description logic,
in order to incorporate the available static and dynamic attributes (Sixth identified
element—Table 1) across the network, into the defined security policy decisions.
Furthermore, as presented at Sect. 3.1, each rule caries an inherited complexity based
on the values of the presented metrics, as a function of its syntactic and structural
complexities (First and second identified elements—Table 1). Thus:

Vector complexity : CA:” = Z CR )
z=1

Consequently, based on the operational features of the tactical nodes constituting
each functional group (Fifth identified element—Table 1), suitable metrics incorpo-
rating their computational capacity (e.g. CCFg,)) can be constructed. Hence, given
the aforementioned scenario, it is possible to construct a corresponding set of equa-
tions among the defined CA! and CCF. 8(y)» ast

CA| = a x CCFg, + b * CCFg,,,
CA) = ¢ * CCFg, +d * CCFg,,,
CA) = e * CCFg, +f % CCFg(,) + & * CCFg 5

CAft =h % CCFg ., (6)
a+c+e=1
b+f=1
d+g+h=1

If the evaluation of the occurring equations is not feasible or a simplification of
the process is required, assumptions can be made regarding the values of the vari-
ables, given the incorporation of the two additional identified elements of our study,
namely:
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1. Dynamic policy evaluation (Seventh identified element—Table 1): Meaning that
the most suitable of the available rules, is dynamically selected to govern an
action.

2. Decision cycle (Eighth identified element—Table 1): Meaning that (i) Gather-
ing/storing the required rule inputs, (ii) Selecting the most suitable rule, (iii)
Evaluating the selected rule, (iv) Enforcing the rule outcome, can be further dis-
tributed among the nodes constituting each functional group.

Thus, allowing for some additional flexibility regarding the exact values.

The utilization of the identified elements, as presented in this section, signifi-
cantly limits the scale of the security policy distribution requirement, by identifying
the maximum set of nodes responsible for a given set of actions (Equivalently: Mini-
mizing the set of actions each node is responsible for). Having introduced the notions
of CA:ﬂ and CCFgO,), this has been limited to a problem similar in nature to a 0—1
knapsack problem in the following form.

Given for an action vector A”n = {R(l),R(z), ...,R(n)} a finite set of rules, defined
s0 CRyy < CR) <, ..., < CR,y, and SpFg,, = {SpFg, SpFg ), ---» SPFg( } @ finite
set of functional groups of tactical nodes with fixed capacities CCFg,, = {CCFg,),
CCFg,), -, CCFg, } (Calculated earlier as a percentage of their overall CC, dedi-
cated to this action) and fixed ‘k’. Assign each element of A’ across the elements of
SpFgy, so:

1. The capacity of no element of SpFg,,, is exceeded.

2. No element of A:ﬂ is duplicated within any given element of SpFg,).

3. Duplicates of the elements of A’ with minimum complexity, are allowed across
the elements of SpFg,,, to increase redundancy.

Thus, given that:

1. pR;, = Profit form R ; (Requirement for a specific subset of rules).
2. CR(;, = Complexity of R ;.
3. CCFg = The calculated percentage of each CC dedicated to this action.

Then maximize:
k n

D=2 D PRy X, )

i=1 j=1

Subject to:
CR(./') * Xij < CCFg(i), i=[1,..,k] (8)
=1

J
D Xy=1 i=[l..k ©)
=1

Xj=1lor0, i=[1,...kl.j=[1,...n] (10)
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where:

i 0 if not

_ { 1 if R is selected for Fg,

A variety of exact and heuristic algorithms has been developed for the attainment
of optimal/near optimal solutions for this type of problems [43-54]. The average
solution time of these algorithms is directly correlated to the number of instances
[55, 56], which with the incorporation of the defined parameters, has been limited
to a minimum set of rules for each node, maintaining at the same time support of all
the required functionalities within a tactical operation.

It must also be stated that the described procedure is executed at the mission
preparation stage, facing no computational, time, communication or other type of
limitations. In this manner, we can achieve a mapping between the required and the
available computational power achieving optimal policy partitioning and distribu-
tion, incorporating all the corresponding elements of significant impact.

5 Conclusions

Through this article, the findings of our study regarding the parameters governing
the partitioning and distribution of security policies within tactical SOA, have been
presented. Evaluating the characteristics of tactical networks and utilized actors, the
involved elements of critical impact, have been identified and analysed. Furthermore,
a suitable mechanism has been suggested, accommodating the identified parameters,
for the optimum partitioning and distribution of security policies within the mission
preparation stage.

Our future plans include the further refinement and evaluation of the proposed
mechanism for the mission preparation stage and its extension within the mis-
sion execution stage, in the presence of additional constraints, such as connectivity
and bandwidth availability. More precisely the utilisation of hierarchical structures
within the defined rule sets, governing the individual actions, and the constrained
optimization for online distribution of both security policies and governing condi-
tions. Furthermore, we intent to identify suitable mechanisms for the reconciliation
of security policies, adjusted to the dynamics of tactical SOA.
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