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Abstract. Ciphertext-policy attribute-based encryption (CP-ABE) is a
promising cryptographic primitive for fine-grained access control on data
outsourced to clouds. However, there still exists one critical functional-
ity missing in existing CP-ABE schemes, which is the prevention of key
abuse. Specifically, two kinds of key abuse problems are considered in
this paper: malicious key sharing among colluding users, and key escrow
problem of the semi-trusted authority. For a user, any malicious behav-
ior including illegal key sharing should be traced. For the semi-trusted
authority, it should be accountable for its misbehavior including illegal
key re-distribution. For better performance and security, it is also indis-
pensable to support large universe and full security in CP-ABE. To the
best of our knowledge, none of the existing traceable CP-ABE schemes
simultaneously supports large universe and full security. In this paper, we
construct a white-box traceable CP-ABE scheme with weak public user
traceability, weak public authority accountability and weak public audit-
ing in the sense that no additional secret keys are needed. The scheme
supports large universe, and attributes do not need to be pre-specified
during the system setup phase. Our scheme is proven fully-secure in the
random oracle model and it can take any monotonic access structures as
ciphertext policies.

Keywords: Attribute-based encryption - User traceability - Authority
accountability - Large universe + Full security - Weak public traceability

1 Introduction

Attribute-based encryption (ABE) is very promising in implementing flexi-
ble access control on the data outsourced to clouds. The notion of ABE was
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introduced by Sahai and Waters [25] as a fuzzy version of identity-based encryp-
tion (IBE). Goyal et al. [8] further extended this idea and defined two comple-
mentary notions of ABE: key-policy ABE (KP-ABE) and ciphertext-policy ABE
(CP-ABE).

A series of ABE work has been done to achieve better performance and
security. In particular, large universe and full security are two significant and
practical properties of ABE, which have attracted much attention in the research
community. Lewko et al. [11] took the large universe issue into account and
classified ABE into two flavors: the small universe ABE (SU-ABE) and the
large universe ABE (LU-ABE). In SU-ABE constructions, attributes are fixed
at the system setup phase. Furthermore, the system public parameters often
depend on the amount of attributes in the system, and hence the scale of the
attribute universe is polynomially bounded in the security parameter. In the case
of LU-ABE, the attribute universe scale can be exponentially large. Obviously,
LU-ABE is more practical than SU-ABE in that the system designer needs not
to choose a bound of attributes at system setup. However, many prior schemes
have to rely on a weaker security model known as selective security, where the
attacker must specify some challenge ciphertext information before seeing the
system public parameters. As a more stronger security model, full security [10]
allows the attacker to adaptively choose challenge targets based on system public
parameters.

Nevertheless, as a major issue remain to be solved, user traceability and
authority accountability have severely limited the applications of ABE [10,11].
In a CP-ABE system, for example, the decryption keys are issued by an attribute
authority based on users’ attributes, which are usually shared by multiple users
and hence are not uniquely linked to users’ identification information. Obviously,
as the foundation of one-to-many encryption mechanism, the characteristic of
attribute sharing introduces the malicious user traceability issue: an explicitly
leaked decryption key is non-traceable because the underlying attributes are
shared by multiple users. On the other hand, the attribute authority is capable
of re-distributing decryption keys for any user without any risk of being caught.
So, if the attribute authority is not fully-trusted, it is indispensable to provide
a method to make the authority accountable. In the above description, any user
and the authority who exactly leak a decryption key to the third user intention-
ally or unintentionally will be identified, which is called white-box traceability.
As a relatively stronger notion, black-box traceability can trace the malicious
users and authority even if they only leak a decryption equipment instead of the
decryption key.

There are some ABE solutions [7,13,15,16,18-21,30] for the purpose of user
traceability and authority accountability. In these schemes, white-box user trace-
ability [13,15,20,21,30] and black-box user accountability [7,16,18,19] are con-
sidered. Meanwhile, only schemes [15,16,18,21] achieve full security and schemes
[7,19,20,30] support large universe. In particular, only the solutions [13,21,30]
take one step further towards authority accountability although in the white-box
model. As one of the latest work, the scheme [21] allows tracing and weak public
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Table 1. Features comparison between authority accountable CP-ABE schemes

Weak Weak Weak
Schemes | Security MAS | Large universe | public UT | public AA | Public Auditing
[13] selective (random) | X X Vv VA —
[30] selective (standard) | / X X X —
[21] full (standard) Vv X X X Vv
Ours full (random) v vV Vv VA Vv

auditing in the case of almost no storage. However, it is a small universe con-
struction and has a security weakness shown later. In summary, it is necessary to
efficiently add both user traceability and authority accountability to the original
ABE while keeping the properties of large universe and full security.

Our Contribution. In this paper, we address the key abuse problems of CP-
ABE while keeping desirable performance and security. The main contributions
can be summarized as follows:

— We propose an authority accountable large universe CP-ABE scheme (AA-
LU-CPABE) that simultaneously supports (1) weak public user traceability,
(2) weak public authority accountability, (3) weak public auditing, (4) large
universe, and (5) full security. The expression “weak public’! means that
both traceability and auditing only involve decryption keys, which are indis-
pensable in the white-box model, and no additional secret parameters such
as master secret keys and identity tables are needed.

— For realizing user traceability, when a user queries for decryption key, his/her
identity is inserted into a decryption key component, which is further implic-
itly signed as a fixed component such that the key owner is not able to
re-randomize it. To achieve authority accountability, a user’s decryption key
is generated by the user himself based on a primary decryption key, which is
jointly determined by both the authority and the user.

— The AA-LU-CPABE scheme needs almost no storage for tracing in that it
does not need to maintain an identity table of users for tracing. In addi-
tion, our scheme is proven secure in the random oracle model against adap-
tive adversaries, and is highly expressive and can take any monotonic access
structures as ciphertext policies.

Note that only schemes [13,21,30] support authority accountability. We com-
pare our work with schemes [13,21,30] in Table1l, where MAS, UT and AA
mean monotonic access structures, user traceability and authority accountabil-
ity, respectively. The symbol “—” represents the corresponding scheme does not
need auditing. All the schemes are realized in the white-box model. It’s noted
that only the proposed scheme simultaneously supports weak public traceability
and auditing with large universe and full security.

! The expression “weak public” is similar to the term “partial public” in [20], in which
only private user traceability is realized.
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Related Work. Since the introduction of ABE [25], a plenty of researches have
been done on flexible ABE schemes. The first CP-ABE scheme was proposed
by Bethencourt et al. [4], which is proven secure in the generic group model. To
improve the security proof, Cheung and Newport [6] proposed another CP-ABE
construction and proved its security in the standard model. The construction
supports the access structures of AND gate on different attributes. In order to
further protect users’ attribute privacy, anonymous CP-ABE has been studied
[9,22,33]. A series of CP-ABE schemes have been proposed for better expres-
siveness, security and efficiency [1,27,29,31,32,34]. In particular, large universe,
full security and traceability are important aspects to be considered.

The first large universe KP-ABE construction was given in [11], which
achieves selective security under static assumptions in the standard model. They
utilized the dual system framework on composite order groups to prove secu-
rity. The first large universe CP-ABE scheme was proposed in [24], which is
selectively secure under two ¢-type assumptions in the standard model. By uti-
lizing dual vector spaces, Okamoto and Takashima [23] proposed the first fully
secure unbounded CP-ABE scheme in the standard model. Lewko et al. [10]
constructed a fully-secure CP-ABE scheme in the standard model, however, it
fails to support large universe. Li et al. [13,14] first introduced the notion of
accountable CP-ABE. The scheme [13] takes into account authority account-
ability which is achieved by embedding additional user-specific information into
the attribute decryption key. Yu et al. [28] considered how to defend the key-
abuse problem in KP-ABE. A user traceable multi-authority CP-ABE scheme
was proposed in [12]. For the purpose of expressiveness, Liu et al. proposed
white-box [15] and black-box [16-18] traceable CP-ABE schemes. These schemes
cannot support large universe even if they are fully-secure in the standard model.
Large universe CP-ABE schemes with user accountability were proposed in the
white-box model in [20] and in the black-box model in [7,19], which are proven
selectively-secure. Most of the above schemes fail to realize authority account-
ability while keeping expressive polices. For the sake of practicality, the solu-
tions [21,30] take one step further towards authority accountability although
in the white-box model. However, the scheme [30] is selectively-secure and the
scheme [21] is a small universe construction. In general, if a system requires user
traceability, authority accountability, (weak public) auditing and full security,
only the scheme [21] may be adopted. Unfortunately, we found that the scheme
[21] is not secure. In fact, after receiving from the authority ¢ and the primary
decryption key SKp.; = (K,T,L,L’,{K;}ics), a user just sets t;q = ¢, where
t is chosen by himself and R, = g%, and generates the final decryption key
SKigs = (K = K(g")", T =T,L =L,L' =L/, Ry, t;4, {Ki = Ki }ics), where
g" is a public parameter. Then, the user randomly chooses a value ¢y and is able
to re-randomize SK,q s based on the idea of changing c to c-¢y. In this paper, to
avoid the above security weakness, the attribute authority chooses two secrets
co and ¢ and only ¢ is sent to the user. Most importantly, ¢y and ¢ are used
to generate different components of a decryption key during the key generation
phase. The details can be found in Sect. 4.1.
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Organization. The remaining of this work is organized as follows. Some prelim-
inaries are reviewed in Sect. 2. We then present the formal definition and security
models for AA-LU-CPABE in Sect. 3. In Sect. 4, the proposed AA-LU-CPABE
construction together with its security results are described. Finally, we conclude
this paper in Sect. 5.

2 Preliminaries

Throughout this paper, for £ € N, we denote by [{] the set {1,2,---,¢}. For a
set S, | S| represents its cardinality, and s €g S means the variable s is chosen
uniformly at random from S.

2.1 Cryptographic Background

Definition 1. (Composite Order Bilinear Groups). Composite order bilin-
ear groups are widely used in IBE and ABE systems, which are first introduced
in [5] We denote by G a group generator, which takes a security parameter X
as inputs and outputs a description of a bilinear group G. We define the output
of G as (p1,p2,p3,G,Gr, &), where p1,pa, ps are distinct primes, G and G are
two cyclic groups of order N = pi1paps, and é : G X G — Grp is a bilinear map
satisfying: (1) Bilinear: é(g%, h®) = é(g,h)* for all a,b € Zy and g,h € G, (2)
Non-degenerate: There exists g € G such that é(g, g) has order N in Gr.

Assume that group operations in G and G as well as the bilinear map € are
computable in polynomial time with respect to A. Let G, be the subgroup of order
pi in G for 1 <i < 3. Note that for any X; € Gy, and X; € Gy, é(X;, X;) =1
holds for i # j.

Assumption 1. (Subgroup Decision Problem for 3 Primes): Given a group gen-
erator G, define the following distribution:

(N = pip2ps, G,Gr, €) Lggl Gyp,, X3 JELd Gps,
D = (NﬂGvGT7é7g7X3)7T1 ‘ﬁ Gp1p27T2 & Gpl'

The advantage of an algorithm A in breaking this assumption is defined to be:

Advig a(\) = |PHA(D, Ty) = 1] — PHA(D,Ty) = 1]|.

Definition 2. We say that G satisfies Assumption 1 if Advlg a(X) is a negligible
function of A for any polynomial time algorithm A.

Assumption 2. Given a group generator G, define the following distribution:
N R R R R
(N = p1p2p37GaGT76) — gagle — G;DNXZ’ YQ — Gp27X3a Y:”a — Gp37
D= (Na Ga GTa é,g, X1X27 Xg, }/21/3)3 Tl ‘E G7 T2 ‘E Gmp:s'

The advantage of an algorithm A in breaking this assumption is defined to be:
Adv2g 4(X) = |PrlA(D,Th) = 1] — Pr{A(D,T») = 1]|.
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Definition 3. We say that G satisfies Assumption 2 if Adv2g a(X) is a negligible
function of A for any polynomial time algorithm A.

Assumption 3. Given a group generator G, define the following distribution:
(N = p1p2p37G7GT7é) i g,O[7S & ZN7g (ﬁ GP17X27Y27Z2 <£ GT—’27X3 £ GP37
D= (N7 G7 GT7é7g7 gaX2>X37gS)/27Z2)aT1 - é(gvg)aS7T2 i GT'

The advantage of an algorithm A in breaking this assumption is defined to be:

Adv3g a(\) = | PHA(D, Ty) = 1] — PHA(D. Ty) = 1]|.

Definition 4. We say that G satisfies Assumption 8 if Adv3g a(X) is a negligible
Sfunction of \ for any polynomial time algorithm A.

(-SDH assumption Let G be a bilinear group of prime order p and g be a
generator of G, the ¢-Strong Diffie-Hellman (¢-SDH) problem in G is defined
as follows: given a £ + 1-tuple (g,g’”,g’”z,...,gxg) as inputs, output a pair
(c,gl/(c+“)) € Zy, x G. An algorithm A has advantage € in solving £-SDH prob-
lem in G if P1r[fl(g,g"”,g“”27 . ,g”[) = (¢, g*/(et2)] > ¢, where the probability is
over the random choice of x in Z, and the random bits consumed by A.

Definition 5. We say that ({,t,¢)-SDH assumption holds in G if no t-time
algorithm has advantage at least € in solving the £-SDH problem in G.

2.2 Zero-Knowledge Proof of Knowledge of Discrete Log

A zero-knowledge proof of knowledge (ZK-PoK) of discrete log protocol that
enables a prover to prove to a verifier that it possesses the discrete log of a given
group element in question. Efficient ZK-PoK of discrete log protocols can be
found in [26]. A ZK-PoK protocol has the proof of knowledge property besides
the zero-knowledge property. The property of zero-knowledge implies that there
exists a simulator which is able to simulate the view of a verifier in the protocol
without being given the witness as inputs. The proof of knowledge property
implies the existence of a knowledge-extractor which interacts with the prover
and extracts the witness using rewinding techniques [3].

2.3 Access Policy

Definition 6 (Access Structures [2]). Let U be a set of parties. A collection
A C Y is monotone if VB € A and C € oU . if B C C then C € A. An access
structure (resp. monotone access structure) on U is a collection (resp. monotone
collection) A of non-empty subsets of U, i.e., A C 2Y\ {Q}. The sets in A are
called the authorized sets, otherwise, the sets are called the unauthorized sets.

Definition 7 (Linear Secret Sharing Schemes (LSSS) [2]). Let U be the
attribute universe and A an access structure on U. An LSSS can be used to
represent an access structure A = (M, p), where M is an ¢ X n matriz which is
called the share-generating matriz and p maps a row of M into an attribute. An
LSSS consists of two algorithms of secret sharing and reconstruction as below.
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~ Share((M, p),s): This algorithm is used to share a secret value s based on
attributes. Considering a vector v= (8,Ya,...,yn) ", where s € Z,, is the secret
to be shared and yo,...,Yyn €R Zp, then N\; = M;- v is a share of the secret s
which belongs to the attribute p(i), where M; is the i-th row of M.

— Reconstruction(, ..., \¢, (M, p)): This algorithm is used to reconstruct s
from secret shares. Let S € A be any authorized set and I = {i|p(i) € S} C
{1,2,....£}. Then there exists coefficients {w;}icr such that ), ;wiM; =
(1,0,...,0), thus we have ), ; wiA; = s.

3 Formal Definition and Security Model

3.1 Formal Definition of AA-LU-CPABE

An AA-LU-CPABE scheme consists of six algorithms Setup, KeyGen,
Encrypt, Decrypt, Tracey, and Judge,,,. They are detailed as follows:

— Setup(1*) — (PK, M K): The setup algorithm is run by the attribute author-
ity. On input a security parameter A, it outputs the system public key PK
and the master key M K.

- KeyGen(PK,MK,ID,S) — SK;pg: This is an interactive protocol
between the authority and a user with an identity 1D and a set of attributes
S. The system public key PK and (ID,S) are the common inputs to the
authority and the user. The master key MK is the private input to the
authority. At the end of the protocol, a decryption key SK;p s correspond-
ing to (ID,S) is finally generated by the user based on a primary decryption
key which is determined jointly by the authority and the user. Note that only
S is implicitly included in SK;p s.

— Encrypt(PK,m, (M, p)) — CT: On input the system public key PK, a
message m and an access policy (M, p) specified by the encryptor, it generates
a ciphertext CT as the encryption of m with respect to (M, p). Note that
(M, p) is implicitly included in CT.

— Decrypt(PK,CT,SKp,s) — mor L: On input the system public key PK,
a ciphertext C'T of a message m under (M, p), and a decryption key SKrp, s
associated with (ID,S), it outputs the message m if S satisfies (M, p), and
the error symbol | otherwise.

— Tracey,(PK,SK;ip,s) — ID or T: On input the system public key PK and a
decryption key SKrp_ s, the tracing algorithm first checks whether SK;p g is
well-formed or not. If SK;p g is well-formed, it extracts the identity I.D from
SKrp,s and outputs I.D to indicate that SK;p g is linked to I.D. Otherwise,
it outputs a special symbol T to indicate that SK;p g does not need to be
traced. A decryption key is well-formed means that it passes a “key sanity
check” which guarantees that the decryption key can be used in the well-
formed decryption process.

— Judge, (PK,SKp,s,SKip 5) — guilty or innocent: This is an interactive
protocol between a user (ID, S) with a decryption key SK;p s and a public
auditor. When the user is identified as a malicious user by the system based
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on the traced key SK7p, g, the auditor judges whether the user is guilty or
innocent upon receiving SK;p, s from the user.

Remark 1. The tracing and judge algorithms need the decryption key SK;p g,
which means the white-box model. However, no additional secret parameters are
needed in our scheme. Note that master secret keys are required in the white-box
schemes [21], identity tables are required in the white-box schemes [15,20,30],
and suspected users’ decryption keys are needed in the white-box scheme [30].

3.2 Security Models for AA-LU-CPABE

An AA-LU-CPABE scheme is secure if the following requirements are satisfied.
First, it satisfies the standard semantic security for CP-ABE: ciphertext indistin-
guishability under chosen-plaintexts attacks (IND-CPA). Second, it is intractable
for the authority to create a decryption key such that the Tracey, algorithm
outputs a user and the Judge,,, algorithm outputs guilty. Finally, it is infea-
sible for a user to create a decryption key such that the user is innocent based
on the Judge,,, algorithm. Security for AA-LU-CPABE schemes are modeled
in following three games between an adversary A and a challenger B.

The IND-CPA game. The IND-CPA game for AA-LU-CPABE scheme is
defined as follows:

— Setup: B chooses a security parameter )\, and runs the Setup algorithm and
sends the system public key PK to A.

— Phase 1: In addition to hash queries, the adversary A issues a polynomially
bounded number of key generation queries:

e KeyGen Oracle Ogcygen: A submits an identity ID and an attribute
set S, B gives A the decryption key SK;p s.

— Challenge: Once A decides that Phase 1 is over, it outputs two equal
length messages my and m; from the message space and an access structure
(M*, p*). Tt is noted that (M*, p*) cannot be satisfied by any of the queried
attribute sets. B chooses a bit b € {0, 1}, computes CT*=Encrypt(PK, my,
(M*, p*)) and sends CT™* to A.

— Phase 2: The same as Phase 1 except that the queried attribute sets cannot
match (M*, p*).

— Guess: A outputs a guess bit ¥’ € {0,1} and wins the game if b’ = b.

The advantage of A in the IND-CPA game is defined as follows:
1
AdVTA[?LfJ}?}c\PABE(A) = |Pr[b/ = b] - §|

Definition 8. An AA-LU-CPABE scheme is fully-secure if no probabilistic
polynomial-time (PPT) attacker can break the IND-CPA game with non-negligible
advantage.

The DishonestUser game. The DishonestUser game for AA-LU-CPABE
scheme is defined as follows.
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— Setup: B chooses a security parameter )\, and runs the Setup algorithm and
sends the system public key PK to A.

— Key Query Phase: For ¢ € [t,], while ¢, is the number of key queries, A and
B engage in the key generation protocol KeyGen to generate corresponding
decryption keys SKip, s, with respect to (ID;,S;). A gets the decryption
keys {SKip,.s;}i: € [tq] and runs key sanity checks to ensure that they are
well-formed. It aborts if any check fails.

— Key Forgery Phase: A submits a decryption key SKjp. g. corresponding
to (ID*, %) to B, where S* € {S1,S>,---, S, }. If either of the following two
cases is true, A wins the game.

1. Trace,,(PK,SKjp. s.) ¢ {T,ID1,IDs,--- 1D, }.
2. Tracey,(PK,SK;p. s.)=ID; € {ID1,1Dy,--- ,ID,,} and
Judgey,(PK,SK;p, s;, SKfp- 5-) — innocent.

The advantage of A in the DishonestUser game is defined as follows:

d DishonestUser (./4) _ PI“[A wlns].

AA LU-CPABE

Definition 9. An AA-LU-CPABE scheme is DishonestUser secure if all PPT
attackers have at most a negligible advantage in the above DishonestUser game.

The Dishonest Authority Game. The DishonestAuthority game for AA-LU-
CPABE scheme is defined as follows.

— Setup: A (as a malicious authority) generates the system public key PK,
and sends PK, a user’s (ID*,S*) to B. B performs a sanity check on PK
and (ID*, S*), and it aborts if the check fails.

— Key Generation Phase: 4 and B engage in the key generation protocol
KeyGen to generate a decryption key SKjp« g+ corresponding to (I.D*, S*).
B gets SKp- s« and runs a key sanity check to ensure that it is well-formed.
It aborts if the check fails.

— Output: A outputs a decryption key SKj . s~ and succeeds if Trace,,,(PK,
SKip« g«) — ID* and Judgey,(PK, SKipe g+, SKip. 5+) — guilty.

The advantage of A in the DishonestAuthority game is defined as:

Ad DushonestAuthonty(A) — PI‘[A ’lUZnS}

AA LU-CPABE

Definition 10. An AA-LU-CPABE scheme is DishonestAuthority secure if all
PPT attackers have at most a negligible advantage in the above DishonestAuthor-
ity game.

4 AA-LU-CPABE Construction

4.1 Construction

— Setup(1*): The attribute authority takes a security parameter A as inputs
and runs the group generator G to get (p1,pe,ps, G, Gr, é), where p1, pa2, p3
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are distinct primes, G and G are two cyclic groups of order N = pipaps,
and é : G x G — G is a bilinear map. Let G,, be the subgroup of order p; in
G, and g € G, and X3 € G,, be the generator of G,, and G,,, respectively.
The attribute authority defines three collision-resistant hash functions Hy :
Gp, — Gy, Hi : Gpp, — Zn and H : {0,1}* — G,,. It also chooses
two distinct primes p and ¢ of equal length such that p,q ¢ {p1,p2,p3},
ged(pg, (p— 1)(¢ — 1)) = 1 and sets n = pg, w = p(n), where ¢(-) is Euler’s
totient function. Then the attribute authority chooses a,a, 3 €r Zyn, X1 €
Gp, and computes Y = é(g, g)*. Finally, the system public key is published as
PK = (N,n,w,g,9%¢”, X1,Y), and the master key is MK = (a, a, 3, X3).

— KeyGen(PK,MK,ID,S): Let S be the attribute set for the user ID who
obtains the corresponding decryption key. The user and the attribute author-
ity initiate the following key generation protocol.

1. The user chooses r €p Z} with ged(r, N) = 1 and computes R, = g".
Then it sends ID, the attribute set S and R,, to the attribute authority.
Besides, it runs an interactive ZK-POK of the discrete log of R, with
respect to g with the attribute authority.

2. If and only if the ZK-POK is valid, the attribute authority proceeds to
do the following. It first chooses t €r Z7 with t ¢ {p,q}, co,C €r Zn
with ged(¢, N) = 1 and random elements Ry, R, R, {Ri}tics in Gp,
based on Xj3. Then the attribute authority sets ¢ = co +¢ h =1+ n
and computes T = hIPt™™ mod n?, L, = ¢*Rj), Ly = ¢g°R}, K =
gmHo(Ru)meRo, {K; = H(@@)(etTHHiL))eR o
and then sends SK = (K, T, Ly, Ly, ¢, {K; }ics) to the user.

3. The user checks whether

(K, g% gT Iy = o(Ty (Lag®) TH1(12) X 1)e(Ho(Ry), ¢°)Y,

é(L1,9) = é(L29° 9), and Vi € S, &(H (i), L1 (Lag®) "+ (12) = &(K;. g).
The user aborts the interaction if one of the above checks fails. Otherwise,

the users computes Ty = % and sets the decryption key as

SKips=(K=Kg",T=T,L =1L, Ly = Loy, Ry, To, {K; = K, }ies)-

— Encrypt(PK, m, (M, p)): The encryptor first chooses s €g Zy and then sets
a random vector y = (s,%2,...,4n) |, Where 9, ...,y, are used to share the
encryption exponent s. For ¢ = 1,..., ¢, it calculates \; = M, - y, where M; is
the vector corresponding to the ith row of M. Then it calculates C' = mY®,
Co = g° C1 = (), Ca = (9°)°, {Cjn = X" H(p(4)) ™", Cj2 = ¢ }eqn,
where 7; is randomly chosen in Zy. Finally, the encryptor sets ciphertext as

CT = (C,Cy,C1,C2,{Cj1,Cj 2} jepa)-

- DeCI‘ypt(PK,CT, SK]D,S): CT = <O,Co,01702,{Cj,1,0j72}je[g]> under
(A,p) is decrypted by a user (ID,S) with a decryption key SKips =
(K,T, Ly, Lo, Ry, Ty, {K;}ics) as follows. The decryptor first checks whether
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S satisfies (A, p). If not, the algorithm returns L. Otherwise, there must
exists coefficients {w; € ZN|p( j) € S} such that Zp(j)ES w;jM; =(1,0,...,0),

SO Zp(j)ES wjA; = s. Then, the decryptor computes m = %, where

&(Cy T Oy, ) ((Co, Ho(Ru))é(Co, (9%g™ 1 (2))To)) 1

B =
I1,()es(é(Cas Li(LaRE)THIE))E(Cj 0, Ky 5)) )0
— Tracewp(PK, SK[D,S): If SK]D7S = <K, T, Ll, LQ, Ru, To, {Ki}ieS> satisfy—
ing all the following checks, it is a well-formed decryption key, otherwise it is
not well-formed and the algorithm outputs T. Key Sanity Check is:
1. Te€Zy2, Ty € Zyn, K,Ly,Ls, Ry, K; € G.
2. é(Ll,g) = é(LzRZ(J’g“)_
3. e(g~ 0K, grgTHH () = o(Ly (L, RT )T+, X, )e(Ho(R,), %)Y .
4. 3i € S, such that é(H (i), L1 (Lo RI)TH1(L2)) = ¢(K;, g).
If SK;p,sis Well formed, the algorithm will extract the identity D from T =
RIPt" mod n? in SK;p g as follows. Note that T% = h*IPtow mod n? =
(1 +n)WIDtE”¢(") mod n? = 1+nwlID mod n?, hence it outputs the identity

ID = *")1 which is used to identify the possible malicious user.

— Judgey, (PK SKip.s,SKip S) Suppose a user (ID, S) with the decryption
key SKips = (K,T, L1, LQ,RU,TO, {K;}ies) is identified as a malicious user
by the system based on the traced key

SKipgs=(K*,T" L3, L3, Ry, T3, { K }ies),

but it claims to be innocent and framed by the system. The user and the
judge interact in the following protocol.

1. The user sends the decryption key SK;p s to the judge. The judge checks
it SKip,s passes the key sanity checks used in the tracing algorithm and
aborts if the check fails.

2. Otherwise, the judge tests whether T, = 77 or not. If no, it outputs
innocent to indicate that the user is innocent and is framed by the system.
Otherwise, it outputs guilty to indicate that SK7, ¢ is maliciously leaked
by the user.

4.2 Security Analysis

Theorem 1. If Assumptions 1, 2 and 3 hold, then the proposed AA-LU-CPABE
scheme s semantically secure.

Proof. 1t’s noted that the proposed AA-LU-CPABE scheme IT is based on the
CP-ABE scheme [10] denoted by I1,. Because the scheme II,, is adaptively chosen
attribute sets and chosen plaintexts secure under the assumptions 1, 2 and 3, if
we can reduce the security of IT to that of I1,, then the proposed AA-LU-CPABE
scheme is secure in the IND-CPA security model under the assumptions 1, 2 and
3. In the following, we will show that any PPT attacker .4 with a non-negligible

advantage Advi eoase(A) = € in the proposed security model against 1T can be



520 Y. Zhang et al.

used to design a PPT simulator B, which can break the security of II, with an
advantage Advinst (B) = €. The simulator B acts as the challenger and interacts

with A in the IND-CPA security model. The simulation proceeds as follows:

Setup. The challenger B receives public parameters (N,g,¢”,Y =
é(g,9)*,{U; = g*i }icy,) from the challenger B, of II,,, where U, is the attribute
universe of IT, and it satisfies |U,| > qr, where gp is the number of hash queries
to H. B also chooses two distinct primes p and ¢ of equal length such that
ged(pg, (p—1)(¢—1)) = 1 and sets n = pg, w = p(n). Then B chooses a,a, § €g
Zn, sets X1 = g7 and the system public key as PK = (N, n,w, g,9%, g%, X1,Y).
During the game, A will consult B for answers to the random oracles Hy, H;
and H. B keeps three tables Ly, £1 and L to store the answers used in Hy, H;
and H, respectively. Finally B sends PK to A.

Phase 1. The adversary A makes the following queries.

— Hash Oracle Op,(z¢): Whenever there is a query on Hy for input xg, B
first looks if there is an item containing x( in Lg. If it is, the previous defined
value is returned. Otherwise, it chooses v €r Zn and sets Hy(zo) = g"’l,
adds the entry (20,7', Ho(2z0) = ¢7') to Lo and returns g’ .

— Hash Oracle Oy, (x1): Whenever there is a query on H; for input x;, B first
looks if there is an item containing x; in £;. If it is, the previous defined value
is returned. Otherwise, it chooses v/ € Zy, adds the entry (x1,~", Hy(z1) =
"} to L1 and returns 4”. Note that, during the process of answering key
generation queries, B will adaptively update L.

— Hash Oracle Oy (x): Whenever there is a query on H for input z, B first
looks if there is an item containing « in L. If it is, the previous defined value
is returned. Otherwise, it sets H(x) = U,, adds the entry (z, H(z) = U,) to
L and returns U,.

— KeyGen Oracle Okcygen(ID, S): Suppose A summits an identity ID and
an attribute set S in a secret key query. B sends S to B, and obtains the corre-
sponding decryption key SKg = <K =g*g"°Ry, L = g°R)), {K USR;}ies)-
Recall that during the key generation protocol, the key applicant chooses
r €r Zy and computes R, = ¢". Besides, the key applicant gives to the
authority a zero-knowledge proof of knowledge of the discrete log of R, with
respect to g. The authority can extract r with all but negligible probability by
using Extractor on the key applicant during the proof of knowledge protocol.
B chooses t €r 7%, ¢ €r Zy, sets h = 1 +n and computes T = T = hiPten
mod n?. Also, B chooses R €r Gy, by using X3, v/ €r Zy and implicitly
sets co =¢/(a+T+~")—¢ mod N, and hence c=cy+c=¢/(a+T +v").
Then B sets Ly = EWR()’ = gCR()WR(’{ and returns " for the
hash query Hy(Lg), that is, B will add the entry (Ly,~", Hi(L2) = 7") to
L. Therefore, ¢ = ¢/(a + T + Hi(Lz)). Subsequently, B computes L; =

~___a e ~ 1 R -
[ a+T+H{ (L) — gaCR6a+T+H1<L2), K = (K)a+T+H1(L2)HO(Ru)a+T+H1(L2) =
1

o _B —_— R ~ N
ga+T+H1(L2)HO(Ru)a+T+H1(L2)Xi:‘RO<l+T+H1(L2)’ and {Kz — ;= UCRZ —

K2

H(i)(“+T+H1(E))CRi}i€s. Subsequently, B computes Ty = < and sets K =

T
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KgT Ly = Ly,Ly = Ly, {K; = K;}ics. Finally, B returns the decryption
key SKip,s = (K,T,Ly,La, Ry, To, { Ki}ics)-

Challenge. The adversary A summits two messages my and my of equal length
and an LSSS access structure (M*,p*) to B. Note that (M*,p*) cannot be
satisfied by any of the queried attribute sets. Then B sends mg, my and (M*, p*)
to B, to obtain the challenge ciphertext of II, as follows.

CT = <C = mbYs, C() = gs, {C’,l = g"”\j U;(;';,Cj’g = grj }j€[£]>'
B sets C = 6, C() = 60, 01 = (ao)a = gas’ 02 = (ao)ﬂ = gﬂs, Cj71 = éjﬂ =
X{\jH(p(j))’TJ‘ and Cjo = @-,2. Finally, B gives to A the challenge ciphertext

OT = (C,Co, C1,Cs,{Cj .1, Cj2}sern)-

Phase 2. The same as Phase 1 except that the queried attribute sets cannot
match (M*, p*).

Guess. The adversary A outputs a guess bit b of b. B just sends b’ to B,. It
easily follows that Advimee (B) = Advineoase (A) = €. [ ]

CPABE AA-LU-CPABE

Theorem 2. If Assumption 2 and ¢-SDH assumption hold, then the proposed
AA-LU-CPABE scheme is DishonestUser secure provided that t; < £, where at
most t, key queries are issued during the DishonestUser security game.

Proof. Suppose there is a PPT adversary A that wins the traceability game
with a non-negligible advantage e after making ¢, key queries. Without loss of
generality, assuming ¢ = t, + 1, we construct a PPT algorithm B that has a
non-negligible advantage in breaking Assumption 2 or ¢-SDH assumption. B is
given instances as follows.

— B is given an instance of Assumption 2 problem: Let G be a bilinear group
of order N = p1psaps, where p1,ps, p3 are distinct primes, é : G x G — Gp
be a bilinear map, and G,, be the subgroup of order p; in G, §,X; € G,,,
X2,Ys € Gy, and X3,Y3 € Gp,. b€ {0,1}, and X € Gif b =0, X € G, ,, if
b=1.Bis given an instance |NA2 = (G,GT, N, é,g,Xng, Xg,YQYg,X).

— B is given an instance of -SDH problem: Let G be a bilinear group of order
N = p1paps, where p1, p2, p3 are distinct primes, é : G xG — G be a bilinear
map, G, be the subgroup of order p; in G, a € Z; and g € Gp,. B is given

an instance INSDH = (GaGT7 N7 é7§5ga7 cee agaeap17p27p3)'

The goal of B is to output a bit &' € {0,1} to determine X € G or X € G, ,,
for solving the assumption 2 problem, and a pair (7)., w,) satisfying w, = gafiﬂ
for solving the ¢-SDH problem. B will make use of A to break Assumption 2
or ¢-SDH assumption. After the setup phase, A can get the system public key
from B. During the key query phase, where at most ¢; key queries are issued,
A submits identity and attribute set pairs to B to get decryption keys. Then,
after the key forgery phase, A submits a decryption key SK* corresponding to
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(ID*,5%) to B. The detailed queries will be given in the full version of the paper
due to the space limitation.

Finally, based on the complete probability formula, we can know that B can
break Assumption 2 with advantage at leat § or break (-SDH assumption with
advantage at leat . |

Theorem 3. If the discrete log assumption holds in Gy, , then the proposed AA-
LU-CPABE scheme is DishonestAuthority secure.

Proof. Suppose there is a PPT adversary 4 that has a non-negligible advan-
tage in winning the DishonestAuthority game for our AA-LU-CPABE scheme, we
construct a PPT algorithm B that has a non-negligible advantage in breaking
the discrete log assumption in G,,. B proceeds as follows. B receives from A
the system public key PK = (N,n,w,g,¢% ¢”, X1,Y) and a user’s identity and
attribute set (ID*,S*). Then B sends g to the discrete log problem challenger
and obtains an instance (g, R, = ¢g") of the discrete log assumption.

B engages in the key generation protocol with A to get a decryption key
for the user (ID*,S*). It sends R, to A and provides a zero-knowledge proof
of knowledge of the discrete log of R,. On the other hand, B receives from A
a primary decryption key SK = (K, T, Ly, L3,¢ {K;}ics-). Then, B performs
the key sanity checks. B aborts the interaction if the checks fail. Otherwise, 5

chooses ' € Z%, computes Ty = % and sets the decryption key based on the

algorithm. Now with a non-negligible advantage, A outputs a decryption key
SKjp- g« and it succeeds in framing the user (ID*,S*). Hence, SKjp. . has
the form of SKjp. ¢ = (K = Kg™ T, Ly, Ly, Ry, T§, {K;}ies+). Finally, B
Ti
will be given in the full version of the paper due to the space limitation. |

calculates as the solution of the discrete log problem (g, R, ). More details

5 Conclusions and Future Work

In this paper, we propose an AA-LU-CPABE scheme that simultaneously sup-
ports user traceability, authority accountability and auditing in the white-box
model. Our scheme needs almost no storage for tracing in that it does not need
to maintain an identity table of users for tracing. The proposed AA-LU-CPABE
scheme is proven secure in the random oracle model against adaptive adver-
saries, and it is highly expressive and can take any monotonic access structures as
ciphertext policies. It would be interesting to construct AA-LU-CPABE schemes
with desirable security and performance features in the black-box model.
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