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Abstract Analysts and decision makers are increasingly overloaded with vast
amounts of data/information which are often dynamic, complex, disparate, con-
flicting, incomplete and, at times, uncertain. Furthermore, problems and tasks that
require their attention can be ambiguous, i.e. they are ill-defined. In order to
make sense of complex data and situations and make informed decisions, they
utilize their intuition, knowledge and experience. Provenance is fundamental for
the user to capture and exploit effectively the explicit data and implicit knowledge
within the decision making process. Provenance can usefully be considered at three
conceptual levels, namely: data (what), analytical (how) and reasoning (why). This
paper explores visual analytics in the exploitation of provenance within the decision
making process.
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1 Introduction

Analysts and decision makers are increasingly overloaded with vast amounts
of data/information which are often dynamic, complex, disparate, conflicting,
incomplete and, at times, uncertain. Furthermore, problems and tasks that require
their attention can be ambiguous, i.e. they are ill-defined. In order to make sense
of complex data and situations and make informed decisions, decision makers
rely on explicit information and their implicit intuition, knowledge and experience.
Moreover, to have confidence in a decision making process, it is necessary for them
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to understand the sources of information and thus the value and trust that can be
placed on every aspect of the process; i.e. the provenance [1–4].

Provenance is fundamental for the user to capture and exploit effectively the
explicit data and implicit knowledge within a decision making process. Provenance
can usefully be considered at three conceptual levels, namely: data, analysis and
reasoning [5]. In essence it comprises the what (data), how (it was analyzed) and
why (reasoning).

This paper explores the application of visual analytics as an effective means
of analyzing and understanding provenance in the explicit representation of the
analytical and reasoning processes: how and why the data is used.

2 Data, Analytical and Reasoning Provenance

There are three categories of provenance that play a role in visual analytics,
namely: data provenance, analytical provenance and reasoning provenance. In order
to understand findings/discoveries it is necessary to document the entire analysis
process and retain all three types of provenance. Capturing the reasoning processes
is by far the most challenging.

• Data provenance considers the source of the data, and the link between the
source and the system using the data. The data may be intelligence reports,
videos, network logs, etc. The provenance of the data must certainly be taken
into account in the analytical and visualization approaches and processes when
addressing problems/making decisions.

• Analytical provenance is concerned with the processes performed on the data;
in particular, here, the techniques used to analyze and visualize the data. The
analysis conducted has an impact on the nature of the results and how the results
can be used. The actions performed during an analysis within a visual analytic
system can be captured: i.e. data transformations, events (e.g. key strokes) and
actions (e.g. zoom) can easily be logged, and the overall history of interactions
can be recorded [4]. VisTrails, for example, supports exploratory computational
tasks and also provides a provenance management infrastructure [6].

• Reasoning provenance is the most challenging to identify, make explicit and
capture; it is concerned with how and why analysts arrive at their conclusion-
s/decisions. It is typically concerned with the application of human experience,
knowledge and intuition.

Annotation of the analysis can be used to enable recall and sharing [7]. External-
ization can be achieved through think-aloud protocols: this process, however, may
alter the nature of the reasoning, reduce task performance, or even risk changing
decisions [8, 9]. Furthermore, analysis of such externally captured data is extremely
time-consuming and labour intensive.

The results of experience, knowledge and intuition used in a decision making
process can be presented in visual (e.g. diagrams), textual or numeric narratives.
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These narratives are based on the available data and are used to show salient
information and different hypotheses. In the reasoning process, interconnections
between narratives, and between information and hypotheses, are developed to
support informed decision-making [5].

Visual representations of the reasoning space through networks of narratives
enable the understanding of the reasoning process and considerably improve both
the quality of the reasoning process and the efficiency/effectiveness of informed
decision making [5, 10, 11].

3 Visual Analytics

Visual Analytics is the science of analytical reasoning facilitated by interactive
visual interfaces. It combines automated analysis techniques with interactive visual-
izations to allow the user to interact with, explore and analyze big and complex data,
both dynamically and visually. It thus facilitates data and situational understanding
so as to support informed decision-making.

It is necessary to create tools and techniques to help users to derive information
and insight from massive and complex data: to detect the expected and/or discover
the unexpected. The tools must also support the provision and communication of
timely and accurate situation assessments—upon which users can act [11–14].

4 Intelligence Analysis

4.1 Introduction

Across all subject domains, one concern is how to incorporate and make use
of provenance to enhance informed decision making—to better understand how
and why data is used and decisions are made. This section uses a case study on
intelligence analysis to illustrate the ideas.

Intelligence analysis is the application of individual and collective cognitive
methods to explore data and test hypotheses. Events and evidence are assessed, for
example, to explain/interpret events that ‘might’ happen; or to decide how best to
prevent the occurrence of an adverse event; or to minimize potential damage [15,
16], etc.

Intelligence analysts respond to Intelligence Requests (IRs), which can be precise
or ill-defined. Critical thinking is essential in order to provide the ‘best possible’
answer, within a short time frame. Important elements of critical thinking are to
reduce bias and present all possible options to a decision maker [17].
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4.2 An Example Case Study

An example case study of an ill-defined IR is discussed here: the IR is—“What are
the current threats?”. The threats may be of any form and of varying degrees of
urgency.

In order to determine potential threats data/information must be gathered and
analyzed, and the situation must be assessed. The experience of an intelligence
analyst will guide them to filter ‘noisy’ data and to zoom into potential threats that
require further investigation. If it is known, for example, that there is an upcoming
state visit or a military supply convoy, the analysts’ experience/intuition might
lead them to identify such events as potential targets, and thence to hypothesize
possible/likely threats. Any of the hypothesized threats may be true so analysts must
consider all relevant information to make informed decisions.

For example, in the case of a convoy, an ambush may be identified as the mostly
likely threat [18]; the analyst must then hypothesize likely ambush locations and
gather evidence to answer question such as:

• Where and when is the convoy going, and what route will it take?
• Where have recent ambushes been?
• Where are insurgents currently known to be operating?
• What types of ambushes are the insurgents capable of? Land or sea? Chemical or

biological?
• What is the certainty that this route is not going to change (e.g. commander

deciding to change the route, flooding, unexpected roadblock, etc : : : )?
• What is the weather forecast? Hurricane? Snowing?
• : : : .

Many different approaches may be used to narrate, assimilate and analyse
hypotheses and evidence. Here, the Wigmore concept [19] is used to demonstrate the
generation, representation and analysis of multiple hypotheses, as well as provide
an answer to the IR including the representation/presentation of the analytical
provenance [18]. The Wigmore chart was developed as a graphical method for the
analysis of legal evidence in trials. It was the first diagrammatic system of charting
arguments; other approaches include Toulmin [20]. One of the advantages of the
Wigmore approach is its handling of the balance of view (cf. bias). In a Wigmore
chart, various types and items of evidence supporting and refuting a hypothesis are
represented graphically; this allows the strength/weakness of the case to be readily
observed. In particular, it is easy to see ‘gaps’ where additional effort is required to
gather evidence, e.g. to minimise uncertainty or danger of self-confirmation, or to
strengthen an aspect of the case/hypothesis.

In Fig. 1, the hypothesis introduced suggests that a potential ambush location
is south of Village A [18]. The analyst enters hypothesis properties based on their
experience/intuition/knowledge and their information sources. Sources are rated in
terms of their reliability [15]:

(1) Completely reliable,
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Fig. 1 Hypothesis that South of Village A is a good ambush option and its properties [18]

(2) Usually reliable,
(3) Fairly reliable,
(4) Not usually reliable,
(5) Unreliable, and,
(6) Reliability cannot be judged.

The information is also rated accordingly; see again Fig. 1:

(1) Confirmed by other sources,
(2) Probably true,
(3) Possibly true,
(4) Doubtful,
(5) Improbable, and,
(6) Truth cannot be judged.

In this way, multiple ambush locations (hypotheses) based on the analysts’
experience—obvious and less obvious alternatives—can be considered, as opposed
to pursuing a biased approach in which, for example, a narrow focus might be
pursued.
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The provenance of each hypothesis that is being considered can be recorded and
assessed; guided by the analyst’s intuition, experience, local knowledge and avail-
able data. Understanding the processes through which ambush locations—or other
hypotheses—are identified and evidence is assessed is important in understanding
how and why analysts reason with/about them (i.e. reasoning provenance).

In Fig. 1, the hypothesis (the potential location) source is assessed to be
‘completely reliable’ and is based upon information ‘confirmed by other sources’.
The Analyst can export the hypothesis to share with other analysts, make notes about
the hypothesis (reasoning), and declare any ownership.

Next, the analyst must gather evidence to support or refute this particular
hypothesis (i.e. build a balance of view). The evidence properties are entered using
the same rating system as the hypothesis properties. In this example, there is
supporting evidence to show that there is good cover for the attackers at Village A,
which makes Village A vulnerable. This evidence is believed to be from a ‘usually
reliable’ source and is ‘probably true’, see Fig. 2. More evidence will be gathered
and similar processes will be used for other evidence and other hypotheses.

Different types of evidence can be used; for example, significant trends might
emerge from circumstantial evidence that can be correlated with other evidence.

Fig. 2 Properties of the evidence that there is a good cover for the attackers [18]
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Fig. 3 Link properties [18]

Fig. 4 Network of six hypotheses [18]

The ‘Is Pending’, checkbox allows the analyst to represent evidence that someone
has been tasked to collect, see Fig. 2. This can be added to the graph to be assessed
later when the evidence is available. The origin of the evidence is also recorded; that
is, its data provenance.

The analyst also enters the strength of the evidence in supporting or refuting
the hypothesis; this ranges from strongly contradicts, neutral, to strongly supports,
see Fig. 3. This rating is used to determine the role each item of evidence plays in
supporting/refuting the hypothesis (it should be noted that the reliability of a source
does not determine its relevance or strength).

Figure 4 shows a network of hypotheses (denoted ‘H’) and evidence (denoted
‘E’) built up in answering the IR. Green links represent support while red links
represent refutation; their strength is represented by the thickness of the link.

Among the six possible locations/hypotheses, no evidence has been collected
for the hypothesis that Xiba is a possible ambush location (there are no linked
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evidence/‘E’ circles): either evidence needs to be gathered to address the proposed
hypothesis, or it should be removed from the view (it is always possible to display
the hypothesis again if evidence becomes available and it is still a viable hypothesis).
Conversely, many items of evidence—of varying strengths—are linked to the
hypothesis (‘H’ box) of Village A.

Figure 4 may thus be interpreted as showing a balance of view of all possible
ambush locations, as well as illustrating the availability of evidence and the efforts
that have been invested in collecting and assessing the evidence to support/refute any
hypothesis. The presentation of a balance of views in this manner is an important
element in reducing cognitive bias. Inputs from other analysts can also reduce bias.

The upper right hand table on Fig. 4 provides a means by which all evidence and
associated information may be examined. The bottom right hand panel provides a
global overview facility which can be used to navigate around the network: e.g.
when focusing on sub-components of the problem such as Village A. Alternatively,
another part of the network may be looking at the threats relating to an imminent
state visit; in this case the global overview would show all the possible threats and
how they might relate.

The same evidence may be used to support multiple hypotheses, or to support one
hypothesis and refute another; it is not necessary to input the same evidence again
for different hypotheses. For example, “suspicious activity at Village A” relates to
multiple hypotheses, see Fig. 4. The advantage of this is that it avoids creating a
misleading impression of the number of evidence items available; that is, the same
evidence appearing multiple times for different hypotheses.

The influence of individual and combined evidence is analyzed automatically
for the six hypotheses. It is vital that the system can readily be updated to
respond to rapidly evolving situations; here, the effect of new information can be
visualized instantly. Hypothesis analysis is a dynamic process; new hypotheses can
be generated or removed when the situation changes, when new evidence is gathered
or when there are changes in existing evidence/situations. Hypotheses can also be
saved, re-used or modified for future IRs.

Different analytical processes can be used to analyze the data. In this example, the
system calculates the strength of all the evidence relating to all the hypotheses; this
reveals that Village A is indeed a likely ambush location. In light of this, the convoy
should either alter its route to avoid Village A or prepare for a possible ambush. The
display can also be used to brief the commander about all the threats considered,
which is the most likely threat, and why. The understanding of the hypotheses and
corresponding evidence as well as the analysts’ notes give an idea of the reasoning
of why the locations were chosen.

This concept can be transferred for use in other applications such as financial risk
analysis or medical analysis [18].
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5 Conclusions

The case study has illustrated the interactive formation, visualization and analysis of
dynamic hypotheses for decision-making in ill-defined problems; with provenance
for explicit data, defined analytical process and some implicit knowledge/experience
from the analysts. It shows the benefits of interactive analysis and visualization
in response to changes in evidence and hypotheses; such as reducing bias and
improving efficiency. Furthermore, the approach considers the degree of uncertainty
in each piece of evidence and its role in supporting/refuting different hypotheses.
The data provenance and the data uncertainty can be expressed by the user based on
assessment of its source, assessment of the information, as well as consideration of
the links between the evidence and hypotheses. It also provides an audit trail of the
analysis in terms of data provenance, analytical provenance, and, to certain extent,
reasoning provenance.

This case study shows narratives as the explicit representations of the hypotheses,
which include different types of data in their presentation, such as: the explicit
data used and its provenance; the processing and manipulation performed; and, the
implicit information from the analysts’ knowledge and experience.

Systems that allow for the dynamic visualization of hypotheses which develop
over time, and change with the arrival of ‘new information’ or the application of a
‘new process’, provide invaluable support for informed and dynamic decision mak-
ing in ill-defined problems. The system in the illustrated case study is an example
of this capability. It also provides methods to visualize competing hypotheses or
complementary theories (that would support and enhance the strength of a particular
argument), each depicting different degrees of certainty.

The case study shows that although many pieces of the puzzle have been found,
much research is still needed to further the development of tools to support informed
decision making for ill-defined problems. Robust reasoning provenance about how
and why analysts make decisions, deduced from implicit data, would complete the
audit trail for understanding what, how and why data were used.
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