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Abstract Archival provenance is a complex concept, the sum of different factors
that altogether trace archival records back to their creation and through their man-
agement and use. Provenance plays a major role in different archival functions, from
arrangement and description to preservation. Therefore, principles and methods for
capturing and representing provenance have been developed over a long time in
the archival domain. However, further research in this area is needed to cope with
the challenges and opportunities of new technology—on the one hand, the digital
environment has made it extremely easy to mix and re-use digital objects, to a point
that it is often difficult to trace provenance; on the other hand, tools like Resource
Description Framework (RDF) can be used to represent provenance through new
standards and models.
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1 Definition and Conceptualization

The International Council on Archives has defined Provenance as

[t]he relationships between records and the organizations or individuals that created,
accumulated and/or maintained and used them in the conduct of personal or corporate
activity. Provenance is also the relationship between records and the functions which
generated the need of the records [1].

In other words, archival provenance refers to the origins, custody, ownership and
use of archival objects. This concept is the basis for the Principle of Provenance—
a pillar of Archival Science—which prescribes that archival documents should be
arranged according to their provenance in order to preserve their context, hence their
meaning.
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The above is a simplification of a complex concept that has been investigated
and debated by many scholars since the nineteenth century. In its very early stages,
the principle of provenance was mostly meant not to intermingle documents from
different origins, that is,

[r]assembler les différents documents par fonds, c’est-à-dire former collection de tous les
titres qui proviennent d’un corps, d’un établissement, d’une famille ou d’un individu, et
disposer d’après un certain ordre les différents fonds [2].1

However, maintaining the identity of a body of records as a whole is not limited to
identifying its distinctness in relation to other records. Archivists soon recognized
that the internal structure of such a body also shapes the identity of a fonds, and
thus was established the Principle of Original Order—a corollary of the Principle of
Provenance. This principle established that groups of records should be maintained
in the same order in which they were placed by the records’ creator. The underlying
idea was that an archives “comes into being as the result of the activities of an
administrative body or of an official, and [ : : : ] it is always the reflection of the
functions of that body or of that official” [3].

It was only 50 years ago that such conception was challenged by Peter Scott
who—in a seminal article—laid the basis for a further refinement of the principle of
provenance: in general, archives are not the result of a single creator who performs
a set of specific functions. They are, rather, the outcome of a complex reality where
different agents may act as creators; functions change, merge and disappear; and
the internal structure is the result of recordkeeping activities that may have little
relationship with the business activities of the creators. That is to say, the structure
of an archives may have little or no correspondence with the structure of the creating
organization. This approach led to a new understanding of the concept of provenance
as it is now understood and accepted by the archival community—a network of
relationships between objects, agents and functions.

In recent years, the meaning of provenance has been investigated further, and
new perspectives have been proposed:

The similar notions of societal, parallel, and community provenance have also been
advanced. They reflect an increasing awareness of the impact of various societal conditions
on records creators and record creation processes at any given time and place across the
records’ history. [ : : : ] Some archivists have broadened the concept of provenance to include
the actions of archivists and users of archives as formative influences on the creation of the
records [4].

In particular, Tom Nesmith has provided a definition of provenance that—while
giving rise to some issues due its very broad scope—may provide a basis for a
broadened multidisciplinary perspective on provenance:

The provenance of a given record or body of records consists of the societal and technical
processes of the records’ inscription, transmission, contextualization, and interpretation,
which account for its existence, characteristics, and continuing history [5].

1Transl.: Aggregate all different records in fonds, that is, group all the documents coming from the
same body, institution, family or individual, and set the different fonds according to a certain order.
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In conclusion, archival provenance is a complex concept, the sum of different
factors that altogether trace archival records back to their creation and through their
management and use.

2 Relationship to Current Research

This chapter now turns to discussing the author’s current research, which has a close
relationship with the concept of provenance and focuses on these areas:

• Trust and digital records. The author is a member of the InterPARES Trust
research project, aimed at generating the theoretical and methodological frame-
work needed to develop policies, procedures and regulations concerning digital
records entrusted to the Internet, to ensure public trust grounded on evidence of
good governance, and a persistent digital memory. Provenance is a crucial factor
of evaluation when assessing the credibility of records on the Internet, therefore
provenance needs to be investigated in order to shed light on the nature and the
dynamics of the relationship between trust and provenance.

• Digital preservation. InterPARES supports a number of research projects, and
one of these is PaaST (Preservation as a Service for Trust), which is concerned
with investigating digital preservation in the Cloud. The aim of this team is to
design a model and a set of functional requirements for preservation of digital
records in the Cloud, in order to provide insight and guidance to both those who
entrust records to the Internet and those who provide Internet services for records.
Preservation, including digital preservation, is about keeping objects along with
the context that provides meaning to them. Provenance plays a major role in
identifying and determining such context, hence supporting the definition of the
identity of the objects targeted for preservation. In addition, provenance of digital
objects is itself a digital object that also requires preservation. Both provenance
and provenance of provenance are fundamental aspects in any preservation
model, theory and practice.

• Arrangement and description. Archival arrangement and description entails the
creation of representation models in the archival domain. With a growing number
of records being created and preserved using Cloud technology, there is a need
to consider how to undertake their arrangement and description in the Cloud.
Thus, InterPARES is also supporting research aimed at investigating how the
Cloud environment may possibly affect arrangement and description theory and
practice. Information on provenance is crucial in order to determine the creator of
archival materials and identify records’ chain of custody, which in turn affect the
way materials are arranged and subsequently described. Thus, provenance has an
impact on arrangement and description. At the same time, representation models
affect the way provenance is understood and represented in archival descriptions,
because they highlight certain features while hide or obfuscate others. In short,
provenance is a crucial dimension of any arrangement and description process.
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• Linked Data. Archives are no more made by simple, static documents in
the traditional form of a written text on a piece of paper. Organizations and
individuals—e.g., researchers—create and publish sets of open data that are then
used, mixed and re-used. This raises an issue with regard to the reliability and
authenticity of such data, which needs reliable and authentic information on
provenance in order to be managed.

3 Motivations for Research

Provenance plays a major role in different archival functions:

• Preservation requires maintenance of the context, that is, the complex network
of relationships—along with the system of their meanings—in which archival
objects have been created, managed and used. Provenance is by definition a
crucial part of this context, because even its narrowest definition will address
creation and custodial history (i.e., the chain of agents that held the materials,
along with related facts and events).

• Arrangement and description requires identification and proper description of
both the creators and the chain of custody of archival materials. When arranging,
provenance is the first clue to trace archival materials back to their origins,
identify different bodies of materials, and get to a first, approximate grouping.
When describing, the complexity of provenance may affect the representation
of the archival materials—this is indeed more true in the digital realm, where
new visualization tools and information models allow for greater freedom when
designing archival descriptions. Moreover, materials on the Internet are not only
dispersed but also mixed and re-used to a point that it is often difficult to trace
provenance, hence to trust an archival resource. Some investigation is needed to
understand whether traditional concepts and methods can be applied to identify
and manage provenance on the Internet, thereby supporting proper arrangement
and description of materials.

• Access and use of archival materials is both welcomed and actively promoted
by archivists. Provenance plays a role when accessing archival materials, since
it is one of the key access points—in fact, the names of either the creator or the
institution holding the archival materials are among the most common elements
used in archival queries. Given a situation in which provenance is more and
more a complex network of relationships—if not a confused tangle—it becomes
important to allow users to understand such complexity without overwhelming
them with a mass of information. Archivists are mediators—as such they have
to provide a perspective. Archival representations of provenance in the form
of descriptive finding aids form a major part of this perspective—that is why
provenance needs to be thoroughly investigated.
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• Appraisal is the process of assessing the value of records for the purpose of
determining the length and conditions of their preservation. According to a
widespread approach (known as macro-appraisal), this archival function should
be based on “extensive research by archivists into institutional functionality,
organizational structures and work-place cultures, recordkeeping systems, infor-
mation workflows, recording media and recording technologies, and into changes
in all these across space and time” [6]. Provenance covers several of these factors,
once we assume that it is more than just origination. Therefore investigation on
the concept of provenance may have a direct impact on appraisal methods and
principles.

• Technology is not an archival function, however it is worth mentioning as
a motivation for research on provenance, because it affects the way archival
functions are interpreted and carried out. In particular, the extended adoption
of the RDF2 model and the general trend towards open government are changing
the archival scene and impacting on objects and actors: datasets and distributed
computing have entered the archival landscape, while IT specialists have started
working on provenance from their perspective, developing their own principles,
methods and standards. Therefore, it is important that archivists join the broader
discussion bringing the archival voice to the table.

4 Capturing and Representing Provenance

Provenance of archival materials can be captured—most usually manually—from
various sources. First of all, a diplomatic analysis3 of the materials is the funda-
mental step to identify creators and any other agents that have had some relevant
interactions with the materials. Then, reports, accession registers,4 finding aids5 and
any other document recording information on the creation, management and use of
the archival materials may help in reconstructing its custodial history. Direct witness
from any agents (creators, managers, archivists, users) may also be of assistance.
The biography of the individuals, or the administrative history of the organizations
that created and/or managed the materials along with information about their

2Resource Description Framework.
3Diplomatic analysis is the critical examination of a record carried out on the basis of the
principles and methods of Diplomatics. Diplomatics is the discipline that studies the form of
written documents (i.e., their logical and physical characteristics) along with their genesis and
textual tradition (i.e., how they came into being, and how they have been modified since their
creation).
4An accession register is an administrative record documenting the process of transferring
materials to a repository. It contains key information about the archival materials that have been
taken into the physical custody of an archives.
5A finding aid is any description providing physical and intellectual control over archival materials,
thus assisting users accessing and understanding the materials.
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mandates and competences, also aids understanding of provenance. Knowledge of
the history of the period during which archival materials have been created, managed
and preserved put them in a broader historical context. The physical characteristics
of the materials may be of some help as well. In the digital environment, metadata
associated with or embedded into materials may provide relevant information on the
provenance of either the materials themselves or the systems in which they reside.
If the scope of provenance is broadened to include societal provenance,6 the list
of sources needs to be extended to include materials documenting aspects of both
the society at large and the specific communities in which the materials have been
created, managed and used.

Provenance is usually represented in finding aids in the form of either narratives
in textual documents or data elements in software applications. Description should
be carried out according to national or international standards, not only for the
purpose of interoperability, but also because they usually include specific infor-
mation elements conveying information on provenance. Even so, such information
may be dispersed through different metadata elements or the model may not
represent adequately the complexity of concepts like provenance and authenticity,
as some scholars have suggested [7]. In recent years, new technology has pushed
archival description towards redefinition of the traditional approach. RDF allows
for an atomic fragmentation of data elements that can then be aggregated and
represented adopting visualization techniques and strategies (e.g., graphs and graph
exploration) never used before in the archival domain, dominated by written
word, narrative and hierarchical diagrams. This opens up new opportunities for
representing the complex network of relationships underlying—rather, making up—
an archives, including the possibility of capturing additional layers of provenance in
an automatic or semi-automatic way. At the same time, RDF poses new challenges,
since it can be used to represent provenance through standards and models (e.g.,
PROV Ontology [8]) that are not specific to the archival domain, thus requiring a
joint effort of different communities to develop shared solutions.

5 Research Challenges

The key challenge in establishing archival provenance is the identification of the
creator. Organizations change, their denominations are modified, and so do their
organizational assets, along with their mandates and competences. Archivists may
have a very clear picture of what happened; nevertheless, they may have difficulties
in deciding who the creator is because such decision depends on a discretional evalu-

6Societal provenance is a term used to mean provenance in the broader sociocultural dimension.
Records creation, management, use and preservation are sociocultural phenomena. Therefore,
provenance should be interpreted taking into account the sociocultural dimension as the context
in which all actions take place.
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ation of the extent and depth of the changes [9]. The same is true for personal papers:
there are no organizational assets to worry about, and changes of denomination are
not the norm; however, individuals usually organize their records with more freedom
than in a corporate environment. As a result, it may be difficult to establish the
boundaries between the family archives, the archives of each individual belonging
to the family, and the archives of the companies they were possibly holding. This
happens because the principle of provenance is, indeed, uncomplicated and agreed
in its very basic form (i.e., materials coming from different creators do not have to
be mixed), but when it comes to its implementation is not always easy to implement
because of the challenges associated with distinguishing whether an entity has died
and a new entity has taken its place or it is the same entity that is just growing
and re-shaping. As a result, identifying the creator, thus provenance, may be a hard
challenge—as Duchein puts it, “[l]ike many principles [ : : : ] it is easier to state than
to define and easier to define than to put into practice” [9].

A more general issue is that there is no consensus within the archival community
on the concept of provenance—some still think of it as referring to creation only;
others include the custodial history of archival material in its scope, while more
recent interpretations have taken into account communities and societies at large
[10]. The approach proposed by Peter Horsman may serve to establish a common
view. According to Horsman [11], the principle of provenance has an outward
application, that is, it functions as a way to identify a body of archival materials as
created by a certain creator (individuals, families, organizations), hence separated
and distinguished from any archival materials in a repository or elsewhere. The
principle has an inward application too, that is, it functions as a method to identify
the internal structures of a body of materials, recreating the so-called original order.
The key point is to identify the creators and recognize the different roles of any
actor who dealt with the materials, i.e., managed, collected or used them. This is
a fundamental step, because in the simplest case there will be a creator along with
a chain of custody representing the story of different entities holding, managing,
using and preserving the materials. In the most difficult cases, despite Duchein’s
theorization it may be hard to distinguish who can be considered the creator of
a complex archival fonds. Therefore, it is important to recognize the role and the
contribution of all the entities that dealt with the materials.

In this regard, RDF may be key to the definition of an information model
supporting different perspectives on provenance. RDF triples can be used to express
specific types of relationships and establish different connections among entities.
There would be no need to agree that certain elements are integral to provenance
and to reject certain others, the story could simply be told, and the model for telling
it could be made sufficiently compassing to allow everyone to tell their stories.

Another research challenge associated with provenance is the clear identification
of some mechanisms by which it can support trust in a digital environment. There
is no consolidated definition of trust in the archival domain—InterPARES Trust is
working to this aim. However, it is agreed that trust is a multifaceted concept based
on confidence, vulnerability and risk. Trusting an archival object has to do with
the belief that such object can be relied upon. Such reliance is usually the result
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of a risk assessment—conducted either intentionally or not—where the significant
properties of the object itself are analyzed and assessed. Provenance is one of the
most meaningful properties contributing to such assessment; therefore, it contributes
significantly to the trust-making process. However, besides abstract considerations,
no analytic model, methods or metrics have been designed and implemented to
support the evaluation of reliability of digital objects on the basis of information
on their provenance. Prior to the digital era, archival materials were trusted because
of their placement within a trusted repository, i.e., an archives, with preservation,
access and use of documentary objects taking place in an environment or according
to processes that were considered trustable. The digital environment has corrupted
such belief. The challenge is to do something similar to what has been done with
markup languages, i.e., making explicit what is implicit. Archivists and records
managers need to retain control of provenance and make it explicit, so that users
are aware of the quality of the objects and trust them accordingly. The challenge
is to find models, mechanisms and tools to achieve this aim, solid enough to meet
scientific criteria, but easy enough to be managed by users.

In general, use of new technology and models is another challenge, since it means
that traditional archival models need to be compared and possibly integrated with
the emerging ones. In this regard, co-operation with diverse communities is key,
because the scene is populated by a variety of actors and users, all engaging with
the same documentation, but possibly using domain-specific approaches.

In conclusion, the fundamental topic that should be investigated may be: interop-
erable models to govern and represent provenance in a cross-domain environment.
This is an umbrella theme under which different sub-themes may be investigated,
such as: granularity and amount of information on provenance based on users’ needs
and practices; characteristics of existing models of provenance; strategies to assess
users’ trust in relation to the quality of information on provenance; and analyses of
case studies.

Appendix: Bibliography7
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