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Foreword

To the uninitiated, “provenance” may sound like something that is only a dull
and technical topic, but this is a misapprehension. The issues of provenance are
pervasive, important, substantive, and interesting. Every television detective drama
has a provenance story at its core, namely, the search for criminal evidence and the
piecing together of the evidence in a story that explains how the crime occurred.
On television, the provenance questions are always resolved and the bad guys are
always caught; in the real world, it’s not so simple.

I come to this project not with any particular expertise on provenance—the
authors of the chapters that follow offer those skills in abundance—but as an end
user of the enormous quantities of data emerging from the elaborate ecosystem of
financial firms and their regulators and customers. Among many other things, data
represent the primary raw material for my own area of monitoring and analyzing
financial stability and systemic risk. It is from that perspective that I approach the
issues of data provenance considered in this volume.

Finance involves questions about the commitment of economic resources over
time. Who will make decisions for the Acme Corporation between now and the
next annual meeting? Who should receive repayment of principal when the bond
matures? May the mortgagor sublet the house during the life of the loan? In some
cases, these commitments take the form of precise contractual promises of future
behavior. In other cases, typically where the decision space is too large or the
uncertainties too great, decisions are not pre-specified but rather are delegated
to trusted agents. Regardless, the intertemporal nature of these questions implies
that those making the ex ante commitments may not be around later—or their
recollections or loyalties or intentions may not be trusted at that time. Instead, we
write things down. We then rely on an elaborate edifice of operational systems to
recall those records, together with analysis of laws and institutional frameworks
to interpret and enforce them. If we are to trust this edifice, founded on data and
analysis, we must understand how it came to be—where the data originated, how
they were interpreted, and how conclusions arise from the combination of the data
with analysis.
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vi Foreword

The recent financial crisis illustrates the importance of provenance in financial
systemic risk analysis. After more than a year of foreshocks, large and small,
the final implosion of the financial sector during the recent crisis began with
the failure of Lehman Brothers in September 2008. It is not difficult to point to
anecdotes of the deleterious consequences of poor management of data provenance
in finance. One might debate which data provenance challenge was the most
important, but the Lehman failure was surely the most dramatic. Lehman’s London-
based subsidiary, Lehman Brothers International Europe (LBIE), commingled its
customers’ collateral, in a legal regime that tolerated this practice. Commingling
meant that collateral was held and tracked in a common account shared by multiple
beneficial asset holders. Lehman’s failure triggered a mad dash by customers to
recover their assets. With billions of dollars’ worth of collateral, much of which
had been pledged and re-pledged several times, it is an enormous informational and
computational task to resolve the questions of identifying the priority claimants and
how much they are owed, especially given that the insolvency implied that losses
almost surely would be imposed. The mess was turned over to the bankruptcy
court in London, which is charged with the task of unraveling the provenance of
the contending claims in this portfolio. The court is still sorting out the details
almost eight years later. In the meantime, the (formerly) liquid assets of Lehman’s
counterparties, including many of the key nodes in the financial system, were frozen,
setting off a chain reaction of defaults.

In sum, provenance may be a technical subject. Dull it is not. Thus, this book
provides foundational reading for anyone looking to expand his or her understanding
of provenance.

Washington, DC, USA Mark D. Flood
May 2016



Preface

The genesis of this volume was a workshop on distributed data analytics held in
October of 2014. At that workshop, discussion turned to the fact that organizations
are increasingly dependent on information stored and processed by distributed,
heterogeneous systems combining both machine and human intelligence for critical
decision-making and action. These environments are dynamic in nature and are
becoming ever more complex. In such an evolving and complex information
landscape, knowing how information is derived—i.e., its provenance—is of great
importance in determining the trustworthiness of that information and any decisions
and actions taken on the basis of it.

As an archival scientist, provenance has always been at the heart of my interests.
However, provenance is also the concern of many other fields as well—law, library
and information science, computer science, and visual analytics, to name those
addressed in this volume. At the workshop on distributed data analytics, it was clear
that diverse fields—all interested in the challenges of conceptualizing, capturing,
representing, and using provenance—in many cases worked without knowledge
of the theories, research, and practice of the other fields. Thus, the idea was born
of hosting a workshop to bring together a group of researchers and practitioners
from several different domains to forge an interdisciplinary and multidisciplinary
understanding of provenance. This volume is the output of that workshop, held in
May of 2015, and subsequent reflections that emerged from it.

The volume begins with a synthesis of the ideas contributed by workshop
participants in pre-workshop statements about their interest in and work on prove-
nance, as well as from their interactions at the workshop. The following sections
group together chapters presenting thinking and research on provenance of several
workshop participants covering diverse domains of interest: archival science, library
and information science, computer science, and cognitive science through the lens of
visual analytics. Although these chapters do not represent all possible perspectives
on provenance, the hope is that the perspectives found in this volume will contribute
to an enriched interdisciplinary and multidisciplinary understanding of provenance
that can be used to inform new research needed to address the enormous challenge
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of capturing, representing, and analyzing provenance information in the context of
increasingly distributed, heterogeneous information ecosystems.

Vancouver, BC, Canada Victoria L. Lemieux
August 2016
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Provenance: Past, Present and Future
in Interdisciplinary and Multidisciplinary
Perspective

Victoria L. Lemieux and the imProvenance Group

Abstract This chapter presents a multi- and interdisciplinary synthesis of ideas
about the definition and theoretical conceptualization of provenance, drawing from
disciplines such as archival science, law, computer science, library and information
science, and visual analytics. Through the lens of these distinct domains, the
chapter explores different purposes served by provenance; various ways that diverse
fields are capturing, representing and using provenance information; provenance
standards and specifications, and a range of open research challenges relating to
theorizing about provenance and capturing, representing and using provenance
information in increasingly distributed, heterogeneous information eco-systems
combining machine and human intelligence. From this blending of perspectives on
provenance from different disciplines and ‘interdisciplines’, a rich picture emerges
of provenance as a dynamic construct and evolving focus of research.

Keywords Metadata • Provenance • Sense-making • Trust • Trusted computing

1 Introduction

The concept of provenance has for many decades been a focus of archival discourse
and is, indeed, the basis of a core archival principle (Respect des Fonds, or the
Principle of Provenance), having been first prescribed for use in Denmark in
instructions for the commission on the arrangement of financial archives [1]. In

Membership in the imProvenance Group is fluid, but the core group of individuals who contributed
to the development of this synthesis comprise: Lucie Burgess, Adrian Cunningham, Ken Cavelier,
David Dubin, Luciana Duranti, Paolo Missier, Bertram Ludäscher, Corinne Rogers, Joe Tennis,
Ken Thibodeau, Margaret Varga and Ashley Wheat.
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4 V.L. Lemieux and the imProvenance Group

more recent times, however, many other disciplines have taken a keen interest in
provenance and have begun to conduct research actively on what it is and how it
can be effectively represented in different contexts. What has prompted this rising
interest in the concept of provenance?

Without wishing to be overly deterministic, it is fair to say that increasing use
of information and communication technology has been a major factor. The need to
manage, preserve and make accessible new digital forms of recorded communica-
tion has caused archivists and librarians to look again at the principle of provenance,
and how they apply it. In the field of law, provenance has become an ever more
crucial aspect of the admissibility and weight to be given to electronically stored
information as evidence. Computer scientists recognize a requirement to develop
applications that trace and analyze the provenance of data across increasingly
distributed and networked computing environments [2],1 and in visual analytics, an
emerging field that combines human and machine intelligence, there is recognition
that the need to trace provenance extends beyond computing environments and into
the realm of human analysis and reasoning.

This chapter presents a synthesis of the discussion that emerged from a workshop
on provenance that brought together participants from multiple fields2: archival
science, law, library and information science, computer science, and visual ana-
lytics. Each of these fields understands the meaning and purpose of provenance
in subtly different ways. Participants of the workshop shared multidisciplinary
and interdisciplinary perspectives on provenance and its application areas, with
particular reference to trust in distributed computing environments. The aim was to
create cross-disciplinary bridges of understanding with a view to arriving at a deeper
and clearer perspective on the different facets of provenance and how traditional
definitions and applications may be enriched and expanded via a multidisciplinary
and interdisciplinary synthesis.

Why the need to look at provenance from a multidisciplinary and interdisci-
plinary perspective now? Many cognate disciplines are working on the challenge
of representing provenance information in the context of digital recorded commu-
nications, but are doing so without reference to, and even in ignorance of, one
another’s approaches. Cross-fertilization between fields working on representation
of “record” provenance (i.e., archival science) and those working on “data” prove-
nance (i.e., computer science), for example, in some cases using the same standards
and technology (e.g., semantic web specifications such as RDF), enrich the efforts of
each field. The rise of multi- and interdisciplinary research also means that there is
a need for a generic framework that can encompass multiple content types and use
cases. There are also future developments to consider—such as ‘mixed initiative’

1More specifically, Moreau’s analysis revealed a growing trend of research activity related
to provenance, with about half the papers concerning provenance published since 2008. He
conjectured that the development of the Grid as a technology for running scientific applications and
the UK e-science program have been two significant external triggering factors that have caused
increasing numbers of researchers to focus on the provenance problem.
2Appendix A of this volume provides a complete list of workshop participants.
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systems3—adding a layer of complexity and new challenges that are more easily
addressed from an multi- and interdisciplinary perspective.

2 The Role of Provenance

Provenance, and its representation, has many different and interrelated uses. The
role of provenance in the determination of trust, a concept that in itself is
multifaceted and difficult to define, is however one of the main purposes identified
across the disciplines.

In archival science, trusting an archival object (i.e., a record as evidence of
the documentary facts contained therein) has to do with the belief that such
objects are authentic and can be relied upon. Such reliance is often the result of
a risk assessment—conducted either intentionally or not—wherein the significant
properties of the object itself are analyzed and assessed [3]. Provenance—in the
sense of the origination and custody of the archival object—is one of the key inputs
into this evaluation. Historically, the placement of archival objects in trusted archival
repositories (e.g., the Roman Tabularium) in the care of special custodians who
carefully controlled access, established and maintained authenticity and reliability
of archival objects as evidence [4]. Increasing digitalization, especially in the
context of distributed and networked computing environments, has problematized
the traditional archival approach to establishing and assessing the trustworthiness
of archival objects, as many archival repositories continue to have no means of
identifying, ingesting and preserving archival objects in digital form. Nevertheless,
archival ideas about establishing the authenticity and maintaining reliability of
archival objects continue to provide a valuable theoretical framework.

More recent establishment of trusted and secure digital repositories, such as
the Bodleian Library’s Digital Safe, is addressing the need to preserve digital
objects. The provenance requirements of Digital Safe were considered by users to be
paramount because of the highly sensitive nature of the data, such as patient records
or closed digital archives containing personal data, private data or legally privileged
information [5].

In law, a trusted chain of custody establishes trustworthiness, though less
emphasis is placed on the curatorial aspects of trust in evidence. The Provenance
of how a piece of evidence came into the hands of investigative authorities is a
crucial aspect of the admissibility and weight to be given to such evidence [6]. Is this
evidence the “best” evidence or a “copy” that may have differed from the original?
How was the evidence produced? Was it generated in the normal course of business,

3Mixed-initiative systems can be described as systems that augment human cognitive capabilities
by developing machines capable of offloading human thought processes and actively supporting
individuals in pursuing their goals. In this sense, the focus is less on creating artificial intelligence
(AI) than on augmenting human intelligence (IA).
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or in response to a foreseen disclosure? Is it primary source material or secondary
opinion? Is the evidence hearsay, or derived from personal knowledge of a person
who has sworn an affidavit? Can that person be cross-examined? From where does
this evidence derive? Who has had control over the evidence and the responsibility
for its custody and control to maintain its integrity? Who has had the responsibility
for the preservation and disclosure of the records that make up the evidence when
demanded by the Court? Is there any additional evidence (e.g., metadata) that can
be examined to ensure the evidence has not been altered while in the custody or
control of the individuals or systems where the records have been maintained? Has
there been an organized system of records management including a record archiving
and destruction schedule that accommodates special preservation in situations of
notification of potential litigation? These are all questions about provenance that are
crucial to answer in the context of establishing whether evidence can be trusted, and
therefore, admitted as evidence by a trier of fact in law [7].

Provenance as a means of assigning attribution is not only important in terms
of establishing the degree of trust that can be placed in information, but also in
terms of assigning rights, such as intellectual property rights. With the rise of
open research, wherein organizations create and publish sets of open data that are
generated and transformed through multiple autonomous information systems, and
used, mixed and re-used by others, not only do issues arise about reliability and
authenticity of such data, but also issues of credit, licensing and the right to benefit
from exploitation of the data.

Another important purpose of provenance is its role in semantic interpretation.
Every archivist knows that the feature that separates archives from other forms of
information is that they derive their meaning and value from their provenance. If
you do not know the provenance of a document, then the document is no more
than a decontextualized source of information—an information object that is largely
devoid of wider meaning and evidential value. Knowledge of the provenance of
a document enables that document to be used as evidence of activities, for it is
essential to know who created or received the document and for what purpose
in order to interpret it. Knowledge of historical context allows the receiver of a
communication from the past (i.e., the reader of an archival record) to continue to
interpret its meaning in the present.

In knowledge organization, provenance plays an important role in understanding
semantic changes to classification or ordering of ontological ‘things’ over time.
Knowledge organization entails the grouping of specific instances of entities
in a domain of analysis into semantically meaningful classes. These groupings
frequently shift and change (e.g., the classification of Eugenics in the Dewey
Decimal System [8]), and need to be tracked, for example, to support effective
information retrieval.

Provenance also plays a role in information retrieval as one of the key access
points in archives and libraries. A book, for example, may be retrieved by the name
of it author. Bearman and Lytle [9] encouraged archivists to recognize provenance
as a discovery tool to reveal the pertinence of records through information about
the context of their creation and relationships among records. According to these
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authors, the effectiveness of provenance information as a means of archival discov-
ery increases with its extent and standardization. The more that an archivist knows
and conveys about the actors and actions involved with the creation and keeping of
a body of records, the easier it will be for researchers to make use of the records for
research purposes.

Somewhat relatedly, in visual analytics, provenance is seen as having a role in
the process of sense-making. Wheat argues (this volume) that an external account
of the history of the analysis is a key component of “reflection-in-action” [10].
Representations of provenance information and descriptions of how they have been
used better enable an analyst, or a group of analysts working collaboratively over
time, to interpret and make sense of heterogeneous information resources.

Transparency and accountability are two additional objectives of representing
provenance information. Through the lens of computer science and various of its
sub-disciplines, Moreau [2] has written: “A powerful argument for provenance is
that it can help make systems transparent, so that it becomes possible to determine
whether a particular use of information is appropriate under a set of rules. Such
capability helps make systems and information accountable. To offer accountability,
provenance itself must be authentic, and rely on security approaches.” In the context
of visual analysis, representations of provenance help those who may have to take
decisions based on the visual analysis (e.g., policy makers), to trust the conclusions
arising from it [11]. As Burgess (this volume) points out most descriptive metadata
in libraries consists of unqualified assertions that are of limited utility to scholars
and usually of somewhat variable quality. The addition of provenance information
renders sources transparent, holds the librarian accountable for the reliability of
these assertions, and encourages scholars to correct and enhance metadata (subject
to requisite permissions) since provenance information can be attributed to a
scholarly source. In the context of governance, access to information about the
provenance of information ensures that government records and data can be trusted
and used to hold public officials accountable.

Archivists also use provenance information to assess the value of archival records
and make appraisal decisions leading to decisions about what to preserve and what
to destroy [12, 13]. Archival macro-appraisal theory, for example, ascribes value in
determining what to keep and what to destroy not on the basis of trends in historical
research or predicted research uses but on the basis of how archival records provide
evidence of the functions of the state and citizens interaction with these functions
[14]. This shifts the primary focus of appraisal from the record—including any
research characteristics or values it may contain—to the functional context (i.e.,
as part of its provenance) in which the record is created [15].

3 Defining and Conceptualizing Provenance

A careful reading of the above discussion will have revealed that there are important
differences in the conceptualization of provenance among disciplines and commu-
nities of practice. In fields, such as those brought together for the workshop, where
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provenance is an active area of exploration and research, it is not surprising that the
concept is dynamic and constantly being reformulated even within disciplines or
cognate areas. This section presents an overview of what participants from distinct
disciplines—archival science, computer science, library and information science,
and cognitive science (as one of the disciplines underpinning the field of visual
analytics)—shared about how provenance is conceptualized and defined in their
areas and, in some, cases how the concept has evolved from its traditional usage
to the present day, as a reflection of the dynamism and multi-dimensionality of the
concept of provenance.

3.1 Archival Science

In archival science, provenance is often defined in terms of the organization or
individual that created, accumulated and/or maintained and used records in the
conduct of business prior to their transfer to a records center or archives. The
General International Standard Archival Description (ISAD (G)) [16] and the
International Standard Archival Authority Record for Corporate Bodies, Persons
and Families (ISAAR (CPF)) [17] define provenance as the relationship (in ISAD
(G)) or relationships (in ISAAR (CPF)) “between records and the organizations
or individuals that created, accumulated and/or maintained and used them in the
conduct of personal or corporate activity.” In 2012 the Committee on Best Practices
and Standards of the International Council on Archives (ICA) recommended
adoption of the following definition: “Provenance. The relationship between records
and the organizations or individuals that created, accumulated and/or maintained
and used them in the conduct of personal or corporate activity. Provenance is also
the relationship between records and the functions which generated the need of
the records” [18]. The archival principle of provenance (sometimes referred to as
Respect des Fonds) establishes that the records of a creator should be kept together,
AND (by some accounts) should be organized according to the purpose and
functions of the creator (sometimes referred to separately as the Principle of Original
Order in English, Respect pour l’Ordre Originale in French, Registraturprinzip in
German. and which also relates to the concept of archival bond) [19–21]. Thus,
the principle of provenance in archival science usually applies to an aggregation of
records (e.g., a fonds and/or a series), while in computer science (see below) the
focus is on individual items. Cook [22], however, has said it can apply to individual
records and archival documents or a group or series of archives.

These definitions misleadingly suggest that the archival concept of provenance
is a relatively stable construct and tend to hide the considerable dynamism and
debate that has taken place about the meaning and application of the concept almost
since the inception of its use. Indeed, Ken Thibodeau (this volume) refers to it as
“narrow”, “vague” and “arbitrary,” and Cunningham (this volume) suggests that it is
poorly understood. At the First Stockholm Conference on Archival Theory and the
Principle of Provenance, which took place in September 1993 [23] the speakers
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debated whether provenance was a universal scientific theory or mere concept
for organizing archives; whether provenance included the internal arrangement of
records within series or parts of the fonds as well as linking the entire fonds to
its creator; whether provenance only underpins the evidential and primary value of
records, but not their informational and secondary value [23].

Douglas [24] has observed that “much of modern archivists’ criticism and
discussion of the principle of provenance has focused on how to effectively
represent the fluid and changing nature of both the external and internal structure
of provenance of archival aggregations.” Though not abandoning the traditional
archival constructs, Michel Duchein, in his 1983 article “Theoretical Principles and
Practical Problems of Respect des fonds in Archival Science,” [19] noted that the
practical application of the principle gave rise to many theoretical difficulties (e.g.,
how to ascribe provenance in cases when records creators contributed collectively
to the creation of records in a shared database system). As early as the 1950s, the
Australian archivist Peter J. Scott advanced the notion of what came to be called the
“series system” as a reaction to the limitations he found in traditional approaches to
administering archives according to the principle of provenance [25]. Scott’s series
system advocated the adoption of the series as the primary locus of intellectual
control and description and the use of authority records to link series with as many
records creators as warranted.

A fundamental shift in archival thinking came in the 1980s with rising use of
technology and the introduction of standardized approaches to archival description.
At the time that the Canadian Rules for Archival Description [26] were under
development, Debra Barr and Terry Cook emphasized that an archival fonds should
be viewed as an abstraction rather than as a physical entity, signaling the end of
using provenance as a determinant of the physical ordering of records as it had
been up to that point in much of the archival world, though it continued to be used
as a unit of intellectual control [22, 27]. Bearman’s and Lytle’s [9] article on the
power of provenance further cemented the shift away from viewing provenance
as a determinant of physical arrangement and towards a view of its value as a
tool for information retrieval. At a time when most archival descriptive systems
only accommodated simple hierarchical orderings (i.e., as in each body of archival
records was affiliated with one function/creator in a one-to-one relationship),
coming out of a tradition of museum informatics, Bearman was already advocating
an archival descriptive system that expressed one-to-many relationships.

In the 1980s, Barr criticized the conceptualization of the fonds proposed for
Canadian rules of archival description as being too reductionist, stating that
“Respecting provenance means reflecting more than one aspect of the complex
history of many records” [27]. Notions of provenance continued to expand as a
means of better representing and preserving complex recordkeeping realities. In his
1992 article [22], “Mind over Matter”, Terry Cook posited that the fonds is created
through description of relationships (e.g., between the program (function), the
agency (structure), and the citizen.) and that provenance lay “at the heart” of these
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relationships.4 Millar [28] has argued for a notion of provenance as encompassing
creator history, records history, and custodial history. Nesmith [29] also has been
critical of the reductionism inherent in current forms of archival representation of
provenance. In his paper “Reopening Archives: Bringing New Contextualities into
Archival Theory and Practice,” [30] Nesmith calls for archival description to be
thought of as “the action mediated by archivists of researching and representing the
multi-faceted contextuality (or history of records or ‘archival narrative’ about them)
which enables records and knowledge to be made through archiving.”

Lemieux [31] and Ken Thibodeau (this volume), influenced in part by theories
deriving from mathematics and computer science, argue that provenance can be
expressed as a mathematical graph. Thibodeau sees records as the nodes and the
edges as the links between records that result from the same activity, representing
the archival bond. Lemieux [31], influenced by Cook’s conceptualization of prove-
nance as a network of relationships e.g., among records, programme and agency
[22], argues that that a provenance graph should incorporate archival records as
nodes as well as differentiated edges to represent the different relationships (e.g., of
records to agents, agents to functions, records to functions, etc.).

3.2 Library and Information Science

In library and information science and, specifically, knowledge organization, the
literature discusses versioning, instantiation, and ontogeny.5 It does not mention
provenance, though Tennis (this volume) argues that these are all related concepts.
Tennis’ work focuses on provenance as defined as the chronology of custody and
location of (library) material, and how revisions of indexing languages could change
the location of a concept. With the change in location, the concept may change its
meaning, and it is the meaning of the concept, in relation to other concepts and the
documents they index that is the focus of knowledge organization [8]. These notions

4There is some debate about whether Terry Cook was referring both to creators (agents) as well
as to function in his reference to relationships. In 2010, in his International Council on Archives
plenary address, Terry Cook stated his view of the concept of provenance: “provenance is the
concept of linking records or archives, or group or series of archives, to their creator, whether
an individual or organization. The value of provenance is that it allows archivists and researchers
to understand a record and its content in terms of who made it, where, when, how, and why, and
what changes have taken place with the record over time, and why” and from this Duranti infers: In
short, Cook appeared to equate the term “provenance” with “context”, but his “who made it, where,
when, how, and why” definitely refer to persons, not functions. Lemieux (2014), on the other hand,
finds evidence that Cook was also referring to functions. She cites his 1992 article “Mind over
Matter”, in which he writes in reference to his provenance-based macro-appraisal theory, “Turning
to the second part of the model, the citizen-state interaction reflects a convergence of three factors:
the programme (function), the agency (structure), and the citizen.”
5When we trace the history of a concept through revisions of indexing languages, we are studying
the concept’s ontogeny. Ontogeny is a term borrowed from biology.
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have particular resonance with ontology-based approaches to data management,
which are taking root in financial information management with the implementation
of the Financial Industry Business Ontology [32].

3.3 Computer Science

Moving to computer science, specifically in the context of linked open data on the
Web, the meaning of provenance has been codified by W3C PROV-DICTIONARY
[33] as: “a record that describes the people, institutions, entities, and activities
involved in producing, influencing, or delivering a piece of data or a thing.” This
definition reflects the fact that, from a computer science perspective, “the goal is to
conceive a computer-based representation of provenance that permits useful analysis
and reasoning : : : ” [2].

As in archival science, in computer science the conceptualization and definition
of provenance demonstrates variety and evolution. Luc Moreau’s (2010) paper
[2], which offers a comprehensive survey of the technical literature on prove-
nance, illustrates this point. Through a survey of multiple sources, including the
author’s own original database, the ACM, IEEE, and Springer digital libraries,
the DBLP computer science bibliography, and some programmes of provenance-
specific events such as the International Provenance and Annotations workshops
(IPAW’06, IPAW’08), and the Workshop on Theory and Practice of Provenance
(TAPP’09), he identified a total of 425 papers, with the first publication dating from
1986 and describing an auditing technique to assist analysts in understanding and
validating data results. Moreau also observed several publication peaks coinciding
with events organised by the “provenance community” as he defines it: in 2002,
the first provenance workshop organised by Foster and Buneman; in 2006, the
International Provenance and Annotation Workshop (IPAW) workshop organised by
Foster and Moreau; and, in 2008, the second IPAW workshop organised by Freire
and Moreau and the first Provenance Challenge special issue edited by Moreau
and Ludäscher [2], noting how conceptualization and definition of provenance
was shifting with development of the Grid as a technology for running scientific
applications and the UK e-science program. Based on his analysis of the literature,
Moreau [2] extrapolates a definition of provenance as: “(Provenance as Process)
The provenance of a piece of data is the process that led to that piece of data,”
noting that many things pertaining to execution may be captured under “process”,
including the executed program, input data, configuration, computer, electricity
powering it, users, etc. Moreau further notes several other definitions of provenance,
including provenance as a directed acyclic graph, which, interestingly, illustrates
the influence of computational approaches on archival thinking and a convergence
between computer science and archival science approaches to provenance (cf. [31]).
However, this definition is arguably less definition than a way of expressing and rep-
resenting provenance. Moreau further identifies “Provenance as Annotations” such
as Dublin Core metadata standard [34], designed to provide structure and semantics
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to metadata of resources, noting that aspects of these ontologies are provenance
related, such as author, creation date, and version and arguing that such information
can also be seen as a specialization of a process-oriented definition of provenance.
Finally, he identifies an event-oriented conceptualization of provenance, according
to which provenance is a chain defined as a time-ordered sequence of provenance
records capturing events affecting a document [2].

At the same time, the theory of data provenance progressed on a parallel track.
The work of Buneman et al. [35] on provenance, in the context of databases, was
a milestone for that research. They defined data provenance, which they note is
sometimes also called “pedigree” or “lineage”, as the description of the origins
of a piece of data and the process by which it arrived in a database. They further
drew a distinction between “where” provenance (e.g., where does a given piece of
data come from) and “why” provenance (e.g., why is it this database). Within data
management and information processing other formal definitions have been given
for data provenance. The provenance of a data item that is returned by a database
query, for example, encodes the semantics of the query itself, and mentions the
fragments of the database state that were involved in the query processing [36].
An algebraic theory in support of data provenance representation and management
has been developed [37]. This form of fine-grained provenance is often contrasted
with coarse-grained provenance, which records the input/output derivations that are
observed when functions are invoked, typically from within workflows and in the
context of scientific data processing [38]. Attempts have also been made to reconcile
these two views, e.g. when declarative-style queries are embedded within procedural
workflow processing [39].

3.4 Cognitive Science in Visual Analytics

Visual Analytics, “the science of analytical reasoning facilitated by interactive
visual interfaces” [40] is yet another discipline—or, rather, interdiscipline, being
comprised of several other disciplines including computer science, cognitive sci-
ence, and visual art and design)—evidencing growing research interest in prove-
nance. Given the relative newness of visual analytics (established c. 2005), con-
ceptualizations of provenance have not yet been codified into formal definitions,
but rather must be extracted directly from the literature. Jankun-Kelly [41] defines
provenance as: “information about entities, activities, and people involved in
producing a piece of data or a thing, which can be used to form assessment about its
quality, reliability or trustworthiness.” This very closely resembles the W3C PROV
definition mentioned above, perhaps reflecting the close affinity that exists between
visual analytics and computer science.

Distinct from computer science, however, the notion of analytic and/or reasoning
provenance has emerged from within visual analytics. For instance, Keim et al.
[42] describe reasoning provenance as documenting the entire analytic process,
including provenance data and details of findings and discoveries. Xu [43] further
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highlights this distinction, positing, “Different from Data Provenance, which
captures the information about data collection and (computational) processing,
Analytic Provenance describes the human (such as an analyst) data exploration and
reasoning process. Examples include how an analyst uses a Visual Analytics system
to interactively explore a large dataset (data exploration), and how he/she pieces
together findings to form hypotheses and seeks evidence to validate or reject them
(reasoning).” External representation of provenance information is a key component
in support of the sense-making process [44, 45] in the context of distributed
cognition environments [46, 47]. According to Xu [43], analytic provenance can
be used to support sense-making in the following ways:

• Support to the individual analyst, as a resource for “reflection-in-action” [10].
Analysts can use the analytic provenance information (through visualization)
to understand the sense-making space, review progress, and plan and manage
further analysis.

• Support to sense-making communication in collaboration and reporting. By
capturing and visualizing analytic provenance, analysts can share with team
members not only the findings but also the sense-making processes that led to
them, allowing for constructive critique and important for handover. Similarly,
it enables reporting to decision makers not only of the conclusions but also the
reasoning processes that led to conclusions, allowing for judgment of confidence.

• Tracking data quality and human bias. One of the main focuses of analytic
provenance research is to capture and model data quality and its impact on
sense-making. This entails determining how data quality issues are (visually)
represented and how this information is used in sense-making. Analytic prove-
nance information can help detect and track human errors (such as confirmation
bias) and their impact on the sense-making findings [43].

Synthesizing various perspectives, Roberts et al. [48] suggests that provenance
in the context of visual analytics can be examined at a number of levels:

• At a data level, taking into account that all data will have some source, and a path
between this source and its use in analysis.

• At the analysis level, accounting for the actions performed and techniques used
in the analysis at a given point.

• At the reasoning level, dealing with the way the conclusions in analysis has been
reached.

4 Domains of Application and Use Cases

There exist a wide range of contexts or domains, herein represented as use cases,
in which the application of provenance is needed to meet prescribed objectives,
such as the ones identified in the section on the role of provenance. This section
offers a brief overview of the main use cases referenced by workshop participants.
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A common thread amongst all of the use cases is the complexity of conceptual-
izing and representing provenance information from heterogeneous sources across
increasingly complex and interconnected systems.

4.1 Preservation of Digital Records and Other Digital
Materials

Of concern to a number of the participants (i.e., professional archivists and librari-
ans) was the necessity of representing provenance information in order to preserve
digital objects, whether these objects are archival records, books, manuscripts, or
some other digital artifact.

The Bodleian Library, for example, collects research outputs of the Univer-
sity ( journal articles, book chapters, PhD theses, conference proceedings, and
increasingly, datasets underpinning publications), as well as the products of in-
house digitization of library material and born-digital archival deposits. Capturing,
preserving and disseminating provenance information about such a huge array of
materials presents an enormous challenge [5]. Preservation takes place over a time
scale during which technologies, formats and preserving communities are very
likely to change. Thus, specialized approaches, models and technologies are needed
to guarantee the long-term understandability of the preserved data.

Records, which have traditionally been the purview of archivists to preserve, are
no longer made as simple, static documents in the form of text on the page or pieces
of paper; they are not even made of simple digital documents any longer in many
cases. Instead, there are many new forms of complex and interactive digital objects,
such as linked open data, and even interactive visualizations, that require solid
information on provenance to ensure their reliability and authenticity as records.
Factor et al. [49] argue that maintaining the authenticity (trustworthiness) and
provenance (history of creation, ownership, accesses and changes) of the preserved
objects for the long term is of great importance, since users must be confident that
the objects in the changed environment are authentic and reliable, and call for new
“preservation-aware” systems.

4.2 Cloud-Based Storage

Many organizations are increasingly looking to cloud-based technology as a place
to store digital objects. In a cloud environment new challenges arise. For instance,
in order to manage client data, a cloud service provider (CSP) takes a certain level
of control over that material. When records or data are entrusted to cloud systems,
creator-generated metadata are also stored, and CSPs assume control of the material.
Within this new environment, these user records will acquire additional metadata
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from the CSP that will be indicative of a number of important elements, including,
but not limited to, storage locations, access controls, security or protection measures,
failed or successful manipulations or breaches, etc. CSPs may also outsource some
components of their services to other third parties, who may also generate service
metadata that provide assertions about the maintenance and handling of the material,
and about their own actions taken in the course of handling the material. While
these metadata are linked to users’ records, much of it remains proprietary to the
provider and not the user. Consequently, proprietary CSP metadata present a sort of
event horizon, beyond which the ability to establish an unbroken chain of custody
is lost to the owner of the records. CSPs remain reluctant to share information
about the cloud environment itself, the movements of a client’s data within the
system, and when the provider (or its contracted third parties) might have access
to the data. Additionally, the network of third-party subcontractors employed by a
provider may make it impossible for them to know such information. Nevertheless,
these metadata remain invaluable to the user in assessing and ensuring the accuracy,
reliability, and integrity of the material over the whole service lifecycle [50]. Is
there a way in which a balance might be struck between a provider’s desire to
protect the confidentiality of their business processes and trade secrets, and a client’s
need to ensure trustworthy records in the cloud? Much of the reluctance to engage
cloud services might be mitigated by transparent and standardized metadata that is
collected, managed, and then shared with users by CSPs [50, 51]. An InterPARES
research team [49] investigating digital preservation in the Cloud is designing a
model and a set of functional requirements for preservation of digital records, in
order to provide insight and guidance to both those who entrust records to the
Internet and those who provide Internet services for records.

4.3 Digital Evidence in Litigation

The Sedona conference guidelines [52] on e-discovery begin with the observation
that “Today most information created and received in organizations of all sizes
is generated electronically in the form of e-mail messages and their attachments,
word processing or spreadsheet documents, webpages, databases and the like.
Even formal documents—such as tax returns, applications for permits and other
documents filed with regulatory authorities—generally originate and often are filed
in electronic format. Much of the information is never reduced to paper. Meanwhile,
because of how computers operate, vast amounts of electronic data are created and
maintained—seemingly forever–often without users even knowing that the data has
been created, much less saved. Yet while this data is kept ‘seemingly forever,’ due to
changes in technology, it may rapidly become inaccessible unless migrated to new
formats.”
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4.4 E-Science and Reproducible Research

There is growing recognition in the sciences that journal articles are insufficient
when it comes to enabling the reproducibility of research, one of the cornerstones of
the scientific method. This awareness led initially to requirements for mechanisms
to enable data publication, dissemination and discovery but subsequently, also to
the realization that data was of limited utility without methodological metadata
(couched in very similar terms to historical provenance) alongside. The reuse and
reproduction of scientific experiments as they are described in publications can
be hard. Often it requires additional information, data, tooling or support beyond
that provided in the text of a traditional publication. As an example of work being
done in this area, the NSF DataONE6 project is currently the largest Research Data
conservancy project in the USA, with a focus on Earth Observational Data. Metadata
is the foundation of effective search capabilities across a large collection of Science
Data Objects (around 180,000), and provenance is an essential part of it [53]. The
gathering of provenance information is, furthermore, an important approach that
scientists use to gain confidence in their conclusions. Data come from heterogeneous
sources: as part of one research investigation there may exist, for example, slides
hosted on slideshare; code in a Github repository; data in Figshare; and data in
ArrayExpress. A growing number of activities are developing new mechanisms, or
repurposing existing mechanisms in order to describe and associate resources like
this together, in a machine-readable manner, so that they can be more easily shared,
and exchanged. The goal is to improve the potential for understanding and reuse
of research by making sure that the information that is needed to make a published
resource useful is associated with it, and shared.

4.5 Digital Humanities Research

Similar to developments in e-science, new digital forms of humanities research
require management and preservation of diverse resources across collaborative
research platforms. An example of this is the Oxford-based Cultures of Knowledge
Project,7 which, since 2009, has been using a variety of research methods to
reassemble and understand early modern networks of communication. As it moves
into its third phase (April 2015–March 2017), project participants are aiming
to create a central repository of sixteenth-, seventeenth-, and eighteenth-century
correspondence populated with metadata drawn from the widest variety of sources
worldwide, and increasingly representative of the early modern “Republic of
Letters” as a whole (see, Burgess, this volume). They are pursuing this aim by

6See https://www.dataone.org.
7See http://www.culturesofknowledge.org.

https://www.dataone.org/
http://www.culturesofknowledge.org/
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experimenting with a variety of methods and approaches to metadata aggregation
simultaneously:

• Ingesting the digital catalogues of major scholarly projects in this field and
linking through to their digital archives where available;

• Ingesting the digital catalogues of collections and archives with rich holdings of
relevant material;

• Collecting the digital files of recent and forthcoming printed editions and
inventories of correspondence, from which metadata can be extracted efficiently
and accurately;

• Scanning existing printed inventories of correspondence and outsourcing their
keying;

• Piloting controlled crowd-sourcing of metadata for key correspondences via a
distributed community;

• Publishing digital images of corpora of learned correspondence and inviting
collaborators to catalogue these letters directly within the editorial interface.

The volume of material, in digital and print form, potentially included in the
catalogue by combining these methods is vast and the task of documenting its
provenance and ensuring its integrity complex.

4.6 Open Data

An unprecedented number of individuals and organizations are finding ways to
explore, interpret and use Open Data, defined as data that can be freely used, reused
and redistributed by anyone subject only specific licensing requirements. An exam-
ple is Open Research data reuse [54]. Public agencies are hosting Open Data events
such as meetups, hackathons and data dives to exploit the possibilities inherent in
openly available data. The potential of these initiatives is great, including support for
economic development [55], anti-corruption [56] and accountability [57]. However,
the quality, and in particular, the integrity, of open data is problematic. A recent UK
report notes that poor data quality is hindering the UK government’s Open Data
program [58]. Far from being a one-off problem, research suggests that this issue is
ubiquitous and endemic. Some estimates indicate that as much as 80 % of the time
and cost of an analytics project is attributable to the need to clean up ‘dirty data’
[59]. As part of the wider data quality issues, data provenance can be difficult to
determine. Knowing where data originates and by what means it has been disclosed
is key to being able to trust data. If end users do not trust data, they are unlikely to
believe they can rely upon the information to serve the purposes for which they are
using it. Further, full comprehension of data relies on the ability to trace its origins.
Without knowledge of data provenance, it can be difficult to interpret the meaning
of terms, acronyms and measures that data creators may have taken for granted, but
which are much more difficult to decipher over time. Establishing data provenance
entails a good deal of effort undertaking activities including enriching data with
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metadata such as the date of creation, the creator of the data, who has had access to
the data over time and ensuring that both data and metadata remain unalterable.

4.7 Crowd-Sourced Knowledge Management Platforms

Like the growth of Open Data, there has been growth in the development and use
of crowd-based knowledge production in many domains. Perhaps the best example
of this is Wikipedia, but many research libraries and archives are also turning to
crowd sourcing of descriptive metadata for their collections (see, for example, [60–
62]). Again, trust, related to the integrity of the entries on the site is a key issue. For
instance, Wikidata acts as central storage for the structured data of its Wikimedia
sister projects including Wikipedia, Wikivoyage, Wikisource, and others, and also
provides support to many other sites and services that rely upon its data as input
into their applications.8 Errors and other problems in upstream Wikidata have the
potential to cascade through the data supply chain. Traceability of data, through
provenance information, is essential to establishing the authenticity and reliability
of such data and can have a major impact on social participatory models.

4.8 Knowledge Organization and Indexing

Indexing languages are tools used in the aid of information retrieval and
sense-making. They comprise classification schemes, thesauri, ontologies, and
taxonomies. As more literature is added to the collection represented, and as users’
needs change, so too do indexing languages. This causes a shift in structure and
semantics in the indexing language. For example, in the 1913 Dewey Decimal
Classification (DDC), number 397 was the single address for Gypsies, Nomads, and
Outcast Races defined as: “[p]eople without nationalities who do not coalesce with
the ruling people among whom they live. This includes Gypsy language, which
has no place in the linguistic groups of 400, as the Gypsy people have no place
in the geographic divisions of history,”9 [63]. This phenomenon, while rich with
examples from Dewey because of its age, is not the only indexing language that
changes. The Wikipedia category system is another example. Because changes
in indexing languages is a persistent phenomenon, and there is no commonly
accepted design amelioration, it constitutes an important research area in knowledge
organization [8].

8The content of Wikidata is available under a free license, exported using standard formats, and
can be interlinked to other open data sets on the linked data web. (http://www.wikidata.org/wiki/
Wikidata:Main_Page).
9397 is between 396 Women’s Treatment and Position and 398 Folklore, Proverbs (s.l.).

http://www.wikidata.org/wiki/Wikidata:Main_Page
http://www.wikidata.org/wiki/Wikidata:Main_Page
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4.9 Intelligence Analysis

In intelligence analysis, the sources of data may not be known. Further, data
comes with associated reliability issues, such as source uncertainty (see, Varga, this
volume). It is therefore crucial to know the reliance that can be placed upon data.
The capture of analytical provenance: the actions taken to perform an analysis within
a visual analytic system can be captured: events (e.g. a key press) or actions (e.g.
a zoom) can be logged easily. The overall history of interactions can be recorded.
However, it is much harder to capture an analyst’s reasoning process. Although this
externalization can be achieved through think-aloud protocols [64], the process can
potentially change the nature of the reasoning and may reduce task performance.
Moreover, analysis of such externally captured data is extremely time consuming.
Nevertheless, traceability of the provenance of analytic conclusions (e.g., what
information resources were relied upon? How reliable were they? How were they
visualized? How did the analyst interact with the visualization? What interactions
and visual displays prompted particular insights? What conclusions did the analyst
draw from these?) is extremely important given the impact of decisions based on
such conclusions.

In intelligence analysis, there may be a further requirement for non-disclosure
of provenance information in some settings where security concerns require that
disclosure of provenance be limited to certain parties. A typical example is found
in the context of intelligence sharing, where the provenance of the intelligence may
contain insight into the process that led to the intelligence being collected. As that
is often privileged information, models and mechanisms are needed to abstract out
parts of it, depending on the clearance levels of the recipients.

4.10 Decision-Support Systems

Decision-support systems such as those for disaster recovery or systemic financial
risk analysis rely on a wide range of data inputs from different sources. In
addition, they usually involve heavily regulated domains with specific guidelines:
international, national, regional and site-specific rules govern how decisions are
made. Application of rules must be ensured, be auditable and may change over
time. For example, the US Federal Open Market Committee meets every 5–6
weeks to implement the Federal Reserve’s monetary policy [65] by deciding on
open market operations. Formal decision processes typically generate agendas and
minutes for the public record. Decision-makers often receive formal or informal
advance briefings; the “arbitrary and capricious” standard for accountability [66]
implies a need for solid analysis and strong documentation. One benefit is the
reduction in uncertainty from a conversion of complex, subjective, and ambiguous
information into a clear ruling. The process of introducing or modifying regulations
is highly formalized and open to public scrutiny, which is often extensive. Careful
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documentation of provenance allows tracking the sequence of decisions steps, which
is crucial in maximizing the efficiency and recovery rate from a disaster or other risk
scenario [65].

4.11 “Human-in-the-Loop” Processes

Cognitive systems encompass a range of technologies, including artificial intelli-
gence, expert systems, and human-machine interaction interfaces, and encompass
systems that are capable of learning from their interactions with data and humans
[67]. These systems afford mastery of the tasks on which they work, as well as
extraction of contextual information from the environment in which these tasks
are undertaken. They solve problems as they arise and plan for the future. They
communicate appropriately with others about themselves and their activities in order
to work effectively in close collaboration. They also adapt their understanding and
skills as they and the world around them evolve [68]. Traditional computers are
organized around microprocessors. With cognitive systems, it is much more about
the data and drawing insights from it through analytics [67]. Though the ultimate
goal may be to create intelligent machines, the next logical step in the evolution
of cognitive systems is to augment human cognitive capabilities by developing
machines capable of offloading human thought processes and actively supporting
individuals in pursuing their goals. Such cognitive systems serve the individual
by reducing their cognitive supervisory burden. “They enhance the individual’s
cognitive abilities by supplementing memory and problem-solving capabilities and
by providing direct access to relevant data, expertise, guidance, and instruction.
They work towards shared goals while understanding enough about the task, the
individual, and each other to assist, mentor, cooperate, and monitor as needed. And
they reduce the individual’s performance degradation by offloading activities and
by anticipating the kinds of errors that tend to occur in stressful situations” [68].
Such “human-in-the-loop” processes require the capture of human interactions with
information systems through a user interface.

5 Methods of Capturing and Representing Provenance

Just as each of the disciplines or communities of practice participating in the
workshop conceptualized and defined provenance in different ways, each of these
fields also have diverse methods of representing provenance. This section presents
how workshop participants described the different methods they use to capture and
represent provenance information. The approaches range from those that are highly
technical in nature to those that do not use technology, and from methods that
capture and represent provenance information at the point of creation to others
that involve forensic analysis of previously captured provenance information or
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combinations of both approaches. Participants also discussed choices made and
challenges faced in relation to capturing and representing provenance information
within their fields. In some cases, they also discussed the effects of technology
(e.g., online or distributed environments) on practices surrounding capturing and
representing provenance information.

5.1 Law

In law, an assessment must be made of electronically stored information (ESI)
submitted as evidence. In this context, the provenance of the ESI is a fait accompli;
the trier of fact must forensically assess its admissibility. This is sometimes done in
voir dires (i.e., mini trials held as part of criminal proceedings or during litigation to
determine the admissibility of proffered evidence). With the advent of social media
and the digitization of documents, images and even sound recordings, voir dires
concerning the provenance and chain of custody of ESI have become much more
common as part of the discovery and disclosure process of litigation. During voir
dires, the admissibility and weight of ESI is determined based upon answers to the
questions about the provenance of evidence and other evidentiary concerns such
as, probative value, prejudicial effect, relevance, authenticity, and weight. Often the
process of evidence gathering and the responsibility for the care and custody of ESI
make the provenance of how it came into the hands of investigative authorities a
crucial aspect of the admissibility and weight to be given to evidence [69].

5.2 Archival Arrangement and Description

In archives, as previously mentioned, capturing, representing and preserving infor-
mation (“respecting”) provenance is a fundamental aspect of the preservation of
archival records. Capture and representation of provenance information in the
context of preservation of archival records has undergone major transformation
over time. Traditionally, capture of archival provenance information has been a
forensic process involving historical research. For instance, provenance may be
captured from a diplomatic analysis of the materials to identify creators and other
relevant agents. Then, any report, accession register, or finding aid may help in
reconstructing the chain of custody of the materials. Direct witness from any
agents (creators, managers, archivists, users) may also help in piecing together the
provenance of archival materials. The biography of individuals or administrative
history of organizations that created and/or managed the materials, along with their
mandates and competences, may also help understanding. Physical characteristics of
the materials may sometimes be of little help. In the digital environment, metadata
associated with or embedded into materials provide some relevant information on
provenance, as will information about systems in which materials have resided.
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In brief, provenance can be captured—mainly manually—from all these sources.
Other aspects of provenance, more typically associated with chain of custody,
have been captured in such documents as accession files and registers as part
of archival administrative processes. Until recently, this provenance information
was not typically made available to the researcher, and is still not made available
universally in archival descriptive systems as a matter of course.

In regard to representation, most commonly, provenance is expressed textually
in archival descriptions or as an attribute of a set of records in an archival control
system. Such representation is usually carried out nowadays adopting some archival
standards (e.g., ISAD(G) [16]); however, this was not always the case and, hence,
archival descriptions exhibit a wide variance in quality and content (often much
to the bemusement and frustration of researchers!). As an example, for reasons
discussed in the previous section on conceptualizing and defining provenance, the
Australian system of archival description (discussed below) differs significantly
from European and North American systems. The main national and international
archival standards (discussed in the following section) have some specific informa-
tion elements conveying information on provenance, though such information may
be dispersed throughout different metadata elements. Provenance information is not
always explicitly identified as such; for example, both the printed National Archives
Guide and the Online Public Access system of NARA capture provenance under
the heading, “Creator.”10 This might be supplemented by additional data, such as
successor organizations, if any. Some archival scholars are critical of these models
and believe they do not represent provenance adequately (see, for example, [70]).

Australian archivists have evolved a unique approach to representing the prove-
nance of archival documents. The Australian approach to representing provenance,
based on using the series as the primary unit of intellectual control, consists of two
inter-related component parts:

• Context Control, which is achieved by the identification and registration of
records creating and other ambient entities and the documentation of the adminis-
trative and biographical histories of those entities, their functional responsibilities
and their relationships with each other and with the recordkeeping systems they
maintain(ed); and

• Records Control, which is achieved by the identification, registration and docu-
mentation of record series and/or the items that make up those series.

Within series systems implementations instances of each of the three main
entities may be described at different levels of granularity, with relationships
between the different levels described accordingly (Fig. 1) (Cunningham, 2015).

In the Australian system the contextual entities that need to be documented and
linked to descriptions of records include individuals, families, organisations, project
teams, government agencies and portfolios, governments themselves, functions and

10NARA. Online Public Access. http://www.archives.gov/research/search/.

http://www.archives.gov/research/search/
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Fig. 1 High-level data model for provenance information captured in Australian archival control
system

activities. As Cunningham (2015) points out, it is the complex web of dynamic
relationships between these various entities that underpin the transactions that cause
the creation of records. It is therefore essential to capture documentation of these
relationships in order to provide the contextual knowledge necessary to under-
stand the content of the records themselves. The Australian approach allows for
considerable dynamism: structural elements of the system provide the conceptual
and documentary building blocks from which traditional or non-traditional finding
aids can be constructed as and when required (see, Cunningham, this volume).
Furthermore, unlike traditional post-hoc approaches to archival description that
focus on the static description of non-current records, the Australian approach is also
used to capture and represent provenance in an active recordkeeping domain. This
follows an approach first put forth by Bearman [71] who said, “archivists should
find, not make, the information in their descriptive systems,” implying that they
should reuse and add contextual value to the metadata dynamically created in the
records systems of records creators.

There is growing call for adoption of RDF in representing provenance infor-
mation in archival arrangement and description in order to more fully express
the complex relationships between records and the context of their creation and
subsequent preservation (see, for example, [31]). However, this poses a new
challenge, since provenance is represented through standards and models (e.g., the
PROV-O Ontology) that are not specific to the archival domain and therefore may
not be fully consistent with archival preservation needs.
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5.3 E-Science

Somewhat similar to the traditional archival finding aid, in e-Science today the
notion of a data paper has emerged. A data paper is a searchable metadata document,
describing a particular dataset or a group of datasets, published in the form of a
peer-reviewed article in a scholarly journal. Unlike a conventional research article,
the primary purpose of a data paper is to describe data and the circumstances of
their collection, rather than to report hypotheses and conclusions [72]. Like the
archival finding aid, the data paper represents, and serves as a guide to, a complex
recordkeeping reality comprised of many information resources discussed in the
e-Science use case in the previous section and which institutions, such as the
Bodleian Library and other repositories of scientific research data, must preserve.

In this context, provenance is captured through observation of a process in
execution—a database query or a workflow—including processes carried out by
humans or only partially automated. The nature of the process and the infrastructure
onto which it is enacted determine the level of detail that is available to the
observer. Provenance capture methods differ for each of these scenarios. Although
an increasing number of tools and systems are being retrofitted with provenance
recording capabilities, these are still few compared to the number of data processing
environments used across disciplines. These systems include workflow management
systems [38, 73], and more recently, the Python [74] and the R languages [75] for
scientific data processing. The case of completely automated processes that run in a
centralized environment is, however, the simplest possible scenario.

Human-in-the-loop scientific discovery processes are obviously more problem-
atic, and are still, by and large, limited to capturing human interactions with
information systems through a user interface. One of the open problems concerns
capturing provenance from processes that are distributed over multiple, heteroge-
neous, autonomous systems. Each of these systems may be expected to provide
some fragment of provenance, requiring post hoc composition of these fragments.
A problem arises, however, when data identifiers are not used consistently (i.e.,
the same dataset if referenced in different provenance fragments, using different
identifiers). There does not yet appear to be a systematic approach to deal with
this problem, other than by issuing standard data identifiers (DOIs) and manually
enforcing their consistent use in specific cases.

5.4 Digital Preservation in Libraries

As an example of how the capture and representation of provenance is implemented
in a digital library context, the Bodleian Library Digital Safe captures contextual
information about the digital objects stored in the repository as follows:

• (software, instruments, etc) that can create or change digital objects
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• Locations—precise coordinates and geopolitical entities that define geographical
scope for assertions

• Collections, works and instances—framing the more traditional library objects
• Events—the key provenance objects that embody the essential creation/modifi-

cation/deletion of objects
• Annotations—additional assertions about relationships/properties of objects but

also textual descriptions of provenance that have been inherited from various
sources.

Provenance information is drawn from a wide range of sources given the nature
of the collections, including online web forms, spreadsheets, TEI (for manuscripts)
and EAD (for archival documents) encoded text records, and data feeds from
repositories (OAI-PMH and other RESTful protocols) and databases (via machine-
to-machine APIs) (see, Burgess, this volume). The RDF/lined-data model provides
a generic mechanism for expressing this information [5]. Provenance is represented
internally using W3C PROV-O in the context of the CAMELOT data model that
underpins the institutional repository. The principal reason for using PROV-O was a
requirement for an RDF description of relationships in the context of an event. The
PROV-O data model does not, however, meet requirements for the representation of
time, as it does not allow for incomplete time information (e.g., when only the year
or decade or day is known). With a semantic data model it is possible to use more
than one vocabulary and some entities defined in a data model and not others, as
long as there is no conflict when using multiple vocabularies. Thus, it is possible
to use PROV-O representation of an event, together with another vocabulary’s
representation of time. CIDOC-CRM is a vocabulary that has a good representation
of approximate time for an event, arising, as it does, from representing activities
relevant to museums [5] (and see also Burgess, this volume). There is a tendency
for library metadata standards to become over-prescriptive—sacrificing fidelity to
adherence to a data model. A key feature of linked-data RDF is that it permits
extensible and flexible knowledge models. There is a careful balancing act required
between standardization and fidelity to ensure interoperability between systems
while providing the flexibility to express and capture the assertions that scholars
wish to make.

5.5 Knowledge Organization

Indexing practices within the field of knowledge organization is an area where
technology’s effect can be observed. Tennis (this volume) notes that, in the online
environment, there is a challenge with tracking changes insofar as those changes are
related to a particular version of an indexing language. This is because instead of
issuing particular editions, as was the case in the print-only world, it is now possible
to change the state of an indexing language by changing a single term without
creation of a new formal edition of the indexing language. Both states and editions
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constitute versions of an indexing language, and the provenance or ontogeny of a
concept can be observed through these two kinds of changes to its instantiation. That
is, the persistence or discontinuity of a concept is observed through observations of
the indexing language, and specifically its terms.

5.6 Decision-Support Systems

In the case of decision support systems, Varga (this volume) following [76] notes
that the provenance of the data used and decisions made are collected at their point
of entry to the decision support system: the information on the data, who supplied
the data, the time stamp and who made the decision (with the time stamp linked with
the data available at the time the decision was made). Compliance and deviation
from any recommended guidelines can also be recorded.

5.7 Visual Analytics

Visual analytics being a relatively new discipline has developed no standard
approach to representing provenance and no single approach to its capture and
representation in visual analytics systems. However, as an example, Gotz and Zhou
[77] suggest that, as a basis for representing and capturing analytic provenance,
it can be categorized using a four-layer hierarchical model based on its semantic
richness. Figure 2 shows this model using an analysis of the stock market as an
example: the level of semantics increases from bottom to top. The bottom-level
events consist of low-level user interactions such as mouse clicks and keystrokes,
which have little semantic meaning. The next level up is actions, which are

Fig. 2 The hierarchical analytic provenance model shown with an example of analyzing stock
markets [77]
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analytic steps such as querying the database or changing the zooming level of data
visualization. The parameters such as data description and visualization settings are
also part of the provenance. Further up are the sub-tasks, which are the analyses,
required to achieve a sense-making goal. In the case of stock market analysis,
examples are identifying top performing companies and determining long-term
trends. In the top-level is the task, i.e., the overall sense-making undertaking, which
is “analyzing stock market”.

Provenance information (e.g., of the data used and analysis made) is collected at
their point of entry to the decision system. Following Gotz and Zhou’s four-layer
model, capturing lower level events and actions is relatively straightforward in a
visual analytics system. However, such analytic provenance information alone is of
limited use [77]. Tasks and sub-tasks provide important clues to the purpose and
rationale that underlies the sense-making. However, they are largely part of users’
thinking, to which a visual analytics system does not have direct access.

Existing approaches to capturing high-level analytic provenance can be broadly
categorized into manual and automatic methods. The manual methods [78–81]
largely rely on users recording their analysis process and sense-making tasks,
whereas the automatic methods try to infer the higher level tasks and sub-tasks
from lower level events and actions. While the manual approaches are usually
more accurate, they can distract the user from the actual analysis task, which may
discourage users from recording analytic provenance. The automatic approaches
[82] do not introduce interruption to the sense-making process, but their capability
for inferring semantic-rich analytic provenance information is limited (see, [77] and
Wheat, this volume).

In terms of representation, node-link diagrams are a popular choice among
methods that aim to show an overview of the sense-making process [78, 79, 83, 84].
They usually follow the temporal order or the casual relationship among actions. In
such methods, nodes represent a summary of system state and the edges represent
actions that transit system from one state to another. While providing an overview
of the sense-making structure, in many cases node-link diagrams (see Fig. 3) do
not have sufficient detail for understanding the semantics of user action. To provide

Fig. 3 A node-link representation with note and system state from the “Activity Tracker”
of the FIVA—Fixed Income Visual Analytics tool [85]. See also a demonstration video at
https://www.youtube.com/watch?v=VGRh0BmJpTY

https://www.youtube.com/watch?v=VGRh0BmJpTY/
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more context, the most common approach is multiple-coordinated views that show
the node and system state only for a selected step [78, 79, 85]. This usually works
well with many visual analytics systems, which already have views for each type of
information: showing the sense-making context essentially restores the system to a
previous state.

6 Provenance Standards and Specifications

As indicated in the previous section, a number of standards and specifications
relating to provenance have emerged over the past years, and several of these were
discussed at the workshop. Some of these standards and specifications operate at
the international level, standardizing practices and technologies for an entire field,
while others apply to particular contexts or organizations. Some are concerned
with capturing and representing provenance information as a part of information
processes and processing, while others are concerned with capturing or assessing
provenance information post-hoc as part of forensic or preservation processes, and
some comprise a combination of both approaches. In a number of cases these
standards consist of data models, data dictionaries, and unique identifiers, with
associated ontologies (increasingly represented in OWL format) and registries.
This section presents information related to these different types of standards and
specifications for each discipline or community of practice, as discussed at the
workshop.

6.1 Law

Not all fields have developed standards. In the field of law, for example, there are
important best practices and guidelines, such as the Sedona Conference guidelines
for managing electronic records and information that include discussion of the
capture and preservation of metadata as a means of establishing trustworthiness
of electronically stored information (ESI) (see, for example, [52]). In regard to
assessment of ESI and associated metadata, the legal rules for this are spelled out in
various laws (e.g., criminal codes or codes of civil procedure) and, in common law
countries, case law, which may also be informed by best practices and guidelines.

6.2 The Semantic Web

In the context of linked open data on the web, standardization efforts have been
led by the W3C effort. These efforts led to creation of the PROV data model and
language (see, Missier, this volume, [86], and [87]). The PROV-DM document [33]
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provides a strong, formal as well as operational definition of provenance for the
web community to use and build upon (i.e., provenance as a record that describes
the people, institutions, entities, and activities involved in producing, influencing, or
delivering a piece of data or a thing [88].

A related concept is Context, which W3C PROV defines as the circumstances that
form the setting for an event, statement, or idea, and in terms of which it can be fully
understood [33]. A context would include the following: the type of activity; the
participants in the activity; the roles of the participants in the activity (if relevant);
time of the event, either a time instant or a time duration; location of the event
(derived from the location of the participants).

Provenance records are metadata, notes the primer. There are other kinds of
metadata that are not provenance. For example, the size of an image is metadata
of that image, but it is not provenance information. Activities that are relevant to an
object’s provenance include: changes in ownership; transfer or declaration of rights;
creation of an object; derivation of an object; revision of a digital object; and use of
a digital object [88].

The PROV primer goes on to elaborate three different approaches to provenance
[88]:

• One perspective might focus on agent-centered provenance, that is, what people
or organizations were involved in generating or manipulating the information in
question. For example, in the provenance of a picture in a news article we might
capture the photographer who took it, the person that edited it, and the newspaper
that published it.

• A second perspective might focus on object-centered provenance, by tracing the
origins of portions of a document to other documents. An example is having
a web page that was assembled from content from a news article, quotes of
interviews with experts, and a chart that plots data from a government agency.

• A third perspective one might take is on process-centered provenance, capturing
the actions and steps taken to generate the information in question. For example,
a chart may have been generated by invoking a service to retrieve data from
a database, then extracting certain statistics from the data using some statistics
package, and finally processing these results with a graphing tool.

The PROV-O ontology [33, 89], which mirrors the technology-agnostic PROV
data model, makes this integration of these different approaches to provenance
very natural, by providing the basis for RDF serialization of provenance traces
thus enabling, for example, tools such as the generator tool, ProvGen [90] to
generate synthetic graphs that respect realistic graphs, for scalability testing of the
provenance management infrastructure. Such efforts also make it easier to develop
better ‘crosswalks’ between standards using taxonomy alignment tools. The family
of PROV standards is captured in Fig. 4, along with an explanation of each document
in Table 1.

There have been many extensions of the PROV standard (e.g., PROV-ONE
was developed for the DataONE project), which combined “trace-land” with



30 V.L. Lemieux and the imProvenance Group

Fig. 4 PROV family of documents [91]

Table 1 Descriptive overview of PROV family of documents [91]

Part Audience Type Document

1 Users Note PROV-PRIMER is the entry point to PROV offering an
introduction to the provenance data model. This is where you
should start and for many may be the only document needed

2 Developers Rec PROV-O defines a light-weight OWL2 ontology for the
provenance data model. This is intended for the Linked Data and
Semantic Web community

3 Developers Note PROV-XML defines an XML schema for the provenance data
model. This is intended for developers who need a native XML
serialization of the PROV data model

4 Advanced Rec PROV-DM defines a conceptual data model for provenance
including UML diagrams. PROV-O, PROV-XML and PROV-N
are serializations of this conceptual model

5 Advanced Rec PROV-N defines a human-readable notation for the provenance
model. This is used to provide examples within the conceptual
model as well as used in the definition of PROV-CONSTRAINTS

6 Advanced Rec PROV-CONSTRAINTS defines a set of constraints on the PROV
data model that specifies a notion of valid provenance. It is
specifically aimed at the implementors of validators

7 Developers Note PROV-AQ defines how to use Web-based mechanisms to locate
and retrieve provenance information.

8 Developers Note PROV-DC defines a mapping between Dublin Core and PROV-O
9 Developers Note PROV-DICTIONARY defines constructs for expressing the

provenance of dictionary style data structures
10 Advanced Note PROV-SEM defines a declarative specification in terms of

first-order logic of the PROV data model
11 Advanced Note PROV-LINKS defines extensions to PROV to enable linking

provenance information across bundles of provenance
descriptions
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“workflow-land” and a competitor ontology called P-PLAN.11 One issue with the
growing number of extensions is that they are not necessarily logically consistent
or interoperable, so the problem of multiple schemas, multiple ontologies, etc.
emerges. But despite the inherent issues around standards, having an extension that
is agreed upon by a specific community is valuable.

6.3 The Bodleian Library’s CAMELOT Data Model:
An Implementation of the W3C PROV Standard

The Bodleian Library has developed its own CAMELOT12 reference Data Model.
CAMELOT is a contextual semantic reference data model that frames objects
within the scope of the Bodleian Libraries, with context, including provenance.
The CAMELOT data model is a description of “real world” objects together
with their properties and relationships. The main aim of the data model is to
support the development of information systems at the Bodleian Digital Library by
providing a human-readable and machine-readable definition and format of data.
Implementation of a common data model offers compatibility of data between
different systems and the opportunity for data integration in addition to a data model
that can be used for reference by those within and outside the organization.

The CAMELOT data model has a modular structure, with each module con-
cerned with the semantics of a particular domain, e.g. types of educational activity.
The individual modules are defined using the W3Cs Ontology Web Language
(OWL) and consist of entity classes, representing kinds of things of significance in
the domain, as well as assertions about relationships between pairs of entity classes.
Each of the semantic data models specifies the kinds of facts or assertions that can be
expressed using the model, and defines the allowed assertions in a machine-readable
language.

The data model captures relationships in context as well as people in context of
relationships, as in Figs. 5 and 6.

6.4 Digital Libraries Preservation Metadata Standards

In the field of librarianship, the digital preservation metadata standard PREMIS
[93] is increasingly evolving towards a provenance model. The PREMIS Data
Dictionary for Preservation Metadata is the international standard for metadata
to support the preservation of digital objects and ensure their long-term usability.
Developed by an international team of experts, PREMIS is implemented in digital

11http://vocab.linkeddata.es/p-plan/.
12http://camelot-dev.bodleian.ox.ac.uk/?page_id=20.
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Fig. 5 The Bodleian Library’s CAMELOT data model captures relationships in context (Bodleian
Library, 2014)

Fig. 6 The Bodleian Library’s CAMELOT data model captures people in contexts [92]

preservation projects around the world, and support for PREMIS is incorporated into
a number of commercial and open-source digital preservation tools and systems.
The PREMIS Editorial Committee coordinates revisions and implementation of the
standard, which consists of the Data Dictionary, an XML schema, and supporting
documentation. The PREMIS Data Dictionary builds on the Open Archival Informa-
tion System (OAIS) reference model (ISO 14721) [94]. The OAIS reference model
provides a conceptual foundation in the form of a taxonomy of information objects
and packages for archived objects, and the structure of their associated metadata.
PREMIS can be viewed as an elaboration of the OAIS model, explicated through the
mapping of preservation metadata to that conceptual structure. The PREMIS Data
Dictionary can be viewed as a translation of the OAIS reference model into a set of
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implementable semantic units. However, it should be noted that the Data Dictionary
and OAIS occasionally differ in terminology usage. Differences usually reflect the
fact that PREMIS semantic units require more specificity than the OAIS definitions
provide, which is to be expected when moving from a conceptual framework to
an implementation. As of 2013, a PREMIS compliant OWL ontology was also
available. The OWL ontology, as the PREMIS editorial committee notes, “integrates
PREMIS information with other Linked Data compliant datasets, especially format
registries, which are now referenced from the PREMIS ontology (for instance, the
Unified Digital Format Registry13and PRONOM.14 Thus information can be more
easily interconnected, especially between different repository databases. The OWL
design of PREMIS should NOT [emphasis in original text] be considered as a
replacement for the XML Schema: the two of them should rather be considered com-
plementary. Work to align the PREMIS ontology with the PROV ontology is being
considered” [95]. An important caveat about PREMIS is made by Guercio, who
notes that, “In the archival environment but also for the dynamic use of the resources
as required in the scientific institutions or for performing arts (CASPAR), because
of the complexity of records sedimentation and aggregations, the preservation is not
only and mainly solved on the basis of a collection of metadata/information (even
if very rich like in PREMIS C descriptive metadata)” [96]. Remaining Questions,
according to Guercio are how to document and verify the chain of changes before
and within the repositories and how to guarantee the maintenance of knowledge
accumulated over time by the designated communities [96].

6.5 Digital Records and Archives Preservation Standards

Archives are created when people or organizations perform functions and activities,
thus a great deal happens to records before they are transferred to a trusted digital
repository in an archives for long-term preservation. This, as Guercio points out
above, makes it necessary for archivists and those concerned with the preservation
of digital records, as opposed to publications or historical manuscripts, to develop
standards for the capture of metadata along the chain of custody, or what some
records managers and archivists refer to as the “life cycle” of the records and
others (e.g., Australian archivists) refer to as the records “continuum.” Cunningham
(this volume) discusses an early effort by the Australian archival community to
develop a metadata standard for records based on the Australian “continuum”
model, represented in Fig. 7.

Work began on an international standard on metadata for records in 2004.
The resulting standards, ISO 23081, Information and Documentation—Records
Management Processes—Metadata for Records [98]. The standard consists of Part 1

13http://udfr.org/onto/onto.rdf.
14http://www.nationalarchives.gov.uk/PRONOM/Default.aspx.
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Fig. 7 ‘Conceptual and relationship models: Records in Business and Socio-legal Contexts’, a
deliverable from the 1998–1999 Australian Research Council funded Monash University research
project, called ‘Recordkeeping Metadata Standards for Managing and Accessing Information
Resources in Networked Environments over time for Government’ [97]

Principles, which sets a framework for creating, managing and using records
management metadata and explains the principles that govern them. It is a guide to
understanding, implementing, and using metadata within the international standard
on records management [100], which addresses the relevance of records manage-
ment metadata in business processes and the different roles and types of metadata
that support business and records management processes. It also sets a framework
for managing those metadata. Part 2 [100] Conceptual and Implementation issues,
focuses on the framework for defining metadata elements for managing records
and provides a generic statement of metadata elements, whether these are physical,
analogue, or digital, consistent with Part 1 of the standard. Part 3 [101] comprises a
self-assessment framework for organizations to use in assessing their metadata. The
data model underpinning the standard is shown in Fig. 8.

The above standards, however, only capture a part of the chain of custody;
that is, the part taking place prior to transfer to a trusted digital repository for
archival preservation. In contrast, the InterPARES Project has developed a life
cycle based model for digital preservation, called the “Chain of Preservation”
CoP model [102]. It is defined as “A system of controls that extends over the
entire lifecycle of records and ensures their identity and integrity in any action
that affects the way the records are represented in storage or presented for use”
[103]. As explained by Xie [104], the CoP model is a construct that complements
the chain of custody model, extending it into future time. It encompasses all the
activities relevant to the preservation of digital records in their authentic form and
depicts a complete process. It includes activities typically carried out by both the
records creator and the preserver of records. At the highest level, it consists of
four major activities: framework management for chain of preservation, records
management in a record-making system, records management in a record-keeping
system, and records management in a permanent preservation system. Management
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Fig. 8 Data model for metadata for records [99]

for the purposes of the CoP framework includes the design of three systems,
which yield products such as policies, procedures, rules, tools, and functional
requirements for technological systems, respectively. The management of record
making and recordkeeping systems includes the activities performed by records
management, and the management of the permanent preservation system includes
activities conducted by archival administration. The model, which has been created
and exists in IDEF0 format, thus integrates the perspectives of both records creator
and the preserver. Figure 9 shows the InterPARES CoP model—Managing Chain of
Preservation model.

Subsequent to the period of time records are of use to their creating agencies,
those records that are appraised as having enduring value and transferred to agencies
concerned with their long-term preservation (i.e., archives), will be “arranged and
described”. This is a process of enriching previous system and recordkeeping
metadata with additional preserver metadata, such as discussed above. A number
of standards on archival description have been developed for this purpose.

Without going into a complete survey of these standards and variations in
national approaches, the current international family of archival descriptive stan-
dards are the International Council on Archives standards for archival description,
ISAD (G) in 2000 [16] and ISAAR (CPF) in 2004 [17]. ISAD (G) governs records
description, while ISAAR (CPF) governs the description of records creators and
their various relationships. The more recent creation by the ICA of a third standard
for the description of functions—ISAF [106]—potentially completes the triangle,
although arguably more still needs to be done to articulate the complete conceptual
model.
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Fig. 9 InterPARES chain of preservation, manage chain of preservation model [105]

6.6 Visual Analytics

In visual analytics, the field is simply too young to yet have established a standard
approach to capturing or representing provenance information; indeed, how to do
this in regard to analytic provenance remains an open and active area of research.

7 Research Challenges

There are a growing number of individuals, groups, and research initiatives con-
cerned with conducting research on provenance. The study of provenance presents
a rich field for exploration given the range of open research challenges. This
section identifies several that deserve further attention, grouped into those that
are conceptual and/or theoretical in nature; those that concern development of
interoperability between standards and frameworks; and those that are technical in
nature.
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7.1 Conceptual/Theoretical

There remain many unresolved aspects of provenance as a concept. A deeper and
agreed understanding of provenance is needed in order to cope with new forms of
documentation and new modes of communicating and processing information. In
addition, from an archival perspective, the most difficult issue is to identify who
can be considered the creator of an archival object: organizations change, their
denomination is modified, and so too, their organizational assets, along with their
mandates and competences.

Similarly, it is possible to question whether a body of records ever has one
provenance, and this may be especially true in distributed interconnected environ-
ments. Archives reflect and document life and activity in the real world. The real
world is a complex place. Relationships in the real world are rarely one-to-one; on
the contrary they are usually many-to-many. In the real world archives reflect the
complex reality of dynamic inter-relationships between different records-creating
entities. A common example of this complexity is the incidence of administrative
change in governments and in large corporations. In archival terms this can be
understood as successive multiple provenance. But multiple provenances can also
occur simultaneously, where more than one entity is simultaneously involved in the
creation and use of a given body of archives. This phenomenon has always existed,
but is becoming even more prevalent and apparent with digital records, where shared
systems often create a single body of archives for multiple separate entities.

In addition, it is necessary to ask, provenance of what? Of archives, records,
data, decision-making or analytic processes? Depending on the focus or scope of
provenance, there are any number of implications for who the creator is, what it
needs to be captured about provenance and how to implement it. Burgess (2015)
emphasizes the need for a broader definition of provenance that incorporates the
physical/digital transition as well, stating that, for a digital surrogate, the provenance
of the physical item and the surrogate will begin to diverge at the moment of
digitization. A similar effect happens when a copy of a born-digital artifact is
archived. Expressing these multiple histories is an ongoing challenge. Rogers
(2015) calls for further exploration of the relationship between provenance and
authenticity, which she notes is motivating provenance research in a general sense,
while the practical means of preservation is motivating provenance research in a
technical context. As it concerns the relationship between provenance and trust,
Ken Thibodeau (this volume) calls for empirical evaluation, noting that if we are
claiming that provenance improves trust, and that a particular way of representing
provenance improves trust, we need to evaluate the claims. We need strategies
to assess users’ trust in relation to quality of provenance information. Finally,
as Missier (this volume) observes, provenance information can be expressed at
different levels of abstraction, but open questions remain about what level of
granularity and amount of information on provenance is needed in different contexts
(e.g., on the basis of users and uses).
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Finally, the research agenda on analytic provenance is a novel area of inves-
tigation that remains relatively wide open for further examination. Current visual
representations need to be enhanced to support more accurate and detailed prove-
nance information, to allow better inference. Varga (this volume) notes that applying
visualizations in a narrative context can make complex data more comprehensible,
memorable, and credible. With Visual Analytics, these narratives result in being
explicit representations of the hypothesis. They often include different types of data
in their presentation, such as explicit information from the original raw dataset,
provenance data that shows the processes and manipulation to which the data has
been subjected, and implicit information from users’ knowledge and experience.
The challenge is to determine and define the best way to display all this ill-defined
information. Roberts et al. [48] distinguish between hard data—that is, explicit
knowledge, typically quantitative, from a known source and provenance—and soft
data—that is, implicit. Both are crucial to understanding provenance in the context
of distributed decision-making.

7.2 Interoperability

As discussed in the previous section on provenance standards, there is a range of
different data models, dictionaries, and frameworks relating to provenance. How
these models and related standards interoperate remains an unresolved question,
and one that, if not answered, could slow progress in addressing gaps in provenance
information needed for the use cases discussed in this chapter. Do standards repre-
sent all perspectives, functions/roles, and use cases? Certainly, with some archival
scholars (e.g., [31] and Thibodeau, this volume) calling for use of new technology
and models, traditional archival models and standards could be integrated with the
newer semantic models and standards (e.g., RDF, PROV, OPM). Co-operation with
different communities is key because even in a single context of use (e.g., digital
preservation) the field is populated by a variety of actors and users, all engaging
with documentation in same way.

7.3 Technical Challenges

One of the open problems concerns capturing provenance from processes that
are distributed over multiple, heterogeneous, autonomous systems. Each of these
systems may be expected to provide some fragment of provenance, requiring post
hoc composition of these fragments. There is general agreement on the need to
articulate systematic methods and technical solutions for capturing and rightly
attributing this information.

Another important challenge in today’s environment is security of provenance
information, which includes assurance that provenance information will remain
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with the records over time and through technological change. A requirement for
accountability, however, is that the provenance itself can be trusted not to have
been tampered with. Using provenance traces in, say, a court of law, requires strong
non-reputability and security guarantees, which can only be provided by a trusted
computing infrastructure [107], where however the notion of trusted provenance
does not seem to have been investigated.

With vast networks of interconnected information communication and process-
ing systems, storage and retrieval are bound to be issues that also deserve research
attention. In a ‘big data’ world, there is a lot of provenance data. How should
this provenance information be stored, indexed, and retrieved? How should it
be preserved? What proportions of a potential enormous quantity of provenance
information should be preserved?

Wherever there is big data, there is an opportunity for analytics and exploitation
of the data. Thus, there is an opportunity to explore how provenance information can
be exploited once it has been captured? One novel approach is to use provenance
traces about usage of OpenData, to ascribe credit to data contributors. Such credit
should take into account multiple generations of data derivation and reuse, and thus
requires new models of partial credit to be developed. Missier and his team (see
the chapter by Missier this volume) are addressing more technical problems, having
to do with efficient storage and querying of provenance graphs on a large scale,
and have recently built a provenance generator, ProvGen [90] to create provenance
graphs with several million nodes, which can be used to test the performance of
provenance management infrastructure. Archivists and digital librarians have begun
to exploit the analysis of provenance information for preservation risk assessment
and planning, but there is likely many more opportunities to use such data to enhance
archival administration and preservation work. Open data formats for provenance
information, yet to be developed, would likely facilitate its analysis and exploration.

There is also a need for development of solutions to more easily extract
provenance information: Provenance information is readily available in a large
number of cases but almost always not in a form immediately amenable to
representation (e.g., in PROV-O). Where structured data exists then a mapping
can be constructed but with a diversity of formats and the evolution of standards
these do require a significant maintenance overhead. Furthermore, much historical
provenance information is in prose form or hand/type-written manuscripts that
require digitization and/or keying. In the short-term these can be accommodated
as annotations in order to establish trust and identity but in prose form can provide
limited utility in terms of discovery and analytics.

One of the open problems of “human-in-the loop” cognitive systems concerns
capturing provenance from processes that are distributed over multiple, hetero-
geneous, autonomous systems (machine and human). This is one of the biggest
challenges in analytic provenance capture. There is a limited time window to capture
such information; even the users themselves may forget what they were doing after
a while, at which point it becomes very difficult to recover the analytic provenance
information [108]. Users’ knowledge and experience have a considerable impact
on the way they conduct analysis. As a result, the sense-making process (i.e. the
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analytic provenance) can vary significantly from user to user, even with the same
dataset and analysis task [108]. An experiment that studied how much of a user’s
reasoning process can be recovered from user action information [109] showed that
the accuracy is not high even in a constrained setting with domain experts doing
the inference. Given the diversity of data and analysis involved in the sense-making
and the difficulty of replicating expert knowledge/thinking in a computer system,
the chance of having a generic technique that can accurately infer semantic-rich
analytic provenance information for a variety of analysis tasks is not high [108].
Xu [43] conjectures a promising direction is the development of hybrid or semi-
automated approaches for capturing analytic provenance, i.e., mixing the manual
and automatic capture to combine their strength. For example, an algorithm that
predicts sub-tasks can ask for user feedback (i.e., whether the prediction is correct
or not) and use the information to improve itself. Similar approaches can be used to
uncover user intention or analysis strategies.

8 Conclusion

The above discussion in this chapter has highlighted the rich complexity and evolu-
tion of conceptualizations of provenance, the variety of purposes that provenance
services in a wide range of use cases, and the diversity of approaches to the
capturing and representing of provenance information used in different fields. This
exploration of provenance through an inter- and multidisciplinary lens has shown
that the focus of provenance also varies according to domain: In some the focus
is on data; in others, records or aggregates of these; in others metadata, and in
still others analysis and reasoning. Similarly, some fields refer to provenance as
representing context, broadly defined. In others fields, provenance refers to agents
of origination while in others, processes and lineage are emphasized. Finally, in
some cases a combination of these elements is encompassed in provenance and
its representation. This suggests that there is rich territory for exploring more
integrated and expansive conceptualizations and definitions of provenance that
integrate inter- and multidisciplinary perspectives. There also remain many open
research challenges of a theoretical/conceptual and technical nature, or needed to
address implementation challenges, such as interoperability of different standards
and models to enable provenance-based search, retrieval, and analytics.
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Describing Archives in Context: Peter J Scott
and the Australian ‘Series’ System

Adrian Cunningham

Abstract During the 1960s Peter J Scott and colleagues at the then Commonwealth
Archives Office (now National Archives of Australia) devised a new approach
to archival intellectual control, which separated descriptive information about the
creators of records from information about the records themselves. This paper
provides an overview of the major features of Scott’s system, placing it in its
historical context and exploring its impact on the development of international
archival descriptive standards.

Keywords Archival description • Australia • Multiple provenance • Series sys-
tem

1 Peter Scott: Australia’s Best Known, but Least
Well-Understood Archivist

Peter Scott is arguably Australia’s best known, but least well understood archivist
internationally. The aim of this chapter is to provide an overview of the major
features and underpinning rationale of Scott’s system for describing and controlling
records in context, placing it in its historical context and exploring its impact on the
subsequent development of archival descriptive standards.

2 The Complex Reality of Provenance

As every archivist knows, the thing that separates archives from other forms of
information is that they derive their meaning and value from their provenance. If you
do not know the provenance of an archival document, then the document can be no
more than a decontextualized source of information—an information object that is
largely devoid of wider meaning and evidential value. Knowledge of the provenance
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of a document enables that document to be used as evidence of activities, for it is
essential to know who created or received the document and for what purpose. As
the international records management standard states, records are:

information created, received, and maintained as evidence and information by an organiza-
tion or person, in pursuance of legal obligations or in the transaction of business [1].

One of the main aims of archival description, therefore, is to document this
provenance in archival description and in our systems of intellectual control and
access. In other words, our archival descriptive systems have to document archives
in context. This contextual view of archives is supported by the International
Council on Archives, which defines provenance as:

The relationships between records and the organisations or individuals that created,
accumulated and/or maintained and used those records in the conduct of personal or
corporate activity [2].

Archival descriptive tools and systems have to document and communicate the
relationships between recordkeeping activity and the archives created by persons
and organisations. Moreover, documentation of provenance can itself be a useful
point of access to archives in archival control systems.

While all archivists agree that provenance is a defining feature of archives, the
reality of provenance is, I believe, poorly understood. Many of our descriptive stan-
dards and systems are based on the simplistic assumption that there is axiomatically
a simple one-to-one relationship between a given provenance entity and a given
body of archives. This view was articulated as long ago as 1898 with the publication
of the so-called Dutch Manual of Muller, Feith and Fruin [3]. Muller and his
colleagues certainly had good reasons for emphasising the importance of not mixing
up archives that have different provenance in archival arrangement projects. They
had to convince archivists that it was vital to not obscure the provenance of archives
by cavalier mixing and sorting. In retrospect, however, it is clear that the rigid
adoption of the Dutch rules for arrangement and description led archivists to believe
stubbornly that a given body of archives could only ever have one provenance—a
belief that, as we shall see, simply does not reflect reality.

Archives reflect and document life and activity in the real world. The real world
is a complex place. Relationships in the real world are rarely one-to-one, on the
contrary they are usually many-to-many. In the real world archives reflect the
complex reality of dynamic inter-relationships between different records-creating
entities. A common example of this complexity is the incidence of administrative
change in governments and in large corporations. In archival terms this can be
understood as successive multiple provenance. But multiple provenance can also
occur simultaneously, where more than one entity is simultaneously involved in the
creation and use of a given body of archives. This phenomenon has always existed,
but is becoming even more prevalent and apparent with digital records, where shared
systems often create a single body of archives for multiple separate entities [4].

Given this complex reality, how then should archivists document provenance?
First and foremost we should design and build archival systems that reflect rather
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than distort the complex reality of recordkeeping activity. In a relational database
environment this is not a difficult challenge. All that is required is a system that
supports separate but linked descriptions of archives and the different entities that
create archives. In such systems the data inputs need to be standardized, but the
outputs (or the ways in which the inputs can be rendered for human interface and
presentation) can be infinitely varied to suit different user requirements. One of the
great advantages of computers for archives is that the inputs for our descriptive
control systems no longer need to be identical to the user interfaces (or finding aids)
to those systems, nor do they need to be constrained by such limited and clumsy
tools as card catalogues, calendars and inventories.

3 Evolution of the Australian ‘Series’ System

Australia is a young nation with an even younger archival profession. When the
Dutch Manual was published in 1898 Australia did not even exist as a nation—we
had to wait another 3 years for that particular milestone. We had to wait almost 50
years before a national archivist was appointed, albeit as a rather minor functionary
within the Parliamentary Library. Indeed, it was not until the 1960s that the archival
profession in Australia reached any sort of critical mass. Moreover, we had to wait
until 1975 before our archival professional association, the Australian Society of
Archivists, was established.

When the Australian Government’s Archives Division was established in the
1940s it had the distinct advantage of working with a clean slate. Although the
Australian bureaucracy and many of its recordkeeping practices were based on the
centuries-old model of the British civil service, our archival control systems had
to be built from nothing. Of course, at first the Archives Division was more pre-
occupied with identifying records worthy of preservation, rescuing them and placing
them in reasonable storage facilities. But by the mid-1950s the Division began to
turn its attention to how best to bring these records under intellectual control.

The then Commonwealth Archivist, Ian Maclean, and his colleagues had famil-
iarized themselves with the writings of Sir Hilary Jenkinson and the model of
archival practice developed by the Public Record Office in London. Early attempts
at achieving intellectual control consisted of trying to impose the so-called ‘record
group’ approach1 onto the records of the Australian Government. This thinking was
reinforced in 1954 when TR Schellenberg of the US National Archives was brought
to Australia to advise on the development of our archival systems.

1The Society of American Archivists online glossary defines ‘record group’ as: a hierarchical
division that is sometimes equivalent to provenance, representing all the records of an agency
and its subordinate divisions. However, the records of a large agency may be broken into several
record groups, treating the records of different divisions as separate collections rather than as a
series. http://www2.archivists.org/glossary/terms/r/record-group.

http://www2.archivists.org/glossary/terms/r/record-group
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While all governments experience administrative change, Australian politi-
cians have elevated it to a fine art. The Australian bureaucratic landscape is
an ever-changing one, with the constant reallocation of functions amongst an
extremely unstable array of administrative units, government agencies and portfolio
departments. While this trend has become more noticeable over time, complex
administrative histories have always been a feature of Australian bureaucratic
endeavour. When functions are reallocated the records are usually reallocated with
them. For example, between 1916 and 1945 the immigration restriction function in
the Australian government (and the records documenting the performance of that
function) was transferred between ten different government departments: External
Affairs; Home and Territories; Home Affairs; Prime Minister’s; Markets and
Migration; Prime Minister’s; Transport; Interior I; Interior II; and Immigration.

It is this problem of multiple provenance that gave Maclean and his colleagues
headaches when trying to apply the record group approach to intellectual control.
Instinctively, they knew that complex administrative histories required assiduous
archival documentation of the context of records creation. They continued with
increasing difficulty to try to do this into the early 1960s when a young linguist
by the name of Peter Scott was appointed to the Archives. In 1964 Scott made the
radical suggestion of abandoning the record group as the locus of intellectual control
and instead adopting the function-based series as the means of controlling records
[5, 6].

This focus on the record series led perhaps inevitably to Scott’s strategies being
referred to as ‘the series system’. As Chris Hurley [7] and others have since pointed
out, however, it was not so much the focus on the series that was the defining feature
of Scott’s strategies, as it was his insistence on the need to separately document
records description and administrative context. Series to Scott provided the most
efficient vehicle for documenting records description. As such, series descriptions
became free-floating entities that are connected as required to descriptions of all the
agencies of government that have contributed to their existence.

Far from being an attack on the principle of provenance, Scott saw his approach
as being a more efficient means of documenting the true, and often complex,
nature of provenance and recordkeeping systems than is possible using the record
group approach. It is the Australian view that provenance cannot be reduced to a
simple one-to-one relationship between records creator and records. The simplistic
view of provenance, which is embodied in the records group approach to archival
description, to us represents a debasement of the archival principle of respect des
fonds. To many of us in Australia, the record group is more a case of disrespect
des fonds! Records can, and more often than not do, have multiple provenance
relationships, either simultaneously or successively. It behoves us as archivists
to design descriptive systems that reflect the dynamic and complex realities of
recordkeeping.

In essence the Australian system consists of two inter-related component parts:

• Context Control, which is achieved by the identification and registration of
records creating and other ambient entities and the documentation of the adminis-
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trative and biographical histories of those entities, their functional responsibilities
and their relationships with each other and with the recordkeeping systems they
maintain(ed); and

• Records Control, which is achieved by the identification, registration and
documentation of record series and/or the items that make up those series.

In the Australian system the contextual entities that need to be documented and
linked to descriptions of records include individuals, families, organizations, project
teams, government agencies and portfolios, governments themselves, functions and
activities. It is the complex web of dynamic relationships between these various
entities that underpin the transactions that cause the creation of records. It is
therefore essential to capture documentation of these relationships in order to
provide the contextual knowledge necessary to understand the content of the records
themselves. In Australian continuum thinking—and in the words of my fellow
Australian Barbara Reed—records are not seen as ‘passive objects to be described
retrospectively’, but as agents of action, ‘active participants in business processes’
[8].

As can be seen, the Australian system constitutes a dynamic approach to the
intellectual control of records. Using this system any particular set of records
can be viewed simultaneously or successively through multiple contextual prisms,
thus mirroring the dynamic and contingent nature of records creation itself. The
structural elements of the system provide the conceptual and documentary building
blocks from which traditional or non-traditional finding aids can be constructed as
and when required.

4 Post-Custodialism and the Records Continuum

There is another centrally important feature of the Australian approach to the
intellectual control of records. Unlike traditional post-hoc approaches to archival
description that focus on the static description of non-current records, the Australian
approach can be and is used to achieve intellectual control over all of the records,
both current and non-current, in a recordkeeping domain. Right from the earliest
days of his appointment, Ian Maclean was committed to the pursuit of an integrated
approach to managing all of the records of the Australian government, not just the
small subset of records that have been transferred to archival custody.

Under this philosophy of intellectual control, the custodial arrangements under
which records are held are no longer of great significance. Certainly it is important
to know where records are held at any one time, but they do not have to be in
archival custody for the Archives to have a strategic responsibility for, and interest
in, bringing them under intellectual control.

In the words of Canada’s Terry Cook:

Scott’s approach was to move away from describing records in the custody of an archival
institution and arranged there in a single group for a single records creator, and to move
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towards describing the multiple interrelationships between numerous creators and numerous
series of records, wherever they may be: in the office(s) of creation, in the office of
current control, or in the archives : : : Scott’s fundamental insight broke through not just
the straight-jacket of the record group, but all the ‘physicality of archives upon which
the record group and so many other approaches to archives are implicitly based. In this
way, as is finally being acknowledged, Peter Scott is the founder of the post-custodial
revolution in world archival thinking. Although he worked in a paper world, his insights are
now especially relevant for archivists facing electronic records, where – just as in Scott’s
system – the physicality of the record has no importance compared to its multi-relational
contexts of creation and contemporary use [9].

And as David Bearman has said, “archivists should find, not make, the infor-
mation in their descriptive systems” [10]—in other words we should reuse and
add contextual value to the metadata dynamically created in the records systems
of records creators. This is a very different mindset to that of static post hoc
cataloguing, which might be regarded as the traditional approach to archival
description.

4.1 What About Functions?

Archives are created when people or organisations perform functions and activities.
It is not unreasonable, indeed it is arguably extremely useful, to regard functions
as entities in their own right—entities that require separate description with links
to both the records that document the function and to the records creators that
perform the function [11, 12]. Functions are not mere aspects of the life of a records
creating entity—on the contrary records creators such as government agencies can
often be regarded as nothing more than episodes in the life of a function [12]. The
relationships between the three recordkeeping entities can be illustrated as follows2

(Fig. 1).
In terms of archival description, this model can be represented as follows (Fig. 2).

2Source for Fig. 1: ‘Conceptual and Relationship Models: Records in Business and Socio-legal
Contexts’, a deliverable from the 1998–1999 Australian Research Council funded Monash Uni-
versity research project, called ‘Recordkeeping Metadata Standards for Managing and Accessing
Information Resources in Networked Environments over time for Government. Commerce, Social
and Cultural Purposes’, Chief Investigators Sue McKemmish, Ann Pedersen and Steve Stuckey.
http://www.sims.monash.edu.au/research/rcrg/research/spirt/deliver/conrelmod.html; model
developed by Sue McKemmish, Glenda Acland, Kate Cumming, Barbara Reed, and Nigel Ward.
The Australian RKMS was a deliverable from the 1998–1999 Australian Research Council funded
Monash University research project, called ‘Recordkeeping Metadata Standards for Managing
and Accessing Information Resources in Networked Environments over time for Government.
Commerce, Social and Cultural Purposes’, Chief Investigators Sue McKemmish, Ann Pedersen
and Steve Stuckey. McKemmish, S., Acland, G., Ward, N., Reed, B.: Describing Records in
Context in the Continuum: The Australian Recordkeeping Metadata Schema. Archivaria 48, 3–43
(1999).

http://www.sims.monash.edu.au/research/rcrg/research/spirt/deliver/conrelmod.html
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Fig. 1 Relations between recordkeeping entities
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Fig. 2 Series system model of archival description

Within series systems implementations instances of each of the three main
entities may be described at different levels of granularity, with relationships
between the different levels described accordingly (Fig. 3).

4.2 The Series System and Standards for Archival Description

Those familiar with older guides and standards to archival description would find
the Series System to be a very unfamiliar if not incomprehensible approach to
intellectual control. I am referring here to such standard sources as the 1898
Dutch Manual, the British Manual for Archival Description, the Canadian Rules
for Archival Description (first edition), the American Archives, Personal Papers
and Manuscripts, and the first 1994 edition of the International Standard Archival
Description (General) or ISAD(G) [3, 13–16].
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RECORD

• Series 

• Item

AGENCY

• Organisation

• Agency

FUNCTION

• Function

• Activity

Fig. 3 Relationships in the series system

More recent publications, however, are much more accommodating of the Series
System approach. I refer here to such recent publications as the second edition of the
Rules for Archival Description (RAD2) and the US guide Describing Archives: A
Content Standard [17, 18]. There has been an international swing towards the logic
of having intellectual control systems based on separate but linked descriptions of
archives and the context of the creation of archives. Most significant of all has been
the publication by the ICA of the second editions of its two companion standards
for archival description, ISAD(G) in 2000 and ISAAR (CPF) in 2004 [2]. Very
largely, the deployment of these two standards in tandem provides the basis for a
series system implementation. Records description is governed by ISAD(G), while
the description of records creators and their various relationships is governed by
ISAAR (CPF). The more recent creation by the ICA of a third standard for the
description of functions—ISDF [19]—potentially completes the triangle, although
arguably more still needs to be done to articulate the complete conceptual model.3

While Australians have actively contributed Scott’s perspectives to the evolution
of these international archival descriptive standards, we have not been remiss
(though we were perhaps a little slow) in developing our own formal nationally

3This work is currently being progressed by the International Council on Archives Expert Group
on Archival Description, see http://www.ica.org/en/about-egad

http://www.ica.org/en/about-egad
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codified archival descriptive standard. This work came to fruition in 2007 when the
Australian Society of Archivists’ Committee on Descriptive Standards published
Describing Archives in Context: A Guide to Australasian Practice [20]. Finally
practitioners had access to an authoritative and user-friendly reference guide to
implementing the series system. This book is still in print and can be purchased
from the Australian Society of Archivists.

Archival description has come a long way since Muller, Feith and Fruin and the
influence of Peter Scott in that journey continues to reverberate over 40 years since
he shared his initial conceptual insights with his colleagues in Australia.
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Provenance: An Archival Perspective

Giovanni Michetti

Abstract Archival provenance is a complex concept, the sum of different factors
that altogether trace archival records back to their creation and through their man-
agement and use. Provenance plays a major role in different archival functions, from
arrangement and description to preservation. Therefore, principles and methods for
capturing and representing provenance have been developed over a long time in
the archival domain. However, further research in this area is needed to cope with
the challenges and opportunities of new technology—on the one hand, the digital
environment has made it extremely easy to mix and re-use digital objects, to a point
that it is often difficult to trace provenance; on the other hand, tools like Resource
Description Framework (RDF) can be used to represent provenance through new
standards and models.

Keywords Arrangement and description • Digital preservation • InterPARES •
Original order • Principle of provenance • Provenance • RDF • Trust

1 Definition and Conceptualization

The International Council on Archives has defined Provenance as

[t]he relationships between records and the organizations or individuals that created,
accumulated and/or maintained and used them in the conduct of personal or corporate
activity. Provenance is also the relationship between records and the functions which
generated the need of the records [1].

In other words, archival provenance refers to the origins, custody, ownership and
use of archival objects. This concept is the basis for the Principle of Provenance—
a pillar of Archival Science—which prescribes that archival documents should be
arranged according to their provenance in order to preserve their context, hence their
meaning.
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The above is a simplification of a complex concept that has been investigated
and debated by many scholars since the nineteenth century. In its very early stages,
the principle of provenance was mostly meant not to intermingle documents from
different origins, that is,

[r]assembler les différents documents par fonds, c’est-à-dire former collection de tous les
titres qui proviennent d’un corps, d’un établissement, d’une famille ou d’un individu, et
disposer d’après un certain ordre les différents fonds [2].1

However, maintaining the identity of a body of records as a whole is not limited to
identifying its distinctness in relation to other records. Archivists soon recognized
that the internal structure of such a body also shapes the identity of a fonds, and
thus was established the Principle of Original Order—a corollary of the Principle of
Provenance. This principle established that groups of records should be maintained
in the same order in which they were placed by the records’ creator. The underlying
idea was that an archives “comes into being as the result of the activities of an
administrative body or of an official, and [ : : : ] it is always the reflection of the
functions of that body or of that official” [3].

It was only 50 years ago that such conception was challenged by Peter Scott
who—in a seminal article—laid the basis for a further refinement of the principle of
provenance: in general, archives are not the result of a single creator who performs
a set of specific functions. They are, rather, the outcome of a complex reality where
different agents may act as creators; functions change, merge and disappear; and
the internal structure is the result of recordkeeping activities that may have little
relationship with the business activities of the creators. That is to say, the structure
of an archives may have little or no correspondence with the structure of the creating
organization. This approach led to a new understanding of the concept of provenance
as it is now understood and accepted by the archival community—a network of
relationships between objects, agents and functions.

In recent years, the meaning of provenance has been investigated further, and
new perspectives have been proposed:

The similar notions of societal, parallel, and community provenance have also been
advanced. They reflect an increasing awareness of the impact of various societal conditions
on records creators and record creation processes at any given time and place across the
records’ history. [ : : : ] Some archivists have broadened the concept of provenance to include
the actions of archivists and users of archives as formative influences on the creation of the
records [4].

In particular, Tom Nesmith has provided a definition of provenance that—while
giving rise to some issues due its very broad scope—may provide a basis for a
broadened multidisciplinary perspective on provenance:

The provenance of a given record or body of records consists of the societal and technical
processes of the records’ inscription, transmission, contextualization, and interpretation,
which account for its existence, characteristics, and continuing history [5].

1Transl.: Aggregate all different records in fonds, that is, group all the documents coming from the
same body, institution, family or individual, and set the different fonds according to a certain order.
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In conclusion, archival provenance is a complex concept, the sum of different
factors that altogether trace archival records back to their creation and through their
management and use.

2 Relationship to Current Research

This chapter now turns to discussing the author’s current research, which has a close
relationship with the concept of provenance and focuses on these areas:

• Trust and digital records. The author is a member of the InterPARES Trust
research project, aimed at generating the theoretical and methodological frame-
work needed to develop policies, procedures and regulations concerning digital
records entrusted to the Internet, to ensure public trust grounded on evidence of
good governance, and a persistent digital memory. Provenance is a crucial factor
of evaluation when assessing the credibility of records on the Internet, therefore
provenance needs to be investigated in order to shed light on the nature and the
dynamics of the relationship between trust and provenance.

• Digital preservation. InterPARES supports a number of research projects, and
one of these is PaaST (Preservation as a Service for Trust), which is concerned
with investigating digital preservation in the Cloud. The aim of this team is to
design a model and a set of functional requirements for preservation of digital
records in the Cloud, in order to provide insight and guidance to both those who
entrust records to the Internet and those who provide Internet services for records.
Preservation, including digital preservation, is about keeping objects along with
the context that provides meaning to them. Provenance plays a major role in
identifying and determining such context, hence supporting the definition of the
identity of the objects targeted for preservation. In addition, provenance of digital
objects is itself a digital object that also requires preservation. Both provenance
and provenance of provenance are fundamental aspects in any preservation
model, theory and practice.

• Arrangement and description. Archival arrangement and description entails the
creation of representation models in the archival domain. With a growing number
of records being created and preserved using Cloud technology, there is a need
to consider how to undertake their arrangement and description in the Cloud.
Thus, InterPARES is also supporting research aimed at investigating how the
Cloud environment may possibly affect arrangement and description theory and
practice. Information on provenance is crucial in order to determine the creator of
archival materials and identify records’ chain of custody, which in turn affect the
way materials are arranged and subsequently described. Thus, provenance has an
impact on arrangement and description. At the same time, representation models
affect the way provenance is understood and represented in archival descriptions,
because they highlight certain features while hide or obfuscate others. In short,
provenance is a crucial dimension of any arrangement and description process.
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• Linked Data. Archives are no more made by simple, static documents in
the traditional form of a written text on a piece of paper. Organizations and
individuals—e.g., researchers—create and publish sets of open data that are then
used, mixed and re-used. This raises an issue with regard to the reliability and
authenticity of such data, which needs reliable and authentic information on
provenance in order to be managed.

3 Motivations for Research

Provenance plays a major role in different archival functions:

• Preservation requires maintenance of the context, that is, the complex network
of relationships—along with the system of their meanings—in which archival
objects have been created, managed and used. Provenance is by definition a
crucial part of this context, because even its narrowest definition will address
creation and custodial history (i.e., the chain of agents that held the materials,
along with related facts and events).

• Arrangement and description requires identification and proper description of
both the creators and the chain of custody of archival materials. When arranging,
provenance is the first clue to trace archival materials back to their origins,
identify different bodies of materials, and get to a first, approximate grouping.
When describing, the complexity of provenance may affect the representation
of the archival materials—this is indeed more true in the digital realm, where
new visualization tools and information models allow for greater freedom when
designing archival descriptions. Moreover, materials on the Internet are not only
dispersed but also mixed and re-used to a point that it is often difficult to trace
provenance, hence to trust an archival resource. Some investigation is needed to
understand whether traditional concepts and methods can be applied to identify
and manage provenance on the Internet, thereby supporting proper arrangement
and description of materials.

• Access and use of archival materials is both welcomed and actively promoted
by archivists. Provenance plays a role when accessing archival materials, since
it is one of the key access points—in fact, the names of either the creator or the
institution holding the archival materials are among the most common elements
used in archival queries. Given a situation in which provenance is more and
more a complex network of relationships—if not a confused tangle—it becomes
important to allow users to understand such complexity without overwhelming
them with a mass of information. Archivists are mediators—as such they have
to provide a perspective. Archival representations of provenance in the form
of descriptive finding aids form a major part of this perspective—that is why
provenance needs to be thoroughly investigated.
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• Appraisal is the process of assessing the value of records for the purpose of
determining the length and conditions of their preservation. According to a
widespread approach (known as macro-appraisal), this archival function should
be based on “extensive research by archivists into institutional functionality,
organizational structures and work-place cultures, recordkeeping systems, infor-
mation workflows, recording media and recording technologies, and into changes
in all these across space and time” [6]. Provenance covers several of these factors,
once we assume that it is more than just origination. Therefore investigation on
the concept of provenance may have a direct impact on appraisal methods and
principles.

• Technology is not an archival function, however it is worth mentioning as
a motivation for research on provenance, because it affects the way archival
functions are interpreted and carried out. In particular, the extended adoption
of the RDF2 model and the general trend towards open government are changing
the archival scene and impacting on objects and actors: datasets and distributed
computing have entered the archival landscape, while IT specialists have started
working on provenance from their perspective, developing their own principles,
methods and standards. Therefore, it is important that archivists join the broader
discussion bringing the archival voice to the table.

4 Capturing and Representing Provenance

Provenance of archival materials can be captured—most usually manually—from
various sources. First of all, a diplomatic analysis3 of the materials is the funda-
mental step to identify creators and any other agents that have had some relevant
interactions with the materials. Then, reports, accession registers,4 finding aids5 and
any other document recording information on the creation, management and use of
the archival materials may help in reconstructing its custodial history. Direct witness
from any agents (creators, managers, archivists, users) may also be of assistance.
The biography of the individuals, or the administrative history of the organizations
that created and/or managed the materials along with information about their

2Resource Description Framework.
3Diplomatic analysis is the critical examination of a record carried out on the basis of the
principles and methods of Diplomatics. Diplomatics is the discipline that studies the form of
written documents (i.e., their logical and physical characteristics) along with their genesis and
textual tradition (i.e., how they came into being, and how they have been modified since their
creation).
4An accession register is an administrative record documenting the process of transferring
materials to a repository. It contains key information about the archival materials that have been
taken into the physical custody of an archives.
5A finding aid is any description providing physical and intellectual control over archival materials,
thus assisting users accessing and understanding the materials.
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mandates and competences, also aids understanding of provenance. Knowledge of
the history of the period during which archival materials have been created, managed
and preserved put them in a broader historical context. The physical characteristics
of the materials may be of some help as well. In the digital environment, metadata
associated with or embedded into materials may provide relevant information on the
provenance of either the materials themselves or the systems in which they reside.
If the scope of provenance is broadened to include societal provenance,6 the list
of sources needs to be extended to include materials documenting aspects of both
the society at large and the specific communities in which the materials have been
created, managed and used.

Provenance is usually represented in finding aids in the form of either narratives
in textual documents or data elements in software applications. Description should
be carried out according to national or international standards, not only for the
purpose of interoperability, but also because they usually include specific infor-
mation elements conveying information on provenance. Even so, such information
may be dispersed through different metadata elements or the model may not
represent adequately the complexity of concepts like provenance and authenticity,
as some scholars have suggested [7]. In recent years, new technology has pushed
archival description towards redefinition of the traditional approach. RDF allows
for an atomic fragmentation of data elements that can then be aggregated and
represented adopting visualization techniques and strategies (e.g., graphs and graph
exploration) never used before in the archival domain, dominated by written
word, narrative and hierarchical diagrams. This opens up new opportunities for
representing the complex network of relationships underlying—rather, making up—
an archives, including the possibility of capturing additional layers of provenance in
an automatic or semi-automatic way. At the same time, RDF poses new challenges,
since it can be used to represent provenance through standards and models (e.g.,
PROV Ontology [8]) that are not specific to the archival domain, thus requiring a
joint effort of different communities to develop shared solutions.

5 Research Challenges

The key challenge in establishing archival provenance is the identification of the
creator. Organizations change, their denominations are modified, and so do their
organizational assets, along with their mandates and competences. Archivists may
have a very clear picture of what happened; nevertheless, they may have difficulties
in deciding who the creator is because such decision depends on a discretional evalu-

6Societal provenance is a term used to mean provenance in the broader sociocultural dimension.
Records creation, management, use and preservation are sociocultural phenomena. Therefore,
provenance should be interpreted taking into account the sociocultural dimension as the context
in which all actions take place.
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ation of the extent and depth of the changes [9]. The same is true for personal papers:
there are no organizational assets to worry about, and changes of denomination are
not the norm; however, individuals usually organize their records with more freedom
than in a corporate environment. As a result, it may be difficult to establish the
boundaries between the family archives, the archives of each individual belonging
to the family, and the archives of the companies they were possibly holding. This
happens because the principle of provenance is, indeed, uncomplicated and agreed
in its very basic form (i.e., materials coming from different creators do not have to
be mixed), but when it comes to its implementation is not always easy to implement
because of the challenges associated with distinguishing whether an entity has died
and a new entity has taken its place or it is the same entity that is just growing
and re-shaping. As a result, identifying the creator, thus provenance, may be a hard
challenge—as Duchein puts it, “[l]ike many principles [ : : : ] it is easier to state than
to define and easier to define than to put into practice” [9].

A more general issue is that there is no consensus within the archival community
on the concept of provenance—some still think of it as referring to creation only;
others include the custodial history of archival material in its scope, while more
recent interpretations have taken into account communities and societies at large
[10]. The approach proposed by Peter Horsman may serve to establish a common
view. According to Horsman [11], the principle of provenance has an outward
application, that is, it functions as a way to identify a body of archival materials as
created by a certain creator (individuals, families, organizations), hence separated
and distinguished from any archival materials in a repository or elsewhere. The
principle has an inward application too, that is, it functions as a method to identify
the internal structures of a body of materials, recreating the so-called original order.
The key point is to identify the creators and recognize the different roles of any
actor who dealt with the materials, i.e., managed, collected or used them. This is
a fundamental step, because in the simplest case there will be a creator along with
a chain of custody representing the story of different entities holding, managing,
using and preserving the materials. In the most difficult cases, despite Duchein’s
theorization it may be hard to distinguish who can be considered the creator of
a complex archival fonds. Therefore, it is important to recognize the role and the
contribution of all the entities that dealt with the materials.

In this regard, RDF may be key to the definition of an information model
supporting different perspectives on provenance. RDF triples can be used to express
specific types of relationships and establish different connections among entities.
There would be no need to agree that certain elements are integral to provenance
and to reject certain others, the story could simply be told, and the model for telling
it could be made sufficiently compassing to allow everyone to tell their stories.

Another research challenge associated with provenance is the clear identification
of some mechanisms by which it can support trust in a digital environment. There
is no consolidated definition of trust in the archival domain—InterPARES Trust is
working to this aim. However, it is agreed that trust is a multifaceted concept based
on confidence, vulnerability and risk. Trusting an archival object has to do with
the belief that such object can be relied upon. Such reliance is usually the result
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of a risk assessment—conducted either intentionally or not—where the significant
properties of the object itself are analyzed and assessed. Provenance is one of the
most meaningful properties contributing to such assessment; therefore, it contributes
significantly to the trust-making process. However, besides abstract considerations,
no analytic model, methods or metrics have been designed and implemented to
support the evaluation of reliability of digital objects on the basis of information
on their provenance. Prior to the digital era, archival materials were trusted because
of their placement within a trusted repository, i.e., an archives, with preservation,
access and use of documentary objects taking place in an environment or according
to processes that were considered trustable. The digital environment has corrupted
such belief. The challenge is to do something similar to what has been done with
markup languages, i.e., making explicit what is implicit. Archivists and records
managers need to retain control of provenance and make it explicit, so that users
are aware of the quality of the objects and trust them accordingly. The challenge
is to find models, mechanisms and tools to achieve this aim, solid enough to meet
scientific criteria, but easy enough to be managed by users.

In general, use of new technology and models is another challenge, since it means
that traditional archival models need to be compared and possibly integrated with
the emerging ones. In this regard, co-operation with diverse communities is key,
because the scene is populated by a variety of actors and users, all engaging with
the same documentation, but possibly using domain-specific approaches.

In conclusion, the fundamental topic that should be investigated may be: interop-
erable models to govern and represent provenance in a cross-domain environment.
This is an umbrella theme under which different sub-themes may be investigated,
such as: granularity and amount of information on provenance based on users’ needs
and practices; characteristics of existing models of provenance; strategies to assess
users’ trust in relation to the quality of information on provenance; and analyses of
case studies.

Appendix: Bibliography7
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on provenance, what follows is a brief bibliography on the topic.
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Research Issues in Archival Provenance

Kenneth Thibodeau

Abstract This chapter reviews the conceptualization of archival provenance and
the related concepts of archival fonds and original order and the ways these concepts
have guided practice. Section 1 identifies problems entailed by the qualitative and
imprecise conceptual approach traditionally applied to the issues involved in the
management, use, and preservation of records, and suggests a multidisciplinary
strategy to reformulate basic concepts. Section 2 describes problems arising from
the traditional approach in greater detail. Section 3 indicates how a multidisciplinary
strategy might be applied to both clarify theory and improve practice.

Keywords Archival science • Graph theory • Original order • Provenance •
Systemic functional linguistics

1 Introduction

The management of records and their preservation in accordance with the dictates
of archival science and well-established practices has been guided by concepts
articulated in a purely qualitative, largely philosophical, and often rhetorical mode.
In a world where the information used in the conduct of affairs is increasingly
encoded in digital bits and where digital information is growing exponentially [1],
the conceptual foundations for managing records, both for current business and to
enable exploitation of their long term value for diverse and often unforeseeable
purposes, need to be reformulated with greater precision in representation, clarity
in distinctions, and verifiability in implementation. This reformulation is needed
to ensure that sound concepts and methods are implemented unambiguously and
effectively, to increase the adaptability and efficacy of the governance of institu-
tional information, and to respond to the challenges posed by the continuing stream
of new forms of information and new ways of communicating and using information
enabled by information and communication technologies (ICT).
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This chapter explores the potential for reformulation of the basic concepts that
guide the management of records and archives through the application of systemic
functional linguistics and mathematical graph theory.

2 A State of Confusion

Currently, the concepts that guide management, preservation and communication
of records suffer from a combination of narrowness and vagueness. Perhaps
surprisingly, the one follows from the other. Archival thinking and practice are
constrained by the two overarching and complementary concepts of provenance
and original order. While there are substantial disagreements about what the
two concepts entail, there seems to be universal acceptance of their fundamental
importance. Reverence towards the two concepts leads those who perceive issues
with either their conceptualization or their implementation to focus on broadening
the concepts, with the net result that they are overloaded to the point of becoming
confusing and impractical.

Problems with the traditional conceptual approach to managing and preserving
records begin at the most basic level. They include disagreements about both the
intensive and extensive definition of ‘record;’ confusion between the quality of
a record and its existence; failure to distinguish categorically or consistently the
properties of the things that are designated as records from the properties of that
which makes them records; overly zealous application of definition to justify the
exclusion of documents from the application of records management controls that
would serve organizational interests; and the mutation of successful techniques
for addressing basic problems of managing records into abstract concepts that are
proffered as essential requirements.

In principle, any type of persistent information object can be a record; moreover,
an information object could be a record in one context and not in another.
Similarly, the same object can be different records in different contexts. The criteria
that determine whether an information object is a record are independent of the
characteristics of the object itself. The properties of a document as such can make
it a better or worse record, but they cannot make it a record in the first place. The
key criteria that determine whether any given object is a record are (1) a record is
a document that is used in an activity of the person or organization whose record
it is and (2) it is kept, ideally under records management control. These criteria
are often stipulated in laws, regulations, standards and policies related to records
[2–4]. For example, the U.S. Federal Records Act defines records as “all recorded
information, regardless of physical form or characteristics, made or received by a
Federal agency under Federal law or in connection with the transaction of public
business and preserved or appropriate for preservation : : : .” [5].

Thus, there is no such thing as a record pure and simple. It must be a record of
something: some act, activity, or state of affairs. What makes a document a record is
the link between the document and the context in which it was used. This link may
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not be evident in, or even reliably inferable, from the document itself. For example,
one would infer from its content that a written contract for the acquisition of
technical services by a government agency is a record of the agency’s procurement
activity; however, that is not necessarily the case. If the contract were found in the
case files of a law enforcement agency, it would be a record of an investigation of
some alleged illegal activity, such as bribery of a government official. The different
contexts in which a document can be a record may even be independent of one
another. Records created for weather forecasting can become important in criminal
cases; for example, they could be used to impugn eye-witness testimony if they
showed that, in spite of a full moon, there were dense clouds and therefore poor
visibility the night a crime occurred.

The fact that a record is defined not by what it is intrinsically, but by its
relationship to activity creates an anomalous situation with respect to the provenance
of a record because traditionally archival provenance has been limited in scope
to the records of a single records creator or a succession of records creators
[6, 37]. Even when a broader scope is adopted, the provenance of records does
not encompass actual creation of documents that are received from outside sources,
such as incoming correspondence and reports.

In archival science and practice, provenance has both internal and external
dimensions. Externally, provenance is delimited by the archival fonds, conceived
as the totality of records created by a single records creator. Internally, provenance
reflects the relationships between records and the activities in which they were
instrumental. This reflection is seen as embodied in the way records were organized
by their creators. Both dimensions are the cornerstones of archival theory and
practice epitomized in the principles of respect des fonds and respect for original
order [1]. Provenance encompasses the relationships between records and the
entities that create, keep or use them [7]. Original order is “The organization
and sequence of records established by the creator of the records” [8]. There are
several problems with the ways both provenance and original order have been
conceptualized and used.

To explain, archival provenance is determined when a document is captured or
set aside as a record. This appears reasonable in the context of traditional hard-copy
records. When records are inscribed on physical media in a hard and fast manner
and placed in a physical folder, there is little likelihood that they would be changed,
either in themselves or by relocation to a different folder. In this environment, infor-
mation about who made the document a record in what activity could be a sufficient
description of its provenance. However, even for hard copy records, the concept is
overly restrictive. As the Australian concept of records series emphasizes, records
can be used in the same activity by more than one actor. Governments, for example,
carry out specified functions for as long as the laws that authorize or require them are
in effect. But during that time government entities are often reorganized, resulting in
different organizations carrying out the same function successively, often using the
same records, or the same types of records, arranged in the same way [9–12]. The
definition of provenance as a univocal and unalterable attribute of a set of records
needs to be modified to reflect these and similar situations.
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A second aspect of the arbitrary narrowness of the concept of record provenance
is that it is bounded by the recordkeeping of an actor or succession of actors. In
most cases the records of any given creator include a large proportion of documents
that were not produced by the records creator, but acquired from other sources
in a variety of ways. Records received from external parties, such as incoming
correspondence, are obviously shaped by their authors. Records created in response
to received records are also influenced by the authors of the incoming documents.
The extent and limitations of acquired records, whether received from outside
parties acting independently or purposely acquired at the initiative of the records
creator, can also influence the records creator’s decisions on whether it needs to
acquire or produce other records to carry out an activity and, if so, what should be
the form and content of the additional records.

Even when a records creator has extensive control over the submission of
documents, their authors still have a decisive role. For example, the U.S. National
Institutes of Health (NIH)1 dictates the form of applications for research grants,
publishes formal guidance on applying for grants, provides an online system
for development, submission and tracking of applications, and publishes notices
identifying specific areas where program managers believe that there is both a
need for new knowledge and a significant probability of successful research [13–
15]. Nonetheless, the specific subjects, methods, scope, and other details of the
research projects proposed in grant applications are determined by the competence
and creativity of the applicants, and shaped by factors such as their understanding
of the state of science, their estimates of likely competition and alternatively of
possible collaborations, the research resources available to them, the influence of
their mentors and peers, the availability of other sources of funding, and even their
knowledge of the government and external experts likely to be involved in reviewing
their applications. The importance of researcher initiative and insight is reflected
in the longstanding belief held by NIH managers that the best research results
from ideas formulated by the researchers themselves, rather than by government
officials [16]. Thus the substance of the research conducted with NIH grant funding
is substantially determined by the applicants and their success or failure influences
the subsequent direction of the research funding. Thus, limiting provenance to the
records of the NIH arbitrarily truncates any effort to understand how and why the
records are what they are. This observation can be extended to most contexts in
which records are created, except in the uncommon and mostly uninteresting case
of activities carried out entirely by one party.

An arbitrary limitation in the application of provenance in archival practice
is that archival descriptions of provenance tend to be parsimonious [17]. There
are, of course, some extensive descriptions of the provenance of records [18];
however, even in such cases the description of provenance tends to be limited
to unembellished basic factual information that provides a picture of the overall
context in which records were created and kept, and it is often articulated at the

1The author was the NIH Records Management Officer from 1978 through 1988.
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level of the person or organization that created the records, rather than the specific
processes in which they were created. This level of description of provenance rarely
offers any in-depth insight into the genesis of any individual record or aggregate of
records below the level of the archival fonds.

A third aspect of the arbitrary narrowness of the concept of record provenance is
that, in the digital realm it cannot be assumed that records are not changed once they
are filed. Record provenance could logically be extended from origin to the entire
life cycle of records to address changes that occur after creation in a comprehensive
and coherent framework.

The concept of provenance also suffers from overextension. Professional litera-
ture over the last several decades has often argued for broadening the scope of both
the concept and what is included in it. However, these arguments render the concept
so broad and vague as to be extremely difficult to apply practically [19].

Like provenance, the concept of original order also has problems at both the
conceptual and practical levels. Original order is fundamentally important because
the way an actor organizes the information used in carrying out its activity
supplements the information contained in the records. First of all, very few actions
are carried out using a single document. Thus, the set of records kept in an activity
indicates the range and variety of information the actor considered relevant and
valuable in that activity. Second, the act of keeping records indicates at least an
implicit judgment by the actor that the value of the records extended beyond their
initial use. Third, the organization of the records reflects how they fit into the
activities in which they were used or expected to be used.

Original order is closely linked to the existence of records because, obviously,
to be a record a document must be kept. In essence the organization of records
is a solution to a requirement; namely, readily accessing all of the information
that is most likely to be relevant to a current action and only that information. In
many cases, that requirement is best satisfied by grouping together records that
were used in a prior action. This solution is effectively regarded as a requirement
in records management standards [2, 20–23, 36], in government regulations [3],
in policies of private sector and non-governmental organizations [24–26], and in
archival theory [27]. The organization of records in filing systems is conceptually
sound and demonstrably beneficial; nevertheless, it is an artifact of the technology of
hard copy records and is limited by the fact that, with that technology the optimal, if
not the only, effective and efficient way to arrange records is by physical proximity.
The success of filing systems in practice does not justify an assertion that they are
either the only or the best way to manage records. ICT opens new possibilities that
might prove superior; for example, managing records on the basis of where and how
often they are communicated.

The organization of records materializes relationships among records and these
relationships can reflect how they were used by the recordkeeper, but this is not
necessarily the case. One could assume that records organized in case files assemble
the most significant records used in the activity that defines the case and arrays
them in the sequence in which they were created, but this assumption is not valid
for other ways of filing records, such as in subject files or correspondence files.
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A subject does not necessarily correlate to an activity or set of related activities,
and a given correspondent may communicate about a range of subjects or activities.
Moreover, even when files are organized to correlate with activities, it is unlikely,
except in the simplest cases, that all of the records that had a significant impact
on a particular case are assembled in the case file [28]. Overemphasis on original
order can lead to the assumption that the filing of records equates with the totality of
relationships among those used in a given activity or to a mistaken assumption that it
represents a complete and unbiased expression of the relationships between records
and activities [29]. As Georgio Cencetti stressed in articulating the concept of the
archival bond, the relationships among records that result from their use in the same
activities are inherent in the records [30]. They may be reflected in the way records
are aggregated, but they are prior to and independent of the organization of records.
Even when it does reflect the archival bond, treating the aggregation of records in
files as the equivalent or even the preferred expression of the bond between records
and activities leaves us ignorant of other evidence of this bond.

Like the concept of provenance, original order has been the subject of critical
scrutiny in recent decades. Criticisms have included that the conceptualization and
implementation of original order has failed to distinguish physical collections from
logical arrangements [31]; that the assumption that there is a single, static set of
relationships among records flies in the face of their recontextualization over time,
notably in the processes of archival management [32]; that records creators may not
explicitly organize records; and that the way the concept has been articulated is ill
suited to the records of individuals [33].

The provenance and original order of records are closely related. Provenance
describes the origination of records and original order their organization. In practice,
however, use of the two concepts is essentially independent. Descriptions of the
provenance of records focus on their creators, rather than the records themselves;
moreover, they are commonly articulated at the level of the entire archival fonds.
Application of the principle of provenance to actual collections of records is guided
by and expressed in the “principle of provenance,” which dictates that fonds be
kept separate, but this principle fails to impose or even indicate any practice that
would elucidate the provenance of individual records or record aggregates below
the level of fonds. Respect for the original order of records impacts the management
of records preserved in archives and is a cornerstone for the development of finding
aids for those records, but both archival functions are accomplished in the main with
little more than a bow in the direction of provenance.

3 Out of the Morass

Any path out of the morass described in the previous section needs to incorporate
valuable observations that have surfaced in criticisms of the traditional approaches
to provenance and original order while concentrating on articulating concepts in
a manner that can be readily translated into practice. An obvious way to do this
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would be to disentangle the multifaceted and not necessarily compatible insights that
have been advanced in recent criticisms, reformulating the conceptual foundations
of records management and archives to achieve clearer differentiation and easier
implementation. The challenges posed by explosive growth and increasing diver-
sification of digitally encoded records make it highly desirable that reformulation
express the requirements for managing records in a manner that enables automated
implementation, verification, and measurement.

The open-ended growth in both quantity and variety of born-digital records
presents both substantial challenges and unprecedented opportunities for the man-
agement and preservation of records. Besides the quantitative challenge, novel
intrinsic properties of digital records, including genres that do not and even cannot
exist outside of the digital realm, and different ways of expressing and preserving
their relationships compel rethinking traditional concepts and re-examining estab-
lished methods. Digital records offer an important opportunity to enrich the concept
and expand the use of provenance below the level of the archival fonds. While
this would be impractical with hard copy records, provenance of individual and
aggregate digital records can be captured from metadata generated automatically
when digital records are created, revised and used; for example, using transmission
data for email and audit trails on system use. Furthermore, ICT provides tools that
could be used to capture automatically additional data related to provenance.

This reformulation in practice could be complemented at the theoretical level
by adopting and adapting concepts, methods and tools from other disciplines.
Propitious opportunities for enriching the theoretical constructs applied in managing
records come from systemic functional linguistics, which focuses on language “that
is doing some job in some context” [34]. This emphasis on the function of language
and the concomitant recognition that function cannot be understood apart from
context parallels the view of records as instruments and by-products of the conduct
of affairs. More specifically, systemic functional linguistics offers a systematic
approach to capturing and organizing different aspects of the provenance of records
through the adoption of its differentiation of context into field, tenor and mode of
discourse. Field of discourse refers to the action or interaction in which language
is employed. Tenor of discourse refers to the parties who participate in the activity,
their roles, relationships and relative status. Mode of discourse refers to the role
both spoken and written language plays in each context, and addresses how it is
expressed, how it is organized, and what it achieves. Activities, participants, and
the modes and functions of expression are all crucial in understanding records.
Adopting the specific constructs of field, tenor and mode of discourse as they
have been articulated in systemic functional linguistics offers the opportunity for
describing facets of the provenance of records in a clear and empirically verifiable
manner.

Another discipline that can enhance the treatment of archival provenance is the
branch of mathematics called graph theory. Graph theory offers suitable, quantita-
tive methods of analysis and opens possibilities for the use of automated analytical
and visualization techniques that are well suited to the objectives of records
management. Graph theory can be applied to capture, but still distinguish, different
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aspects of provenance. In graph theory, a graph consists of a set of nodes connected
by arcs, where the nodes represent things and the arcs relationships between nodes.
Graphs are differentiated according to the types of things represented as nodes
and the types of relationships between the nodes. The different aspects of context
distinguished in systemic functional linguistics can be used to define corresponding
archival graphs. In a graph of the field of discourse, the nodes could be either
different activities or the various steps or stages of a single process and the arcs
the transitions from one activity or step to another. The tenor of discourse could
be graphed by identifying each person or organization involved in an activity as a
node. Different graphs would result from selecting different types of relationships
between parties; for example, one graph might depict interactions between parties
as arcs, while another might indicate the relative status of individuals within
an organization. Graphs of the mode of discourse would encompass records as
nodes. The organization of records in a record-keeping system would depict the
classification and placement of records aggregations as arcs. Another graph of
mode could display derivation relationships among records revealing connections
that would not surface in a graph or the arrangement of records. For example,
many records are articulated in accordance with directives, but regulations, policy
statements and other directives are usually not filed with the records representing the
instances in which such directives and other policy documents are applied. Graph
theory opens possibilities for extensive and precise description of relationships
among activities, parties, and records through the superimposition of graphs of each
of them [35]. System and human generated data could also be used to construct
heterogeneous graphs showing the involvement of persons and organizations in
activities and their participation in the generation and use of records.

Graphs of the different facets of the context of records creation, keeping and use
would also benefit researchers who use records. Contextual graphs could help them
to discover related records. Moreover, they could expand or extend such graphs
by adding nodes and/or arcs that are of particular interest in their research, even
extending the graphs to include outside parties that interact with the persons or
organizations that create or keep records, such as correspondents, customers, and
authorities.

To conclude, this chapter has reviewed the conceptualization of archival prove-
nance and the related concepts of archival fonds and original order and the ways
these concepts have guided practice. In doing so, it has identified problems entailed
by the qualitative and imprecise conceptual approach traditionally applied to the
issues involved in the management, use, and preservation of records, and suggested
a multidisciplinary strategy to reformulate basic concepts, positing the possibility of
applying systemic functional linguistics and graph theory as possibilities for finding
a way out of the existing conceptual morass.
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Provenance in Digital Libraries:
Source, Context, Value and Trust

Lucie C. Burgess

Abstract Provenance is used in digital libraries to denote authorship, origination or
creation, information integrity, rights to re-use and exploit digital content, discovery
and linking of data, security, accountability and in the context of digital preservation.
The concept is applied in an inter-disciplinary sense in the Bodleian Digital Library,
alongside the use of W3C standard PROV, as a useful data modelling framework
for the Oxford University Research Archive. The application of provenance in the
metadata of digital libraries is discussed in terms of entities, agents, activities,
locations, concepts and annotations. We consider research challenges associated
with provenance in digital libraries, including potential extensions to PROV, crowd-
sourcing, applications to new forms of data and determinations of trust.

Keywords Data model • Digital archives • Digital humanities • Digital
libraries • Digital preservation • Linked data • Ontology • Provenance • Trust

1 Overview of Interest and Application of the Concept
of Provenance

At the Bodleian Libraries, University of Oxford, we are interested in the concept
of provenance as practitioners working in the digital library field. The Bodleian
was founded in 1602 by Sir Thomas Bodley and is one of the largest academic
libraries in the world, serving 11,000 academics, 22,000 students and in total around
70,000 registered readers. It manages over 12 million bibliographic records, more
than 2 million high resolution images of the Bodleian’s most valuable collections,
over 450,000 digitized books, 30,000 highly structured texts, a growing collection
of research datasets, and numerous websites and applications curated in a virtual
infrastructure that approaches petabyte scale. Our work in the digital library field
tends to enable and facilitate research projects on issues of mutual interest led by
academic departments, both within and beyond Oxford, which we hope in many
cases can transition from being projects to live services embedded in the Library.
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Provenance has a wide definition in library applications, relating to notions
of ownership (for example, the provenance of a manuscript within a collection),
authorship (for example, the provenance of a book or article), origination or creation
(for example, the provenance of scientific data arising from experiments) and many
other types of contextual information. Provenance is a well understood area in
art and digital libraries, where lineage, pedigree and source play a major role in
understanding how things have been derived, and in determining a collection’s
authenticity and value [1].

“Provenance, also known as lineage, describes how an object came to be in
its present state, and thus, it describes the evolution of the object over time”
[1]. In the context of e-science, where provenance is an important concept in the
reproducibility of research, the concept is often sub-defined in the literature into
‘data provenance’ (the origin and context of data and transformations through which
they are derived) and ‘workflow provenance’ (the record of the entire history of the
derivation of the final output of the workflow, including recording the hardware,
software and instruments used in an experiment).

Provision of the provenance of information resources on the Web can be used
as a basis for the assessment of information quality, improving the contextual
information behind generation, transformation and integration of information on the
Web [2]. There has been a huge growth in the use of linked data in recent years. In
the world of linked data, provenance information such as authorship or ownership
provides context which can be used to link resources to other resources on the web,
using semantic technologies such as RDF (the Resource Description Framework)
and ontologies which specifically describe provenance information such as the
provenance ontology, a W3C standard: the Dublin Core bibliographic ontology; the
FOAF ontology and others [3]. Therefore provenance and other contextual metadata
can be used to play an important role in discovery, search and retrieval. Provenance
also can denote notions of trust through association (for example, “I found this
archival document in the Bodleian Library therefore I trust it to be an authentic
source1”; “I downloaded this dataset from data.gov.uk, and I trust the website,
therefore I trust the data”).

At the Bodleian Libraries, the notion of provenance is an essential part of our
ongoing efforts to construct a rich and informative contextual framework for the
digital objects in our collections and their exposure to users and digital services on
the Web. According to the Bodleian’s Head of Research and Development, Neil
Jefferies, “We consider a digital object to be a composite entity comprising data
and metadata, which derives much of its intellectual meaning from its provenance”.
Provenance, and other contextual information for digital objects, is increasingly
important in open research environments, wherein organizations create and publish

1There are some well-known forgeries in the special collections of academic libraries but if an
item is known not to be authentic this tends to be noted in a catalogue record, where available.
However, most archives contain large uncatalogued collections and a researcher should always ask
themselves searching questions around the provenance and authenticity of sources in the course of
their research.
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sets of open research outputs on the Web that are used, re-used and transformed by
others.

2 The Relevance of the Concept of Provenance to Digital
Libraries

In this section, we give an overview of the relevance of the concept of provenance
to digital libraries generally, with some examples specific to the Bodleian Libraries.
In the realm of libraries, provenance is relevant to information integrity, rights to
share, re-use and exploit digital content, discovery and linking of data, security and
accountability and digital preservation.

The Bodleian’s domain of operations covers collecting the breadth of digital
research outputs of the University (journal articles, book chapters, PhD theses,
conference proceedings and, increasingly, datasets underpinning publications) as
well as the products of in-house digitization of library materials and born-digital
archival deposits. With such a broad overview it becomes evident that there is
pervasive need to capture, preserve and disseminate provenance.

The Bodleian Libraries has developed and maintains ORA, the Oxford University
Research Archive [4], which aims to ensure that the research outputs of the
University of Oxford are accessible for the long-term. Contextual and provenance
information in ORA enables digital objects to be searched and retrieved more
effectively, and plays a role in denoting the reliability, trust, credit, and rights to
benefit from exploitation of the research outputs [5].

The fact that a large amount of data on the web is derived by replication,
query processing, modification or merging raises concerns of information quality
[6]. When moving to a linked data representation of information, we discover that
most library metadata consists of unqualified assertions (such as catalogue entries
recorded by curators or researchers) and, taken as a corpus, usually of variable
quality and therefore of limited utility. Addition of the provenance (of assertions)
to the ongoing creation of contextual metadata allows the introduction of notions of
evidence and authority that potentially greatly enhances the value, utility and quality
of the metadata—and thereby its trustworthiness. This has an additional effect in
that it allows and encourages scholars to correct and enhance metadata (subject to
requisite permissions) since the provenance information allows the annotations or
assertions to be citable/attributable to a scholarly source.

Provenance of annotations and assertions is particularly important in crowd-
sourced projects. For example, in the crowd context we interpret provenance
as maintaining a record of the linked-data generated/maintained by the crowd
and the process(es) involved [7]. The Bodleian Libraries has participated in
crowdsourcing initiatives, such as “What’s the Score” [8] through which users
can transcribe the text of nineteenth century parlour music. We see potential in
such initiatives for describing, annotating and interpreting our special collections,
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for which cataloguing using specialist curatorial expertise would be prohibitively
expensive across the entire collection. In July 2015 we launched Digital.Bodleian
(http://digital.bodleian.ox.ac.uk) in which users can tag and annotate images for
public view.

The concept of provenance is also highly relevant in the field of digital preserva-
tion. In practice, it is generally assumed by users that file storage systems preserve
digital bitstreams (binary files) accurately. That may not be the case, however,
since bitstreams are known to degrade over time. Maintaining the authenticity
(trustworthiness) and provenance (in this context, the history of creation, ownership,
accesses and changes) of the preserved objects for the long term is of great impor-
tance, since users must be confident that the objects in the changed environment
are authentic. To validate authenticity of a preserved data object, provenance is
needed, i.e., the documented history of creation, ownership, accesses, and changes
that have occurred over time for a given data object. Also a means is needed to
guarantee that the data is whole and uncorrupted (its integrity has been maintained)
[9]. In library terms, the digital preservation metadata standard PREMIS [10] is
increasingly evolving towards a provenance model.

In the humanities, a large amount of scholarly effort goes into reconstructing the
context and thus provenance of the artefacts that survive from the past. Projects led
by researchers at the University of Oxford in which the Bodleian digital library has
played, or is playing, an important role in development include:

• Cultures of Knowledge, Networking the Republic of Letters, 1550–1750 [11].
This project is using digital methods to reassemble the correspondence networks
of the early modern period in Europe. It is starting to use provenance frameworks
to capture biographical and prosopographical information as the agent and
activity-focused approach is an excellent fit.

• Medieval Libraries of Great Britain [12]. This project aims to bring together data
on medieval books with the libraries that held them.

• 15th Century Book Trade [13]. This project aims to reconstruct the provenance
of 450,000 copies of early incunabula (books printed between 1450 and 1500) to
address fundamental research questions relating to the introduction of printing in
the West.

A research question relating to these projects is whether use of the W3C standard
provenance data model and ontology PROV would provide a more structured and
improved framework to the data structures underpinning these digital projects, all
of which rely on incomplete, fragmented and in many cases lost records from the
past. Many cultural heritage projects use the CIDOC-CRM standard ontology [14]
as a basis for linked data models, which bears some resemblance to PROV.

Finally, as has been mentioned above, in the scientific disciplines, there is
growing recognition that journal articles are insufficient when it comes to enabling
the reproducibility of research, one of the cornerstones of the scientific method.
This awareness led initially to the requirement for mechanisms to enable data
publication, dissemination and discovery and, subsequently, the realization that data
was of limited utility without methodological “metadata” alongside, couched in

http://digital.bodleian.ox.ac.uk/
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terms that are very similar to historical provenance. Examples of research projects
focused on reproducibility in which provenance plays a key role are offered by
ResearchObject.org [15] and myExperiment [16].

3 Conceptualizations and Enactments of Provenance
in the Bodleian Digital Library

Provenance is defined at several levels in the Bodleian digital library. We capture and
represent a broad range of digital objects which themselves represent the contextual
framework for the conventional physical objects (if a physical manifestation exists).
These entities are a generalization of those seen in such diverse frameworks as TEI
(Text Encoding Initiative) [17], CIDOC-CRM [14] and schema.org [18]. We use the
terms ‘entity’, ‘agents’ and ‘activities’ in broadly the same sense as in PROV.

• Provenance of physical artefacts—refers to activities and agents that describe,
create or modify an artefact (entity) or its context. The provenance of a physical
artefact is represented through digital metadata.

• Provenance of digital artefacts—activities and agents that create or modify an
artefact (entity), its context or metadata. For a digital surrogate—the provenance
of the physical item and the surrogate will begin to diverge at the moment of
digitization or digitalization (such as transcription). A similar effect happens
when a copy of a born-digital artefact is archived. Expressing these multiple
histories is an ongoing challenge. For example, the point at which Alan Bennett’s
diaries were transcribed by his secretary into a digital form (both the paper
versions and digital versions are held by the Bodleian Libraries) allowed the
potential for errors to be introduced, or notes to be (mis)interpreted; the digital
artefact is no longer the same as the physical.

• Provenance of assertions—allows the capture and expression of uncertainty,
evidence and differences of opinion in a knowledge model—an essential char-
acteristic of scholarly discourse that has been hitherto rather poorly served by
most commonly available mechanisms. The RDF (linked data) representation
of knowledge tends to assume binary logic for assertions, i.e. one-to-one
causal relations. The notion of provenance provides a mechanism based on
events/activities that allows these two approaches to be made compatible.

• They can be classified in terms of:

– Entities—such as collections, works and instances—framing the more tradi-
tional library objects such as books and archival documents, but also newer
ones such as datasets or annotations

– Agents—People, organizations and workflows (software, instruments, etc.)
that can create or change digital objects

– Activities/Events—the key provenance objects that embody the essential
creation/modification/deletion of objects
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– Locations—precise coordinates and geopolitical entities the define geograph-
ical scope for assertions

– Concepts—Classifications, vocabularies and ontologies that categorize and
structure other objects

– Annotations—additional assertions about relationships/properties of objects
but also textual descriptions of provenance that have been inherited from
various sources.

The RDF/linked-data model provides us with a good generic mechanism for
expressing this information which also, crucially, defines the method by which
the mechanism can be extended to accommodate new information through OWL
ontologies and RDF schema.

There are two specific examples of the relevance of provenance in the context
of the Bodleian Digital Library that I would like to consider. The first of these is
integration of the PROV ontology into the data model that underpins ORA. The
storage of research outputs in an open repository such as ORA requires that the
research materials be described with contextual information such as authorship
and publication. This drives faceted search and retrieval and is also important for
applications such as digital preservation, citation and reproducibility of research
(e.g., of research datasets) [5].

The data model has been devised within the broader context of a data modelling
initiative called CAMELOT [19] that has as its aim the integration of data across
multiple digital resources owned or managed by the Bodleian Digital Library. This
integration, in turn, has been designed to allow cross-search and retrieval across
multiple, seemingly un-related, silos of data, important in the context of multi-
and inter-disciplinary research. The ORA data model is a representation of various
scholarly outputs (theses, journal articles and so on) and includes a representation of
the contexts with which the scholarly outputs are associated, and by which they can
be comprehensively described and understood. Through this data model, scholarly
output is associated with provenance information such as people, organizations, time
and location. PROV was used in the ORA data model due to its simple activity
representation that could be used repeatedly to describe any type of activity, and
therefore any type of context that was needed to describe a scholarly output [5].
It should be noted that although CAMELOT has been adopted for ORA, it has
not been widely implemented to date in other Bodleian Digital Library services.
A consideration in adopting any bespoke data model is the benefit and functionality
this brings compared with the sustainability challenges of keeping the model up-to-
date with the evolution of technology.

The second example is the Digital Safe digital archiving project, with which the
Bodleian Digital Library team has been involved over the last two years. This project
aimed to consider the user requirements, service model, technical specification,
costs, business model and legal/compliance issues around a digital archiving and
records management service for the collegiate university. Stakeholders included
central administrators in Oxford University Administrative Services, the National
Perinatal Epidemiology Unit (NPEU), Oxford University Archives, curators from
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the Bodleian’s special collections with expertise in digital personal and orga-
nizational archives and archivists from a number of Colleges. The provenance
requirements of Digital Safe were considered by users to be paramount because
of the highly sensitive nature of the data, such as patient records or closed digital
archives containing personal data or legally privileged information. In this context
the concept of provenance relates to that of security and accountability as well as
trust. For example, in addition to being sure that the data came from the source
attributed, stakeholders wanted to make sure that it was secure, had not been
accessed by unauthorized users or been tampered with in any way. While not yet
using PROV, the notion of provenance is a core concept and driver in the design of
the service.

4 Key Challenges in Establishing Provenance in the Bodleian
Digital Library

Provenance information is readily available in a large number of cases but almost
always not in a form immediately amenable to representation in PROV (for example,
in the case of uncertain or incomplete time information).

In practice, because of the broad nature of the Bodleian Libraries collections,
which contain vast quantities of analogue, digitized and born-digital material,
provenance information is still drawn from a wide variety of sources. Example
sources would include online web forms, spreadsheets, TEI [17] for manuscript and
EAD [20] for archival encoded text records, data feeds from repositories (OAI-PMH
[13] and other RESTful protocols) and databases via machine-to-machine APIs.

Where structured data exists, then a mapping can be constructed between the data
and the ontology. With growing diversity of formats and the evolution of standards,
such mappings require a significant maintenance overhead, because they have to be
continually revisited and must evolve to keep pace with change. For example the
metadata describing digital artefacts in ORA has been mapped to the Dublin Core
ontology, which can be more easily exchanged via the OAI-PMH data exchange
protocol used widely in institutional repositories.

There is a tendency for library metadata standards to become over-prescriptive—
sacrificing fidelity of data to adherence to a data model. A key feature of linked-data
RDF is that it permits extensible and flexible knowledge models. There is a careful
balancing act required between these two approaches so that we have the necessary
standardization to ensure interoperability between systems while providing the
flexibility to express and capture the assertions that scholars wish to make.

Much historical provenance information is in prose form or hand/type-written
manuscripts that require digitization and/or keying. In the short term, these can
be accommodated as annotations (e.g., in cataloguing or discovery systems) in
order to establish trust and identity. Prose form can provide limited utility in
terms of discovery or analytics, however. Translating provenance information from



88 L.C. Burgess

human-readable formats to machine-readable formats can improve searchability
and underpin analytics, although it is our experience at the Bodleian Libraries
that digitization, data extraction and data mapping can be time-consuming and
expensive.

Unfortunately, capturing machine-readable provenance information in digital
libraries from analogue content (archival and manuscript material, incunabula,
analogue audio-visual collections, many newspaper collections) is often extremely
difficult in practice. Most ‘special collections’ in libraries do not lend themselves
to automated metadata extraction, mainly because optical character recognition
techniques used to produce machine-readable data from the image outputs of
digitization do not produce reliable results from handwritten and early printed
materials and because the semantic properties of written languages change con-
siderably over time. Even if machine-readable data could be captured reliably
from digitized images, this would not necessarily reveal details of authorship,
origination, creation or other properties of provenance discussed in this chapter
because such information may not be recorded in the material or in the descriptive
metadata associated with it. Capturing the provenance of special collections often
requires painstaking research, deduction, inference and the specialist expertise of
researchers and curators. However, such provenance metadata may then be stored in
another human-readable but non-machine readable format, again requiring time-
consuming and expensive digitization, or in databases that lack interoperability
using proprietary data formats or that are not easily discoverable by search engines.
For example, the Bodleian Libraries’ unique and diverse special collections extend
to 25 km of shelf space of which it is estimated that less than 2 % has been
digitized and approximately 10 % has machine-readable descriptions that might
contain provenance information. Similar problems exist in the analogue collections
of libraries, museums, archives and art galleries all over the world.

There are promising efforts to capture structured machine-readable provenance
metadata for artworks in the Art Tracks project led by the Carnegie Museum of
Art [21]. In this project, researchers are attempting to structure provenance data
using a re-codification of the American Alliance of Museums cataloguing standard,
so that curators, scholars and software developers can create visualizations that
answer questions that otherwise would be difficult or impossible to answer without
digital techniques. It may be possible for the tools developed by this project to
be extended to archival and manuscript material, for which similar problems in
capturing structured provenance metadata are experienced.

The case for capturing provenance information on a large, automated scale
becomes more compelling for born-digital objects from which structured prove-
nance metadata can be more readily extracted, particularly for research outputs
(journal articles, conference proceedings, digital books, and e-theses), research data
and research software. Discipline-based research communities (e.g. BioSharing.org
[22] in computational biology) and organizations such as the Research Data Alliance
and the Digital Curation Centre publish models and standards which encourage
the capture, management and preservation of provenance information in order to
facilitate re-use and reproducibility of scientific endeavor. It is for this reason that
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we have focused our efforts on capturing provenance information where we believe
it can offer the greatest potential and the best value for money from library budgets.

5 Research Challenges Associated with Provenance

Recognition of the importance of provenance is by no means universal although
it is growing [23]. Frequently, in the context of digital libraries, provenance is
couched in terms of history or ownership rather than wider definitions of provenance
relating to data or methodology. There is very little discussion in the literature
of the application of provenance concepts to the metadata for traditional archives
(i.e., who prepared the archival description and what sources they used in doing
so). It would be interesting to compare the use of provenance concepts in linked
data vocabularies and ontologies to PROV and to think about whether PROV needs
extension to respond to different use cases or advances in technology. It would
be useful to understand how PROV could be extended to cope with scenarios
frequently associated with archival and museum objectives, such as incomplete,
fragmentary and missing information which, perhaps through use of broader
provenance concepts, could lead to new inferences and discoveries around the
context and lineage of traditional library objects.

While PROV has been implemented in many scientific data contexts, to our
knowledge it seems not to have been adopted widely in semantic models in the
archives and records community. In digital libraries and inter-disciplinary research
contexts there is a need for a generic framework that can encompass multiple
content types and information resources to allow researchers to create cohesive
and manageable personal collections in the course of their research. Recently
there has been some discussion of provenance concepts typically applied in an e-
science context to digital libraries containing a wide diversity of metadata (see
for example [24, 25]). It would be interesting to explore these broader notions of
provenance further and consider their potential uses and implementations in the
digital library context. In such inter-disciplinary contexts it would also be useful to
have a conceptual definition of provenance that spans all of the different disciplines
and frameworks, as PROV aims to do from a semantic web perspective. It may
also be useful to employ a broader definition of provenance that incorporates the
physical/digital transition.

In library terms the integration of provenance information can represent a
significant change in cataloguing behavior or metadata capture, requiring a more
quantitative and scholarly approach but also admitting the possibility that others
(particularly scholars in the field, or the public, or disparate data sources via the
linked open data cloud) may contribute in whole or in part to records. There is
some research being conducted into the utility of provenance metadata in crowd-
sourcing applications, for example for data maintenance [7] or to denote levels
of trust in crowd-sourced annotations [26] but it would be interesting to see this
research extended to applications in use in digital libraries and archives, for example
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in crowd-sourced cataloguing projects, or in large-scale collaborative knowledge
bases such as wikidata.org [27].

As mentioned earlier, provenance of information is crucial in deciding whether
information is to be trusted. In that context, there is potential for the wide commer-
cial application of provenance in the Internet of Things. ‘Distributed ledgers’ using
blockchain technology (underlying cryptocurrencies such as Bitcoin) can provide
new ways of assuring ownership and provenance for goods and intellectual property
[28]. By way of a recent example, the UK-based start-up company Provenance.org
[29] has developed a real-time data platform that “empowers brands to take steps
toward greater transparency by tracing the origins and histories of products : : :

with our technology you can easily gather and verify stories, keep them connected
to physical things and embed them anywhere online.” The diamond industry is
beginning to implement a system called Everledger, also based on blockchain
technology, which establishes a digital “passport” for each diamond. This records
its provenance, travel, and transactions with a unique cryptographic “fingerprint”.
The need for the determination of trust will increase in importance with the growth
of ubiquitous connected devices in the Internet of Things, which itself will give rise
to new forms of data; this is an area where provenance information can play a key
role and presents a fascinating research challenge.
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Conceptual Provenance in Indexing Languages

Joseph T. Tennis

Abstract This chapter discusses conceptual provenance, the phenomenon of con-
ceptual change in indexing languages through the introduction of the author’s
previous work. Observations from looking at large classification schemes, like
ontogeny, semantic gravity, and collocative integrity, are introduced. The chapter
closes with a discussion of key challenges in the methodology and outlines future
research.

Keywords Indexing • Information retrieval • Knowledge Organization •
Ontogeny • Provenance

1 Introduction, Motivation, and Rationale

Indexing languages are tools used in the aid of information retrieval and sense-
making [1]. They comprise schemes, thesauri, ontologies, and taxonomies. Con-
temporary notable examples include the category systems of Wikipedia, Library
of Congress Subject Headings used by libraries around the world, and the Gene
Ontology used by scientists to understand genomes of the world.

These tools are constructed at given point in time, and good tools are informed
by the literature and users at that time [2, 3]. As more literature is added to the
collection represented, and as users’ needs change, so too do indexing languages.
This causes a shift in structure and semantics in the indexing language [4–9]. For
example, in the 1913 Dewey Decimal Classification (DDC), number 397 was the
single address for GYPSIES, NOMADS, AND OUTCAST RACES defined as:
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[p]eople without nationalities who do not coalesce with the ruling people among whom they
live. This includes Gypsy language, which has no place in the linguistic groups of 400, as
the Gypsy people have no place in the geographic divisions of history1 [10].

Both the language and the people (their culture, customs, contemporary socio-
political situations) are no longer at that address, and have not been since 1958.
They are handled by different numbers from a different part of the classification
scheme. This phenomenon, while rich with examples from Dewey because of its
age, is not the only indexing language that changes. The Wikipedia category system
is another example.

The Wikipedia category system is only 8 years old, but it has changed dra-
matically. Dbpedia has captured snapshots of the provenance of categories in the
Wikipedia category system. From a preliminary data analysis of their data we can
see that from 2008 to 2012 there has been nearly a 170 % increase in the number
of categories and 200 % increase in the density of interconnections between those
categories. The next step is to investigate the semantics of these changes [4].

Because change in indexing languages is a persistent phenomenon, and there
is no commonly accepted design amelioration, it constitutes an important research
area in the field of knowledge organization. We need to design for change, and we
need to understand the phenomenon to have an informed design pattern [22].

2 Definitions, Key Concepts, and Conceptualization
of Provenance

In the field of knowledge organization we talk about scheme change, instantiation,
and ontogeny. We do not talk about provenance, though I am arguing here that these
are all related concepts. If provenance is defined as the chronology of custody and
context (in the physical world often signaled by physical location) of some material,
then we can see how revisions of indexing languages could change the context of
a concept. With the change in context, the concept may change its meaning, and it
is the meaning of the concept, in relation to other concepts and the documents they
index that we care about in knowledge organization.

When we trace the history of a concept through revisions of indexing languages,
we are studying the concept’s ontogeny [2]. Ontogeny is a term borrowed from
biology. In biology it describes the maturation of an individual of a species. In the
case of humans we start out with gill-like anatomy and something that resembles
a tail. We lose these as we mature. That is part of our ontogeny. With the example
above, GYPSIES, we can see that it too has changed from the earliest versions of the
DDC up to today.

1397 is between 396 WOMEN’S TREATMENT AND POSITION and 398 FOLKLORE, PROVERBS

(s.l.).
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We observe ontogeny by looking at scheme change. Observing change in print-
based indexing languages is transparent. In that context we can compare one print
edition, say the first edition of the DDC with the second, and so on. In the online
environment we have a challenge with tracking changes insofar as those changes
may or may not be related to a particular version of an indexing language. This is
because instead of issuing particular editions, as we did in the print-only world, we
can now change the state of an indexing language by changing a single term and not
cast the indexing language as embodied in a new edition [3]. Both states and editions
are versions of the indexing language, and we know the provenance or ontogeny of
a concept through these two kinds of changes.

Finally, we can only identify a concept by its instantiation. That is, we can only
attempt to identify the persistence or discontinuity of a concept through observations
we make of the indexing language, and specifically its terms. So we know a
concept’s ontogeny through its instantiation in a particular version of an indexing
language—and the relationship of that version to previous versions (if it is the latest
version).

To date our work has offered a range of observations that can be used to begin to
design ameliorations to the problems identified with scheme change. We have also
begun to observe how information professionals have reacted to scheme change,
and surfaced some methodological issues that must be addressed by researchers
interested in conceptual provenance [11, 12].

First, we can see there are three general types of scheme change. Structural
change is the movement of concepts from one location in the scheme to another.
Word-use change does not move a concept, but adds, replaces, or takes away words
that instantiate the concept. Textual change is the change in relationship between
terms in the indexing language, and the extension of the texts represented by that
term. For example, the texts classified under CIVIL ENGINEERING might be very
different now compared to those in 1930.

These kinds of changes over time also affect the ability of the scheme to bring
together texts that were published during the whole life of the scheme [13]. That
is, it affects the integrity of the scheme’s design requirements to collocate items
discussing the same concept. By observing subject ontogeny we can begin to
measure the integrity of a scheme [14, 15]. With these measurements we can begin
to ask what is the threshold of deviation that we consider tolerable given scheme
change [23].

With regard to how information professionals react to changes in schemes, we
have observed that some decide to eschew the new or revised scheme in lieu of
what term they currently have representing texts in their collection. In some cases
we have observed catalogers keeping books on Anatomy in an outdated class. The
rationale might be that similar books are already there and there is no option for
reclassing, so to help the library user, they deviate from the scheme. We have called
this semantic gravity in relation to the power of the old term (or class) [14].

Finally, there are some methodological questions the researcher must ask herself
as she engages in the study of conceptual provenance. The most striking has to do
with time and how we know the object to study i.e., the concept. Our philosophical
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stance and theoretical lens as researchers must be taken into account when we make
a claim about the persistence of concepts through time, as well as how we slice time
for the purpose of analysis. Do we only consider multiple editions or states or do
we consider different implementations of the same scheme [16, 17].

3 Methods of Capturing and Representing Provenance

While there might be many methods of ontogenic analysis, I analyze indexing
languages, the decisions made by indexers in relation to those indexing languages,
and any and all contextual data that support a reading of those concepts in context
(see, for example, [3, 18–20]). I have created charts that map concept relationships
over time, and also where indexers agree or disagree with the indexing language
(see Appendix). Because we do not often re-index collections, it is relatively easy to
capture the indexer response, but it is not unambiguous. So there are methodological
concerns related to the faithful identification of instances of concepts in particular
versions of indexing languages, and across versions. This means we can capture
some sense of the ontogeny (provenance), but it is always provisional and requires
contextualization and an argument justifying the choice of interpretation [21].

4 Key Challenges in Establishing Provenance

As alluded to above, one key challenge is interpreting persistence or discontinuity in
a concept over time. Is an ontogeny real or does it matter? These are key questions
that have to be sorted out in relation to the purpose(s) of indexing languages, and the
value added by indexing. Further, the date of indexing is a methodological concern,
since it is not explicitly stated, but inferred from other data. While recently more data
is being provided about date of indexing, this is not the case with older activities. So
this too is a challenge for establishing the indexer reaction in relation to the concept
ontology.

5 Future Research Challenges

As we expand our sample of indexing languages we will need to frame the problem
and define types of indexing languages in relation to versions, instantiation, and
ontogeny. Further there are different ways of conceptualizing time in relation to the
concept ontogeny and the question, central to this workshop, provenance. Where
did the concept come from? Has it changed? Can we track that change? What does
it matter to the functioning of this particular (kind of) indexing language? What we
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need is more data, more wooly examples, and a greater range of arguments for or
against this conceptualization of provenance.

6 Concluding Remarks

While it may be seen as a rarified endeavor to study the scheme change and subject
ontogeny, i.e., conceptual provenance, it is of utility to the design of information
systems as well as the forensic analysis of the semantics of large-scale long-lived
systems. With knowledge of changes, we can build supports for our systems so that
when they do change, they neither veer from their design requirements nor confuse
users. Likewise, the investigation into conceptual provenance allows the researcher
to see how decisions have affected the scheme. We learn about the semantic life of
the scheme and in that context better understand the systems that we rely on to do
our work.
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Computer Science Perspectives



A Brief Tour Through Provenance in Scientific
Workflows and Databases

Bertram Ludäscher

Abstract Within computer science, the term provenance has multiple meanings,
due to different motivations, perspectives, and assumptions prevalent in the respec-
tive communities. This chapter provides a high-level “sightseeing tour” of some of
those different notions and uses of provenance in scientific workflows and databases.

Keywords Lineage • Prospective provenance • Provenance games • Provenance
polynomials • Retrospective provenance • Why-not provenance

1 Introduction: Provenance in Art, Science, Computation

The Oxford English Dictionary (OED) defines provenance as “the place of origin
or earliest known history of something; the beginning of something’s existence;
something’s origin.” Another meaning listed in the OED is “a record of ownership
of a work of art or an antique, used as a guide to authenticity or quality.”

In the fine arts, the importance of this notion of provenance can often be
measured with hard cash. For example, one of Picasso’s Les Femmes d’Alger sold
for nearly $180 million in May 2015 at Christie’s in New York; a new record
for a painting at an auction. In contrast, La Bella Principessa sold for less than
$20,000 in 2007, despite the fact that some attribute it to the great Leonardo da Vinci
(Fig. 1a). However, there is no documented chain of custody prior to the twentieth
century, so the drawing’s incomplete provenance record is insufficient to establish
its authenticity. It is now up to “provenance sleuths” to try and determine whether
or not the drawing was really created by da Vinci—in which case it could rival the
value of Les Femmes d’Alger.

Scientists often have to be expert provenance sleuths themselves. As part of
conducting their science they may, e.g., analyse the stratigraphy of the Grand
Canyon in order to reveal the geologic history of the planet (Fig. 1b), or study
the fossil record preserved in rock layers or the molecular record inscribed in the
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Fig. 1 Provenance in the Arts and Sciences: (a) La Bella Principessa, portrait by Leonardo da
Vinci. Or is it? It could be worth well over $100 million dollars, if enough provenance were
available to verify its authenticity. (b) Grand Canyon’s rock layers are a record of the early
geologic history of North America. The ancestral puebloan granaries at Nankoweap Creek tell
archaeologists about the much more recent human history. (By Drenaline, licensed under CC BY-
SA 3.0)

DNA of species to reconstruct phylogenies and assemble the tree of life. Empirical
evidence plays a crucial role in the scientific method and is a form of provenance
that is everywhere around us, from the cosmic microwave background left behind by
the Big Bang, to the recurrent laryngeal nerve we share with all tetrapods [1]—clear
evidence of our common lineage with all life [2].

1.1 Transparency and Reproducibility in Science

It is long standing practice to cite your sources in scientific publications. However,
as science has become increasingly computational and data-driven [3], and
more interdisciplinary and collaborative, new requirements and opportunities
have emerged for research articles. The U.S. Global Change Research Program
(USGCRP) has developed the Global Change Information System (GCIS) [4]
that links global change information across many federal agencies. An important
product of USGCRP is the National Climate Assessment (NCA) report [5] which
summarizes impacts of climate change on the U.S., now and in the future. To
facilitate transparency and usability of the NCA, ambitious transparency goals have
been set, ranging from basic source traceability (references to papers) to the use of
data citations and metadata, all the way to traceable processes and software tools,
with the ultimate goal to support full reproducibility of all NCA content [6].

Data provenance, the lineage and processing history of data, is of critical
importance for transparency, to assess data quality [7], and for computational
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Fig. 2 “Hockey stick” graph from [5] (adapted in turn from [8]) showing temperature changes of
the Northern Hemisphere from observations (red) and proxies (black) relative to the 1961–1990
average temperature (gray 0 ıF line) (Color figure online)

reproducibility. Consider, e.g., the famous “hockey stick” graph in Fig. 2, showing
temperature changes over the last 1700 years. Similar to La Bella Principessa, the
value of such a chart may depend on its provenance, in particular, on the quality of
the data that went into it, and the soundness of the computational method used to
create the final result. As scientists provide detailed provenance information, e.g.,
what proxy records where used to reconstruct past temperature data and how those
proxies where processed to derive a temperature, other scientists can evaluate and
assess the results and the validity of the findings.

In a recent article, Hill et al. [9] make a strong case for data provenance for
science. They cite a study by Eisenman et al. [10] that argues that the Antarctic
sea ice extent was probably not growing nearly as fast as thought, and that “much
of this [ice] expansion may be a spurious artifact of an error in the processing
of the satellite observations.” Hill et al. also report that ESIP1 seeks to accelerate
the implementation of new approaches to track all details necessary to demonstrate
data validity and to ensure scientific reproducibility using a Provenance and Context
Content Standard (PCCS) [9].

The third NCA report provides some of the much needed provenance and context
information through the related GCIS system. Figure 3 depicts a screenshot showing
rainfall vs temperature data. Metadata provided for the scatter plot in the upper right
of the figure includes its spatial extent (lower right) and its temporal extent (the
years from 1895 to 2012). Last not least, provenance links to the original dataset

1The Federation of Earth Science Information Partners.
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Fig. 3 Screenshot from data.globalchange.gov, showing a rainfall vs temperature scatter plot for
Texas between 1895 and 2012 (upper right); provenance metadata (center) with links to the source
data (highlighted oval) and software (highlighted rectangle) used to create the plot [11]

and software are highlighted in this HTML metadata view as well. By pushing one
of the buttons at the bottom of the screen, this metadata can also be exposed in
one of several other machine-readable formats, including JSON, YAML, Turtle,
and RDF. While this rich metadata and provenance information is clearly useful
and required for transparency, the compilation of this information for the report
and the GCIS system required an extraordinary 3-year effort by a team of more
than 300 experts [5]. As more and more workflow tools and scripting environments
become “provenance-enabled”, the capture, sharing, and querying of provenance
information in support of reproducible science should become easier as well.

2 Provenance in Scientific Workflows

A scientific workflow is a description of a process for accomplishing a scientific
objective, usually expressed in terms of tasks and their dependencies [12]. Such
workflows aim to support computational science and accelerate scientific discov-
ery in various ways, e.g., by providing process Automation, Scalable execution,
Abstraction, and Provenance support (ASAP for short) [13]. The latter, i.e., the
automated tracking of provenance is often considered one of the key advantages of
using a workflow system for process automation [14, 15].

Common processing examples include data formatting, subsetting, cleaning, and
analysis. Compute-intensive workflows often result from computational science

https://data.globalchange.gov/
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simulations, e.g., running climate and ocean models, or other simulations from
particle-physics, chemistry, biology, to ecology, astronomy, and cosmology [16].
Scientific workflows can be simple, linear chains of tasks, but more complex
dataflow graphs are also common [17].

2.1 Workflows as Prospective Provenance

Figure 4 depicts an example scientific workflow for the semi-automatic curation of
specimen collections data [18], implemented using the Kepler scientific workflow
system [19]. In Kepler, computational steps execute independently from one another
and are implemented by so-called (software) actors (green boxes in Fig. 4). These
actors are connected via dataflow channels that are typically implemented using
FIFO (first-in first-out) buffers, i.e., in such workflows data elements can be
executed in pipeline-parallel mode, similar to the way a UNIX pipeline executes.
The workflow in Fig. 4 reads as input a CSV file containing specimen records
from a natural history collection. Such biodiversity datasets may require time-
consuming, manual data curation steps. Using workflow tools, a number of data
quality control measures and repair suggestions can be processed more efficiently.
The curation workflow in Fig. 4 checks various fields of the data records as they
are streamed through the process pipeline, e.g., the plausibility of geolocation
information (where a specimen was collected), the scientific name of the specimen,
and the flowering time (for plants an additional check on the collection date). Further
downstream, human actors are involved in checking the records flagged by upstream
computational steps [18]. The final steps of the workflow display record locations on

Fig. 4 Kepler data curation workflow for specimen data [18]. The workflow graph itself represents
prospective provenance. The trace graph (retrospective provenance) depicted in the lower right can
be viewed with a separate application; see Fig. 5
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Fig. 5 Kepler Provenance Browser [20, 21]: A retrospective provenance graph (recorded earlier,
during workflow execution) is displayed and can be navigated forward and backward in time via
VCR-like control buttons (bottom)

a map and output a provenance graph that can be queried and explored in a separate
provenance browser [20, 21].

The curation workflow graph depicted in Fig. 4 provides an overall description of
the processing steps that a data record will undergo when subjected to the workflow.
In this way, workflows are a form of prospective provenance: the workflow graph
captures the general method or “recipe” of how data products of a workflow are
processed. When a computational method is documented in this way, as a workflow
graph, users can already make certain inferences about the general method and about
the result data produced by it. For example, from the graph in Fig. 4 we see that
the flowering time validation step (FNA) may use the improved geolocation data
(GeoLocate) or a validated scientific name (IPNI/gni) since those upstream actors
may have updated a record by the time it reaches the FNA step. Conversely, as
the FNA actor lies downstream from GeoLocate and IPNI/gni, it cannot possibly
influence the latter. Thus, while detailed dependency and lineage information
between concrete data products is available only after workflow execution, some
lineage information, in particular about the independence of steps can be obtained
prior to execution, by querying the workflow graph. If a workflow graph contains
further configuration information, e.g., which XML elements of a data stream are
processed at each step, then a more detailed prospective provenance graph can be
inferred as well [22].
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2.2 Retrospective Provenance from Workflow Execution Traces

Prospective provenance, in the form of a workflow graph, constitutes a first
valuable knowledge artifact, documenting a computational method or workflow.
Many workflow systems also allow users to record provenance information at
runtime, i.e., they capture retrospective provenance that can be queried, analyzed,
and visualized to gain a deeper understanding of how certain results were obtained
as the workflow executed. Figure 5 depicts a screenshot of the Kepler Provenance
Browser [20, 21], showing retrospective provenance from a run of a specimen
curation workflow similar to the one in Fig. 4. Selected nodes and incident edges are
highlighted to indicate which upstream step has generated a data item, and which
downstream step(s) read it. Note that a single actor in a prospective provenance
graph can give rise to multiple invocations in the retrospective provenance graph,
e.g., DataFuser(1) and DataFuser(2) in Fig. 5 are two distinct invocations
of a single DataFuser actor. Each invocation usually operates on its own data
items (beige circles). Similarly, a single channel between connected actors in the
workflow graph (prospective provenance) is often traversed by multiple data items
which then appear as “data bundles” in the execution trace (retrospective provenance
graph), as seen in Fig. 5.

2.3 Models of Provenance and Scientific Workflows

In 2006 the scientific workflow community organized the first “Provenance Chal-
lenge” workshop to better understand the capabilities of different workflow systems
and approaches [23]. The first workshop led to a number of follow-up challenge
events (all set up to be informative rather than competitive), ultimately leading
to the definition of the Open Provenance Model (OPM) [24, 25], which in turn
informed the development of the W3C PROV standard [26]. Much work in the
scientific workflow community then focused on engineering challenges, e.g., the
efficient storage [27–29], navigation [30], and querying [31, 32] of provenance.
When working with provenance in scientific workflows, the distinction between
prospective and retrospective provenance is important. However, neither OPM nor
its PROV successor deal with this distinction. One could argue that both OPM and
PROV focus on retrospective provenance, but the underlying definitions are rather
vague on that point.2 As a result, different extensions to OPM and PROV have
been developed that allow users to work with both prospective and retrospective
provenance and relate both kinds of information in a single model [33, 34].

2For example, [26] states that “provenance is defined as a record that describes the people,
institutions, entities, and activities involved in producing, influencing, or delivering a piece of data
or a thing.”
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2.4 Relating Retrospective and Prospective Provenance

It is often desirable to combine trace-level retrospective provenance and workflow-
level prospective provenance in a single, uniform representation. Such a model
should also accommodate temporal information whenever available. This can be
achieved with a semistructured data model, consisting of labeled, directed graphs
of the form G D .V; E; L/, with vertices V , labels L, and labeled edges E �
V � L � V . In the following, we view workflows (prospective provenance) W and
traces (retrospective provenance) T as subgraphs of G. Similarly, a temporal model
consists of labeled edges, modeling one or more “before” relations �R.

Figure 6 shows a workflow W (top) and a trace T (bottom). By linking a trace
to the workflow that generated it, important information can be obtained via the
constraints of the combined model: If data item y is written into output container
Y as a result of invocation a of actor A on input item x in X, then the writing of
y cannot happen before x is read. Therefore, this firing constraint at the level of
the workflow model W induces a corresponding temporal constraint on the trace T,
i.e., tread.x/ �f twrite.y/. Similarly, the data constraint at the Y container in W induces
another temporal constraint at the trace level: before item y can be read by invocation
b of actor B, this item must first have been written by some invocation a of A, i.e.,
twrite.y/ �d tread.y/.

In [36] the authors use temporal information about the duration of interactions to
exclude data dependencies that would violate temporal causality (if process A first
writes y, then reads x, then y does not depend on x).

Structural and Temporal Constraints The execution of workflow W in Fig. 7a
might have produced the trace T in Fig. 7b. To check whether T is indeed a possible
instance of W, we link T’s nodes and edges to W via a mapping h (as in Fig. 6).

For example, the edges x
read! a and a

write! y in T (x was read and y was written by

Fig. 6 A homomorphism h from trace T to workflow W guarantees structural validity. Workflow-
level constraints induce temporal constraints �f and �d on traces [35]
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Fig. 7 Cycles (a) in workflow W and (b) in trace T. A cycle (feedback loop) in a workflow is not
uncommon, but in a trace it suggests a temporal inconsistency [35]

invocation a), have corresponding edges X
in! A and A

out! Y in the workflow W,
linking data containers X and Y to the actor A. In Fig. 7, T is structurally valid with
respect to W, but other inconsistencies due to temporal constraints can still arise.
For example, a cycle in T usually indicates an inconsistent trace: if read and write
observables are temporally or causally linked, a strict partial order is implied and
a cycle should not be observable. On the other hand, a cycle in W is usually not a
concern. It simply means that W has a feedback loop, which is a rather common
workflow pattern: loops in W are “unrolled” in T, leading to acyclic trace graphs
T. In [35] we have formalized structural validity of a trace T via a homomorphism
h W T ! W and shown that it can be checked using a simple Datalog query.3 In [37]
a formal, temporal semantics of OPM is developed and it is shown that the original
inference rules for OPM are sound but incomplete. In [38] we have developed a rule-
based implementation (inspired by [37]4) that allows provenance model engineers
to experiment with different temporal semantics, expressed as constraints over the
provenance model.

Example: Hamming Numbers Consider the two variant workflows H1 and H3 in
Fig. 8a, b that compute Hamming numbers5 [39, 40]

H D f2i � 3j � 5k j i; j; k � 0g

incrementally, i.e., as an ordered sequence 1; 2; 3; 4; 5; 6; 8; 9; 10; 12; 15; : : : While
both workflows contain the same nodes (i.e., actors and data containers), they are
wired slightly differently, which makes a big difference as it turns out. The data
containers Qi are queues (FIFO buffers); Q8 is the distinguished output, where the
Hamming numbers will appear in the correct order. M1 and M2 are merge actors, i.e.,
processes which take two ordered input sequences and merge them into an ordered
output sequence. If presented with the same item in both streams, the output stream
will only contain one copy of the element, so duplicates are removed. The actors

3Here, we are not searching for a graph homomorphism, but simply test whether the given mapping
h W T ! W is a homomorphism.
4: : : or rather an earlier version from 2010: our 2013 paper could not have been influenced by a
2015 paper, nicely illustrating the very point of temporal constraints.
5Also known as regular numbers.
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Fig. 8 Hamming workflow variants (a) H1 (“one loop”) and (b) H3 (“three loops”). Retrospective
provenance can be used to spot inefficient, redundant workflow computations: (c) trace T1 (“Fish”)
obtained by running H1 and (d) trace T3 (“Sail”) from H3. The many redundant lineage paths of
the DAG in (c) match the regular path query .x2 j x3 j x5/�, while the unique paths in the tree (d)
satisfy the pattern .x2� � x3�/ � x5�

X2, X3, and X5 multiply their inputs with 2, 3, and 5, respectively. Last not least, the
sample-delay actors S2, S3, S5 are used “to prime the pump”: initially (i.e., before
reading any input), they output the number 1 to get the loops started. Subsequently,
they simply output whatever they receive as an input. By design, the Hamming
workflows H1 and H3 define an infinite output stream, i.e., these processes can “run
forever”.

Figure 8 shows two provenance traces T1 (Fish) and T3 (Sail) for Hamming
numbers n � 1000, corresponding to the workflow variants H1 and H3. To save
space, the trace graphs show each invocation of a multiplication actor x2, x3, and x5

as a colored edge (green, blue, and red, respectively). By querying the trace graph,

the answer relation can be obtained as a set of edges d1

p! d2, linking data items to
each other, with the (implicit) label p denoting the actor invocations (multiplication
factors) used. Note that while the workflow graphs in Fig. 8 are cyclic, as expected,
the trace graphs are acyclic. The trace-level retrospective provenance yields valuable
information: In Fig. 8c Hamming numbers n can be produced in many different
ways (if n contains all three factors 2, 3, and 5, its in-degree is always three). As a
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result, the provenance graph T1 is not a tree, but a DAG (directed acyclic graph). In
contrast, in Fig. 8d every Hamming number n is produced in one way only (there
is a unique path from 1 to n), i.e., without creating unnecessary duplicates. Thus,
unlike T1, trace T3 is a tree.

This example demonstrates another use of relating retrospective and prospective
provenance, i.e., differences in the trace graphs T1; T3 can be used to explain the
performance differences of the workflows H1 and H3 that generated them. Similarly,
[41] uses retrospective provenance to compare the efficiency of different variants of
a transitive closure query. Other works making use of the relationships between
prospective and retrospective provenance include [42–46].

3 Provenance in Databases

When comparing data provenance in workflows and in databases, the former is
usually considered a form of coarse-grained provenance, while the latter is consid-
ered fine-grained provenance. Indeed, provenance from workflows often captures
observables at the level of files read and written by workflows or scripts [46]. In
contrast, provenance in databases aims to answer record-level questions, e.g., which
tuples (rows) in the input tables contributed to a particular output tuple and how
[47]. Along another dimension, workflow provenance is sometimes called black-
box provenance, whereas database provenance is considered white-box provenance
[15, 48, 49]. This distinction is motivated by the fact that in workflows, the
computational steps or actors are usually considered “black boxes” whose inner
workings are not accessible or not relevant.6 Conversely, as we shall see below, a
database query can be considered a “white box”, since its inner workings are readily
available and analyzable [47, 53]. There are also approaches that combine workflow
and database provenance, e.g., [54].

Database Provenance Questions In the following, we consider the most widely-
used and best studied database model, i.e., the relational model [55]. But the
basic principles usually also apply, mutatis mutandis, to other database models and
queries, e.g., over semistructured (XML) data.7 Consider a query answer A D Q.D/,
i.e., an output table A resulting from the evaluation of a query Q on an input database
D. Let t 2 A be a result tuple from the answer. In a database context, we would like
to answer provenance questions such as:

What is the lineage of t, i.e., which specific subset(s) of tuples from the input D
were used to produce t? Similarly, we might want to know why t is in the result and
how exactly t was obtained from the tuples in its lineage. The notions of lineage,

6However, workflow systems such as Kepler [19] support nested workflows, so it is possible
to open these “grey boxes” [14, 50, 51]. Similarly, fine-grained provenance from script-based
workflows can be captured via profiling tools [52].
7For example, [56, 57] show how XML queries can be reduced to relational queries.
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why-, and how-provenance (among others) have been formalized, studied in detail,
and compared thoroughly [47]. Before we illustrate these different notions with a
running example, we first give a brief (and necessarily incomplete) overview of
some key publications and milestones in database provenance.

3.1 A Brief History of Database Provenance

The idea of propagating annotations from sources through queries to results is
at the core of many current database provenance approaches, but also had early
precursors such as [58], which proposed a model to carry along source attributions
through queries. Another early approach which does not rely on annotations is
described in [59]. Database research on provenance became mainstream through
important, workflow-like applications in data warehouses [60]. Data warehouses
periodically retrieve and integrate information from multiple sources using extract-
transform-load (ETL) scripts, and then make the integrated information readily
available for online analytical processing (OLAP) [61]. In data warehousing and
other information integration scenarios, it is often crucial to be able to trace the
lineage of data from output tables back to the sources where the data originated. In
this way, data quality problems can be detected, localized, and eventually resolved.

An influential paper by Buneman et al. [62] developed the why-provenance
model, refining another influential model by Cui et al. [60] for tracing lineage in
data warehousing applications. The provenance semiring8 framework developed
by Green et al. [63] (and applied in a data sharing and information integration
context [64]) marks a milestone in provenance research, as it subsumes many earlier
provenance models and embeds them in a single, unified framework.

All provenance models mentioned so far aim at explaining, at various levels of
detail, why and how a query answer t 2 Q.D/ came about. Thus, these database
approaches aim to relate outputs back to the inputs on which they depend, i.e., at
a high level, they resemble retrospective provenance models for workflows. The
database community has also studied an intriguing new question, i.e., why is t …
Q.D/? This missing answer problem is also known as why-not provenance [65]
and is an area of active research [66–72]. We will return to this question briefly in
Sect. 3.4.

The comprehensive survey by Cheney et al. [47] classifies data provenance
approaches into two broad categories called lazy and eager, respectively. In the
lazy (or non-annotation) approaches, provenance is computed only on demand by
examining and analyzing the input data D, the answers A, and the query Q. No

8In abstract algebra, a semiring is a structure .K; C; �; 0; 1/ with binary operations “+” (addition)
and “�” (multiplication) over an underlying set K satisfying, for all x; y; z 2 K, these axioms:
x C y D y C x; x C 0 D 0 C x D x; x � 1 D 1 � x D x; x � 0 D 0 � x D 0; x � .y C z/ D x � y C x � z;
.x C y/ � z D x � z C y � z. If x � y D y � x, the semiring is commutative. Instead of x � y we can write
xy.
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changes are made to any of these. In contrast, the eager (or annotation-based)
approaches use an annotated input database D0 which is then evaluated using a
rewritten “provenance-enabled” query Q0 in order to obtain an answer table A0
with provenance annotations. In the remainder of the paper, we focus on eager
provenance approaches. In Appendix we illustrate the exact nature of Q0 and the
provenance-annotated query answers A0 via prototypical implementations of the
running example discussed next.

Mixed forms that combine aspects of eager and lazy approaches also exist, e.g.,
[60]. Several systems such as Perm [73], GProM [74], Ariadne [75], and PROV-
Trace [76] compute provenance on demand through provenance-enabled replay
of operations. These systems therefore do not fit neatly into the two categories
proposed in [47]: On one hand, they appear lazy since provenance is not captured
when evaluating a query but only later, if and when provenance is explicitly
requested. On the other hand, the technique used for computing provenance is based
on provenance-enabled queries that propagate annotations, i.e., the eager approach.
The GProM system stands out since it is the first to support provenance tracking
for updates (and transactions) based on MV-semirings, an extension of the semiring
model with embedded multiversion history [77].

3.2 Running Example: The Three-Hop Query (thop)

Consider a database table hop that stores possible links between nodes in a network
[78]. We might want to know which pairs of nodes are reachable with precisely
three hops. Figure 9 shows this thop (Three-Hop) query in alternative but equivalent

Fig. 9 Three-Hop (thop) query [78], expressed in (a) Datalog (top), the Relational Algebra
(middle), and SQL (bottom). (b) This query can also be considered a “mini-workflow” combining
three copies of the hop relation via joins (denoted �� in the algebra), followed by a projection
(denoted �) to yield the output relation thop
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Fig. 10 Three-Hop Example [78]: (a) The hop relation (blue) stores possible links in a network.
The thop query (center) returns an output relation (red) consisting of all pairs .S; T/ that can be

connected by three hops S
hop! U

hop! V
hop! T (bottom). Typical provenance queries are: Why is

thop(a,b) in the output, and how has thop(a,b) been derived from the input? (b) The provenance-
annotated input is processed via a rewritten thop query, returning a provenance-annotated output
that answers those questions: The provenance polynomial p2q C q2r that annotates the thop(a,b)
edge (bottom) means that there are two distinct ways from a to b using three hops: by using the p
hop twice and the q hop once (p2q), or alternatively, by q, r, and q again (q2r) (Color figure online)

notations: as a Datalog query, a relational algebra query, and a SQL query. Finally,
Fig. 9b shows the same query in the form of a (relational algebra) operator tree.
Using operator trees allows us to view a database query Q as a kind of workflow
WQ (or prospective provenance), and apply notions and techniques from Sect. 2. As
mentioned before, the processing steps (actors) in workflows are usually considered
black boxes. In contrast, in database queries, the semantics of query operators is
completely known and available for analysis and query rewriting, making them
white box actors that support fine-grained provenance capture. Now consider the
thop query from Fig. 9 applied to a concrete input database D as depicted in
Fig. 10a. The input relation hop is shown as a directed graph (with blue edges).
From this, the query computes a new graph (with red edges), shown at the bottom
of Fig. 10a. Note that the hop input graph has no direct link from a to c, while the
thop result graph has such as link. Typical provenance queries are:

Why is some tuple t in the output relation thop, and how has it been derived from
the input relation hop? Consider the result tuple t D .a; b/ in thop. What is the
lineage of t, i.e., what are the hop tuples that contributed to the derivation of the
result thop.a; b/? Looking at the hop graph, we see that one can go from a to b
using different edges from the input hop table, e.g., use the self-loop a ! a twice,
followed by the hop a ! b, for a total of three hops. Another solution is to use
a ! b, then b ! a, and finally a ! b one more time.

Figure 10b shows the same input database Dhop with a small but important
modification: the edges in the hop relation are annotated with unique identifiers
from an underlying set (or namespace) X D f p; q; r; sg. Thus, we can explain why
thop.a; b/ is in the answer simply by referring to the named edges: p; p; q is a
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three-hop from a to b, and q; r; q is another three-hop, i.e., a
p! a

p! a
q! b is

the first solution, and a
q! b

r! a
q! b is the only other solution. A shorthand for

the provenance-annotated result is thus “thop.a; b/ W p2q C q2r”. The provenance
polynomial p2q C q2r states why and how the query answer thop(a,b) was
obtained from the hop input table. The addition “+” in the provenance polynomial
corresponds to a logical disjunction (_) since there are two solutions to go from
a to b using exactly three hop edges. Each solution consists of a product “�” of
input tuples, corresponding to a logical conjunction (^), i.e., p � p � q and q � r � q.
In the underlying provenance semiring [63], the product and sum operations are
commutative, hence the shorter polynomial representation p2q C q2r can be used.

3.3 The Great Unification: Provenance Semirings

The representation of database provenance using abstract polynomials over anno-
tated input databases was developed by Green et al. in [63]; an introduction and
overview is given in [78]. It is beyond the scope of this paper to elaborate on
the details of that framework and its theoretical results (e.g., the “Fundamental
Theorem”). However, using the running example, we can get a first idea of the
elegance and power of the semiring approach. Figure 11a depicts the thop answer
table with its six output tuples (corresponding to the six red thop edges in Fig. 10).
Each of the tuples in the provenance-annotated answer A0 carries a provenance
annotation which is obtained by executing a rewritten query Q0 on an annotated input
database D0 (see also Appendix). The most fine-grained provenance annotations
are shown in the right-most column containing polynomials over the provenance
semiring NŒX�. The other columns correspond to coarser provenance abstractions:
e.g., BŒX� is the semiring of Boolean provenance polynomials, Trio.X/ is the
provenance semiring used in the Trio system [79], while Why.X/ and Lin.X/

correspond to the why-provenance and lineage model in [60, 62], respectively.

Fig. 11 Three-Hop Example (cont’d): (a) Provenance-annotated thop answer with five kinds
of provenance. (b) The hierarchy among provenance models [78]: the finest-grain model NŒX�

subsumes other models such as Trio.X/, Why.X/, and Lin.X/ below. For example, the Lin.X/

model for thop.a; b/ only states that the hop edges p; q; r are in the lineage, while the NŒX� model
states exactly how those edges need to be combined
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The lattice in Fig. 11 shows the degree of “informedness” of the different
provenance models (i.e., how “fine-grained” they are, relative to one another): as one
moves down the lattice, provenance information becomes coarser. In our example,
the NŒX� provenance of thop.a; b/ is p2q C q2r telling us (1) that there are exactly
two ways to obtain the answer, and (2) what those two ways are (one way uses the
p edge twice and q once; the other uses q twice and r once). When looking instead
at BŒX�, the coefficients are dropped from the polynomial, e.g., the provenance of
thop.a; a/ is p3 C2pqr in NŒX�, but becomes p3 Cpqr in BŒX�. Similarly, in Trio.X/,
exponents are dropped, in Why.X/ coefficients and exponents are dropped, and
in Lin.X/ only the (flat) union of tuples pqr remains to describe the lineage of
thop.a; a/, i.e., these three edges were used in the derivation, but it is not stated
how they need to be put together to derive a three-hop from a to a.

The “Fundamental Theorem” [78] intuitively states that for positive relational
algebra queries one can swap the order of query evaluation and application of a
semiring homomorphism. For example, consider an input database with annotations
p, q, r, : : : that represent Boolean variables that can be either true or false, indicating
whether the so-annotated tuple is or isn’t true in the modeled world. In order to
explore the answers to a query Q in different possible worlds (i.e., under different
truth assignments to the Booleans), we could run the query Q once for each such
possible world. Alternatively, we can execute the provenance-enabled query Q0 once
(and for all) to obtain provenance polynomials in NŒX� as depicted in Fig. 11a.
To obtain the different possible worlds, we then just reinterpret the provenance-
polynomials as Boolean expressions (“�” as “^” and “+” as “_”) and simplify
those Boolean expressions. Both routes (Boolean assignment followed by query
evaluation or vice versa) will yield the same result.

Appendix contains another example, where the input annotations represent tuple
cardinalities in the relational model with multiset (bag) semantics. We can evaluate
the query under the bag semantics to obtain the result cardinalities (Fig. 15c, d).
Alternatively, we can “plug in” the input cardinalities into the abstract provenance
polynomials in Fig. 15b and then evaluate those polynomials to arrive at the same
numbers as in Fig. 15d.

3.4 Unifying Why and Why-Not Provenance Through Games

The elegant and powerful provenance semiring approach by Green et al. [63, 78]
subsumes and situates many earlier database provenance models. However, one
shortcoming of those approaches is that they are limited to positive queries only,
i.e., they cannot handle queries with negation. On the other hand, if a provenance
approach can be devised that can answer queries with negation, then such an
approach would also solve the missing answers or why-not provenance problem:
Asking why is thop.c; a/ not in the answer is then equivalent to asking: why is
:thop.c; a/ true over the given database. Figure 12a depicts a solved provenance
game for thop(a,a). This approach was developed by Köhler et al. [70] and contains
the provenance semiring approach as a special case, see Fig. 12b. The key idea is to
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Fig. 12 Why (and how) is thop(a,a) in the query answer? (a) The solved provenance game [70]
shows that one can find three different instances of the thop Datalog rule, such that those rule
instances are satisfied. (b) The solved game DAG can be abstracted and expanded into a tree to
yield the provenance polynomial for thop(a,a): p3 C 2pqr

Fig. 13 Why-not provenance for thop(c,a) using provenance games [70]. The graph enumerates
all (failed) attempts to prove thop(c,a) using the thop query over the given hop database. This
structure can also be used to propose changes to the database such that thopc(c,a) will be in the
answer

view query evaluation A D Q.D/ as a game between two players who argue whether
or not tuple t 2 A.9 The game can be defined in such a way that whoever is right
about the claim can force a win [70]. Then the provenance (or justifications) for a
claim about t 2 A can be obtained from a solved game graph such as the one in
Fig. 12a.

A key advantage of this approach is that it treats why and why-not prove-
nance uniformly: Fig. 13 depicts a solved query evaluation game establishing why

9Query evaluation games [80] have been considered before, e.g., by Hintikka [81]. However, the
idea of using games for provenance was inspired more recently by revisiting the game normal form
[82] for well-founded Datalog.
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thop(c,a) is not in the answer. The solved game graph contains the equivalent of all
failed proof attempts using the rules of the query (corresponding to failed SLD(NF)
trees [83]) and can be used, e.g., to determine how the given database can be “fixed”
so that thop(c,a) becomes true after all.

4 Conclusions

Provenance is a flourishing research area in many subdisciplines of computer sci-
ence. The scientific workflow community has contributed to the development of the
Open Provenance Model (OPM) and its W3C successor PROV [84]. As described
in this chapter, two main forms of provenance can be distinguished in workflows,
i.e., prospective and retrospective provenance. When combined in a single model
of provenance (possibly enriched with temporal information), powerful provenance
queries can be answered. The database community has developed another set of
provenance models which abstract tuple derivations through relational queries (or
Datalog rules). The provenance semiring model introduced by Green et al. [63]
elegantly subsumes many earlier provenance models for positive queries. Why-not
(or missing answer) provenance is an active area of research.

In this brief tour, many interesting topics in workflow provenance (e.g., [22, 85–
87]) and database provenance (e.g., [88, 89]) could not be covered. For overviews
and surveys on provenance and workflow see, e.g., [13–15, 84]. For provenance in
databases, [47] provides an excellent starting point.
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Appendix: Query Rewriting for Provenance Annotations

The key ideas behind the query rewriting in the semiring annotation approach
[63] can be nicely illustrated using some simple prototypical implementations.10

Figure 14 depicts two variants of the three-hop query [78] used earlier in the paper.
The first variant (Fig. 14a) uses unique tuple-ids and a symbolic representation of the
product operation in the NŒX� semiring. Lists of such products are used to represent
the sum of products form in Fig. 14b. In Fig. 14c the same query is used, but now
hop represents a multiset (bag semantics), so tuples are annotated with cardinalities

10The example code is available from github.com/idaks/tour-de-provenance.

https://github.com/idaks/tour-de-provenance
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Fig. 14 Three-Hop Example [78] prototypically implemented in SWI-Prolog: (a) The input
relation hop is annotated with unique tuple-ids. The rewritten view thop_aux adds the symbolic
product P D P1 � P2 � P3, combining the provenance annotations Pi of all hop tuples being joined.
Aggregation with bagof/3 (instead of setof/3) is used to collect all provenance. (b) Running the
code from (a) generates the provenance polynomials. (c) Similar to (a) but now hop is a multiset
with cardinality annotations. The provenance of the thop result is calculated as the sum of the
arithmetic product of the input cardinalities. (d) Running the code from (c) generates the result
cardinalities

(how many times a tuple is in the multiset). The resulting cardinalities in the thop
result relation are obtained by computing the sum of the arithmetic products of the
cardinalities of hop tuples being joined to obtain the annotated thop tuples. The
use of bag semantics (via the built-in aggregation predicate bagof/3, rather than
setof/3) is essential to obtain the correct cardinalities.

In Fig. 15 the same thop query with provenance is implemented in SQLite, again
first using provenance polynomials over the NŒX� semiring (using symbolic tuple-
ids, represented as strings). The second variant in Fig. 15c, d uses multiset semantics
where tuple cardinalities are represented numerically in an additional column. The
result cardinalities are then obtained via a summation over the (arithmetic) products
of thop annotations.
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Fig. 15 Three-Hop Example [78] prototypically implemented in SQLite via query rewritings: (a)
the rewritten view thop adds a column that symbolically“multiplies” the provenance of the hop
tuples being joined; (b) running the aggregation query from (a) yields the provenance polynomials
from NŒX�; (c) variant similar to (a) but for bag semantics; (d) running the aggregation from (c)
yields the expected multiplicities
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The Lifecycle of Provenance Metadata and Its
Associated Challenges and Opportunities

Paolo Missier

Abstract This chapter outlines some of the challenges and opportunities associated
with adopting provenance principles (Cheney et al., Dagstuhl Reports 2(2):84–113,
2012) and standards (Moreau et al., Web Semant. Sci. Serv. Agents World Wide
Web, 2015) in a variety of disciplines, including data publication and reuse, and
information sciences.

Keywords Provenance analytics • Provenance data modelling • Provenance life-
cycle

Using provenance in a broad diversity of application areas and disciplines entails a
number of challenges, including specialising the generic provenance and domain-
agnostic data model, PROV. This chapter provides a brief overview of these
challenges, using the provenance lifecycle framework shown in Fig. 1 as a reference.

1 Provenance Definitions and Model

PROV, the Provenance standard, is a family of specifications released in 2013 by
the Provenance Working Group, as a contribution to the Semantic Web suite of
technologies at the World Wide Web Consortium [36]. PROV aims to define a
generic data model for provenance that can be extended, in a principled way, to
suit many application areas. The PROV-DM document [34] provides an operational
definition of provenance for the community to use and build upon:

Provenance is defined as a record that describes the people, institutions, entities, and
activities involved in producing, influencing, or delivering a piece of data or a thing.
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Fig. 1 Schematic of provenance lifecycle

The document goes on to position the definition in the context of Information
Management:

The provenance of information is crucial in deciding whether information is to be trusted,
how it should be integrated with other diverse information sources, and how to give credit
to its originators when reusing it. In an open and inclusive environment such as the Web,
where users find information that is often contradictory or questionable, provenance can
help those users to make trust judgements.

1.1 PROV as a Community Data Model and Ontology

The specifications define a data model and an OWL ontology, along with a number
of serializations for representing aspects of provenance. The term provenance, as
understood in these specifications, refers to information about entities, activities,
and people involved in producing a piece of data or thing, which can be used to
form assessments about its quality, reliability or trustworthiness (PROV-Overview
[40]). The specifications include a combination of W3C Recommendation and
Note documents. Recommendation documents include (1) the main PROV data
model specification (PROV-DM [34]), with an associated set of constraints and
inference rules (PROV-CONSTRAINTS [5]); (2) an OWL ontology that allows a
mapping of the data model to RDF (PROV-O [18]), and (3) a notation for PROV
with a relational-like syntax, aimed at human consumption (PROV-N [35]). All
other documents are Notes. These include PROV-XML, which defines a XSD
schema for XML serialization [41]. PROV-AQ, the Provenance Access and Query
document [33], which defines a Web-compliant mechanism to associate a dataset to
its provenance; PROV-DICTIONARY [39], for expressing the provenance of data
collections defined as sets of key-entity pairs; and PROV-DC [38], which provides
a mapping between PROV-O and Dublin Core Terms.
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1.2 The Provenance of PROV

PROV is the result of a long incubation process within the provenance commnunity,
documented for instance in [6]. The idea of a community-grown data model
for describing the provenance of data originated around 2006, when consensus
began to emerge on the benefits of having a uniform representation for data
provenance, process documentation, data derivation, and data annotation, as stated
in [32]. The First Provenance Challenge [31] was then launched, to test the
hypothesis that heterogeneous systems (mostly in the e-science/cyberinfrastructure
space), each individually capable of producing provenance data by observing the
execution of data-intensive processes, could successfully exchange such provenance
observations with each other, without loss of information. The Open Provenance
Model (OPM) [32] was proposed as a common data model for the experiment. Other
Provenance Challenges followed, to further test the ability of the OPM to support
interoperable provenance.

In September 2009, the W3C Provenance Incubator Group was created. Its
mission, as stated in the charter [43], was to “provide a state-of-the art under-
standing and develop a roadmap in the area of provenance for Semantic Web
technologies, development, and possible standardization.” W3C Incubator groups
produce recommendations on whether a standardization effort is worth undertaking.
Led by Yolanda Gil at University of Southern California, the group produced
its final report in December 2010 [44]. The report highlighted the importance of
provenance for multiple application domains, outlined typical scenarios that would
benefit from a rich provenance description, and summarized the state of the art
from the literature, as well as in the Web technology available to support tools
that exploit a future standard provenance model. As a result, the W3C Provenance
Working Group was created in 2011, chaired by Luc Moreau (University of
Southampton) and Paul Groth (Vrije Universiteit Amsterdam). The group released
its final recommendations for PROV in June 2013.

1.3 Other Notions of Data Provenance

Other formal models of data provenance exist, specifically in the context of database
management. The provenance of a data item that is returned by a database query,
for example, is defined by the semantics of the query itself, and mentions the
fragments of the database state that were involved in the query processing [4].
An algebraic theory in support of data provenance representation and management
has been developed [13]. This form of fine-grained provenance is often contrasted
with coarse-grained provenance, which records the input / output derivations that
are observed when functions are invoked, typically from within workflows and
in the context of scientific data processing [9]. Attempts have also been made to
reconcile these two views, e.g., when declarative-style queries are embedded within
procedural workflow processing [1].
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2 Embracing Provenance: Status and Opportunities

As illustrated in Fig. 1, there are a few key phases in the lifecycle of a provenance
document: Production (Capture), persistent storage, Query, Sharing, Association
with the underlying data products, and consumption/exploitation (Visualization/-
Analysis). The remainder of this short overview will only cover issues concerning
Capture, Storage and Query, and Analysis, using the following simple example to
illustrate key issues in each of these phases.

In PROV, a provenance document is a set of assertions about the derivations that
account for the production of a dataset, including, when available, its attribution.
For example, one can use PROV to formally express the following facts:

Alice took draft v0.1 of paper P, made some edits during a certain time interval, and
produced a new draft v0.2 of P.
In doing so, she used papers p1, p2 as reference.
Alice then delegated Robert to do proofreading of P v0.2, which resulted in a new version
v0.3 of P.
Alice also published a dataset D as supplementary material to P, which she has uploaded to
a public data repository, for others to discover and reuse.

These facts can be expressed formally, using either RDF, XML, or PROV-N, the
bespoke near-relational syntax mentioned earlier.

2.1 Extending PROV

The PROV Working Group worked hard to ensure that PROV can be extended in
a principled way, in order to fit the needs of multiple disciplines where expressing
the provenance of data may be important. Specifically, one can (1) use PROV-O, the
PROV OWL ontology, in conjunction with other ontologies, in order to provide rich
semantic annotations of data, and (2) extend PROV-O itself with domain-specific
provenance concepts.

As an illustration of (1), in the example above one can semantically characterize
data products as “papers” of a certain type, along with the associated activities (edit-
ing, proofreading) using a suitable vocabulary, while at the same time characterizing
their provenance using an RDF serialisation of the example statements above. As a
reference, in the recent past we have demonstrated this capability in our specification
of the Janus ontology [25]. In brief, provenance and semantic annotations serve
complimentary roles: the former tells the history of a data product, while the latter
elucidates its meaning.

Regarding extending PROV, one notable example is the ProvONE ontology
(formerly known as D-PROV) [27], aimed at capturing at the same time the
data dependencies that emerge from observations during data creation (known as
retrospective provenance), as well as the static structure of the process that is
responsible for the generation of the process (known as prospective provenance)
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[21]. The latter is deliberately missing from PROV, owing to its generality. The D-
PROV ontology specifically extends PROV to account for the structure of scientific
workflows, a specific type of data-generating process that is important in many e-
science applications.

In particular, the latest embodiment of D-PROV, called ProvONE [45], is
currently in production use by the DataONE project (dataone.org). DataONE, a
large NSF-funded project (2010–2018), is the largest Research Data conservancy
project in the USA, with a focus on Earth Observational Data and ecology/climate
data in particular. With a growing federation that already counts tens of member
repositories and hundreds of thousands of science data objects, the DataONE
architecture places metadata indexing and management at the cornerstone of its data
search and discovery capabilities. “Searching by provenance” is a new and unique
feature that leverages the ProvONE data model, as well as the automated capture
of retrospective provenance whenever R or Matlab (and, soon, Python) scripts that
access DataONE science objects are executed.

The ProvONE ontology provides a template for extending PROV, which can
be used in a number of other domains, as it illustrates proper use of the PROV
extensibility points.

2.2 Provenance Capture

Provenance is the result of observing a data transformation process in execution,
including details of its inputs and outputs, be it a database query or a workflow,
including processes carried out by humans or only partially automated. Key
questions concerning the recording (“capturing”) of provenance include (1) what
provenance-related events can be observed, (2) what is the level of detail of these
observations, and (3) how does one deal with multiple, overlapping but inconsistent
observations?

Regarding scientific data processing, the ability to record provenance relies
entirely on the infrastructure on which the processes are executed. An increasing
number of tools and systems are being retrofitted with provenance recording
capabilities, including the best known workflow management systems [9, 28], and
more recently, the Python [37] and the R languages [19, 20] for data analytics. Two
specific instances of provenance capture sub-systems for scientific workflows, that
we have actively contributed to, are [24], for the Taverna workflow management
system developed in Manchester to support bioinformatics researchers [15, 26], and
for the eScience Central workflow manager [14].

The case of completely automated processes which run in a centralized environ-
ment is, however, the simplest possible scenario. “Human-in-the-loop” processes
are obviously more problematic, and are limited to capturing human interactions
with information systems through a user interface. Clearly, solutions in this space
are necessarily bespoke, with no known publications reporting specific case studies.
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In each of these cases, the observations may be available at a specific level
of abstraction, which may or may not be appropriate for the type of downstream
analysis requirements (see below). These range from fine-grained, high-volume,
system-level provenance (ie every file I/O operation in the system) [23], to “coarse-
grained” provenance from workflow executions, where only the inputs and outputs
of each workflow block can be observed.

As a consequence of these varying levels of details, it becomes necessary to be
able to adjust the quantity of information contained in a provenance document, i.e.,
by creating views over provenance that represent abstractions over provenance. In
the example above, we could for instance conflate the editing and proofreading
activities into one, high-level “paper preparation” activity, and ignore the interim
v0.2 of P. Our own work on provenance abstraction [29] builds upon prior research
[2, 10], reflecting the user need not only to simplify the amount of provenance
presented to the used, but also to obfuscate provenance in order to preserve its
confidentiality.

A further complication in provenance capture, is that the observable pro-
cesses normally take place on multiple, heterogeneous, autonomous and distributed
systems, where the corresponding data is scattered. The provenance of an end
data product must therefore be reconstructed by composing multiple, possibly
inconsistent, and incomplete provenance fragments harvested from each of those
systems. This is a relevant but under-studied area of research for provenance, with
many potential applications that extend well beyond the realm of e-science.

2.3 Storage, Retrieval, and Query

Storing, indexing, and querying provenance documents requires a data layer not
unlike that used to store the underlying data products that the provenance refers
to. Data provenance that describes the history of large volumes of data is itself
bound to have a high volume. Furthermore, if one includes in the provenance the
intermediate data products that are generated as part of a complex data processing
pipeline, it is easy to see that the size of the provenance documents may vastly
exceed that of the data whose history it describes. Older and recent research has
been devoted to studying the trade-offs between storing intermediate data products
as part of provenance, which may incur a high storage cost [46], as opposed to
partially re-computing the data products (“ smart rerun” [7]).

Issues of dealing with large-scale provenance were addressed in the BigProv
international workshop organized in 2013 and co-located with the EDBT confer-
ence. A number of submissions contributed to corroborate the hypothesis that the
scalability of provenance management systems is becoming a practical problem
if interesting analytics are to be derived from it. Amongst these, a study on
reconstructing provenance from log files [12].

Provenance documents such as the one in our example are naturally expressed
in the form of a graph. This suggests that graph databases (GDBMS) are suitable



The Lifecycle of Provenance Metadata and Its Associated Challenges and Opportunities 133

for their persistent storage, indexing, and querying. In our past work we have
been experimenting with Neo4J, a new generation GDBMS, in order to study
the scalability properties of provenance storage. In particular, we have developed
ProvGen [11], a generator of synthetic provenance graphs of arbitrary size and
with topology constraints. ProvGen is designed to create benchmarks for testing
the performance of graph-based provenance data layers. It can generate provenance
documents with millions of nodes and stores them in a Neo4J database.

At the same time, the standard RDF serialization of PROV, which specifies how
provenance documents can be expressed using RDF triples that comply with the
PROV ontology (PROV-O), lends itself well to storing provenance graphs in existing
RDF triple stores. However, despite the need for testing provenance data layers at
scale, and our own past attempts at soliciting contributions that document scalability
of provenance storage and query systems (the ProvBench workshop, co-located with
BigProv (see above), to the best of our knowledge no official benchmarks have ever
been released.

2.4 Provenance Analytics and Novel Uses for Provenance

With the broad term “provenance analytics” we indicate all forms of consumption
and exploitation of provenance corpora, once they have been captured and made
available through suitable data engineering solutions, alluded to above. Relevant
questions include: what can we learn from a large body of provenance metadata?
what techniques and algorithms can be successfully borrowed from the realm of
(Big) Data Analytics, in order to gain insight into data through its provenance?

Much has been made of provenance as a key form of metadata to help
understanding the quality of data as well as its trustworthiness. A whole special
issue of the ACM Journal of Data and Information Quality, has been devoted to
the topic [42]. Despite several high quality submissions, however, more research is
needed to fully elucidate the connection between data provenance and quality.

Many other opportunities are worth exploring that exploit provenance corpora in
several domains. One line of research still in its infancy, concerns using provenance
to ascribe transitive credit [16] to scientists and other contributors who publish their
datasets in public data repositories, for others to reuse. Data publication is a rapidly
growing area of Open Science, which is based upon the assumption that scientists
will spontaneously make their datasets public, as long as due credit is given to them
through community mechanisms. Unfortunately, these mechanisms are still quite
primitive, limited as they are to counting the number of citations to datasets, as they
are found in paper publications (see for instance the Making Data Count project
[17]). Instead, transitive credit pushes this embrionic notion of “credit for data”
much further, as it leverages provenance to take into account multiple generations
of data derivation and reuse.

Other disciplines farther away from computing and science will benefit from
properly collected provenance, wherever providing accountability of a process
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execution is important. One example amongst many concerns food safety, where
traceability of lots of food along a supply chain is critical to ensuring compliance
with quality standards and proper handling, and to answer questions in case of
accidents involving consumption of unsafe food.

2.5 Three Key Challenges for Practical Usability
of Provenance Data

To conclude this overview, three areas when more research is needed in order to
make provenance usable in practice are worth mentioning.

Incomplete and Uncertain Provenance Generation and usage of data naturally
occurs in many different ways through multiple, autonomous information systems.
As a consequence, the provenance of such data is also naturally fragmented and
incomplete. One major problem in provenance research is how to reconstruct a
complete “big picture” out of such fragments. We are currently addressing this
foundational problem in the specific setting of Open Research Data reuse, as this
is a key issue when establishing transitive credit as mentioned above.

Trusted Provenance A second issue concerns accountability of the provenance
documents themselves. To the extent that provenance documents are considered
as a form of evidence for the underlying data, it is necessary to ensure that the
provenance itself can be trusted not to have been tampered with. Using provenance
traces in, say, a court of law, requires strong non-repudiability and integrity
guarantees, which can only be provided by a trusted computing infrastructure
[22, 30]. The notion of tamper-proof (or rather, tamper-evident) provenance has been
touched upon in the past [47], but more research is needed as this clearly conflicts
with the notion of provenance abstraction through views, alluded to above, namely
when generating views involves redacting the provenance document itself [3].

Provenance to Help the Reproducibility of Scientific Processes Lastly, we mention
a long-standing promise on which provenance studies have largely yet to deliver.
Much has been said (and there is no scope for a full survey here) of the role
of provenance to support reproducible science, since the connection between
reproducibility and provenance was first made back in 2008 [8].

Reproducibility is a known problem for a large number of scientific processes
of the past, which are often encoded as a loose collection of scripts with external
dependencies on ever-changing libraries, services, and databases. Practical solutions
where provenance is used to ensure that these processes are reproducible are not
readily available, however. In the recent past, we have addressed one aspect of
this problem, namely by showing that provenance traces can be used to explain
the differences between two sets of results that are obtained from the executions
of two versions of a process [28], the latest being a reproduction of the original.
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Much remains to be done, however, to clearly prove the role of provenance data in
data-driven, reproducible science.
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Cognitive Science Perspectives Through

the Lens of Visual Analytics



Visual Analytics: Data, Analytical
and Reasoning Provenance

Margaret Varga and Caroline Varga

Abstract Analysts and decision makers are increasingly overloaded with vast
amounts of data/information which are often dynamic, complex, disparate, con-
flicting, incomplete and, at times, uncertain. Furthermore, problems and tasks that
require their attention can be ambiguous, i.e. they are ill-defined. In order to
make sense of complex data and situations and make informed decisions, they
utilize their intuition, knowledge and experience. Provenance is fundamental for
the user to capture and exploit effectively the explicit data and implicit knowledge
within the decision making process. Provenance can usefully be considered at three
conceptual levels, namely: data (what), analytical (how) and reasoning (why). This
paper explores visual analytics in the exploitation of provenance within the decision
making process.

Keywords Analytical provenance • Data provenance • Hypothesis • Reasoning
provenance • Visual analytics • Visualization

1 Introduction

Analysts and decision makers are increasingly overloaded with vast amounts
of data/information which are often dynamic, complex, disparate, conflicting,
incomplete and, at times, uncertain. Furthermore, problems and tasks that require
their attention can be ambiguous, i.e. they are ill-defined. In order to make sense
of complex data and situations and make informed decisions, decision makers
rely on explicit information and their implicit intuition, knowledge and experience.
Moreover, to have confidence in a decision making process, it is necessary for them
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to understand the sources of information and thus the value and trust that can be
placed on every aspect of the process; i.e. the provenance [1–4].

Provenance is fundamental for the user to capture and exploit effectively the
explicit data and implicit knowledge within a decision making process. Provenance
can usefully be considered at three conceptual levels, namely: data, analysis and
reasoning [5]. In essence it comprises the what (data), how (it was analyzed) and
why (reasoning).

This paper explores the application of visual analytics as an effective means
of analyzing and understanding provenance in the explicit representation of the
analytical and reasoning processes: how and why the data is used.

2 Data, Analytical and Reasoning Provenance

There are three categories of provenance that play a role in visual analytics,
namely: data provenance, analytical provenance and reasoning provenance. In order
to understand findings/discoveries it is necessary to document the entire analysis
process and retain all three types of provenance. Capturing the reasoning processes
is by far the most challenging.

• Data provenance considers the source of the data, and the link between the
source and the system using the data. The data may be intelligence reports,
videos, network logs, etc. The provenance of the data must certainly be taken
into account in the analytical and visualization approaches and processes when
addressing problems/making decisions.

• Analytical provenance is concerned with the processes performed on the data;
in particular, here, the techniques used to analyze and visualize the data. The
analysis conducted has an impact on the nature of the results and how the results
can be used. The actions performed during an analysis within a visual analytic
system can be captured: i.e. data transformations, events (e.g. key strokes) and
actions (e.g. zoom) can easily be logged, and the overall history of interactions
can be recorded [4]. VisTrails, for example, supports exploratory computational
tasks and also provides a provenance management infrastructure [6].

• Reasoning provenance is the most challenging to identify, make explicit and
capture; it is concerned with how and why analysts arrive at their conclusion-
s/decisions. It is typically concerned with the application of human experience,
knowledge and intuition.

Annotation of the analysis can be used to enable recall and sharing [7]. External-
ization can be achieved through think-aloud protocols: this process, however, may
alter the nature of the reasoning, reduce task performance, or even risk changing
decisions [8, 9]. Furthermore, analysis of such externally captured data is extremely
time-consuming and labour intensive.

The results of experience, knowledge and intuition used in a decision making
process can be presented in visual (e.g. diagrams), textual or numeric narratives.
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These narratives are based on the available data and are used to show salient
information and different hypotheses. In the reasoning process, interconnections
between narratives, and between information and hypotheses, are developed to
support informed decision-making [5].

Visual representations of the reasoning space through networks of narratives
enable the understanding of the reasoning process and considerably improve both
the quality of the reasoning process and the efficiency/effectiveness of informed
decision making [5, 10, 11].

3 Visual Analytics

Visual Analytics is the science of analytical reasoning facilitated by interactive
visual interfaces. It combines automated analysis techniques with interactive visual-
izations to allow the user to interact with, explore and analyze big and complex data,
both dynamically and visually. It thus facilitates data and situational understanding
so as to support informed decision-making.

It is necessary to create tools and techniques to help users to derive information
and insight from massive and complex data: to detect the expected and/or discover
the unexpected. The tools must also support the provision and communication of
timely and accurate situation assessments—upon which users can act [11–14].

4 Intelligence Analysis

4.1 Introduction

Across all subject domains, one concern is how to incorporate and make use
of provenance to enhance informed decision making—to better understand how
and why data is used and decisions are made. This section uses a case study on
intelligence analysis to illustrate the ideas.

Intelligence analysis is the application of individual and collective cognitive
methods to explore data and test hypotheses. Events and evidence are assessed, for
example, to explain/interpret events that ‘might’ happen; or to decide how best to
prevent the occurrence of an adverse event; or to minimize potential damage [15,
16], etc.

Intelligence analysts respond to Intelligence Requests (IRs), which can be precise
or ill-defined. Critical thinking is essential in order to provide the ‘best possible’
answer, within a short time frame. Important elements of critical thinking are to
reduce bias and present all possible options to a decision maker [17].
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4.2 An Example Case Study

An example case study of an ill-defined IR is discussed here: the IR is—“What are
the current threats?”. The threats may be of any form and of varying degrees of
urgency.

In order to determine potential threats data/information must be gathered and
analyzed, and the situation must be assessed. The experience of an intelligence
analyst will guide them to filter ‘noisy’ data and to zoom into potential threats that
require further investigation. If it is known, for example, that there is an upcoming
state visit or a military supply convoy, the analysts’ experience/intuition might
lead them to identify such events as potential targets, and thence to hypothesize
possible/likely threats. Any of the hypothesized threats may be true so analysts must
consider all relevant information to make informed decisions.

For example, in the case of a convoy, an ambush may be identified as the mostly
likely threat [18]; the analyst must then hypothesize likely ambush locations and
gather evidence to answer question such as:

• Where and when is the convoy going, and what route will it take?
• Where have recent ambushes been?
• Where are insurgents currently known to be operating?
• What types of ambushes are the insurgents capable of? Land or sea? Chemical or

biological?
• What is the certainty that this route is not going to change (e.g. commander

deciding to change the route, flooding, unexpected roadblock, etc : : : )?
• What is the weather forecast? Hurricane? Snowing?
• : : : .

Many different approaches may be used to narrate, assimilate and analyse
hypotheses and evidence. Here, the Wigmore concept [19] is used to demonstrate the
generation, representation and analysis of multiple hypotheses, as well as provide
an answer to the IR including the representation/presentation of the analytical
provenance [18]. The Wigmore chart was developed as a graphical method for the
analysis of legal evidence in trials. It was the first diagrammatic system of charting
arguments; other approaches include Toulmin [20]. One of the advantages of the
Wigmore approach is its handling of the balance of view (cf. bias). In a Wigmore
chart, various types and items of evidence supporting and refuting a hypothesis are
represented graphically; this allows the strength/weakness of the case to be readily
observed. In particular, it is easy to see ‘gaps’ where additional effort is required to
gather evidence, e.g. to minimise uncertainty or danger of self-confirmation, or to
strengthen an aspect of the case/hypothesis.

In Fig. 1, the hypothesis introduced suggests that a potential ambush location
is south of Village A [18]. The analyst enters hypothesis properties based on their
experience/intuition/knowledge and their information sources. Sources are rated in
terms of their reliability [15]:

(1) Completely reliable,
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Fig. 1 Hypothesis that South of Village A is a good ambush option and its properties [18]

(2) Usually reliable,
(3) Fairly reliable,
(4) Not usually reliable,
(5) Unreliable, and,
(6) Reliability cannot be judged.

The information is also rated accordingly; see again Fig. 1:

(1) Confirmed by other sources,
(2) Probably true,
(3) Possibly true,
(4) Doubtful,
(5) Improbable, and,
(6) Truth cannot be judged.

In this way, multiple ambush locations (hypotheses) based on the analysts’
experience—obvious and less obvious alternatives—can be considered, as opposed
to pursuing a biased approach in which, for example, a narrow focus might be
pursued.
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The provenance of each hypothesis that is being considered can be recorded and
assessed; guided by the analyst’s intuition, experience, local knowledge and avail-
able data. Understanding the processes through which ambush locations—or other
hypotheses—are identified and evidence is assessed is important in understanding
how and why analysts reason with/about them (i.e. reasoning provenance).

In Fig. 1, the hypothesis (the potential location) source is assessed to be
‘completely reliable’ and is based upon information ‘confirmed by other sources’.
The Analyst can export the hypothesis to share with other analysts, make notes about
the hypothesis (reasoning), and declare any ownership.

Next, the analyst must gather evidence to support or refute this particular
hypothesis (i.e. build a balance of view). The evidence properties are entered using
the same rating system as the hypothesis properties. In this example, there is
supporting evidence to show that there is good cover for the attackers at Village A,
which makes Village A vulnerable. This evidence is believed to be from a ‘usually
reliable’ source and is ‘probably true’, see Fig. 2. More evidence will be gathered
and similar processes will be used for other evidence and other hypotheses.

Different types of evidence can be used; for example, significant trends might
emerge from circumstantial evidence that can be correlated with other evidence.

Fig. 2 Properties of the evidence that there is a good cover for the attackers [18]
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Fig. 3 Link properties [18]

Fig. 4 Network of six hypotheses [18]

The ‘Is Pending’, checkbox allows the analyst to represent evidence that someone
has been tasked to collect, see Fig. 2. This can be added to the graph to be assessed
later when the evidence is available. The origin of the evidence is also recorded; that
is, its data provenance.

The analyst also enters the strength of the evidence in supporting or refuting
the hypothesis; this ranges from strongly contradicts, neutral, to strongly supports,
see Fig. 3. This rating is used to determine the role each item of evidence plays in
supporting/refuting the hypothesis (it should be noted that the reliability of a source
does not determine its relevance or strength).

Figure 4 shows a network of hypotheses (denoted ‘H’) and evidence (denoted
‘E’) built up in answering the IR. Green links represent support while red links
represent refutation; their strength is represented by the thickness of the link.

Among the six possible locations/hypotheses, no evidence has been collected
for the hypothesis that Xiba is a possible ambush location (there are no linked
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evidence/‘E’ circles): either evidence needs to be gathered to address the proposed
hypothesis, or it should be removed from the view (it is always possible to display
the hypothesis again if evidence becomes available and it is still a viable hypothesis).
Conversely, many items of evidence—of varying strengths—are linked to the
hypothesis (‘H’ box) of Village A.

Figure 4 may thus be interpreted as showing a balance of view of all possible
ambush locations, as well as illustrating the availability of evidence and the efforts
that have been invested in collecting and assessing the evidence to support/refute any
hypothesis. The presentation of a balance of views in this manner is an important
element in reducing cognitive bias. Inputs from other analysts can also reduce bias.

The upper right hand table on Fig. 4 provides a means by which all evidence and
associated information may be examined. The bottom right hand panel provides a
global overview facility which can be used to navigate around the network: e.g.
when focusing on sub-components of the problem such as Village A. Alternatively,
another part of the network may be looking at the threats relating to an imminent
state visit; in this case the global overview would show all the possible threats and
how they might relate.

The same evidence may be used to support multiple hypotheses, or to support one
hypothesis and refute another; it is not necessary to input the same evidence again
for different hypotheses. For example, “suspicious activity at Village A” relates to
multiple hypotheses, see Fig. 4. The advantage of this is that it avoids creating a
misleading impression of the number of evidence items available; that is, the same
evidence appearing multiple times for different hypotheses.

The influence of individual and combined evidence is analyzed automatically
for the six hypotheses. It is vital that the system can readily be updated to
respond to rapidly evolving situations; here, the effect of new information can be
visualized instantly. Hypothesis analysis is a dynamic process; new hypotheses can
be generated or removed when the situation changes, when new evidence is gathered
or when there are changes in existing evidence/situations. Hypotheses can also be
saved, re-used or modified for future IRs.

Different analytical processes can be used to analyze the data. In this example, the
system calculates the strength of all the evidence relating to all the hypotheses; this
reveals that Village A is indeed a likely ambush location. In light of this, the convoy
should either alter its route to avoid Village A or prepare for a possible ambush. The
display can also be used to brief the commander about all the threats considered,
which is the most likely threat, and why. The understanding of the hypotheses and
corresponding evidence as well as the analysts’ notes give an idea of the reasoning
of why the locations were chosen.

This concept can be transferred for use in other applications such as financial risk
analysis or medical analysis [18].
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5 Conclusions

The case study has illustrated the interactive formation, visualization and analysis of
dynamic hypotheses for decision-making in ill-defined problems; with provenance
for explicit data, defined analytical process and some implicit knowledge/experience
from the analysts. It shows the benefits of interactive analysis and visualization
in response to changes in evidence and hypotheses; such as reducing bias and
improving efficiency. Furthermore, the approach considers the degree of uncertainty
in each piece of evidence and its role in supporting/refuting different hypotheses.
The data provenance and the data uncertainty can be expressed by the user based on
assessment of its source, assessment of the information, as well as consideration of
the links between the evidence and hypotheses. It also provides an audit trail of the
analysis in terms of data provenance, analytical provenance, and, to certain extent,
reasoning provenance.

This case study shows narratives as the explicit representations of the hypotheses,
which include different types of data in their presentation, such as: the explicit
data used and its provenance; the processing and manipulation performed; and, the
implicit information from the analysts’ knowledge and experience.

Systems that allow for the dynamic visualization of hypotheses which develop
over time, and change with the arrival of ‘new information’ or the application of a
‘new process’, provide invaluable support for informed and dynamic decision mak-
ing in ill-defined problems. The system in the illustrated case study is an example
of this capability. It also provides methods to visualize competing hypotheses or
complementary theories (that would support and enhance the strength of a particular
argument), each depicting different degrees of certainty.

The case study shows that although many pieces of the puzzle have been found,
much research is still needed to further the development of tools to support informed
decision making for ill-defined problems. Robust reasoning provenance about how
and why analysts make decisions, deduced from implicit data, would complete the
audit trail for understanding what, how and why data were used.
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Analytic Provenance and Distributed
Sensemaking

Ashley Wheat, Simon Attfield, and Robert Fields

Abstract Analytic provenance is a record of reasoning over time, accounting
for the methods and techniques used. In sensemaking—where people embark
on a process of comprehension by which they gain meaning and insight from
information—a record of provenance can support the scrutiny of findings, reflection
on the reasoning process, and handover of tasks in collaborative settings. However,
sensemaking does not occur within a vacuum, and often involves use of various
representational media and artifacts such as maps, charts and lists to gain insight.
Therefore, a complete account of analytic provenance in sensemaking scenarios
must include descriptions of the use of these representational media. In this paper
we discuss analytic provenance in the context of distributed sensemaking, showing
how we can model the use of representational artifacts and reasoning over time as
inference trajectories, introduce levels of description of representational artifacts
and discuss challenges faced in the capture of analytic provenance in distributed
sensemaking scenarios.

1 Introduction

Sensemaking refers to a process of comprehension by which human beings formu-
late a plausible understanding and explanation from information we receive from
the world around us. When carrying out complex sensemaking tasks it can be
important to maintain a record of the reasoning process. In contexts such as law
and intelligence analysis it is imperative that a ‘chain of custody’ or ‘paper trail’
is maintained, keeping track of the control and analysis of data and information.
This historical account of an analysis can help reduce uncertainty and increase trust
in findings by allowing reasoning to be scrutinized, supports handover of analysis
in collaborative settings, and can support the sensemaker’s own understanding and
confidence in their analysis. This historical account of reasoning in an analysis,
known as its ‘analytical provenance’ [1], provides a description of the actions
performed and techniques used at a given point in an analysis.
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Although we have the ability to easily record actions and events in computer
environments that can form part of an account of analytic provenance, this only
paints part of the picture. An analysis does not take place in a vacuum, and
sensemaking does not just take place in a person’s head, but through elicitation and
interaction with various artifacts and forms of representational media. Therefore an
account of analytical provenance must include descriptions of the use and role of
representational media in the sensemaking process leading to insights and findings.

In this paper we introduce the notion of distributed sensemaking and discuss how
its concepts can help in creating a record of analytical provenance that includes an
account of the role of representational media in sensemaking. Distributed sensemak-
ing models the flow of information in and co-ordination of representational artifacts
to form insights in sensemaking as ‘inference trajectories’, and provides a number
of levels of description in characterizing representational artifacts.

The rest of this paper is structured as follows: in the next section we introduce
distributed sensemaking, outlining its theoretical background before introducing the
notion of inference trajectories and a number of levels of description. In Sect. 3 we
discuss the concept of analytic provenance and the challenges in capturing a full
account of analytic provenance including the use and role of representational media.
We then go on to discuss how the concepts of distributed sensemaking can provide
a foundation for research into the modeling and framing of analytic provenance in
terms of the use of representational media and artifacts in sensemaking. Lastly we
discuss challenges faced in capturing this type of provenance information across
numerous types of media.

2 Distributed Sensemaking

2.1 Sensemaking

The term sensemaking literally refers to ‘making sense’. For instance, sensemaking
can take place when a holiday maker is comparing the best flight deals online, or
when a detective is examining evidence in order to find the culprit responsible for
committing a crime. When we engage in sensemaking, we embark on a process of
comprehension [2] in which we seek out, re-structure and re-organize information
in order to find meaning and construct a plausible understanding of some aspect
of the world [3, 4]. Multiple theories of sensemaking have emerged—seemingly
independently—in a number of research areas [5] including Organizational Studies
[3], Information Science [6], Human-computer Interaction [7, 8] and Naturalistic
Decision Making [2, 9].

Klein et al. [2, 9] offer a ‘macrocognitive’ theory of sensemaking involving the
interaction of two types of entity: data and frames. Data are aspects of the world
as experienced by the sensemaker through interaction with it. These might include
things that a person might perceive in a given situation that may be important to



Lecture Notes in Computer Science 153

them, such as a patient’s symptoms in a medical setting or the co-ordinates and
direction of aircraft in air traffic control.

A frame is a representation that accounts for the current understanding of
something. For example, this could be the doctor’s belief about the patient’s medical
condition, or it could be the air traffic controller’s understanding of the flightpaths
of aircraft in airspace he or she is responsible for. In this light, a frame serves as
both an interpretation and explanation of the data available at a particular moment
in time [10]. According to Klein et al., sensemaking is a continual process involving
framing and re-framing when new data is available. As the sensemaker experiences a
new situation, a frame acts as an interpretation of it. As more data becomes available,
the current frame may be elaborated upon or challenged, causing the frame to
evolve over time. As it does, it becomes a more plausible account of the situation
as previous frames are rejected or modified in light of new data. Furthermore, as
sensemaking is a bi-directional process, a frame may also call upon new data to be
sought out, directing information seeking, and in so doing, revealing further data
that changes the frame.

2.2 Distributed Cognition

Distributed cognition provides a perspective in which human cognition transcends
the boundaries of the head of the individual, seeing intelligent processes as being
distributed among people, the artifacts they use and the environment in which they
are situated, and is affected by previous events and experiences [11].

In distributed cognition, cognitive activities are seen as computations that
propagate representational state through a series of different media, which can occur
both inside or outside of the head. For example this could be a person’s memory, or
external media such as charts or maps. The unit of analysis in distributed cognition,
therefore, is a cognitive system which is made up of the internal processes of
individuals interacting with a number of artifacts, each other and the environment in
which they are situated. Studies of such cognitive systems include ship navigation
[11], aircraft cockpits [12, 13], air traffic control [14] and emergency medical
dispatch [15].

Hollan and colleagues [16] describe distributed cognition as three ‘tenets’:
socially distributed cognition, which describes the distribution of cognitive tasks
among individuals within a social group; embodied cognition, which describes the
coordination between internal (the mind) and external (materials and environment)
functions; and culture and cognition, describing how cognitive processes can be
shaped by earlier experiences or social and cultural practices.
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2.3 Representational Media in Sensemaking

Embodied within artifacts and representational media (e.g. maps, charts, lists) are a
number of affordances which can furnish people with the ability to perform tasks
that may otherwise be difficult to conduct solely in the head. These representations
occurring ‘in the world’ are thought to change sensemaking in some way, but
aren’t addressed in much depth in existing sensemaking theory [10]. Distributed
sensemaking addresses this by considering sensemaking through the lens of
distributed cognition.

2.4 Inference Trajectories

In the distributed sensemaking paradigm, the flow of information throughout the
sensemaking process across different representational media can be modeled as
inference trajectories. An inference trajectory shows the relationship between infor-
mation about some aspect of the world, extracted from representational artifacts,
and its use in conjunction with information contained within other representational
media (which could be internal or external). When used in conjunction with each
other, these pieces of information (and the media they are contained within) lead
to the generation of insights and a situation picture. A situation picture, similar
to Klein’s frame [9], is a sensemaker’s current understanding of a given situation,
representing a plausible picture of events taking place in the real world.

A situation picture can be represented either internally (in the head) or externally
(in the world), embodied within some representational artifact. As a sensemaker
gains more traction in their reasoning process, gaining more insight and understand-
ing, the situation picture becomes clearer and more well defined.

Figure 1 illustrates an inference trajectory from the study of military signals
intelligence analysis. The study was conducted on analysts within a military signals

Fig. 1 An illustration of an inference trajectory showing the relationship and coordination of
representational media in military signals intelligence analysis. Physical artifacts such as tables
and charts are shown in gray. White nodes show information
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intelligence cell, who’s job it is to gain an understanding of the identity of enemy
assets, their level in the command structure, their equipment and movements. In the
study, analysts were fed extracts of intercepted radio communications in the form
of ‘tactical tip off’ reports, or TTOs, using a number of ‘working aids’ to perform
their analysis. These consisted of tables and charts containing known information
about the opposing force, such as radio equipment information, known call signs,
known use of code words, and intelligence about the command hierarchies and
formations known as an Order of Battle (ORBAT). In the top-left (Fig. 1) the
inference trajectory shows information extracted from a TTO—a radio frequency
of 3.55 MHz FM—used in conjunction with a ‘Radio Equipment table’ leading
to a number of possible levels of command. A similar operation is performed
by the analyst revealing a further number of possible levels of command when
the analyst uses information extracted from a TTO about an enemy asset using a
radio encryption in conjunction with the ‘Encryptions Systems table’. From this the
analyst infers that the enemy level of command is ‘Div ! Regt’. This inference
comes as the result of a boolean conjunction between the two lists of possible
levels of command (for further explanation see [10]) and would be difficult to
perform without the use of external representational media—in this case two tables
of information.

2.5 Levels of Description in Distributed Sensemaking

Inference trajectories provide an abstract view of the information flow and co-
ordination of representational media within the sensemaking process. However, the
properties of artifacts leveraged by the sensemaker are also key to their use. For
example, in the study described above, the analyst used a number of tables to carry
out the sensemaking task. One such table was the ‘Radio Equipments table’, which
contained known information about enemy radio equipment including frequency
ranges, modes (FM,AM etc.) and levels of command within the military hierarchy
which use certain frequencies. When working out possible levels of command of
intercepted communications, the analyst would refer to the table and eliminate row
by row—by striking through using a pen or pencil—those radio frequency ranges
and types which the intercepted signal do not match. By doing this the analyst is
deductively working out a list of possible levels of command. Moreover, as the
analyst strikes out each row on the table, he reduces the number of possible levels
of command for a signal, leading to an clearer situation picture.

We describe such properties at three distinct levels of description: physical,
semantic and pragmatic.

Physical properties can be described in terms of an artifact’s material and shape—
how it is physically constituted. Moreover, when considering the physical makeup
of an artifact, the affordances it offers in virtue of them are also considered. That is,
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the physical properties of an object which help, support, facilitate or enable physical
action [17].

Semantic properties of artifacts are what they are taken to represent or stand for.
That is, when used in sensemaking, artifacts are imbued with some representational
meaning such that they represent some aspect of the world. For example, a database
in a shop might represent a series of associations between products/stock levels and
cost.

Pragmatic properties like the semantic properties of artifacts are concerned with
their meaning and what they represent. However, where the semantic meaning of an
artifact is constant, the pragmatic properties of artifacts are concerned with the role
given to the artifact in current cognitive activity, which is subject to change. Namely,
this is what an object is used for in virtue of its physical and semantic properties.
For example, a shopping list might have items crossed or ticked off as they are put in
the shopping trolley. To the shopper, this represents a list of items retrieved (crossed
or ticked off) and items needed (not crossed or ticked off). Each time the shopper
crosses off an item retrieved, the shopping list gains new meaning in terms of its
cognitive role—it serves as an up-to-date record of items in the shopping trolley,
and items not yet collected.

3 Analytic Provenance and Distributed Sensemaking

3.1 Analytic Provenance

An account of analytic provenance can be important in many situations, helping
to reduce uncertainty and aid collaboration. Analytic provenance accounts for the
actions and techniques used in an analysis at any point in time. In areas such as
legal practice for example, it is important that a ‘chain of custody’ or ‘paper trail’ is
preserved showing the control, transfer and analysis of evidence. By maintaining a
record of analytic provenance, an account of the analytic process at any point is kept.
This supports “reflection-on-action” [18] by allowing the interpretation and audit of
claims and insights to be made, preserving a level of accountability and confidence
in findings. Provenance information can also be important during an analysis itself
by supporting “reflection-in-action”, allowing people to interpret their own findings,
identify areas in their analysis that might be weak and help them make sense of what
they are trying to do [19]. Furthermore, in collaborative contexts—where analysts
may be working as part of a large team or in non-colocated settings—an account of
provenance can play a vital role in keeping track of individual actions which may
not be clear from results alone [19]. This can be useful in assisting the coordination
of labour, enabling best practice and supporting handover of tasks in an analysis.
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3.2 Provenance and Representational Media

When sensemaking occurs, in many contexts reasoning takes place through the
elicitation of a number of resources and representational media, both internally and
externally. In Sect. 2 we discussed how we view this as distributed sensemaking. In
light of that, it must be taken into consideration when recording analytic provenance,
that there may be a variety of different sources of insight and knowledge. We
previously introduced the study of military analysis which used a number of printed
charts and tables known as ‘working aids’ alongside computer software and tools to
generate insights and knowledge. The use of this type of representational media and
external resources is commonplace, and as such, any account of analytic provenance
may be seen as incomplete without a record of the flow of information and inference
generation through the use of representational artifacts.

4 Challenges in Framing and Capturing Analytic
Provenance

According to Xu et al. [19] there has been considerable progress in the capture
and visualization of data provenance and analytic provenance, however, there is
still some progress that can be made until it can be understood and used in terms
of distributed sensemaking. Currently there is the ability within visual analytics
systems to capture events such as mouse clicks, keystrokes and actions such as
database queries and searches within computer environments [1, 19]. But this
provides only part of the picture. As we have discussed, sensemaking occurs through
the elicitation of different media, therefore to provide a full account of analytic
provenance, we must find ways to capture it across the different representational
media used within the sensemaking process. This presents a number of challenges.
Firstly, the modeling and framing of this information requires further research to be
carried out to have a more complete understanding of distributed sensemaking and to
further develop a framework for its capture and analysis. Secondly, given the nature
of different representations and artifacts—outside of the computer environment or
inside the head—it is very difficult, if not impossible to automatically capture this
information.

4.1 Modelling and Framing Analytic Provenance
in Distributed Sensemaking

In Sect. 2 we introduced a model of distributed sensemaking including inference
trajectories and a number of levels of description of representational artifacts. We
believe this provides a foundation for research into the modeling and framing of
analytic provenance in distributed sensemaking.
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Fig. 2 A section of an inference trajectory showing the use of representational artifacts through
time

4.1.1 Inference Trajectories

Inference trajectories show the relationship and coordination between information
extracted from, and the use of different representational media in sensemaking
scenarios. In Fig. 1 we have shown an illustration of an inference trajectory in
military intelligence analysis. This provides a useful bird’s eye view of an analyst’s
sensemaking (or analytic) process, showing how he or she has reached inferences
and insights through the elicitation of different representational media. However,
it does not provide a chronological account showing the development of the
sensemaking process and flow of information over time—the analytic provenance.
Figure 2 shows a section of the same inference trajectory which has been adapted
to reveal the use of representational artifacts and generation of insights through
time. By looking at a certain point in the chronology, a snapshot of the distributed
sensemaking process—and the representational media involved—can be seen.
Moreover, by viewing analytic provenance and the use of representation in this
way, an account of events leading to insights and inference is visible in order
of occurrence, allowing easy reflection on the analytic process and the status of
information and knowledge at an point in time.

4.1.2 Levels of Description

Inference trajectories are a useful way of looking at the overall use of represen-
tational media and artifacts. However, this comes at a low level of resolution,
and provides no detail about the make-up of artifacts or details of how they are
used, which is important when reflecting on the use of representational media in
an analysis or sensemaking task. In Sect. 2.5 we introduced a number of levels of
description within the distributed sensemaking paradigm. These look at the physical
properties of an artifact such as its material and shape and the physical affordances
it offers; the semantic properties of an artifact, which look at the representational
meaning given to an artifact; and the pragmatic properties of an artifact, which look
at its role in current cognitive activity.
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So, by describing the properties of representational artifacts at these levels
throughout given points in the inference trajectory, we can show the use of
representational artifacts at a given point in an analysis as well as how their use
lead to insight and knowledge generation.

4.2 Capturing Analytic Provenance in Distributed
Sensemaking

The capture of analytic provenance is a significant challenge. The capture of low
level events and actions in digital environments is relatively easy [19]. However, this
type of provenance information reveals only a limited picture of the sensemaking
process, as much of this occurs outside of the computer environment across
different physical media and inside the sensemaker’s mind. The capture of analytic
provenance therefore must occur, in part, manually. This however can be time
consuming and labor intensive. Another issue is that of timeliness. It may be
that the sensemaker may forget what they were doing at a given point, or what
their thinking was when using a representational artifact, so without capturing
provenance information within a limited timeframe, it could be lost or become less
reliable.

There are contexts where analytic provenance—across different media—is
already captured and forms an important part of maintaining reliability and trust
in information. We previously mentioned this in the context of law, where a
‘paper trail’ of evidence must be preserved documenting the acquisition, control
and analysis of evidence. In fields such as history, art and archival sciences a
similar chronology of the status of artifacts must be maintained to determine
authenticity. In these areas, the capture and recording of provenance information
is already established, and may prove to be fruitful areas for research when
facing the challenge of capturing and recording analytic provenance in distributed
sensemaking scenarios. By conducting such research, we could learn efficient and
well established methods of acquiring, documenting and preserving provenance
information, which could be applied in the capture of analytic provenance.

5 Conclusion

Sensemaking does not occur only in the head of the individual, but through
the elicitation of, and interaction with various forms of representational media.
Therefore, a full account of analytic provenance in sensemaking scenarios must
describe the use and role of the different representational media and representational
artifacts in the process. This full account of the sensemaking process over time can
be useful in a number of ways. It can support “reflection-on-action” by capturing
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points in the sensemaking process where resources are used together in order
to reach insights, allowing the scrutiny and validation of findings, thus reducing
uncertainty. Moreover, by reflecting on the use of representational media we can
learn from the reasoning process, developing better materials and resources for
sensemaking and analysis. It can also be a source of “reflection-in-action” allowing
individuals to interpret their own findings and identify weaknesses in their analyses,
as well as supporting collaboration by keeping track of individual actions.

In this paper we have shown how inference trajectories can keep track of the
use of representational media over time, and in Fig. 2, we have illustrated this in a
military intelligence analysis scenario. Also, by describing the physical, semantic
and pragmatic properties of artifacts used at given points in sensemaking we can
show how their use impacts on the sensemaking process.

There remains a number of challenges however. A key challenge is that of
capturing analytic provenance in distributed sensemaking. Recording an account
of analytic provenance which includes the use of representational artifacts must
currently be done manually, which is time consuming and labor intensive. Also,
there is a limited timeframe by which this information can be collected—a person
may forget what they were doing or what they were thinking when using an artifact
after a certain amount of time.

Looking ahead, we propose future research, including the study of distributed
sensemaking in a number of scenarios, tracking reasoning and the use of repre-
sentational media through the construction of inference trajectories. Here we can
assess the utility of inference trajectories in these scenarios and further develop
ways of modeling and framing analytic provenance in distributed sensemaking. We
also propose research be carried out in finding more reliable and less costly methods
for recording analytic provenance in distributed sensemaking contexts, for example
by electronically tagging and tracking the use of artifacts in the environment,
facilitating the automatic capture of their use through time.
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