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Abstract In order to protect personal information, numerous works has been done
in watermarking field. However, there still leaves some problems to be solved:
(1) most of the watermarking methods were processed in the plaintext domains,
which leave latent risk of exposing host image information, thus it is needed to
encrypt the host image and process the watermarking scheme in the encrypted
domain; (2) numerous image encryption methods had been searched, while not all
of them can meet the robustness requirements when applied in the encrypted
domain; (3) for some special fields of watermarking applications, medical images,
for example, image integrity is an important criterion that should be strictly taken
into account. Thus, that kind of watermarking methods which applies by modifying
the pixel values are not suitable in this situation. In order to achieve information
hiding in such kind of images, special techniques which do not change image
integrity is needed. (4) By utilizing homomorphic encryption scheme, one can
process watermark extraction without decrypting the encrypted watermarked image
first, while it cost too much time in image encryption and decryption, the com-
putational speed need to be improved. Based on the points mentioned above, we
proposed a robust zero-watermarking scheme in the DWT-DFT encrypted domain,
which embeds and extracts watermark without modifying the pixel values. Firstly,
we encrypted both original medical image and watermark image. Then, we extract
the DWT-DFT low frequency coefficients as encrypted medical images’ feature
vector. In watermark embedding and extraction phases, we adopt zero-
watermarking technique to ensure integrity of medical images. Taking “db2”
wavelet transform for example, we conduct the experiments on the visual quality
and robustness of our watermarking scheme. Experimental results demonstrate that
our algorithm achieves not only good watermarking robustness, but also ideal
computation speed in the homomorphic encrypted domain.
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1 Introduction

Medical image is a special kind of image which contains lots of patients’ infor-
mation, whose security should be seriously taken into account. Digital water-
marking has been proposed as a possible brick of information protection systems,
providing a means to embed a unique code into each copy of the distributed
content. However, application of watermarking for multimedia content protection in
realistic scenarios poses several security issues [1]. In most previously proposed
image watermarking schemes, the embedding and extraction of a watermark often
processed in the plaintext domain, which only protect the watermark information
while ignoring the security of host image. When watermarking is processed by a
third party, for example, an cloud sever, there leaves a latent risk of exposing the
raw data.

Cryptosystems play an important role for the afore mentioned problem, i.e., to
process the watermark in the encrypted domain. However, not all cryptosystems are
appropriate for signal processing in the encrypted domain. Most cryptosystems,
such as data encryption standard (DES) and advanced encryption standard (AES),
do not retain the algebraic relations among the plaintexts after encryption [2, 3].
A special kind of cryptosystems, the homomorphic cryptosystems, are able to keep
the algebraic structure of the plaintext, and thus are particularly suitable for this
purpose.

Current solutions based on homomorphic encryption offer provable security at
the price of a very high complexity [4]. Here, the bottleneck is the secure
embedding module, since all watermarked features have to be encrypted using a
costly homomorphic cryptosystem. As an example, in [5] it is reported that on a
1,024 × 1,024 image secure embedding takes about 2 min using a standard per-
sonal computer. Hanaa et al. [6] proposed a homomorphic block-based KLT image
watermarking which works by segmenting the reflectance component of the host
image into blocks by using spiral scan and adding the watermark to every block
during the application of the KLT to each block, separately. Li et al. [7] proposed a
novel CDWM scheme based on homomorphic encryption and dirty paper pre-
coding. They introduced a decryption module before watermark detection to create
some nonlinearity and thereby inhibit conventional watermark attacks based on
linear operations. Zheng et al. [8] proposed a new signal processing procedure,
where the multiplicative inverse method is employed as the last step to limit the
data expansion. Bianchi et al. [9] conducted an investigation on the implementation
of the discrete Fourier transform (DFT) as well as the fast Fourier transform
(FFT) on encrypted signals. A Walsh-Hadamard transform-based image water-
marking scheme was proposed in [10], which possesses the character of blind
watermark extraction, in both the decrypted domain and the encrypted domain.
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In this paper, we propose a robust zero-watermarking algorithm for medical
images in the DWT-DFT encrypted domain. In Sect. 2, we introduce the funda-
mental theory. In Sect. 3, we discuss the zero-watermarking scheme in the
DWT-DFT encrypted domain. In Sect. 4, we discuss the robustness of our algo-
rithm under various kinds of attacks based on experimental results, and compared
the watermarking methods between plaintext domain and encrypted domain.
Finally, we conclude our paper in Sect. 5.

2 The Fundamental Theory

In this section, we will give an introduction to the homomorphic cryptosystem and
the implementation of DWT and DFT in the encrypted domain. Since DWT cannot
resist the geometric attacks, such as scaling and rotation [11], we combine the
DWT-DFT hybrid approach to improve the robustness of our watermarking
algorithm.

2.1 Paillier Homomorphic Encryption

In 1978, Rivest et al. first introduced an idea of homomorphic encryption which
permits encrypted data to be manipulated without preliminary decryption [12]. It
provides a suitable way for secure signal processing, since it retains the algebraic
relations among the plaintext after encryption, so that an algebraic operation on the
ciphertexts is corresponding to another operation on the plaintexts. The Paillier
cryptosystem [13] is a public key cryptosystem with both the homomorphic
property and probabilistic property [14]. It is a partial homomorphic cryptosystem,
in which only addition or multiplication homomorphism can be achieved.

The reason why we can use the Paillier cryptosystem to encrypt an image is that
the Paillier cryptosystem is a homomorphic cryptosystem. Most of the implemen-
tations of secure signal processing are based on the homomorphic properties. And
the security of Paillier cryptosystem has been proved. There are also a few kinds of
secure signal processing techniques based on the Paillier cryptosystem, such as
DWT and DCT in the encrypted domain [15]. Our watermarking scheme is based
on such transformations in the encrypted domain.

2.2 Non-parametric Probabilistic Models

DWT is a wavelet transform for which the wavelets are sampled at discrete inter-
vals. It provides a simultaneous spatial and frequency domain information of the
image. In DWT operation, an image can be analyzed by the combination of analysis
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filter bank and decimation operation. The analysis filter bank consists of a pair of
low and high pass filters corresponding to each decomposition level. The low pass
filter extracts the approximate information of the image whereas the high pass filter
extracts the details such as edges. The application of 2D DWT decomposes the
input image into four separate sub-bands: low frequency components in horizontal
and vertical direction directions (cA), low frequency component in the horizontal
and high frequency component in the vertical direction (cV), high frequency
component in the horizontal and low frequency component in the vertical direction
(cH) and high frequency component in horizontal and vertical directions (cD). cA,
cV, cH and cD can also be represented as LL, LH, HL and HH respectively.

The decomposing equation of the Mallat algorithm can be defined as follows:

Wφ j0,m, nð Þ= 1ffiffiffiffiffiffiffiffi
MN

p ∑M − 1
x=0 ∑N − 1

y=0 f x, yð Þφj0,m, n x, yð Þ ð1Þ

WΨ j,m, nð Þ= 1ffiffiffiffiffiffiffiffi
MN

p ∑M − 1
x=0 ∑N − 1

y=0 f x, yð Þφi
j,m, n x, yð Þ, i= fH,V ,Dg ð2Þ

In this paper, we adopt the ‘db2’ wavelet, and process the original medical image
within just one layer decomposition in order to maintain sufficient computational
speed.

2.3 Implementation of DFT in the Encrypted Domain

The Discrete Fourier Transform is a signal analysis theory. The M × N medical
images’ DFT is done by using:

Fðu, vÞ= ∑M − 1
x=0 ∑N − 1

y=0 f ðx, yÞ ⋅ e− j2πxu M̸e− j2πyv N̸

u=0, 1, . . . , M − 1 ; v=0, 1, . . . , N − 1
ð3Þ

The M × N medical images’ Inverse Discrete Fourier Transform (IDFT) is defined
by:

f ðx, yÞ= 1
MN

∑M − 1
u=0 ∑N − 1

v=0 Fðu, vÞej2π ux
M + vy

Nð Þ

x=0, 1, . . . , M − 1; y=0, 1, . . . , N − 1
ð4Þ

where f(x, y) corresponds to the value of the medical image at point (x, y) and F(u,
v) matches the DFT coefficient at point (u, v) in frequency domain. Digital images
are usually expressed in pixels square, so we set M = N.
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2.4 Non-parametric Probabilistic Models

The Logistic map is one of the most famous 1D chaotic maps. It is a simple
dynamic nonlinear return with complex chaotic behavior so that we can reproduce it
if we have its parameters and initial values. Its mathematical definition can be
expressed in the following equation:

xk+ 1 = xk 1− xkð Þ ð5Þ

where 0 ≤ μ≤ 4 and xk ∈ ð0, 1Þ are the system variable and parameter respectively,
and k is the number of iteration.

Logistic Map system works under chaotic condition when 3.569945 ≤ μ≤ 4. It
can be seen that a small difference in initial conditions would lead to a significant
difference of chaotic sequences. These statistical characteristics are the same as
white noise, so the above sequence is an ideal secret-key sequence. In this paper, we
set μ = 4, and the chaotic sequences are generated by different initial values.

3 The Algorithm

In this section, we propose a robust image zero-watermarking scheme in the
DWT-DFT encrypted domain. As shown in Fig. 1, the original image I is firstly
encrypted by the homomorphic cryptosystem. A scrambled watermark image E[w]
is generated from a Logistic sequence Y(j). The watermark embedding is performed
in the encrypted domain by a third party, e.g. a cloud server. In order to ensure
information security, we have to make sure that the watermark provided to the
server is an encrypted binary sequence consists of 0 and 1. Each watermark bit is
encrypted separately. Based on the homomorphic property of the cryptosystem, the
output of watermark embedding procedure would be an encrypted version of the
watermarked image, E[Iw]. After decryption, the user can acquire the decrypted
image which can meets application requirements.

Fig. 1 Watermarking scheme in the encrypted domain
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3.1 Encryption Algorithm of the Original Medical Images

In order to protect the original medical images, we conduct our watermarking
algorithm in the encrypted domain. Figure 2 illustrates the encryption scheme for
medical images, detailed encryption scheme are described as follows:

Step 1: Perform DWT on the original medical images to acquire the cA, cH, cV
and cD sub-band wavelet coefficients.

Step 2: Apply DFT on each wavelet sub-band coefficients cA, cH, cV and cD to
decompose the sub-band coefficients.

Step 3: Encrypt all the decomposed sub-band coefficients by dot multiplication
operation with a binary matrix C (i, j) generated from a Logistic
sequence X(j).

Step 4: Perform inverse DFT (IDFT) on each coefficients to reconstruct the
sub-band.

Step 5: Perform inverse DWT (IDWT) on the reconstructed coefficients to
acquire the encrypted medical images.

3.2 Acquire the Feature Vector of Encrypted Medical
Images

Taking both the robustness and visual quality into account, we extracted the
low-frequency coefficients after applying DWT-DFT hybrid operation. The
implementation is given as:

Fig. 2 Watermarking in the encrypted domain: a the original medical image “mir-1”, b encrypted
“mir-1” image, c watermarked image, d decrypted watermarked image, e original watermark,
f plaintext domain extraction, g encrypted domain extraction and h decrypted watermarking
robustness performance
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Step 1: Perform DWT on the original medical images to acquire the cA, cH, cV,
cD sub-band wavelet coefficients;

fcA, cH, cV, cDg=DWT2 ðI(i, jÞÞ ð6Þ

Step 2: Apply DFT to the low frequency coefficients cA(i,j);

cA′ ði, jÞ=DFT2 ðcA(i, jÞÞ ð7Þ

Step 3: Extract the low and middle frequency coefficients of DFT matrix cA′(i,
j), after binary processing represented in Eq. (8), we can obtain a binary
sign sequence of coefficients as the feature vector V(j).

sgnðxÞ= 1, xði, jÞ≥ 0
0, xði, jÞ<0

�
ð8Þ

VðjÞ= sign(cA′ ði, jÞÞ ð9Þ

As shown in Table 1. After numerous experiments, we found that the value of
DWT-DFT low-frequency coefficients may change after attacking the encrypted
image, while the signs of the coefficients still remain unchanged. Let “1” represents
a positive or zero coefficient, and “0” represents a negative coefficient. We can
obtain the sign sequence of low-frequency coefficients, as shown in the column
“Sequence of coefficient signs” in Table 1. After attack, the sign sequence is
unchanged, and the Normalized Cross-correlation (NC) is equal to 1.0. Thus we can
adopt the coefficient signs as the feature vector of the encrypted medical images.

3.3 Watermark Embedding Algorithm in the Encrypted
Domain

Medical image is a special kind of image which strictly requires image integrity.
Thus, we adopt the zero-watermarking technique to finish watermark embedding.
During the process, we embed the watermark by correlating image feature vector
and the encrypted watermark ew(j), rather than by modifying the image pixel
values. Note that, once the key is generated, the watermark is embedded in. The
watermark embedding algorithm are described as follows:

Step 1: Extract the encrypted medical image’s feature vector V(j) through
DWT-DFT transform.

Step 2: Watermark scrambling. Firstly, we generate a binary logistic sequence
L(j) by using Logistic map; After that, perform hash XOR operation
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between L(j) and the original watermark w(j) to acquire the scrambled
watermark ew(j).

ewðjÞ=wðjÞ⊕LðjÞ ð10Þ

Step 3: Generate the Key(j). Employ hash XOR operation between V(j) and ew
(j) to acquire Key(j).

KeyðjÞ= ewðjÞ⊕VðjÞ ð11Þ

3.4 Watermark Extraction Algorithm in the Encrypted
Domain

The implementation of watermark extraction in the encrypted domain can be
described as:

Step 1: Perform DWT-DFT on the test image to extract its feature vector V′(j).
Step 2: Employ hash XOR operation between V′(j) and Key(j) to extracted the

scrambled watermark ew′(j).
Step 3: Watermark recovery. Decrypt the watermark by applying XOR opera-

tion between ew′(j) and the binary Logistic sequence Y(j), so we can get
the decryption version of extracted watermark w′(j).

3.5 Watermarking Evaluation

We use the peak signal-to-noise ratio (PSNR) value to evaluate the visual quality of
the watermarked images, and the robustness of the scheme is measured by the
Normalized Cross-correlation (NC), which can be described as follows:

NC=
∑i ∑j Wði, jÞW′ði, jÞ

∑i ∑j W2ði, jÞ ð12Þ

After detecting W′(i,j), compute the NC values between W (i,j) and W′(i,j) to
determine whether the watermark is embedded in.

The Peak Signal to Noise Ratio (PSNR) is used for measuring the distortion of
the watermarked image, which is defined as:
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PSNR=10 lg
MNmaxi, j I i, jð Þð Þ2

∑i ∑j I i, jð Þ− I' i, jð Þð Þ2
" #

ð13Þ

where I(i,j) and I′(i,j) denote the pixel grey values of the coordinates (i,j) in the
original images and the watermarked images respectively; M, N represents the
image row and column numbers of pixels respectively.

4 Experiments

In our experiment, we select the tenth slice of one medical volume medical data as
the original medical image (128 × 128) and choose a significant binary image
(32 × 32) as the original watermark image. Figure 2a–d shows the original
medical image, encrypted medical image. Figure 2e–h shows the original binary
image W = {W(i,j)|W(i,j) = 0, 1; 1 ≤ i≤ 32,1 ≤ j≤ 32}.The parameters for
encrypting the binary watermark images are: x0 = 0.2, μ = 4; and x0’ = 0.135,
μ′ = 4 for encrypting the medical images respectively. To verify our algorithm, we
run the watermarking scheme on Matlab R2014a platform with a computer contains
four Intel(R) Core i5-4590 CPUs at 3.30 GHz.

Experimental results are illustrated in Table 2, in which we compared the
robustness performance of watermark attacks in the plaintext and encrypted
domains. From the table, we can observe that the watermarking scheme in the
encrypted domain achieves good robustness performance which is close to that in
the plaintext domain.

To test the computational cost of our algorithm, we conduct our experiment in
eight selected images. In the case of embedding a 32 × 32 watermark into a
128 × 128 × 8 bits’ host image, the encryption time is about 0.2 s and the

Table 2 PSNR and NC values under watermark attacks in the DWT-DFT encrypted domain

Attacks Parameters PSNR NC
Plaintext
domain

Encrypted
domain

Plaintext
domain

Encrypted
domain

Gaussian
noise

5 % 14.68 13.98 0.71 0.88

JPEG 20 % 21.50 19.23 0.96 1.00
Median
filter

[3 × 3],10
times

24.98 24.84 0.90 1.00

Rotation 4° 20.59 18.84 0.94 0.88
Scaling × 0.8 – – 0.88 0.88
Translation 6 % 14.83 15.69 0.36 0.81
Cropping 10 % – – 0.61 0.81
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decryption time is about 0.08 s. And the execution time of encrypted domain
watermark embedding is about 0.25 s and the extraction time is about 0.05 s in the
encrypted domain.

5 Conclusions

Most of the existing watermarking schemes were designed to embed the watermark
information in the plaintext domain, which leaves a latent risk of exposing the host
image. In this paper, we proposed a robust watermarking scheme in the DWT-DFT
encrypted domain. The main contributions are listed as follows.

(1) The proposed watermarking algorithm in the DWT-DFT encrypted domain is
robust against watermark attacks in the encrypted domain.

(2) We adopted the zero-watermarking technique to embed the watermark by
correlating image feature vector with a logistic sequence, rather than by
changing the image pixel values, thus it can be used in special conditions like
medical images etc. that strictly requires image integrity.

(3) By utilizing our algorithm, the computational speed can easily meets practical
requirements.
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